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The learning objectives of this module are:

LEARNING OBJECTIVES

LOA01: Understand attack surface analysis

LO#02: Understand and visualize the attack surface
LO#03: Learn to identify Indicators of Exposures (loEs)
LO#04: Learn to conduct attack simulation

LO#05: Learn to reduce the attack surface

LO#06: Discuss attack surface analysis specific to Cloud and loT
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Learning Objectives

To implement appropriate security controls, network defenders need to have an understanding
of an organization’s attack surface. This will help them take appropriate measures to reduce the
attack surface and prevent attackers from gaining access to restricted data/resources. This
module will help you analyze and visualize the attack surface. It will enable you to understand
various security measures to reduce the existing attack surface. The learning objectives of this
module are as follows:

Attack surface analysis

Attack surface

|dentify Indicators of Exposures (l0Es)
Conduct attack simulation

Reduce the attack surface

Attack surface analysis specific to Cloud and loT
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LO#01: Understand attack surface analysis
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LO#01: Understand Attack Surface Analysis

Understanding the attack surface is important for deploying the right security tools to defend the
network. Conducting an attack surface analysis helps protect the network by implementing
appropriate methods to protect the attack surface. This section will help you understand attack
surfaces such as the network attack surface, software attack surface, physical attack surface,
human attack surface, and system attack surface. You will learn the various steps involved in
performing an attack surface analysis.
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[% Y The attack surface is the sum of all possible security exposures, i.e. (known, unknown, and potential ) vulnerabilities that
exist in the information system through which attackers can gain unauthorized access to an organization’s assets

% Knowing the attack surface helps in visualizing and reducing the vulnerabilities in an information system
L& Decrease in vulnerabilities deceases the attack surface
@ The smaller the attack surface, the lesser the chances of exploitation and vice versa

T_ As a standard security practice, organizations should keep their attack surface as minimum as possible
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Attack Surface

The attack surface is the sum of all possible exposures (known, unknown, and potential) that exist
in the information system through which an unauthorized user or attacker can access the
organization’s assets. Some examples of possible exposures include protocols, interfaces, user
input fields, and services. An organization’s attack surface includes unpatched vulnerabilities,
open ports, misconfigured networks, excess privileges granted to users, improper network
segmentation, and employees who are unaware of security controls.

A lesser number of vulnerabilities in an information system results in a smaller attack surface. A
smaller attack surface makes the organization less exploitable and reduces risk, whereas a
greater attack surface makes the organization more vulnerable to attacks, which increases the
risk. Therefore, as a standard security practice, organizations should keep their attack surface as
minimum as possible.
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Attack Surfaces Categories

Network Attack Surface Software Attack Surface
o lItincludes all vulnerabilities J ltincludes vulnerabilities that
related to hardware, software, exist in the code and
and interfaces that are accessible configuration of application
to an unauthenticated user functionality that are accessible
Example: to an unauthenticated user

@ Unnecessary open ports and Example:

services running on public IP
points

An organization’s attack surface is broadly categorized into the following:

@ Unvalidated input fields/entry
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Physical Attack Surface
- Itincludes vulnerabilities
associated with physical devices.
An attacker can gain unauthorized
access to information by physical
means.

Example:
©® USB ports enabled on a laptop
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Attack Surfaces Categories (Cont'd)

Human Attack Surface

- Itincludes vulnerabilities related to human
weaknesses
Example: d It mc_:lud
services
@ Employees who are unaware about social =

engineering techniques and have access to
sensitive information

J The system attack surface is the attack surface of
the OS running on the system

If more services and applications are running on
a system, the attack surface will be greater

Example:
® Unused Roles from the Windows systems

® Selecting the features or components that are not
needed on the system
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System Attack Surface

es all possible attack entry points of
and applications running on the system
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Attack Surfaces Categories

Attack surfaces are categorized into five types, and they pose different types of threats.

Network Attack Surface

The network attack surface comprises all possible vulne

rabilities related to hardware (ports

protocols or devices), software (services or network applications), and firmware interfaces that

can be accessed by an unauthorized person.
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Some network attack surface examples are as follows:

= Unnecessary open ports and services running on public IP

= Network protocols (Telnet, File Transfer Protocol (FTP), Hypertext Transfer Protocol
(HTTP), and Simple Mail Transfer Protocol (SMTP)) that pass unencrypted data over the
network

= Network file systems (Network File System (NFS) and Server Message Block (SMB)) that
pass unencrypted information.

= Remote memory dump services (netdump) that pass the unencrypted contents of
memory

= Network printers
Software Attack Surface

The software attack surface includes the vulnerabilities that exist in the code, configuration, or
complete profile of functions in an application that are accessible to an authorized user.

It comprises vulnerabilities related to the following:

= Different kinds of code (applications, OSes, mobile apps, Dynamic-Link Libraries (DLLs),
databases, web pages, executables, email services, or configurations)

= Unpatched software (Java, Adobe Reader, or Adobe Flash).
Some software attack surface examples are unvalidated input fields/entry points.
Physical Attack Surface

The physical attack surface includes all security vulnerabilities that exist in the hardware system.
An attacker gains unauthorized access to information by physical means. A physical attack surface
(physical access) is a direct attack surface. An attacker who gets access to the physical device can
explore the entire network and perform the following malicious activities:

= Scan network, ports, and service to create a network map.
= (Create a digital map of all network, ports, and services.
= Access the running databases and the stored information.
= Upload malware to infect the OS.
" Crack credentials to access privileged areas.
= Copy sensitive data to removable devices or send them to remote servers.
The physical attack surface can be exploited through the following two types of threats:

= |nsider threats such as employees with malicious intentions who steal and leak sensitive
information, negligent employees who are easy targets for phishing attacks or social
engineering attacks.

= External threats such as extracting sensitive information from discarded hard disks.
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Physical attack surface examples are access to all endpoint devices (desktops, laptops, mobiles,
USB ports, and improperly discarded hard drives).

Human Attack Surface

The human attack surface/social engineering attack surface includes vulnerabilities related to
human weaknesses, and it is the weakest point in any cybersecurity. Employees/users who wish
to gain something for free, those who are ready to help anyone for goodwill, and those who can
be easily manipulated are the main targets of social engineering attacks.

Examples of human attack surface include fake calls resulting in giving up passwords, losing
removeable devices containing sensitive information, or accessing legitimate websites with
trojans or viruses.

System Attack Surface

The system attack surface represents the attack surface of the OS running on the system. It
includes all possible attack entry points of services and applications running on the system. The
more the number of services and applications running on the system, the higher its attack
surface.

Some system attack surface examples include unused roles from the Windows systems and
selecting all features or components that are not needed on the system.
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J

Attack surface analysis is an assessment of all possible exploitable vulnerabilities in an organization’s potential attack target

Network defenders should conduct attack surface analysis continuously to discover all possible security risk exposures before
attackers attempt to exploit

020 A0ah...
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Identify Simulate
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Understand

Reduce the Attack
Surface

Visualize the Attack
Surface

Identify the Indicators
of Exposures

. Simulate the Attack
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Attack Surface Analysis Steps

The attack surface analysis is an assessment of all possible exploitable vulnerabilities in an
organization’s potential attack target. The attack surface analysis helps in the following:

ldentifying the functions and the parts of the system that must be reviewed/tested for
security vulnerabilities

Identifying high-risk areas of code that need defense-in-depth protection

Identifying when the attack surface has changed and what kind of threat assessment is
needed

Filtering the issues speedily without causing a financial disaster in the organization

Continuous discovery of all possible security risk exposures before being exploited by
attackers

Steps to analyze the attack surface include the following.

Page 2645

Understand and Visualize the Attack Surface: This step involves mapping out all devices,
paths, and networks.

Identify the Indicators of Exposures (lIoEs): In this step, potential risk exposures that
attackers can use to breach the security of an organization are identified.

Simulate the Attack: This step involves recognizing how the identified IoE could turn to
exploit.

Reduce the Attack Surface: This step involves implementing appropriate security controls
and countermeasures to reduce the attack surface of a system.
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LO#02: Learn to understand and visualize the attack surface
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LO#02: Attack Surface

Visualizing the attack surface helps network defenders identify possible risk exposures
beforehand that pose a potential threat to an organization’s security and reduce the attack
surface. This section will help you understand the concept of attack surface visualization and the
tools used for attack surface visualization.
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Attack Surface Visualization CND
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" Identify the assets, topologies, and policies of the organization
‘I It will clarify how the organization’s information system works in the real world

Assets refer to the ultimate targets that interest the attacker

Topologies shows the potential paths to a vulnerable asset

Policies may allow you to visualize potential attacks in the distance
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Attack Surface Visualization

Attack surface visualization refers to monitoring the attack surface constantly. This strategy
improves information security by minimizing untrusted user access and unnecessary
functionalities.

Understanding and visualizing the attack surface can help a network defender reduce the
vulnerabilities in an information system. Improper understanding of the attack surface leads to
the following:

= Data breaches

= Unidentified threats

= Difficulty in forecasting security investments

" Increased audit cost

= Poor reaction to the violation of policies and rules

It is recommended that organizations possess a clear understanding of their attack surface to
meet the best outcomes in the attack surface visualization. To ensure this and to take preventive
measures, organizations must be aware of all possible ways in which a hacker might try to exploit
the attack surface.

Visualization helps to do the following:

= |dentify the assets that show the stock of everything the network possesses and the
things for which that attacker may interested in.

= |dentify the topologies of the organization. Visualizing involves mapping all systems,
devices, and network segments in the organization and the paths between them where
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