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The learning objectives of this module are:

LEARNING OBJECTIVES

: Understand the role of cyber threat intelligence (CTl) in network defense

: Understand the different types of threat intelligence

: Understand the indicators of threat intelligence: indicators of compromise (loCs) and indicators of attack (loAs)
: Understand the different layers of threat intelligence

: Learn to leverage/ consume threat intelligence for proactive defense

: Understand threat hunting concepts

: Discuss Leveraging Al/ ML capabilities for threat intelligence
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Learning Objectives

Network defenders should analyze and filter threat intelligence feeds, or raw data about

emergi

ng or existing threat actors collected from various sources, to keep organizations’

networks secure and protect against possible risks of advanced persistent threats, zero-day
threats, and exploits. Threat intelligence provides the ability to respond quickly, decisively, and
effectively to emerging threats. The learning objectives of this module are as follows:
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Understand the Role of Cyber Threat Intelligence (CTI) In Network Defense
Understand the Different Types of Threat Intelligence

Understand the Indicators of Threat Intelligence: Indicators of Compromise (loCs) and
Indicators of Attack (IoAs)

Understand the Different Layers of Threat Intelligence
Learn to Leverage/Consume Threat Intelligence for Proactive Defense
Understand threat hunting

Leveraging Al/ML capabilities for threat intelligence
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LO#01: Understand the Role of CTI in Network Defense

Cyber threat intelligence (CTI) enables network defenders to predict future attacks by providing
insight into the mechanisms and implications of threats. Further, it helps them understand their
readiness status and reduce their attack surface. CTI gives the network defender better visibility
of cyber threats and their risk to the organization’s security infrastructure. The objective of this
section is to impart an understanding of the importance and role of CTl in network defense.
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Cyber Threat Intelligence CND
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Cyber Threat Intelligence (CTI) is defined as the collection and analysis of information about threats and adversaries that helps in making
informed decisions on the preparedness for, prevention of, and response actions against various cyber-attacks

CTl is often presented in the form of indicators of threat intelligence. Indicators of compromise (loCs) and Indicators of attack (loAs) are two
indicators of threat intelligence that provide evidence-based knowledge regarding an organization’s unique threat landscape

Different types of threat intelligence sources are used to collect l1oCs and loAs of different threats. Through cyber threat intelligence, these
indictors are relayed to the organization.

CTl allows network defenders to understand what an attacker is doing and how to stop or prevent an attack
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Cyber Threat Intelligence

CTl is defined as the collection and analysis of information about threats and adversaries and
drawing patterns to facilitate informed decisions on the preparedness for, prevention of, and
response actions against various cyber-attacks. It is the process of recognizing or discovering any
“unknown threats” that an organization can face so that necessary defense mechanisms can be
applied to avoid them. It involves collecting, researching, and analyzing trends and technical
developments in the field of cyber threats (i.e., cybercrime, hacktivism, espionage, etc.). Any
knowledge about threats that can help an organization make plans and decisions to handle the
threats can be termed threat intelligence. The main aim of the CTl is to make the organization
aware of existing or emerging threats and prepare the organization to develop a proactive
cybersecurity posture before these threats affect it. This process, in which unknown threats are
converted into possibly known ones, helps in anticipating an attack and ultimately results in a
better and secure system in the organization. Thus, threat intelligence is useful in achieving
secure data sharing and transactions among organizations globally.

The threat intelligence process can be used to identify the risk factors responsible for malware
attacks, SQL injections, web-application attacks, data leaks, phishing, and denial-of-service (DoS)
attacks. Such risks, once filtered, can be placed on a checklist and handled appropriately. CTI
helps an organization to handle cyber threats through effective planning and execution along
with a thorough analysis of the threat; it also strengthens the organization’s defense system,
creates awareness about impending risks, and aids in responding to such risks.
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Organizations consume CTI for the following purposes:

@ Defend their information systems, data, and network

@ Evaluate and make informed, forward-leaning, strategic, operational, and tactical decisions on existing or
emerging threats

@ Identify and mitigate various business risks by converting unknown threats into known threats, which helps in
implementing various advanced and proactive defense strategies
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Role of CTI in Network Defense

Many organizations use threat intelligence to enhance aspects such as network security, incident
response, and risk management. Threat intelligence helps in enhancing, implementing, and
managing various security controls to protect IT assets from emerging threats. The inclusion of
threat intelligence in cybersecurity programs can assist and improve the threat assessment
process and provide accurate information on which security controls need to be incorporated to
thwart emerging threats in an enterprise environment.

Discussed below are the organizational objectives for threat intelligence:
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Enhanced and automated incident prevention

Many organizations use threat intelligence to improve and automate their incident
prevention mechanisms. Organizations consume and analyze external threat intelligence
to improve internal security controls to thwart evolving threats. Organizations must
assess and craft well-informed, proactive choices pertaining to both current and emerging
threats, encompassing strategic, operational, tactical, and technical decisions.

Automation of security operations and remediation activities

Organizations use threat intelligence to automate and enhance their security operations
and remediation activities. Threat intelligence guides organizations in the decision-
making process of cybersecurity investigations by focusing on people and process aspects.

Guidance to cybersecurity activities

Many organizations establish a threat intelligence center or service to provide guidance
and monitor various cybersecurity activities of smaller sections within the organization.
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Improved risk management

Many organizations consume threat intelligence to improve the efficiency of the risk
management process. Threat intelligence is used to enhance risk-management metrics
and mitigation strategies.

Improved incident detection

In many organizations, network defender utilizes threat intelligence to enhance incident
detection mechanisms in various security systems of the organization. Many malware
detection systems use threat intelligence to detect malicious files entering the
organization’s network. The network defender uses threat intelligence to identify internal
threats by extracting information such as 10Cs; threat actors; and tactics, techniques, and
procedures (TTPs).

With innovative TTPs, cyber threats are becoming major risks to any business sector. To prevent
these threats, it is important for organizations to incorporate and leverage actionable threat
intelligence to strengthen their current security posture.

Threat intelligence can be effectively leveraged to enhance the following areas of cybersecurity:
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Identify and protect

o The monitoring of internal and external threats reveals unknown threats and
vulnerabilities that pose risks to the organization.

o Threatintelligence aids in adapting the current security strategy to the attacker’s TTPs
to prevent evolving threats.

o A prepared assessment helps organizations evaluate their capability to leverage and
operationalize the threat intelligence.

Detect

o Real-time threat monitoring and intelligence help organizations detect attacks rapidly
and efficiently.

o Threat intelligence helps analysts discover and focus on attacks at an early stage and
reduces irrelevant and false-positive alerts.

o Reliable intelligence feeds provide indicators of threats that help organizations
uncover ongoing hidden intrusions.

Respond

o Threat intelligence provides contextual information about the attacks, including loCs
and TTPs, which helps the organization prevent the propagation of the attacks, reduce
their impact, reduce their duration, and provide appropriate mitigations.

o Threat intelligence supports the decision-making process with relevant details, which
lead to enhanced incident response activities.
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Recover

O

Threat intelligence detects and removes persistent mechanisms of threat actors, such
as malicious files installed on the systems, leading to rapid and efficient recovery from
attacks.

Incorporating threat intelligence helps organizations meet compliance requirements.

Threat intelligence, by prioritizing security investments, helps in enhancing existing
security mechanisms.
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LO#02: Understand the different types of threat intelligence
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LO#02: Understand the Different Types of Threat Intelligence

Threat intelligence is categorized based on the initial intelligence requirements, sources of
information, and intended audience. This section discusses strategic threat intelligence, tactical

threat intelligence, and operational threat intelligence.
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J Strategic threat intelligence provides high-level information regarding the cyber security posture, threats,
and their impact on the business

J Itis consumed by high-level executives and management of organizations

J Itis collected from sources such as OSINT, CTI vendors, ISAO/ISAC’s, etc.

J Itis generally in the form of a report that focuses on high-level business strategies.

J Itis used by the management to take strategic business decisions and to analyze the effect of such decisions
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Types of Threat Intelligence: Strategic Threat Intelligence

Threat intelligence is contextual information that describes threats and guides organizations in
taking various business decisions. It is extracted from a huge collection of sources and
information. It provides operational insight by looking outside the organization and issuing alerts
on evolving threats to the organization. For the efficient management of information collected
from different sources, it is important to subdivide threat intelligence into different types. This
subdivision is performed based on the consumers and goals of the intelligence. Based on the
consumption, threat intelligence is divided into three types: strategic, tactical, and operational
threat intelligence. These three types differ in terms of data collection, data analysis, and
intelligence consumption.

Strategic Threat Intelligence

Strategic threat intelligence provides high-level information regarding cybersecurity posture,
threats, details about the financial impact of various cyber activities, attack trends, and the
impact of high-level business decisions. This information is consumed by high-level executives
and the management of organizations, such as the IT management and chief information security
officer (CISO). It helps the management in identifying current cyber risks, unknown future risks,
threat groups, and the attribution of breaches. The intelligence obtained provides a risk-based
view that focuses on high-level concepts of risks and their probability. It focuses on long-term
issues and provides real-time alerts of threats on the organization's critical assets such as IT
infrastructure, employees, customers, and applications. This intelligence is used by the
management to take strategic business decisions and to analyze the effect of such decisions.
Based on the analysis, the management can allocate sufficient budget and staff to protect critical
IT assets and business processes.
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Strategic threat intelligence is generally in the form of a report that focuses on high-level business
strategies. Since strategic threat intelligence is pre-emptive in nature, data collection is related
to high-level sources and requires highly skilled professionals. This intelligence is collected from
sources such as open-source intelligence (OSINT), CTl vendors, and Information Sharing and
Analysis Organizations (ISAOs)/Information Sharing and Analysis Centers (ISACs).

Strategic threat intelligence helps organizations identify similar incidents that might have
occurred in the past, their intentions, or their attributions in order to know the adversaries of an
attack, why the organization is within the scope of an attack, major attack trends, and how to
reduce the risk level.

Generally, strategic threat intelligence includes the following information:
= Financial impact of cyber activity
= Attribution for intrusions and data breaches
= Threat actors and attack trends
= Threat landscape for various industry sectors
= Statistical information on data breaches, data theft, and malware
= Geopolitical conflicts of various cyber-attacks
= Information on how adversary TTPs change over time

= |ndustry sectors that might be impacted by high-level business decisions
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