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MODULE OBJECTIVE

The objectives of this module are :

» LO#01: Understand various fundamental concepts related to computer networks
» LO#02: Understand the working of different protocols in TCP/ IP protocol suite

» LO#03: Understand the concepts of IP addressing and port numbers

» LO#O04: Understand other network-related terminologies

» LO#O05: Solve common network problems with basic network troubleshooting tools and techniques
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Module Objective

This module discusses the fundamentals of networking including Transmission Control Protocol
(TCP)/Internet Protocol (IP) networking concepts and IP addressing concepts. The module also
covers various tools and techniques used for troubleshooting network issues.
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LO#01: Understand various fundamental concepts related to computer networks
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LO#01: Fundamental Concepts Related To Computer Networks

This section discusses the basic concepts of computer network fundamentals, including types of

networks, network topologies, network models, networking hardware, and various protocols
used in computer networking.
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A computer network is a group of . It allows users to communicate and
computing systems connected together to share information among various
allow electronic communication. resources such as computers, mobile

phones, printers, and scanners
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Standard network models:
@ Open Systems Interconnection (OSI)
Model
@ TCP/IP Model

The network model lays the foundation for
the successful establishment of
communication between two computing
systems, irrespective of their underlying
internal structure and technology
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Computer Network

A computer network is a connected group of computing systems that allows electronic
communication and the easy sharing of information and resources. The computers share
information using a data path.

The features of a computer network include the following:

= |t allows users to communicate and share information among various resources such as
computers, mobile phones, printers, and scanners.

= The network model lays the foundation for the successful establishment of
communication between two computing systems, irrespective of their underlying internal
structure and technology.

= |t allows the sharing of resources between two computers.

= |t allows storing files and other information in one computer and other computers
accessing those files and information.

= Any device connected to a computer can access the files and information stored in
another computer via the network.

Many fields such as electrical engineering, telecommunications, computer science, and
information technology make use of computer networking concepts. These allow for easy
communication among users by means of chat, email, instant messaging, etc.

The following are the standard network models:
= QOpen Systems Interconnection (OSI) model

= TCP/IP model
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. The OSI model is the standard reference model for communication between two end users i
‘ in a network. .

The OSI model comprises seven layers, of which the top 4 layers are used when a message

- transfers to or from a user and the bottom 3 layers are used when a message passes through -“
the host computer. S

0S|I MODEL
Data Unit Layer Function
7. Application Network process to application

Data representation, encryption and decryption,
6. Presentation and conversion of machine-dependent data to

e machine-independent data

Host Layers
Interhost communication and management of

5. Session ; e
sessions between applications

Segments/Datagram 4. Transport End-to-end connections, reliability, and flow control
Packet 3. Network Path determination and logical addressing
Media Layers Frame 2. Data Link Physical addressing
Bit 1. Physical Media, signal, and binary transmission
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Open Systems Interconnection (OSI) Model

OSl is a reference model that defines the transmission of data over a network. It is a framework
that characterizes the flow of data from one device to another over a network. The OSI model
classifies the communication between two end points into seven different groups of layers. The
logic behind this division is that the communicating user provides the functions of each of the
seven layers. The communication between two users occurs as a downward flow of data through
the layers of the source computer. Subsequently, the flow traverses the network and propagates
upwards through the layers of the destination computer.

The following are the features of the OSI model:
" Provides a clear understanding of the communication over a network
= Displays the working of software and hardware
= Helps users understand new technologies
= Easily compares the functional relationships between different networks

The OSI model has a set of protocols that allows an object on one host to communicate with the
corresponding object on another host.
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Figure A.1: OSI Reference Model

Each layer in the OSI model has different levels of generalization and performs a distinct function.
The principle of developing the seven layers of the OSI model is as follows:

= Each layer needs to meet a different concept or overview. Thus, the creation of each layer
depends on the level of abstraction.

= Each layer needs to have a distinct functionality.

= The function performed by each layer needs to be in accordance with the standard
protocols at each layer.

= All the functions should not be present in the same layer. The selection of layers depends
on the number of functions performed.
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The TCP/IP model is a framework for the IP suite of computer network protocols that defines the communication in an IP-based network.

Functions Layers Protocols
s ; — 8  File transfer (TFTP, FTP, NFS), email (SMTP), remote
@ Handles h:gh level pro_tocols, issues of Application Layer oy ( e )k ( )
representation, encoding, and dialog control ogin (Telnet, rlogin), network management

(SNMP), and name management (DNS)

€@ Constitutes a logical connection between the end ©® Transmission Control Protocol (TCP) and User
points and provides transport services from the Transport Layer Datagram Protocol (UDP)
source to the destination host

® Internet Protocol (IP), Internet Control Message
Protocol (ICMP), Address Resolution Protocol
(ARP), and Reverse Address Resolution Protocol

@ Selects the best path through the network for

Internet Layer
packets to travel Y

(RARP)
@ Defines how to transmit an IP datagram to the @ Ethernet, Fast Ethernet, SLIP, PPP, FDDI, ATM,
other devices on a directly attached network Network Access Layer Frame Relay, SMDS, ARP, Proxy ARP, and RARP
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TCP/IP Model

The TCP/IP model is a framework for the IP suite of computer network protocols that defines the
communication in an |IP-based network. The TCP/IP model describes the end-to-end
communication between two machines and thereby determines the addressing, routing, and
transmission of data.

TCP/IP Layers

TCP/IP is a four-layered protocol developed by the Department of Defense (DOD). Each layer in
this model performs a different function, and data flow occurs from layer 4 to 1 (from the sending
machine) and from layer 1 to 4 (in the destination machine).

Application Layer

Transport Layer

Internet Layer

Network Access Layer

Figure A.2: TCP/IP Layers
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The four layers in the TCP/IP model are as follows:

Page 2870

Network access layer—layer 1

The network access layer is the lowest layer in the TCP/IP model and enables the
communication of data present in the same network. It handles data flow to the Internet
layer between two hosts in the same network. The network-to-host layer adds a packet
header to the data frame and sends it over a physical medium. The layer consists of
functions such as modulation, bit and frame synchronization, and error detection. The
protocols used in this layer are Ethernet, Token Ring, Fiber Distributed Data Interface
(FDDI), X.25, Frame Relay, RS-232, and V.35.

Internet layer—Ilayer 2

The Internet layer enables internetworking. It mainly deals with the communication of
packets over the network. It performs internetworking by sending data from the source
network to the destination network. The functions performed by the Internet layer are as
follows:

o Host addressing and identification
o Packet routing

The Internet layer is wholly responsible for managing the TCP/IP framework. In this
protocol, the sequence of the packets received at the destination network differs from
that sent from the source network. The IP, Internet Control Message Protocol (ICMP),
Address Resolution Protocol (ARP), and Reverse Address Resolution Protocol (RARP) are
the protocols used in this layer.

Transport layer—layer 3

The transport layer manages host-to-host interactions. It determines the status of data
transmission between the source and destination. The functionalities of the transport
layer include end-to-end communication, error control, segmentation, flow control, and
application addressing. End-to-end communication is of two types: connection oriented
and connectionless. TCP implements connection-oriented communication, whereas the
User Datagram Protocol (UDP) initiates connectionless communication.

The TCP layer determines whether data transmission occurs in a parallel path or in a single
path. The layer enables the application to read and write to the transport layer by adding
the header information to the data. The transport layer sends the data in small units such
that the network layer can handle the data efficiently. The TCP, UDP, and Real-time
Transport Protocol (RTP) are the protocols used in the transport layer.

Application layer—layer 4

The application layer provides data access to applications. It consists of the protocols used
by the applications. These applications provide user services and data over the network
connections recognized by the lower-layer protocols. The application layer protocols deal
with client—server applications and other services that have well-known port numbers
earmarked by the Internet Assigned Numbers Authority (IANA). The application layer uses
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the Hypertext Transfer Protocol (HTTP), telecommunications network Telnet, File
Transfer Protocol (FTP), Trivial File Transfer Protocol (TFTP), Simple Network
Management Protocol (SNMP), Domain Name System (DNS), Simple Mail Transfer
Protocol (SMTP), X Window System Core Protocol, and other application protocols.

TCP/IP Functions

Handles high-level protocols, issues of representation, encoding, and dialog control

Constitutes a logical connection between the endpoints and provides transport services
from the source to the destination host

Selects the best path through the network for packets to travel

Defines how to transmit an IP datagram to other devices on a directly attached network

TCP/IP Protocols

File transfer (TFTP, FTP, and Network File System (NFS)), email (SMTP), remote login
(Telnet and rlogin), network management (SNMP), and name management (DNS)

TCP and UDP
IP, ICMP, ARP, and RARP.

Ethernet, Fast Ethernet, Serial Line Internet Protocol (SLIP), Point-to-Point Protocol (PPP),
FDDI, Asynchronous Transfer Mode (ATM), Frame Relay, Switched Multimegabit Data
Service (SMDS), ARP, Proxy ARP, and RARP.

Advantages of the TCP/IP Model

Serves as a client—server architecture
Functions independently
Consists of many routing protocols

Initiates a connection between two computers

Disadvantages of the TCP/IP Model
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Complex to set up
Difficult to replace protocols

No visible partitioning between services, protocols, and interfaces
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