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Classroom Scrup Instructions: CND

This document contains setup instructions for the EC-Council Certified Network Defender (CND)
course. The course requires a standard modular classroom seating configuration, one computer for
each student, one computer for the instructor, a dedicated switch, dedicated firewall, and Internet
connection. This class teaches network security techniques.

Before beginning the class, install and configure all computers using the mformation and
instructions that follow.

The information contained in this document 1s subject to change without notice. Unless otherwise
noted, the names of companties, products, people and data used in this document are fictional. Their
use 1s not intended 1n any way to represent any real company, person, product or event. Users of this
document are responsible for compliance with all applicable copyright laws. No part of this
document may be reproduced or transmitted by any means, electronic or mechanical, for any
purpose, without the express written consent of the International Council of Electronic-Commerce
Consultants, herein after referred to as the EC-Council. If, however, your only means of access i1s
electronic, permission 1s hereby granted to print one copy.

The EC-Council may have patents, patent applications, trademarks, copyrights or other intellectual
property rights covering the material in this document. Except as expressly provided in any written
license agreement from the EC-Council, providing this document does not give you any license to
those patents, trademarks, copyrights or other intellectual property.

EC-Council Certified Network Defender and CND are either registered trademarks or trademarks
of the EC-Council in the USA and/or other countries. Other product and company names
mentioned herein may be the trademarks of their respective owners.

Classroom Requirements

This section describes classroom equipment required for the EC-Council Certified Network
Defender course.

Classroom Equipment
The following equipment 1s required for the general classroom setup:
" Climate control system adjustable within the classroom
" Lighting controls, adjustable within the classroom
=  Whiteboard, 3 feet X 6 feet (Im X 2m) or larger
®  Markers, whiteboard, assorted colors
= FEraser, whiteboard cleaner liquid
» FEasel with flipchart or butcher paper pad, 24 inches X 36 inches
= Felt tip pens, blue and black required, other colors optional, chisel tip (not fine-point)

" Screen, projection, 6 feet diagonal measurement (non-reflective whiteboard surface may be
substituted)

" [nstructor station:

o Desk, chatr, and ergonomic keyboard
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o Power outlet
o Network jack
o Projector, LCD, capable of 740 X 1280 pixels minimum w/ all connecting cables
* Student station (per student)
o Chair, ergonomic keyboard
o Workstation, minimum horizontal workspace 9 square feet (3 feet X 3 feet)
o Power outlet, one per student station
o Network jack, one per student station
Hardware
Hardware requirements for mstructor, student and victim computers are identical:
= Intel Core 15 or equivalent CPU with minimum CPU speed of 3.2 GHz
=  Minimum 8 GB RAM (16 GB is recommended)
» Hard disk, 500 GB or larger, 7200 RPM or faster
* DVD drive (DVD R/W drive preferred)

* 1 Network adapters (minimum of a 10/100 NIC, but a 10/100/1000 is preferred), full
duplex (disable any additional network adapters installed)

"  Monitor (minimum requirement 1s 17-inch LCD
" Mouse or compatible pointing device, and sound card with amplified speakers
" Internet access

The following additional hardware 1s also required:

" An unmanaged switch, with sufficient ports to allow connection of all instructor and student
workstations plus at least 5 additional, unused ports for connection of additional equipment
or for use as “spares.”

Software

All computers 1n the class require the following software:
*  Windows Server 2022 R2 or later* (64-bit Standard Edition with GUI), fully patched
"  Microsoft Windows 11 Pro (64-bit) ISO/DVD
* Ubuntu Linux (downloadable at https://ubuntu.com/download/desktop)

= AlienVault OSSIM ISO (downloadable at http://downloads.alienvault.com/c/
download?version=current_ossim_iso)

= Security Onion ISO (downloadable at https://securityonionsolutions.com/software)
* Android ISO (downloadable at https:/ /sourceforge.net/projects/android-x86/ files)
=  pfSense ISO (downloadable at https://www.pfsense.org/download/)

*  Smoothwall Express ISO (downloadable at https://smoothwall.org/download.html)
= (CND Tools downloadable from Aspen portal.
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Setup Document Overview

This document provides background information for technical staff responsible for setting up a
training room facility for the CND course. This guide describes the requirements for the network
equipment and computer stations that are installed and configured by the facilities personnel for the

training courses.

Training Room Environment

The training room environment consists primarily of the following equipment:

" Instructor’s Computer

»  Student Workstation

Equipment Number Operating Minimum System Requirements
(Class of 12 System
Students)
Instructor’s 1 Any Intel Core 15 or equivalent PC with 200
Computer Windows/Linux | GB free disk space (with two logical
OS partitions C: and D:), minimum of 8 GB
RAM, 1 NIC (disable or unplug extras),
17-inch monitor, and compatible mouse
Student 12 Any Intel Core 15 or equivalent PC with 200
Workstations Windows/Linux | GB free disk space (with two logical
OS partitions C: and D:), minimum of 8 GB
RAM, 1 NIC (disable or unplug extras),
17-inch monitor, and compatible mouse
Page 8 Certified Network Defender Copyright © by EG-GCouncil
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