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LAB SCENARIO

loT devices are vastly different from each other, and the security of devices relies on their type and model. With no or inadequate focus on IoT
device security by manufacturers, the security measures used for |oT devices are often inadequate. Therefore, an organization should focus on
securing loT devices and countering the attack scenarios in loT-enabled environments.

An adversary uses a compromised loT device as an entry point to a network and performs a lateral movement attack. For example,a compromised
smart printer can infect other systems and devices connected to the same network. A compromised router can spread malware to all the loT
devices connected to it. Hence, a security professional must focus on implementing loT device security to prevent the devices from unauthorized

access and data theft.

LAB OBJECTIVE

The objective of this lab is to provide expert knowledge in securing loT and OT devices. This includes knowledge of the following tasks:

- Implementation of secure loT device communication using TLS/SSL

OVERVIEW OF IOT AND OT SECURITY

Tosecure an loT network and router, user should map and monitor all devices, apply network segmentation, ensure a secure network architecture,
use routers with in-built firewalls, and disable unnecessary services such as Universal Plug and Play (UPnP). This helps in restricting the attacker
from accessing other parts of the network and performing targeted attacks.

IT/OT convergence is being widely adopted in industries such as traffic control systems, power plants, and manufacturing companies. These IT/
OT systems are often targeted by attackers to discover the underlying vulnerabilities and indulge in cyber-attacks. Based on the Purdue model,
an IT/OT environment is divided into several levels, and each level must be secured with proper security measures.
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LAB TASKS

A cyber security professional or a security professional use numerous tools and techniques to configure secure communication in loT
devices. The recommended labs that will assist you in learning the implementation of security controls in the IoT device communication

include:

Secure loT Device Communication using TLS/
SSL

Note: Turn on PfSense Firewall virtual machine and keep it running throughout the lab exercises.
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EXERCISE 1: SECURE IOT DEVICE COMMUNICATION USING TLS/SSL

Encrypted communication over TLS/SSL is the key to securing loT Device Communication.

LAB SCENARIO

Asan ethical hackeror pentesteror|Tadministrator,you should have sound knowledge of the protocols and their usagesthat can beimplemented
to create practical solutions to real-world problems. SSH is the protocol that helps to access remote control of the systems.

LAB OBJECTIVE

The objective of this lab is to demonstrate how to secure Internet of things (loT) device communication using the Bevywise message queuing
telemetry transport (MQTT) Broker and Simulator. This tool demonstrates the use of 10T devices over the virtual network. In this lab, you will
learn to:

- Install and configure the Bevywise MQTT Broker.
- Implement transport layer security (TLS)/secure sockets layer (SSL) to secure loT communication.

OVERVIEW OF BEVYWISE IOT SIMULATOR

MQTT is a lightweight messaging protocol that uses a publish/subscribe communication pattern. Because the protocol is meant for devices with
a low-bandwidth, it is considered ideal for machine-to-machine (M2M) communication or loT applications. We can create virtual |IoT devices over
the virtual network using the Bevywise loT simulator on the client side and communicate these devices to the server using the MQTT Broker
web interface. This interface collects data and displays the status and messages of devices connected over the network.
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Note: Ensure that the PfSense Firewall virtual machine is running.

1.
2.

Turn on Admin Machine-1 and Web Server virtual machines.

Switch to Web Server and Log in with the credentials Administrator and admin@123.

Note: If the network screen appears, click Yes.

Navigate to the Z:\CCT Module 13 loT and OT Security\Bevywise loT Simulator folder and double-click on the Bevywise_ MQTTRoute _
Win_64.exe file.

= Application Tools Bevywise loT Simulator
Home Share View HManage

« i « CCT-Tools (WADMIN-MACHINE-1) (Z) » CCT Module 13 loT and OT Security » Bevywise loT Simulator v @
# Quick sccess
HB Bevywise_loTSimulator Win_64
B Desktop ¥ ’M_ -
3 Bevywise MOTTRoute Win_64
& Downloads
| Docurnents
= Pictures

= CCT-Teols (\ADMI
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The Open File - Security Warning popup appears. Click Run.
The Setup - MQTTRoute 2.0 window opens. Select | accept the agreement and click on Next.
The Select Destination Location page appears, without making any changes to the default installation location, click on Next.

In the next window, click Install to complete the installation process.
The installation completes; now, click on Finish. Ensure that Launch Bevywise_ MQTTRoute_Win_64 is checked.

® N o ;A

£ Setup - MOTTRoute 2.0 -

Completing the MQTTRoute Setup
Wizard

Setup has finished instalbng MQTTROoute on your computer.
The applcation may be launched by selecting the installed
shartouts,

Chck Fmish to exit Setup.

i Launch Bevywise_MQTTRoute_Win_64
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9. Now, the MQTTRoute will be executed, and the command prompt will appear. You can see that the TCP port using 1883.

T TRowte\ b\ MOT TRoute.exe
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10. We have installed MQTT Broker successfully and leave the Bevywise MQTT running.
11. To create loT devices, we must install the loT simulator on the client machine.
12. Switch to the Admin Machine-1 virtual machine.
13. Log in with the credentials Admin and admin@123.
Note: If the network screen appears, click Yes.
14. Navigate to the Z:\CCT-Tools\CCT Module 13 loT and OT Security\Bevywise loT Simulator folder and double-click on the Bevywise_

loTSimulator_Win_64.exe file.

= = Marage Bevywize boT Sirnulstor
Mome Share View Application Toolks
-

S © CCT-Teols » CCTModule 13 10T and OT Secusity » Bevywise boT Simulater

o Quick access
B Desktop
& Downloads

G5 Bevywise_loTSmulator_Win_584 1 11:08 Pid B hcaon
B Bevywise MOTTRaute_Win_64 12 AM Apg

=] Documaents
CECT-Toals
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15. The User Account Control popup appears. Click on Yes.

16. The Setup-loTSimulator 2.1 setup wizard opens. Select | accept the agreement and click on Next to continue.
17. Do not change the default destination; then, click on Next.

18. The Ready to Install screen appears, click on Install

19. Click on Finish to complete the installation process.

&8 Setup - loTSimulator 2.1 =

Completing the IoTSimulator
Setup Wizard

Setup has fireched nstaling IoTSimulator on your Computer,
The application may be launched by selecting the nstalled
shortouts.

Chick Firssh to exit Setup.

[ ]
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20. Thus, Bevywise loT Simulator is installed successfully. To launch the loT simulator, navigate to the C:\Bevywise\lotSimulator\bin directory
and double-click on the runsimulator.bat file.

- - Manage bin
Home Chare Wiew Application Toods

L g This PC » Local Disk (C:) » Bewywise » lotSimulator » bin v | B | D Searchbir
Ve ze
o Quick access L
inestaller
B Desketoy
2 runbroker I
! p
* Devnlaads nunzamulator 31 TrA020 1000 PM Mindows Batch File
< Documnents

CCT-Tooks
o New Voburne (D)
o= Mew Volume (F:)
B videos
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21. Now, the runsimulator.bat file opens in the command prompt. If How do you want to open this? pop-up appears, select Microsoft Edge
browser and click on OK to open the following URL: http://127.0.0.1:9000/setnetwork?network=HEALTH_CARE.
Note: If the URL directly opens in Microsoft Edge browser, then continue.

22. The web interface of the loT Simulator opens in Microsoft Edge browser. In the |oT Simulator, you can view the default network named
HEALTH_CARE and several devices.

B 7 ol Smulstor ® | - o x
e S s 0 B &
8 1oT Simulator =
HEALTH CARE o+ @
Description
& Dashboard Metwork Log
NCINtEs SENSOMS and its details of 3 nospral
&2 Devices
A Ved 18 Aug 2021 Edited on : Wed 18 Aug
201
& ]
Total Devices
o L]
& C [ ]
Network has no message
0 ® history.
Fi] LUEE ]
# S [ ] &
L : o Total Topics
Fi ancySensi
&K B [ ]
& _Sersor @
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23. Next, we will create a virtual lIoT network and virtual loT devices. Click on the menu icon and select the +New Network option.

B | 2 ol Smulstor x = s 2 2

& L] 127.0.0.1
5 IoT Sirnulalor

HEALTH_CARE

& Dashboard Network Log
2nsors and ils details of 3 nospla
L Devices
Wed 18 Aug 2021
201

Total Devices

Network has no message

@ Dean_Mooi: @ Devices Inactive ; 12 history.
# Senadl
& on_Sensor @

. Total Topics
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24. The Create New Network popup appears. Type any name (here, CCT_FINANCE_NETWORK) and description. Click on Create.

Create Mew MNetwork

Name CCT_FINANCE METWORK

Description

Copyrights @ 2022 EC-Council International Ltd. Certified Cybersecurity Technician 15
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25. In the next screen, we will setup the Simulator Settings. Set the Broker IP Address as 10.10.1.16 (the |IP address of the Web Server).
Because we have installed the Broker on the web server, the created network will interact with the server using MQTT Broker. Do not

change the default settings and click on Save.
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26. To proceed with network creation, click on Yes.

Note: If a Configuration Saved pop-up appears; click on OK to continue.

27. To add loT devices to the created network, click on Add blank Device.
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This step completes the creation of a virtual lIoT network.

CCT_FINANCE_NETWORK

#& Dashboard

2 Dewices

u B8 loT Smulstor ® T
« a 127,001
3 1oT Sarrwslater =

Sorry we couldn't find any Device

Acd rom Templates

And blank Devioe
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28. The Create New Device pop-up appears. Type the device name (here, we used Temperature_Sensor), enter Device Id (here, we use TS1),

provide a Description and click on Save.

Copyrights @ 2022 EC-Council International Ltd.
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29. The device will be added to the CCT_FINANCE_NETWORK.
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30. To connect the Network and the added devices to the server or Broker, click on the Start Network red color circular icon in right corner.

B | £ ol Smulstor x | ==
<« G 127.0:0.1
fist IoT Sirnulabor =

CCT_FINANCE_NETWORK

Device Log

Temperature_Sensor
#& Dashboard
Client id
& Devices T51
Description
& Temperature_Sensil This & 3 Temperatung sensar 16T dévice
Authentication
Wwill

Device has no message
history.
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When a connection is established between the network and the added devices and the web server or the MQTT Broker, the red button

3.
turns into green.

[u] T S X | =4 - a 4
<« ) 127.00.1 5 T B
6 16T Sirwulator =

o + i

CCT_FINANCE_NETWORK

Temperature_Sensor &
& Dashboard Device Log
Client id
& Devices TS
Description

This is a Temiperahure sensar loT device

Authentication »
Device has no message
Will history.

20
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32. Next, switch to the Web Server virtual machine. Because the Broker was left running, you can see a connection request from machine
10.10.1.2 to device TSI.

B erywiee MG TRoute B\ MG TRoute e 1
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33. Switch back to the Admin Machine-1 virtual machine.
34. Next, we will create the Subscribe command for the device Temperature_Sensor.

35. Click on the Plus icon in the top right corner and select the Subscribe to Command option.

B | 2 iof Smulator % [ - =) x
&« c 127.0.0.1 s T @ 3
£ 16T Strrwlator =
CCT_FINANCE_NETWORK Aod
Temperature_Sensor  (# EAe Lo
#& Dashboard Device L = T
Client id B2
& Dewices TSI ey
Descripticn
@ Temperature_Sensil This & 3 Temperalung sanaar 10T devics
nEta
Authentication »
Dev @
will »
P ——

22
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36. The Subscribe for command - TS1 pop-up appears. Select On start under the Subscribe on tab, type High_Tempe under the Topic tab, and
select 1 Atleast once below the Qos option. Click on Save.

ubscribe for command = 131

Subscribe an

Tepie =51
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37. Scroll down the page, you can see that the Topic has been added under the Subscribe to Commands section.

) ToT Simulstor I - a b4
< G 127.00 s 0 B @8
83 1oT Sirmulator =
CCT_FINANCE_NETWORK o + i
& Dashboard
Events
& Devicas Event Topie Event Data
Ho Evenl is configured
B Ternperature_Sense
Subscribe to Commands
Topic aos Time
'|Ig '\_T‘_"f“'\:—:' 1-Alleast Once On Stan =]
Behaviour
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38. Next, we will capture the traffic between the virtual loT network and MQTT Broker to monitor secure communication.
39. Minimize the Edge browser. Click on the Windows Start button and launch the Wireshark from the application list.

Plry and explore
See all your masl in ome place
© &
@M?i: e ‘ # II"
o) Xbox Coracle.  Groowe Mnic Bervies 8TV

(4]

I

Maynsoft Stoee A Orebiote for.. Office

- I = [ype here to search
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38. Next, we will capture the traffic between the virtual loT network and MQTT Broker to monitor secure communication.
39. Minimize the Edge browser. Click on the Windows Start button and launch the Wireshark from the application list.

Plry and explore
See all your masl in ome place
© &
@M?i: e ‘ # II"
o) Xbox Coracle.  Groowe Mnic Bervies 8TV

(4]

I

Maynsoft Stoee A Orebiote for.. Office

- I = [ype here to search
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40. The Wireshark Application window appears, select the Ethernet as interface.
Note: Make sure you have selected interface which has 10.10.1.2 as the IP address.
Note: If Software update popup appears click on Skip this version.
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41. Click on the Start capturing packets icon to start capturing the packets, leave the Wireshark running.

42. Leave the loT simulator running and switch to the Web Server virtual machine.

43. Minimize all opened applications and windows, Open Chrome browser, type http://localhost:8080 and press Enter.
Note: Do not use Internet Explorer web browser to open the above URL.

@ @ httpyocalhast * 2

o
-
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44, Assoon as you press Enter, the MQTTRoute Sign in page appears, leave the default credentials unchanged and click on SIGN IN.
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45. Navigate to the Devices menu. Now, you can see the connected device TS1 in the left pane.

e ® + o - =) =
“ G @ kcahose LA
i MQTTRoute o— Tog  MawsageRues  Emorlog  Authentcaon  MOTT Caarsy o & m .
Dewices List Q _
Deice Delals Comnes Bon Latus
o Device Property Valua Tepic
= Mennags
From IP Addrass
g %
sapes R
Topic Message Qs
NIL
Subscribed Topics Qb
gh_ 1-Atiegst Onca
Time Topic Meszage
MO MESSAGE LOG i
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46. Next, we will send the command to TS1 using the High_Tempe topic.
47. Navigate to the Command Send section, select Topic as High_Tempe, type Alert for High Temperature and click on the Send button.

2 MOTTR x  + 9 - o ]
< ¢ @ locathost a ¢ B @&
| Muﬂawte [SPTTESTEY Taga Wreaiiage Aud Bt LG ARk gt MOTT Chariti Tew ; m -
Devices List e
etails Connechon Status = Command Send
o™ : Dewice Property Valus Tepie
el Narme 1 5
Ll
01012
Aug 2031 23
HIL
Ages F ]
Topic Messagpe Das
HIL ML MIL
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48. An alert pop-up appears, click on OK.
49. Thus, the message is sent to the device using this topic.

50. Next, switch to the Admin Machine-1 virtual machine.
51. We have left the loT simulator running in the web browser. To see the alert message, maximize the Edge browser and expand the arrow

under the connected Temperature_Sensor, Device Log section.

[u] oT Gmulat u = - (=] o
< C 127,001 s v B @
HE 1oT Sirnulator =
CCT_FINANCE_NETWORK o + i
Temperature_Sensor &
& Dashboasd Device Log
Client id
I Devices 151 Command received by Device T51 i
Description EI
# ! & This is a Temperature sensor loT device
Authentication »
Wil »
L a
Certified Cybersecurity Technician 32
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52. You can see the alert message “Alert for High Temperature”.

[u] T Sm. % | e - a } X
« ) 2700 s v B §
85 LeT Sdmulator =
CCT_FINANCE_NETWORK o+ i
Temperature_Sensor
& Dashboard Device Log
Client id
O Dévicis 51 Command recerved by Device TS1 RA
Description 1 -
@& Température_Senslr This i 3 Temperatune sensar loT device
Topec
High_Tempe
Au“‘gml“ﬂo“ J Message
SRR for High Temperabure”
Wil »

33
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53. To verify the communication, we ran Wireshark application. Switch to the Wireshark traffic capturing window.
54. Type tcp.port==1883 under the filter field and press Enter. The captured traffic will be filtered.

W “Erhert = o x

Ble [t Yoew $o Laplure AnalyZe  Halsbes

Relepheny  Wweleis Jeoli  Help

Tr 2EResETiTEaaan
[t portetama [ -1+
oo, Teme Promcdl Length Info -
F16 294.293533 L] TCP 54 1027 - 1833 [rn'\ r.rq-.'i Ack=57 Win=8212 Lea=
156 312247358 o MgTT 56 Ping Request
357 312, 1817 18.18.1. MTT 56 Ping Respanse
358 312.362858 19.18.1. TCP 54 1027 = 1883 [ACK] SeqedS AckeS9 Wineg212 Lensd
1735 379. 701714 12 MoTT 56 Ping Request
1736 379, 704207 0 MgTT 56 Ping Response
1757 390, 764774 @ Tee 54 1027 + 1883 [AK] Seqei? Ackel Winef212 Lensd 3

Frame 61: 556 Bytes on wire [448 bivs), 56 Bytes captured (448 bits) on interface \Device\WPF_{[26C51065-3344-487E-9225 -4 30 2EA338A), 4 @
Ethernet II, Src: MS-HLB-PhysServer-21_Sdrl@:44:81 (82:15:54:20:44:B1), Dst: MS-HLB-PhysServer-21_Sd:I9z44:84 (02:15:5d200:448:84)
Internet Protecol wersion 4, Srcr 108.18.1.2, Dstl 18.10.1.16

Transaission Comtrol Protocod, Src Port: 1027, Dst Port: 1883, Seqi 1, Ackr 1, Lent 2

M Telesetry Tramsport Protocel, Ping Request

B2 15 5d 2@ 44 B4 B2 15 54 b8 44 Bl B3 22 45 B0 1o ] O-E
@0 Za 7F 14 40 90 B0 06 00 99 @a Do 01 92 0 08 "
@1 10 04 B3 8T 3 F7 27 de 3o 65 cd 5¢ 37 W 328 [ e
28 14 16 42 &2 Bb B B2 B
@ 7 swesherk Ethermed, 300108 BS0S3TS]_ ol 166 oxong [Paceny: 146 + Desplayer: 28 (16%) JProdie:
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55. Search for Publish Message, under the info column of Wireshark and right-click.
56. From the popup, select Follow—> TCP Stream.

“Fthamat - a b
Fle Edi Wiew Go Coptere Aadvve Sbsias  Teephony  Wiedess Tools  MHdp
m RE s« Tis Eaaan
x| =
S Pepiposl  Larwpilh Iy -
199 157 485150 18.10.1.2 ToE 54 1827 = 168 [A(K] Seqe7 AckeT Wle=Bll Lens=g
IEE 189559717 18, 18,116 Y i publish Message (id=2) [Migh Tesgs]
NS 1B9.568172 1a, 1 Mark Uremark Pachet Chid+M Pulr]lioh Ack (i1
18, i [P T - Ol 1583 = 107 aq=49 Ack=11 Win=BI12 Len=d
8. .2
18, 10 1. 18 fotflb T Reforwnin 0T Pubrlish Release
18,18, 1.3 Tarrie Shafs, Chbe Shi=T  |pohlish Complete (i o
L smann Paciral Crammant ok A C A P P T ST P -
Frame 138: 96 bytes o wire (765 bit [Fface \Dewlee\WPF_{ PECS1060-1344- 4578022545000 2080 384), id 0
Ethernet 11, Src: ME-MLB-PhysServer Ed Resaboed Naset P NLE- PRy Server -1l Sd:20s84:Bl (8211505400 40181)
rret Protocol Version 4, Srop 30
Traspmingion Control Protocol, Src P Apphy as Filoer F B, Len: 42
MG Telemetry Trasdpart Protocsl, Pub Frepare o Fiter [
Comnston Fiter *
Clavine Cofroriation ¥
L S .
B 5 Faliow v TP Mtream G Ao Shilte T
n e ;
.
] Copy
L1
o Progosol Prefernces ’
Decede &
Sherw Piscliet in Mew Windeow
Fachets: 2233 - Desplarped: A5 (1 4i) i pfie: D (muil
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57. You can view the message sent from the server to loT devices, in clear plain text. The attacker can intercept the communication between
the server and the device.

i T T
Al Pawriarc . Follow TP Ssnam fhp riresm ag 171 - Thaerat o ®

mEaE = e o
| |nigh Tempe..alert for High Tesperatursl...P...b..Bucicrceronenisnnrnmennenns i

[ll A il eam o 13 L Bl -

i Teeet
157 -58. T2EISD
HLES
i -
88 -
1\
A8 -¥54. &

| 18 -

¥

1
1
1
1
1
i
1 il
i

| 4

Frame 238: 96 bytes o 1aBOC I8N EAY, id @
Ethernet 11, Sec: MSq ubdadig1)

Internet Protocol ven

Traspmizplon Lontral

M3 Telemetry Tramipsd

8 15 5 10 44 81
B8 52 o B9 40 R
@1 0 o7 55 4 2N
20 14 Be ¥ 00 08
65 & TR OES B BX
&8 6% &7 &8 19 4

£ chaw i, 13 gt i, 39 s

Entre corerr saton (34 bytes) w Show and narve data as | ASCTT . Stream |1 F

LB 7 _seten prera 2l Fites Ot Thes Sweam | et Lot i Back s i L |
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58. Click on Close to exit the opened window and click on the green fin icon to restart Wireshark. If the Unsaved packets... popup appears,
click on Continue without saving.

e

W= RE QeI T S

[H:I:n.lmh“tﬁi.! BEd -+
he Teme Source Protecsl  Length I A

137 485728257  16.18.1.2 Tt 56 Plng Request

130 408727726 10.19.1.18 T 6 Ping Response

134 -4BE.ASTES1  16.10.1.2 TCP 54 1027 = 1883 [ACK] Seq=5 Ack=$ MER=2212 Len=8

189 -359.780042  18.14.1.2 T 56 Ping Request

189 -F50.TTeeET 10.08.1.18 bl . T S6 Ping RAeiponis

159 -350.590785  16.19.1.2 19.18.1.16 TP 58 1827 = 1883 [A(K] Seqe? AcksT Mine8212 Len=d

138 2664418 10.29.2.18 @,10.1.2 T 96 Publish Message (1d=2) [High Tempe] .

Frame 238: 98 bytes on wire (768 bits), %% bytes captured (768 bits) oo Interface \Device\WPr [J6CS1009-3344-4076-022%-200C2E83384), §d @
Ethernet 1T, Sec: ME-MLE-PhysServer-21 Sdsd0udd B8 (818 e Sds I dd Bl ). Dot ME- BaPhasteryerad] Sdadh:dd 31 [82:15:54:00:44.181)

Internet Protocol Versien 4, Sroi W0 o Uncrved pachets. ®

Transsission Contral Protecsl, Sec Pal

M} Telemetry Transport Protocol, Publi 0 Do you want bo save the captured paciets before restarting the capture?

Vour captured pachets will be lout if you don't weve them.

H Swve before Continue  |Continge without Saving Cancel I 1
B 1% 5d 20 &8 Bl 9 1% 5d 20 44

h 5 of B9 &0 b0 B0 2% o4 7 ds da B1 10 Ba Ba LE |
@1 e 07 Sb 04 @ &5 o Se 54 F7 37 1 31 S0 18 & \]-"-1r
I 14 8o 96 B9 B I 28 B9 B 4B €3 &7 68 5T S4 2 High T
€5 &4 D 55 BB B 41 B 65 T T4 MB EE 6F T: M empe- Al ere for
4B 6% 67 60 20 54 6% 6d 7O G5 TR 61 T4 75 T2 &% High Tes peratwre
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59. Next, using self-signed certificates, we will implement TLS/SSL on the virtual network to ensure a secure communication between the
device and the server.

60. In this lab, we used the default certificate provided by Bevywise MQTT Broker.
Note: You can use openssl to create a self-signed certificate.

61. To configure the MQTT Broker for the TLS/SSL communication, switch to the Web Server virtual machine.

62. Close the opened Chrome Browser, switch to the running MQTTRoute Broker in the command prompt and close the command prompt
by pressing CTRL+C twice.

63. Navigate to the C:\Bevywise\MQTTRoute\conf folder and right-click on the broker.conf file. Click on Edit with Notepad++.

W L] W | conl - =} -
s Srane Vot [7]

i v ThisPC o Lecal Disk{Cl) » Bewpwise » MOTTRoute » conf T

o Chuick seemin

B Deskicy . bioker.conl i

dats snedeconf

& Downloads # i Y il Mot

4 Doruments & prisdefined Iopics T Sean with Windeows Defender._

&1 Pietures * B} addito anchive

= CCT-Teals (LADM Bl Addio "Beckerrar
B This AE Bl Comgress and email

ﬂ Compress bo “brokeraw™ e el

I Dasitop Restone prmiout weriont

4] Documents

& Dowrdcots Send to »
J Menic Cut

= Pictures Cepy

B videss Creabe shartout

= Lozal Dink [C:) Delete

e CCT-Teols (LADRA Fenarme
il Hetweosk Propertes
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64. The broker.conffile opens in Notepad++, go to line no. 25 and change TLS_ENABLED=FALSE to TLS_ENABLED=TRUE,; subsequently click
on Save and close the file.
Note: If a Notepad++ update pop-up appears, click No.

8 LA\ Birvywiie MG TREGbE con broker cont - Hotepads« [Adeinntiston =g =
Eile [dt  Jearch 'iew [Epcoding Language Seftings Tpok BMacre Bun Plges  Window ] X
o = LRI XAl R IR E B F w | [® B
i -
H | e 7 “ﬂ 3 wcn . boed ook corf £

& FREFIX - Generate the random clientid with given prefix

FRERRRRRRRARRRRRRRRRRARRAGLY

[AUTHERTICATICH]

SACATLON Desailofdeedsddaneaeeedeninny

FERRRBRRRRRRRERRIREE Uae

Talls SERERERRERRGRRRRRRRARRRRER

LIST_AFI_CLIENTS = FALSE

§4888448848% prefin for Random C1
MY
=TT

neid Generation FEESREEEEedsseaas

CLIENTID FREFIX ™ BEvVywime-

[ormal tes file length 1 1,227 kines: 47 Lo ds Cola B3 Selsfhjo Windowes (CRLF)  UTF-8 RS
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65. Navigate to C:\Bevywise\MQTTRoute\bin and double-click on the runbroker.bat file.
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o Cuick access

B Deskioy p—
B nunbroker A at
; Downloads
H.Illl;.ll!’-\n!'}.I at
2| Decuments [ stopbroker
&= Fictures i

Share

v ThesPC

Application Tooks  hin

» Local Disk (C:) »

mnistaller

Manage

Bevywise » MOTTRoute » bin

ate rmodified
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66. Upon the execution of the Bevywise MQTTRoute Broker, it can be observed that the TCP port use port 8883 for communicating with loT
virtual network devices over TLS/SSL commmunication.

HC Vindows\systernilomd.exe W‘
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67. Leave the Bevywise MQTTRoute Broker running. To copy the certificates from the server to the client, navigate to C:\Bevywise\
MQTTRoute\Certificate and copy the Client and root folders.

Copyrights @ 2022 EC-Council International Ltd.

¥ | Certificate
Home Share ViEW
L v » Ths PC » Local Disk (C) » Bevywise » MOTTRoute » Certificate » v |
Marme Jate rrodifisd L
A Quick access
client A Fi
Bl Desktop ! -
oot File
& Dowmicads s
server
4| Documents
= Pictures ¢
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68. Navigate to Z:\CCT Module 13 loT and OT Security and press Enter. Paste the copied client, root folders
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+

# Cuick access
B Desktop
& Downloads

:| Decuments

= Pictures

» ThsPC »

¥ % | CCT Module 13 loT and OT Security
Hamie Share Ve

CCT-Tools (ADMIN-MACHINE-T) ()

Bevywise laT Simulator
client
root

» CCT Module 13 loT and OT Secunty
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69. Switch to the Admin Machine-1 virtual machine.
70. Minimize the running Wireshark. Navigate to the C:\Bevywise\lotSimulator\Certificate and delete the existing client and root folders.
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o Quick access
B Desktop
-‘- Dosemioads

< Docurnents

Share Vigw

» This PC » Local Disk (C:) » Bevywise »

Authentication

L)

lotSamulator »

Certificate »
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71. Open File Explorer and navigate to Z:\CCT-Tools\CCT Module 13 loT and OT Security and copy the client and root folders.

i 7 | CCTModule 13 16T and OT Security
Home Share Wigw

4+ « MewVolume (Z) » CCT-Tool » CCTMadule 13 16T snd OT Security w O

o Quick access
Bevywise loT Simulator

Dreshdto
= 3 elsenit
¥ Downloads =
5| Documents
4 CCT-Tooks
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72. Again, navigate to C:\Bevywise\lotSimulator\Certificate and paste the copied client and root folders here.

1 v | Centificate
Home Share View

— L » This PC > Local Disk [C) » Bevywise » lotSimulator » Cedtificate » w

#r CQuick access
Authentscation

I Desktop
client
& Dewnloads ot =
¢ Documents s
CCT-Tools

Copyrights @ 2022 EC-Council International Ltd. Certified Cybersecurity Technician 46



EC-Council {> codered

FROM EC-COUNCIL

73. Thus, we have shared the certificate and root key from server to the client machine (Web Server to Admin Machine-1) for secure
communication of the loT simulator.

74. To connect to the virtual lIoT network and change the network configuration to TLS\SSL, switch to the running leT simulator in command
prompt and press CTRL+C twice.

75. This will generate a prompt for shutting down the simulator. Type Y and press Enter to close the command prompt. Close the browser
running the loT simulator.
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76. Now we will re-run the IoT simulator. Navigate to the C:\Bevywise\lotSimulator\bin and double-click on the runsimulator.bat file.

)

o Cuick access

H Desktop

& Downloads
Dacurments

CCT-Tooks

Manage bin
Share View Application Tools
» ThisPC » Local Digk {C) » Bevywize > letSmulsor » bin

(=] installer
runbroker

runsimulator

- Mew Volume {[x)

o Mew Volume {F:]
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77. Now, the IoT simulator will be opened in the default web browser.
78. The default network is connected. To switch to CCT_FINANCE_NETWORK, click on the menu icon and select Existing Network.
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8 1oT Sirnulabor

HEALTH_CARE

& Dashboard

2 Devices

18 Aug 2021  Edited on : Wed 18 A

20

Total Devices

& Ch fonitor @
® C© ®
]
# n_hobike @ Devices inactve : 1
& Ba &
Active
& Motion_Sensor @ devices
an L ]
* Total Topics

127.0.0,19000) seanesworklnetworkslEALTH, CARES

B5, SAMSOrs and 15 details of a hospia

Network Log

Network has no message
history.
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79. A Choose Network popup appears. Under Choose Network, select CCT_FINANCE_NETWORK and click on Open.
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Choose Network

Choose Network

CCT_FINANCE_METWORK

HEALTH_CARE
Dascription

nchsdes Sensors and fis details of 3 hospsal

Humber of Devices
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o
80. Click on the setting icon to change the network setting.
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81. The Simulator Settings window appears. Click on Enabled for TLS/SSL. This will automatically change the Broker Port to 8883.

Click on Save.
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Simulator Settings

Broker Details Advanced

Manager Applications

Broker |F Address

TLESEL

Broker Port

Roaot-Certificate:

Clean Session

Chioose Fike | Mo 1

cnosen

Hpedad

L 7]
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82. The Configuration Saved popup appears. Click on OK. ®
83. Next, we will start the network. Click on the red button in the top right corner.
84. The red button turns into green™,indicating both the network connection and the device connection.

I8 1oT Sirrulotor

CCT_FINANCE_NETWORK & +

Description
Netwark Log

Db Firangé [

¥ 1 ol 208
Total Devices
fa Network has no message
e history.
oy
Total Toples
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85. Leave the loT simulator running.
86. Switch to the Web Server virtual machine.

<

codered
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87. Open the Chrome browser and type http://localhost:8080 and press Enter. This will redirect you to the MQTTRoute sign-in page. Do not
change the default credentials and click on SIGN IN.
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88. Select the Devices menu to see the connected device TSI1.

89. Next, we will send the same command to TS1 using the High_Tempe topic.
90. Go to the Command Send section, select High_Tempe under the Topic tab, type “This is second alert for High Temperature” in the

message tab and click on Send.

wadat MOTTR =028 « Mass " + (-] _ a x
< Q@ localhost > G O N 4
[ MOTTRoute  Dushecss Toie  MesusgeMus  Emwlog  Acheeleion  MOTTChets  Tor 2 EE3
Devices List Q z
etalls Connection Status mand Send
O T + Dewice Property Walue Tepie
g1 -
Mesnage
01012
18 Aug X 2w <
Messages Receh
Topic Mg Qak
High_Tames A High Targedanate 1-Atleast Onoe
81 T i
Subscribed Topics Das
High_Temps 1-Adeast Once
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The alert popup appears; click on OK. The message is sent to the device using this topic.

9l
92. Next, switch to the Admin Machine-1 virtual machine.
93. We have left the IoT simulator running. To see the alert message, select the Temperature_Sensor |oT device and expand the arrow under

the Device Log section.

] ToT Simulstor X | =+ - s | X
o G 27.0:0.1 S o & ‘.-
8 1oT Simulator =
CCT_FINANCE_NETWORK o + i
Temperature_Sensor &
& Dashboand Device Log
Client id i
& Devices TS | Command recefved by Device TS1 L 3
Description E
d Temperature Sensilt This ks 3 Temperatura s2nsor 0T device
Authentication »
Will »

55
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94. You can see the alert message that we sent from the Web Server “This is second alert for High Temperature”

(] £ loT Smulator ® [ s o Xw
« G vork=CCT_FINANCE_NETWORK s % @
82 1eT Sirnulator =
CCT_FINANCE_METWORK o o+
Termperature_Sensor
#& Dashboard Device Log
Client g
e Devices T51 Comemand reces =i
Descripticn -
@ Temperature_Sensili This 5 a Temperaiure sensor 10T device
High_Tempe
Authentication _l Message
This ks second alert for High
Temparalpe”
Will »
d

Copyrights @ 2022 EC-Council International Ltd.

Certified Cybersecurity Technician

56



EC-Council <€) codered

FROM EC-COUNCIL

95. We have left the Wireshark running to verify the communication. Switch to running Wireshark application, click stop the traffic
capturing.

96 To filter the traffic, type ip.src==10.10.1.16 && ip.dst==10.10.1.2 in the filter field and press Enter.

W “Ethernet = o =
e (st Yew Do Lapluse Bnalee  Shetistics  Telephomy  Weeless  Jeoli  Help
oG REQesgETis Eaaan

[ . srcm=10.10, 1.16 bb ip.dste=10.10, 1. [ =]+
i Tieme: Protocol  Lengih Info -

55 36, TEEads TCR 54 4TS = 445 [A0] dinediTE Lensi

5 36, TEERET SHE3 171 Read Reques

EL 26833183 TCF 54 SB4TI = 445 [ADK] Seqe53T7 A Win=E21F Len=@

EE 25835514 SHE2 171 Read Request Len:32763 OFf:45856

B 205, 9TTHE TCR 54 50473 = 445 [ALK] Seq Acke=3208]1 WinedZB8Y Len=g

&5 26, 97799 19.18.1.16 19.19.1.2 M2 171 Resd Request Len:d2768 OFf:77824 File: OCT Module 13 IoT and O

&7 37 08TELL TR 54 JpaTa s 44d [A00] Seqel@dd Ack=334T) WinsSI12 Lensd

¥ 0. 3 83 Cancel Reguest

b 3. 8IIEES HE3 Requeest

B1 39.87E1R3 TCF £ = 44% [ACK] SeqeeSd Acke=2223 WineEX1Z Len=@

B4 29.940515 SHE2 125 Cancel Reguest

B6 39, 837537 SMe2 145 Cloze Reguest

EF 30, 09E9T5 TCR 54 S0475 - 445 [A00] Seqe)7S Acks=10185 Wine&175 Lensg

o0 4% ] w2 126 Cancel Reguest

L H ¥ TCP 73 = 445 [AK] SeqeTii Ack=20R58 Win=E311 Len=i

£21 SHE3 148 Close Reguest
&5 3. 359951 181, SHE2 136 Cancel Reguest
S5 30, 409959 a 18.18.1.2 TCP 54 SBT3 = 24% [ADK] Seqe3T5 ACk=33185 WiA=TOT1 Len=@ -

ce \Dewlce\WPP_{J6C51065 - 3044 - S0 7E-9235 -4 WS IEA8A), 14 @

Frame 67: 54 bytes on wire (432 bits), 54 bytes coptured (432 biks) on inter
B t5-HLB-PhysServer-21_5d:20: 4401 (02:15: 54 20:44:01)

Ethernet 1T, S -HLB-PhysServer-21_5d:20:44:84 (02:15:54:00:44:84)
Iaternet Protocol werilon 4, S0 &
ion Centrol Protecsl, Sre Port: 50474, D3t Port: 445, Seq: 1039, Ack: 33473, Len: @

T 3

Bo00 @z 15 5d 29 44 B1 82 15 54 10 44 54 NEED 45 00 10 ] ol
@8 28 @F ec 48 0 B0 04 44 Be G 0o 01 10 ds da (8
®1 82 5 2a 01 bd Bc 91 72 74 7 b6 G o4 50 10 . rtoonp

28 14 4d 12 22 "

@ 7 wwesrari Ethemet 202108 18054657 05200 capng Paciets: 4134 * Deplayeds $12 (10.6%) Prodie: Def

Copyrights @ 2022 EC-Council International Ltd. Certified Cybersecurity Technician 57



EC-Council <€) codered

FROM EC-COUNCIL

97. Click on the Info tab in the Wireshark filter table.

W “Bhermet = o x
Flie ESt View ©Oo Capture Analyoe St Telephemy Wieless  Teol  Help
. REQe=-ETFLS Eaaan
[Rlpcm=1010.1.16 M pdste=10.10.1.2 ] =] %
. Time Protsonl  Length fInfo -
TIS 273644580 TCP 54 50473 = 445 [ACK] Seq=4876 Ack=36015 W Len=0
B 274144147 TP 54 50473 = 345 [ADC] Seqe520E Ack-3E0S5 Lfimil
B1E 274,590 TCP 54 SB4T3 = 34% [ADK] Seqe5614 ACk=37210 & L=
BI% 274, 44003 TCP 54 58473 = 445 [A(K] Seqe5899 Ack-37383 Len=g
B4l 275.997151 TOR 54 50473 - 445 [A0K] SeqeE2iR AcksI7E6T LeEns=a
B%% 275, 472ET2 TCR 54 50473 + 445 [W(K] Seqe8436 Acks39007 Lensg
TR 4 50473 - 445 [A0] SeqedThE Acke39371 3 Len=i
e 54 S04TY - 448 [AOK] SeqeddTd Ack-3R5S0 s E4dd Lensid
TCR 54 SB4TY - 445 [ADH] SeqeTil Acke33261 WiA-TET1 Len=@
TCR 54 SB4TY = 44% [ADE] SeqeTiI4 Ack-30063 WEa-Z4BF Len=i
TCR 54 SB4TY = 44% [ADE] Seq=75T1 Ack-88327 =B481 Lens=i
TR 54 50473 = 445 [ACK] Seqe7388 Ack=48595 Wi Lens@
2 TR 54 50473 = 445 [A0K] Seqe8324 Ack=41893 Len=8
ST 287, 142TN1 TCP 54 50473 = 44% [ADK] Seqe8154 Ack=41171 Len=
BAs4 B0 195500 TcP 54 S0473 = 445 [AOK] SeqeB416 Ack=41350 ) Len=i
IS 1000, B MNSE TCP 54 58473 & 345 [ACK] Seqe8708 Ack=41487 WER-S482 Lensd
52 26. B3040 TCP 54 58473 = 345 [ADC] Seq=04 Acke120 WiA=42TE LeA=0
57:2?.93?5!! 18.18.1.16 TCP 54 58474 = 44% [AQC] Seqe1009 ACk=33473 WEA-E212 L= -

Freme 671 54 bytes on wire (432 bits), 54 bytes coptured (432 bits) on dnterface \Device\NPF_{ 26051069 -3044-SR7E-9225- 430502082084}, id @
Cthernet 11, Sros MS-NLD-PhysServer-21 Sdid@iad: B8 (021352 00 44 84), Dsts MS-NLD-PhysServer-21_Sdid@i44 01 (921350 00 44 01)

.-"\-H'Fﬂt" Pretecol version 4, Sre; 1.16, Dsi: 10,
ien Cemtral Proteccl, Src S04T4, Dse Port: 44%, Seq: 1039, Ack: 33473, Len: @
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98. The packets will be sorted; now, select any TLSv1.2 as the protocol and Application Data as the info packet.
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455 BS54 245837

W “Erhermet = o x
e [t Yuw Qo Lapture  Anade  Jatitics  Telephony  Weelsis Jooh  Help
W E mE g i aaqo
[ W p.orcm=10.10, 1,18 B8 ip.dste=10.10.1.2 [ =]+
o, T Seuree Presscel  Lesgth Infe ~
i4 5.9273%5 i TCP 54 MMTS s+ 445 [ADK] Seqefd A 171 Len=d
TCP 54 BERY = A [AC Seqe=2i82 Ack=531 Win=2102916 Len=0
TCP 54 BEE} = 3424 [ACK] Seqe2635 Ack=SO7 Win=2101016 Len=0
| TeP 66 BBE3 + 2424 [SYH, ACK] 5449 Ack=l WINeS18X Len=i MSS=1468 WSm_

TLSwl.2  B7 Applicatice Data

3471 854 . 24530

TLSw1.2 B3 Applicatios Data |

ITRL 914 BI85
IR 972.THETAN
JETL 1803, ITATH
MTE 1813, 35576
W0 1008, SReEST
4 1088, 548158
418F 1146,
B 3745
T 29. 715
B4 29,54
5@ 38, 1ETFLS
55 38, 355551

Frame 3471:
Ethernat II,

ILB-PhysServer-21_5d:20:44: 84 (02:

Isternet Protedol Werslon 4, Src: 18.18.1.16, Dse: 19.18.1.2
Transsission Coatrol Protocol, Src Port: 8333, DIt Port: 3424, Seq: 2420, Ack: 436, Len: 34

Transport Layer Security

TLSv1.2 B5 Application Data
TLSw1.2 85 Application Data

TLSw1.2 148 aApplica Data
TLSwl. 2 BT Applice Data
Tusvl.2 83 Applicaticn Data
TLSvi. 2 85 Applicatica Data
TLSwl. 2 B85 Applicatica Data

DCERPT 33a

88 bytes captured (704 bita) en Isterface A0

S5 0:44:04), Dit: M

126 Cancel Reguest
128 Cancel Reguest
126 Cancel Reguest
126 Cancel Regwest N

_id: 2, Frageent: Single, 3 comtext Ltems: SRVEVC V3.

wice\MPF_[ 26051065 3548 4071 -0015 -4 B0BCIERDNEAY, 1d @
LB-PhyiServer-21_Sd: 20 44581 (02:15:54:00:44:81)
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99. You can find the details of the Encrypted Application data under the Transport Layer.
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W “Fheret = o x
Fle [t Yiew Go Caplu Telephoey  Vweless Teels  Help
NS x P e E A6 em
[i p.we==10.10, L 16 BB podst==10.10. 1.2 Bl =]+
. Tierse: Diestnabon Profecel  Length Info ~
14 8027359 19.08.1.2 TP 54 W4T75 = 445 [A0K] Seqetd Ack=120 Win=8171 Len=d
3373 1003, 258138 19.18.1.2 TCP 54 BEEY = 3424 [ACK] Seqe-260 =531 1HP1E Len=@
3377 1013, 313687 19.18.1.2 TCP 54 BBEY = 3424 [ALK] Seq=263% ACK=507 WEA-Z182016 Len=@
J| spoesezaaees le.1e..ls 19.18.1.2 TP 66 BEBI = M4 [SVN, ACK] Seqe@ Acke=l Win=Z132 Len=f MSS=1450 WS-
34e5 B54. 245837 18.18.1.16 i9.1@.1.2 TLSw1.2 BT Applicatios Datas
3471 B54.B45538 18.18.1.16 18.1@.1.2 TLSw1.2 B8 Applicaticn Data
ATEL 914, MI4ADE 18.1@.1.2 85 application Data
971, 738713 19.3@.1.2 8% aApplicaticn Data
19.19.1.3 148 Applicatica
18.18.1.3 BY Applicaticn Data
18 18.1.3 85 Applicatios Data
IS4 1083, 555058 19.18.1.2 85 Applicatics Data
AIRT 1145 E1TIOE 18.18.1.2 8% Applicaticon Data
EI@ 274,58 18.1@.1.2 330 Bind: call_id: 2, Fragment: Single, 3 comtext itess: SRVSWC VI
2 12% Cancel Regeest

5 30,351

Frame 3471: B3 bytes on wire (T84 bits),

Transsission Comtrol Protecol, Src Port:
> Transport Layer Security

Content Type: Applicaticn Data (23}
Verslon: TLS 1
Length: 19

@ 7 rayiced s encrypied spphcaten dets (35000 _dota)

.1 Cancel As
% | Cancel A
1.2 % Cancal Aags -
B8 bytes captured (784 bits) on imterface ‘\Dewlce'\NPF_{ 26051065 - 3344 -SH7E -3275 -4 30 FEBIIAAY, id &
Ethernet II, Srcx MS-HLB-PhysServer-21_Sdrl@:dd:B4 (821151510 14d184), Dst: M5-HLB-PhysServer-21 Sdrd@cdd:8] (82115154 781441 81)
Imternet Protocol Werslon 4, Src: 16,18.1.16, Dsk: 18.18.1.%
BEEY, Dsk Port: M4, Seq: 2 o Rcks 436, Len: M
¥ Tidvi.} Becord Layer: Applicetion Dats Protocel: sgte
-3 (BxB303)
Encrypted Application Deta: 1lc2bBEb6Tecicefoest? 38d747eE521df79eBdde2f500E97.
b -

19.19.1

o3 iyies | Pracket: 4342 - Deplayed: 366 (10, 7% | Prafe; Do
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FROM EC-COUNCIL

“Fthermet = o x

Bl (St Yew Go Lapluee hedy  Weeled  Jeeli  Help

HE® ZE e Fil =S aae
N psree=10.10, L 18 B8 podst==10,10, 1.2 [x] ol o
. Tierse: Saurce Destinabion Profocol  Length Info -
14 §.037355 i0.19.1.16 19.19.1.2 TCP 4 L04TE « 448 [A0R] Seqeid Ackeild WinediTi Lensd

3373 1003258138 10.19.1.16 19.18.1.2 TCP 54 BBED = 3424 [ALKL] SeqelS8l k=531 & ARDHLE L=l
3377 1813.313687 18.10.1.16 19.18.1.2 TCP 54 BBED = 3424 [ALK] Seqe=283% Ack=597 = 2UBPALE Lan=
348 BS4. 234849 18.10.1.16 19.10.1.2 TP 65 BEBI = 3424 [SVM, ACK] Seqed Ack=l Wine=Z192 Len=0 MSS«1468 WS=_
455 B54 246837 18.18.1.16 19.18.1.2 TLSw1.2 87 Applicstios DEtE
3471 BS54, BAES I 18.18.1.16 19.18.1.2 TL5w1.2 82 Applicatice Data |
18,18, 1. 16 19.18.1.2 TLSwl.2 8% spplication Cate
oL i9.18.1.2 TLSwl.2 8% applicaticn Data
19.10.1.2 TLSvl.2 Application Data
19.10.1.2 2 Applicatics Data
10.18.1.2 o] Applicatica DaTa
IS4 183385650158 19.18.1.2 -2 Applicaticen Data
4182 1146. €170 18.18.1.2 .2 Applicatice Cata
Bl 274.581355% 19.18.1.2 Bind: call_id: 2, Fragment: Single;, 3 comtext items: SEWSWC Vi-
19.18.1.2 & Cancel Reguest
9, 19.18.1.2 Cancel Regaest
o 30, 19.19.1.2 Cancel Reguest
5 38, 350951 10.10.1.36 18.38.1.2 136 Cancel Reguest v

Frase 3471: B2 bytes on wire (T84 bitc), B3 bytes captured (784 bitsz) on imterface \Dewice\MPF_{26CS1DE3-3244-4B7E-9225-4209C2EE338A), 14 @

Ethernet 11, 5ror MS-NLB-PhysServer-21 54129044184 (821150541201 84184), Dty MS-MLB-PhysServer-21_S4110c4418]1 (821151541 20084181)

Internet Protocol Verslon 4, Srci 18.18.1.16, Dst: 18.18.1.3

Transmizzion Comtral Protoccl, Src Port; BSE3, Ot Port: M4, Seqi 2
= Trangpart Layer Security

~ TLiwd.d Becord Ly

38, Ack:; &36, Len: M

wr; Application Data Protocel: sgtt

Content Type: Applicaticn Data (23]

version: TLS 1.2 (8x8303)

Length: 35

[Encrypted Agplication Data: lczbBsbS7eciwefceat738d747e6521df 79eBddsafSo0bEsT-

Bl 82 22 b3 @4 & 21 66 b3 o4 bB B9 74 55 58 18 b
I 13 B9 23 89 20 17 83 83 e 1d =

@ ¥ baesds encrypied sopkcasen dats (8.0 data] Packets: 4333 - Daplayed: 490 (10.8%) | Pratie; Defl
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100. By implementing the aforementioned steps, a security professional can securely configure loT devices and protect them from malware

infections within the network.
101. This concludes the demonstration showing how to secure IoT device communication using TLS/SSL.

102. Close all open windows.
103. Turn off Admin Machine-1, Web Server and PfSense Firewall virtual machines.
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