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Analyzing PDF Documents



pdfid

Disadvantages:
It only tells you what is in the document, not where it is



pdfid

• This tool is not a PDF parser, but it will scan a file to look for certain 
PDF keywords, allowing you to identify PDF documents that contain 
(for example) JavaScript or execute an action when opened. PDFiD
will also handle name obfuscation.

• The idea is to use this tool first to triage PDF documents, and 
then analyze the suspicious ones with pdf-parser.

https://blog.didierstevens.com/2008/04/29/pdf-let-me-count-the-ways/
https://blog.didierstevens.com/2008/10/20/analyzing-a-malicious-pdf-file/
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