
Principles of VBA Script 
Analysis



Learning Objectives

• What VBA Functions to focus on

• Review the workflow for Script Analysis

• Analyze Malicious VBA



Write to File System Open Network Connection Execute Other Programs



Demo – viewing Macros in Office Document

• Use Virtual Machine – open the document with Microsoft words 2013

• Do not Enable Content



1. Click on VIEW
2. Then, View Macros



3. Select the Macro you want to view
4. Select Edit













Script Analysis Indicators





olevba



Thank you


