Principles of VBA Script
Analysis



Learning Objectives

* What VBA Functions to focus on
* Review the workflow for Script Analysis
* Analyze Malicious VBA



Visual Basic for Applications

Al

VB

---------------------------------------------------------------------------------------------------------------------------

Write to File System Open Network Connection Execute Other Programs



Demo — viewing Macros in Office Document
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1. Click on VIEW
2. Then, View Macros
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3. Select the Macro you want to view
4. Select Edit

Macros
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VBA Functions

Executed when opened Executed when closed

»

Return character from ASCI|
value Execute program




L oad External DLLs and APIs...

Private Declare Function Lt
(ByvVal hWnd As Long, lpdwProcessId As Long) As Long

Private Declare Function Lib " -

(ByVal dwDesiredAccess As Long, ByVal bInheritHandle_As Long, ByVal
dwProcessId As Long) As Long

Private Declare Function Lib * 2

(ByVal hProcess As Long, ByVal lpBaseAddress As Any, ByVal,ipBuffer As Any,
ByvVal nSize As Long, lpNumberOfBytesWritten As Long) As Long

Private Declare Function Lib * .

(ByVal hProcess As Long, ByVal lpBaseAddress As Any, ByValnlpBuffer As Any,
ByVal nSize As Long, lpNumberOfBytesWritten As Long) As Long




JAnd Then Execute Them

Dim hWnd As Long

Dim pid As Long

Dim pHandle As Long

hWnd = FindWindow(vbNullString, "Calc")

If (hWnd = @) Then

MsgBox "Window not found!”
Exit Sub

End If

hWnd, pid
pHandle = (PROCESS_ALL_ACCESS, False, pid)
pHandle, &H42D1206, "", 6, 0&
hProcess




Script Obfuscation

Formatting Extraneous Code

Data Obfuscation




Script Analysis Indicators

URLSs

Commands
- powershell.exe

Filenames



VBA Emulation Engine

Experimental

https://github.com/decalage2/ViperMonkey

Options
python vmonkey.py DOCUMENT



olevba

String deobfuscation and replacement

Options .
--deobf: Deobfuscate strings

--reveal: Replace strings in original code



Thank you



