7. Intro to Network Traffic Analysis

Network Traffic Analysis

Network Traffic Analysis (NTA) can be described as the act of examining network
traffic to characterize common ports and protocols utilized, establish a baseline for our
environment, monitor and respond to threats, and ensure the greatest possible insight into
our organization's network.

This process helps security specialists determine anomalies, including security threats in the
network, early and effectively pinpoint threats. Network Traffic Analysis can also facilitate the
process of meeting security guidelines. Attackers update their tactics frequently to avoid
detection and leverage legitimate credentials with tools that most companies allow in their
networks, making detection and, subsequently, response challenging for defenders. In such
cases, Network Traffic Analysis can again prove helpful. Everyday use cases of NTA include:

Collecting real-time traffic within the network to analyze upcoming threats.
Setting a baseline for day-to-day network communications.

Identifying and analyzing traffic from non-standard ports, suspicious hosts, and issues
with networking protocols such as HTTP errors, problems with TCP, or other networking
misconfigurations.

Detecting malware on the wire, such as ransomware, exploits, and non-standard
interactions.

NTA is also useful when investigating past incidents and during threat hunting.

Try to picture a threat actor targeting and infiltrating our network. If they wish to breach the
network, attackers must inevitably interact and communicate with our infrastructure. Network
communication takes place over many different ports and protocols, all being utilized
concurrently by employees, equipment, and customers. To spot malicious traffic, we would
need to use our knowledge of typical network traffic within our enclave. Doing so will narrow
down our search and help us quickly find and disrupt adversarial communication.

For example, if we detect many SYN packets on ports that we never (or rarely) utilize in our
network, we can conclude that this is most likely someone trying to determine what ports are
open on our hosts. Actions like this are typical markers of a portscan. Performing such an
analysis and coming to such conclusions requires specific skills and knowledge.
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Required Skills and Knowledge

The skills we are about to list and describe require theoretical and practical knowledge
acquired over time. We do not have to know everything by heart, but we should know what
to look for when certain aspects of the content seem unfamiliar. This applies not only to NTA
but also to most other topics we will deal with in cybersecurity.

TCP/IP Stack & OSI Model

This understanding will ensure we grasp how networking traffic and the host applications
interact.

Basic Network Concepts

Understanding what types of traffic we will see at each level includes an understanding of
the individual layers that make up the TCP/IP and OSI model and the concepts of switching
and routing. If we tap a network on a backbone link, we will see much more traffic than
usual, and it will be vastly different from what we find tapping an office switch.

Common Ports and Protocols

Identifying standard ports and protocols quickly and having a functional understanding of
how they communicate will ensure we can identify potentially malicious or malformed
network traffic.

Concepts of IP Packets and the Sublayers

Foundational knowledge of how TCP and UDP communicate will, at a minimum, ensure we
understand what we see or are searching for. TCP, for example, is stream-oriented and
allows us to follow a conversation between hosts easily. UDP is quick but not concerned with
completeness, so it would be harder to recreate something from this packet type.

Protocol Transport Encapsulation

Each layer will encapsulate the previous. Being able to read or dissect when this
encapsulation changes will help us move through data quicker. It is easy to see hints based
on encapsulation headers.

Environment and Equipment

The list below contains many different tools and equipment types that can be utilized to
perform network traffic analysis. Each will provide a different way to capture or dissect the
traffic. Some offer ways to copy and capture, while others read and ingest. This module will
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explore just a few of these ( Wireshark and tcpdump mostly). Keep in mind these tools are

not strictly geared for admins. Many of these can be used for malicious reasons as well.

Common Traffic Analysis Tools

Tool

tcpdump

Tshark

Wireshark

NGrep

tcpick

Network Taps

Networking
Span Ports

Elastic

Stack

SIEMS

and others.

Description

tcpdump is a command-line utility that, with the aid of LibPcap,
captures and interprets network traffic from a network interface or
capture file.

TShark is a network packet analyzer much like TCPDump. It will
capture packets from a live network or read and decode from a file. It is
the command-line variant of Wireshark.

Wireshark is a graphical network traffic analyzer. It captures and
decodes frames off the wire and allows for an in-depth look into the
environment. It can run many different dissectors against the traffic to
characterize the protocols and applications and provide insight into
what is happening.

NGrep is a pattern-matching tool built to serve a similar function as
grep for Linux distributions. The big difference is that it works with
network traffic packets. NGrep understands how to read live traffic or
traffic from a PCAP file and utilize regex expressions and BPF syntax.
This tool shines best when used to debug traffic from protocols like
HTTP and FTP.

tcpick is a command-line packet sniffer that specializes in tracking and
reassembling TCP streams. The functionality to read a stream and
reassemble it back to a file with tcpick is excellent.

Taps ( Gigamon, Niagra-taps) are devices capable of taking copies of
network traffic and sending them to another place for analysis. These
can be in-line or out of band. They can actively capture and analyze
the traffic directly or passively by putting the original packet back on
the wire as if nothing had changed.

Span Ports are a way to copy frames from layer two or three
networking devices during egress or ingress processing and send
them to a collection point. Often a port is mirrored to send those copies
to a log server.

The Elastic Stack is a culmination of tools that can take data from
many sources, ingest the data, and visualize it, to enable searching
and analysis of it.

SIEMS (such as Splunk) are a central point in which data is analyzed
and visualized. Alerting, forensic analysis, and day-to-day checks
against the traffic are all use cases for a SIEM.
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BPF Syntax

Many of the tools mentioned above have their syntax and commands to utilize, but one that
is shared among them is Berkeley Packet Filter (BPF) syntax. This syntax is the primary
method we will use. In essence, BPF is a technology that enables a raw interface to read
and write from the Data-Link layer. With all this in mind, we care for BPF because of the
filtering and decoding abilities it provides us. We will be utilizing BPF syntax through the
module, so a basic understanding of how a BPF filter is set up can be helpful. For more
information on BPF syntax, check out this reference.

Performing Network Traffic Analysis

Performing analysis can be as simple as watching live traffic roll by in our console or as
complex as capturing data with a tap, sending it back to a SIEM for ingestion, and analyzing
the pcap data for signatures and alerts related to common tactics and techniques.

At a minimum, to listen passively, we need to be connected to the network segment we wish
to listen on. This is especially true in a switched environment where VLANS and switch ports
will not forward traffic outside their broadcast domain. With that in mind, if we wish to capture
traffic from a specific VLAN, our capture device should be connected to that same network.
Devices like network taps, switch or router configurations like span ports, and port mirroring
can allow us to get a copy of all traffic traversing a specific link, regardless of what network
segment or destination it belongs to.

NTA Workflow

Traffic analysis is not an exact science. NTA can be a very dynamic process and is not a
direct loop. It is greatly influenced by what we are looking for (network errors vs. malicious
actions) and where we have visibility into our network. Performing traffic analysis can distill
down to a few basic tenants.

NTA Workflow
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1. Ingest Traffic

Once we have decided on our placement, begin capturing traffic. Utilize capture filters if we
already have an idea of what we are looking for.

2. Reduce Noise by Filtering

Capturing traffic of a link, especially.one in a production environment, can be extremely
noisy. Once we complete the initial capture, an attempt to filter out unnecessary traffic from
our view can make analysis easier. (Broadcast and Multicast traffic, for example.)

3. Analyze and Explore

Now is the time to start carving out data pertinent to the issue we are chasing down. Look at
specific hosts, protocols, even things as specific as flags set in the TCP header. The
following questions will help us:

Is the traffic encrypted or plain text? Should it be?

Can we see users attempting to access resources to which they should not have
access?

Are different hosts talking to each other that typically do not?

4. Detect and Alert

Are we seeing any errors? Is a device not responding that should be?
Use our analysis to decide if what we see is benign or potentially malicious.
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Other tools like IDS and IPS can come in handy at this point. They can run heuristics
and signatures against the traffic to determine if anything within is potentially malicious.

5. Fix and Monitor

Fix and monitor is not a part of the loop but should be included in any workflow we perform.

If we make a change or fix an issue, we should continue to monitor the source for a time to
determine if the issue has been resolved.

Networking Primer - Layers 1-4

This section serves as a quick refresher on networking and how some standard protocols we

can see while performing traffic captures work. These concepts are at the core of capturing
and dissecting traffic. Without a fundamental understanding of typical network flow and what
ports and protocols are used, we cannot accurately analyze any traffic we capture. If this is

the first time you encounter some of these terms or concepts, we suggest completing the
Introduction to Networking Module first.

OSI/ TCP-IP Models

Networking Models
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The image above gives a great view of the Open Systems Interconnect ( 0SI ) model and
the Transmission Control Protocol - Internet Protocol ( TCP-IP ) model side by side. The
models are a graphical representation of how communication is handled between networked
computers. Let's take a second to compare the two:

Model Traits Comparison.

Trait osi TCP-IP

Layers Seven Four

Flexibility Strict Loose

Dependency Protocol independent & Based on common communication
generic protocols

When examining these two models, we can notice that the OSI model is segmented more
than the TCP-IP model. This is because it is broken down into small functional chunks.
Layers one through four of the OSI model are focused on controlling the transportation of
data between hosts. This control includes everything from the physical medium used for
transmission to the protocol utilized to manage the conversation or lack thereof when
transporting data. Layers five through seven handle the interpretation, management, and
presentation of the encapsulated data presented to the end-user. Think of the OSI model as
the theory behind how everything works, whereas the TCP-IP model is more closely aligned
with the actual functionality of networking. The TCP-IP model is a bit more blended, and the
rules are flexible. The TCP-IP model comprises four layers where layers five, six, and seven
of the OSI model align with layer four of the TCP-IP model. Layer three deals with
transportation, layer two is the internet layer which aligns with the network layer in OSI, and
layer one is the link-layer which covers layers two and one of the OSI model.

Throughout this module, we will examine many different Protocol Data Units ( PDU ), so a
functional understanding of how it appears in theory and on the wire is required. A PDU is a
data packet made up of control information and data encapsulated from each layer of the
OSI model. The breakout below will show how the layers in the two models match up to a
PDU.

PDU Example
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The OSI Model The TCP/IP Model

7. Layer Application  FTP, HTTP

6. Layer Presentation JPG, PNG, SSL, TLS 4. Application

Host Layers

‘ 5. Layer Session NetBIOS

4. Layer Transport TCP, UDP 3. Transport Segment / Datagram
3. Layer Network Router, L3 Switch 2. Internet Packet
2. Layer Data-Link Switch, Bridge Frame

1. Layer Physical Network Card Bit

When inspecting a PDU, we need to keep the idea of encapsulation in mind. As our data
moves down the protocol stack, each layer will wrap the previous layers' data in a new
bubble we call encapsulation. This bubble adds the necessary information of that layer into
the header of the PDU. This information can vary by level, but it includes what is held by the
previous layer, operational flags, any options required to negotiate communications, the
source and destination IP addresses, ports, transport, and application layer protocols.

PDU Packet Breakdown

Frame 52: 77 bytes on wire (616 bits), 77 bytes captured (616 bits) on interface en@d, id @
Ethernet II, Src: SamsungE_be:c8:70 (64:e7:d8:be:c8:70), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
> Destination: Broadcast (ff:ff:ff:ff:ff:ff)
> Source: SamsungE_be:c8:70 (64:e7:d8:be:c8:70)
Type: IPv4 (0x0800)
Internet Protocol Version 4, Src: samsung.lan (192.168.86.140), Dst: 192.168.86.255 (192.168.86.255)
0100 .... = Version: 4
.. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x0@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 63
Identification: Oxf56b (62827)
Flags: 0x40, Don't fragment
Fragment Offset: @
Time to Live: 64
Protocol: UDP (17)
Header Checksum: 0x1666 [validation disabled]
[Header checksum status: Unverified]
Segment / Datagram Source Address: samsung.lan (192.168.86.140)
Destination Address: 192.168.86.255 (192.168.86.255)
User Datagram Protocol, Src Port: 55864, Dst Port: 15600
Source Port: 55864
Destination Port: 15600
Length: 43
Checksum: 0x715b [unverified]
Frame [Checksum Status: Unverified]
[Stream index: 4]
[Timestamps]
Bit UDP payload (35 bytes)
Data (35 bytes)

Packet

The image above shows us the makeup of a PDU side by side with a packet breakout from
Wireshark's Packet Details pane. Please take note that when we see the breakout in
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Wireshark, it is in reverse order. Wireshark shows us the PDU in reverse because it is in the
order that it was unencapsulated.

Addressing Mechanisms

Now that we have gone over the basic concepts driving networking behavior let us take
some time to discuss the addressing mechanisms that enable the delivery of our packets to
the correct hosts. We will begin with Media Access Control addresses first.

MAC-Addressing

Each logical or physical interface attached to a host has a Media Access Control ( MAC)
address. This address is a 48-bit six octet address represented in hexadecimal format. If
we look at the image below, we can see an example of one by the red arrow.

Mac-Address

end: flags=8863<UP,BROADCAST, SMART, RUNNING, SIMPLEX,MULTICAST> mtu 1500
options=400<CHANNEL_IO>
ether 88:66:5a:11:bb:36
ineté fe8@::49f:e3c:bf36:9bb1%end® prefixlen 64 secured scopeid @xé

inet 192.168.86.243 netmask Oxffffff@@ broadcast 192.168.86.255
ndé options=201<PERFORMNUD, DAD>

media: autoselect

status: active

MAC-addressing is utilized in Layer two ( the data-link or link-layer depending on
which model you look at ) communications between hosts. This works through host-to-
host communication within a broadcast domain. If layer two traffic needs to cross a layer
three interface, that PDU is sent to the layer three egress interface, and it is routed to the
correct network. At layer two, this looks as though the PDU is addressed to the router
interface, and the router will take the layer three address into account when determining
where to send it next. Once it makes a choice, it strips the encapsulation at layer two and
replaces it with new information that indicates the next physical address in the route.

IP Addressing

The Internet Protocol ( IP ) was developed to deliver data from one host to another across
network boundaries. IP is responsible for routing packets, the encapsulation of data, and
fragmentation and reassembly of datagrams when they reach the destination host. By
nature, IP is a connectionless protocol that provides no assurances that data will reach its
intended recipient. For the reliability and validation of data delivery, IP relies on upper-layer
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protocols such as TCP. Currently, there exist two main versions of IP. IPv4, which is the
current dominant standard, and IPv6, which is intended to be the successor of IPv4.

IPv4

The most common addressing mechanism most are familiar with is the Internet Protocol
address version 4 ( IPv4 ). IPv4 addressing is the core method of routing packets across
networks to hosts located outside our immediate vicinity. The image below shows us an
example of an IPv4 address by the green arrow.

IP Address

en@: flags=8863<UP, BROADCAST, SMART, RUNNING, SIMPLEX, MULTICAST> mtu 1500
options=400<CHANNEL_IO>
ether 88:66:5a:11:bb:36
ineté fe8@::49f:e3c:bf36:9bb1%end® prefixlen 64 secured scopeid @xé

inet 192.168.86.243 netmask @xffffff@@ broadcast 192.168.86.255
ndé options=201<PERFORMNUD, DAD>

media: autoselect

status: active

An IPv4 address is made up of a 32-bit four octet number represented in decimal format.
In our example, we can see the address 192.168.86:243 . Each octet of an IP address can
be represented by a number ranging from 0 to 255 . When examining a PDU, we will find IP
addresses in layer three ( Network ) of the OSI model and layer two ( internet ) of the
TCP-IP model. We will not deep dive into IPv4 here, but for the sake of this module,
understand what these addresses are, what they do for us, and at which layer they are used.

IPv6

After a little over a decade of utilizing IPv4, it was determined that we had quickly exhausted
the pool of usable IP addresses. With such large chunks sectioned off for special use or
private addressing, the world had quickly used up the available space. To help solve this
issue, two things were done. The first was implementing variable-length subnet masks (
VLSM ) and Classless Inter-Domain Routing ( CIDR). This allowed us to redefine the useable
IP addresses in the v4 format changing how addresses were assigned to users. The second
was the creation and continued development of IPv6 as a successor to IPv4.

IPv6 provides us a much larger address space that can be utilized for any networked
purpose. IPv6 is a 128-bit address 16 octets represented in Hexadecimal format. We can
see an example of a shortened IPv6 address in the image below by the blue arrow.

IPv6 Address
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en@: flags=8863<UP, BROADCAST, SMART, RUNNING, SIMPLEX,MULTICAST> mtu 1500
options=40@<CHANNEL_IO>
ether 88:66:5a:11:bb:36
ineté6 fe8@::49f:e3c:bf36:9bb1%en® prefixlen 64 secured scopeid @xé6

inet 192.168.86.243 netmask @xffffffe@ broadcast 192.168.86.255
ndé options=201<PERFORMNUD,DAD>

media: autoselect

status: active

Along with a much larger address space, IPv6 provides:

Better support for Multicasting (sending traffic from one to many)

Global addressing per device

Security within the protocol in the form of IPSec

Simplified Packet headers allow for easier processing and move from connection to
connection without being re-assigned an address.

IPv6 uses four main types of addresses within its schema:

IPv6 Addressing Types

Type Description

Unicast Addresses for a single interface.

Anycast Addresses for multiple interfaces, where only one of them receives the
packet.

Multicast Addresses for multiple interfaces, where all of them receive the same
packet.

Broadcast Does not exist and-is realized with multicast addresses.

When thinking about each address type, it is helpful to remember that Unicast traffic is host
to host, while Multicast is one to many, and Anycast is one to many in a group where only
one will answer the packet. (think load balancing).

Even with its current state providing many advantages over IPv4, the adoption of IPv6 has
been slow to catch on.

Adoption of IPv6
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IPv6 Adoption Per-Country IPv6 adoption

Per-Country IPv6 adoption
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The chart above shows the availability of IPv6 connectivity around the world.

. Regions where |Pv6 is more widely deployed (the darker the green, the greater the deployment) and users experience infrequent issues connecting to
IPv6-enabled websites.

. Regions where IPvG is more widely deployed but users still experience significant reliability or latency issues connecting to IPvB-enabled websites.

. Regions where |Pv6 is not widely deployed and users experience significant reliability or latency issues connecting to IPvé-enabled websites.

At the time of writing, according to statistics published by Google, the adoption rate is only
around 40 percent globally.

TCP / UDP, Transport Mechanisms

The Transport Layer has several mechanisms to help ensure the seamless delivery of data
from source to destination. Think about the Transport layer as a control hub. Application data
from the higher layers have to traverse down the stack to the Transport layer. This layer
directs how the traffic will be encapsulated and thrown to the lower layer protocols ( IP and
MAC ). Once the data reaches its intended recipient, the Transport layer, working with the
Network / Internet layer protocols, is responsible for reassembling the encapsulated data
back in the correct order. The two mechanisms used to accomplish this task are the
Transmission Control ( TCP ) and the User Datagram Protocol ( UDP).

TCP vs. UDP

Let us take a second to examine these two protocols side by side.

TCP VS. UDP
Characteristic TCP UDP
Transmission Connection-oriented Connectionless. Fire and

forget.


af://h2-35
af://h4-36
af://h4-37

Characteristic TCP UDP

Connection TCP uses a three-way handshake UDP does not ensure the

Establishment to ensure that a connection is destination is listening.
established.

Data Delivery Stream-based conversations packet by packet, the source

does not care if the
destination is active

Receipt of data Sequence and Acknowledgement  UDP does not care.
numbers are utilized to account
for data.

Speed TCP has more overhead and is UDP is fast but unreliable.
slower because of its built-in
functions.

By looking at the table above, we can see that TCP and UDP provide two very different data
transmission methods. TCP is considered a more reliable protocol since it allows for error
checking and data acknowledgment as a normal function. In contrast, UDP is a quick, fire,
and forget protocol best utilized when we care about speed over quality and validation.

To put this into perspective, TCP is utilized when moving data that requires completeness
over speed. For example, when we use Secure Shell'( SSH) to connect from one host to
another, a connection is opened that stays active while you issue commands and perform
actions. This is a function of TCP, ensuring our conversation with the distant host is not
interrupted. If it does get interrupted for some reason, TCP will not reassemble a partial
fragment of a packet and send it to the application. We can avoid errors this way. What
would happen if we issued a command like sudo passwd user to change the user's
password on a remote host, and during the change, part of the message drops. If this were
over UDP, we would have no way of knowing what happened to the rest of that message and
potentially mess up the user's password or worse. TCP helps prevent this by acknowledging
each packet received to ensure the destination host has acquired each packet before
assembling the command and sending it to the application for action.

On the other hand, when we require quick responses or utilize applications that require
speed over completeness, UDP is our answer. Take streaming a video, for example. The
user will not notice a pixel or two dropped from a streaming video. We care more about
watching the video without it constantly stopping to buffer the next piece. Another example of
this would be DNS. When a host requests a record entry for inlanefreight.com, the host is
looking for a quick response to continue the process it was performing. The worst thing that
happens if a DNS request is dropped is that it is reissued. No harm, no foul. The user will not
receive corrupted data because of this drop.

UDP traffic appears like regular traffic; it is a single packet, with no response or
acknowledgment that it was sent or received, so there is not much to show here. However,
we can take a look at TCP and how it establishes connections.



TCP Three-way Handshake

One of the ways TCP ensures the delivery of data from server to client is the utilization of
sessions. These sessions are established through what is called a three-way handshake. To
make this happen, TCP utilizes an option in the TCP header called flags. We will not deep
dive into TCP flags now; know that the common flags we will see in a three-way handshake
are Synchronization ( SYN ) and acknowledgment ( ACK'). When a host requests to have a
conversation with a server over TCP;

The client sends a packet with the SYN flag set to on along with other negotiable
options in the TCP header.

This is a synchronization packet. It will only be set in the first packet from host and
server and enables establishing a session by allowing both ends to agree on a
sequence number to start communicating with.

This is crucial for the tracking of packets. Along with the sequence number sync, many
other options are negotiated in this phase to include window size, maximum segment
size, and selective acknowledgments.

The server will respond with a TCP packet that.includes a SYN flag set for the
sequence number negotiation and an ACK flag set to acknowledge the previous SYN
packet sent by the host.

The server will also include any changes to the TCP options it requires set in the
options fields of the TCP header.

The client will respond with a TCP packet with an ACK flag set agreeing to the
negotiation.

This packet is the end of the three-way handshake and established the connection
between client and server.

Let us take a quick look at this in action to be familiar with it when it appears in our packet
output later on in the module.

TCP Three-way Handshake

Infn

Source IDES N ET | Protocol | Length |
192.168.1.140 174.143.213.184 TCP 74 57678 » 80 [SYN] Seq=2 Win=5840 L(n=0 MSS=1460 SACK_PERM=1 TSval=2216538 TSecr=!

174.143.213.184 192.168.1.140 TCP 740180 -~ 57678 |[SYN, ACKI]|Seq=0 Ack=1Win=5792 Len=0 MSS=1460 SACK_PERM=1 TSval=835:
192.168.1.140 174.143.213.184 TCP 66 678 - 80 I[ACK] Seg=ll Ack=1 Win=8888 Len=0 TSval=2216543 TSecr=835172936

192.168.1.140 174.143.213.184 HTTP 200 1mages/ layout/logo.png P/1.0

174.143.213.184 192.168.1.140 TCP 66 80 - 57678 [ACK] Seq=1 Ack=135 Win=6912 Len=0 TSval=835172948 TSecr=2216543
174.143.213.184 192.168.1.140 TCP 1514 80 - 57678 [ACK] Seq=1 Ack=135 Win=6912 Len=1448 TSval=835172948 TSecr=2216543
192.168.1.140 174.143.213.184 TCP 66 57678 -» 80 [ACK] Seq=135 Ack=1449 Win=8832 Len=0 TSval=2216548 TSecr=835172948
174.143.213.184 192.168.1.140 TCP 1514 80 - 57678 [ACK] Seq=1449 Ack=135 Win=6912 Len=1448 TSval=835172948 TSecr=22165:
192.168.1.140 174.143.213.184 TCP 66 57678 -» 80 [ACK] Seq=135 Ack=2897 Win=11648 Len=0 TSval=2216548 TSecr=835172948
174.143.213.184 192.168.1.140 TCP 1514 80 - 57678 [ACK] Seq=2897 Ack=135 Win=6912 Len=1448 TSval=835172948 TSecr=22165:
192.168.1.140 174.143.213.184 TCP 66 57678 - 80 [ACK] Seq=135 Ack=4345 Win=14592 Len=0 TSval=2216548 TSecr=835172948
174.143.213.184 192.168.1.140 TCP 1514 80 - 57678 [ACK] Seq=4345 Ack=135 Win=6912 Len=1448 TSval=835172961 TSecr=22165:
192.168.1.140 174.143.213.184 TCP 66 57678 - 80 [ACK] Seq=135 Ack=5793 Win=17536 Len=0 TSval=2216553 TSecr=835172961
174.143.213.184 192.168.1.140 TCP 1514 80 - 57678 [ACK] Seq=5793 Ack=135 Win=6912 Len=1448 TSval=835172961 TSecr=22165:
192.168.1.140 174.143.213.184 TCP 66 57678 - 80 [ACK] Seq=135 Ack=7241 Win=20352 Len=0 TSval=2216553 TSecr=835172961
174.143.213.184 192.168.1.140 TCP 1514 80 - 57678 [ACK] Seq=7241 Ack=135 Win=6912 Len=1448 TSval=835172961 TSecr=22165:
192.168.1.140 174.143.213.184 TCP 66 57678 - 80 [ACK] Seq=135 Ack=8689 Win=23296 Len=0 TSval=2216553 TSecr=835172961
174.143.213.184 192.168.1.140 TCP 1514 80 - 57678 [ACK] Seq=8689 Ack=135 Win=6912 Len=1448 TSval=835172961 TSecr=22165
192.168.1.140 174.143.213.184 TCP 66 57678 - 80 [ACK] Seq=135 Ack=10137 Win=26112 Len=0 TSval=2216553 TSecr=83517296:
174.143.213.184 192.168.1.140 TCP 1514 80 - 57678 [ACK] Seq=10137 Ack=135 Win=6912 Len=1448 TSval=835172961 TSecr=2216!
192.168.1.140 174.143.213.184 TCP 66 57678 - 80 [ACK] Seq=135 Ack=11585 Win=29056 Len=0 TSval=2216553 TSecr=83517296:
174.143.213.184 192.168.1.140 TCP 1514 80 - 57678 [ACK] Seq=11585 Ack=135 Win=6912 Len=1448 TSval=835172961 TSecr=2216!
192.168.1.140 174.143.213.184 TCP 66 57678 - 80 [ACK] Seq=135 Ack=13033 Win=32000 Len=0 TSval=2216553 TSecr=83517296:

174.143.213.184 192.168.1.140 TCcP 1514 8@ - 57678 [ACK] Sen=13M@33 Ack=135 Win=A912 | en=1448 TSval=835172973 TSecr=2216!
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When examining this output, we can see the start of our handshake on line one. Looking at
the information highlighted in the red box, we can see our initial Syn flag is set. If we look
at the port numbers underlined in green, we can see two numbers, 57678 and 80 . The
first number is the random high port number in use by the client, and the second is the well-
known port for HTTP used by the server to listen for incoming web request connections. In
line 2, we can see the server's response to the client with an SYN / ACK packet sent to the
same ports. On line 3, we can see the client acknowledge the server's synchronization
packet to establish the connection.

Packet 4 shows us that the HTTP request was sent, and a session is established to stream
the data for the image requested. We can see as the stream continues that TCP sends
acknowledgments for each chunk of data sent. This is an example of typical TCP
communication.

We have seen how a session is established with TCP; now, let us examine how a session is
concluded.

TCP Session Teardown

| Destination | Protocol | Length | Info

.143.213.184 .1.140 80 - 57678 [ACK] Seq=8689 Ack=135 Win=6912 Len=1448

192.168.1.140 174.143.213.184 TCP 66 57678 - 80 [ACK] Seq=135 Ack=10137 Win=26112 Len=0
174.143.213.184 192.168.1.140 TCP 1514 80 - 57678 [ACK] Seq=10137 Ack=135 Win=6912 Len=144
192.168.1.140 174.143.213.184 TCP 66 57678 - 80 [ACK] Seq=135 Ack=11585 Win=29056 Len=0
174.143.213.184 192.168.1.140 TCP 1514 80 - 57678 [ACK] Seq=11585 Ack=135 Win=6912 Len=144
192.168.1.140 174.143.213.184 TCP 66 57678 - 80 [ACK] Seq=135 Ack=13033 Win=32000 Len=0
174.143.213.184 192.168.1.140 TCP 1514 80 - 57678 [ACK] Seq=13033 Ack=135 Win=6912 Len=144
192.168.1.140 174.143.213.184 TCP 66 57678 - 80 [ACK] Seq=135 Ack=14481 Win=34816 Len=0
174.143.213.184 192.168.1.140 TCP 1514 80 - 57678 [PSH, ACK] Seq=14481 Ack=135 Win=6912 Le
192.168.1.140 174.143.213.184 TCP 66 57678 - 80 [ACK] Seq=135 Ack=15929 Win=37760 Len=0
174.143.213.184 192.168.1.140 TCP 1514 80 - 57678 [ACK] Seq=15929 Ack=135 Win=6912 Len=144
192.168.1.140 174.143.213.184 TCP 66 57678 - 80 [ACK] Seq=135 Ack=17377 Win=40704 Len=0
174.143.213.184 192.168.1.140 TCP 1514 80 - 57678 [ACK] Seq=17377 Ack=135 Win=6912 Len=144
192.168.1.140 174.143.213.184 TCP 66 57678 - 80 [ACK] Seq=135 Ack=18825 Win=43520 Len=0
174.143.213.184 192.168.1.140 TCP 1514 80 - 57678 [ACK] Seq=18825 Ack=135 Win=6912 Len=144
192.168.1.140 174.143.213.184 TCP 66 57678 - 80 [ACK] Seq=135 Ack=20273 Win=46464 Len=0
174.143.213.184 192.168.1.140 TCP 1514 80 - 57678 [ACK] Seq=20273 Ack=135 Win=6912 Len=144
192.168.1.140 174.143.213.184 TCP 66 57678 - 80 [ACK] Seq=135 Ack=21721 Win=49280 Len=0
174.143.213.184 192.168.1.140 HTTP 391 HTTP/1.1 200 OK (PNG)

192.168.1.140 174.143.213.184 TCP 66) 57678 » 80 [ACK] Seq=1835 Ack=22046 Win=52224 Len=0
192.168.1.140 174.143.213.184 TCP 66) 57678 -~ 80 [FIN, ACK] $eq=135 Ack=22046 Win=52224 L
174.143.213.184 192.168.1.140 TCP 66) 80 - 57678 [FIN, ACK] $eq=22046 Ack=136 Win=6912 Le
192.168.1.140 174.143.213.184 TCP 66| 57678 ~ 80 Seq=186 Ack=22047 Win=52224 Len=0

In the image above, a set of packets similar to our three-way handshake visible at the end of
the output. This is how TCP gracefully shuts connections. Another flag we will see with TCP
is the FIN flag. It is used for signaling that the data transfer is finished and the sender is
requesting termination of the connection. The client acknowledges the receipt of the data
and then sends a FIN and ACK to begin session termination. The server responds with an
acknowledgment of the FIN and sends back its own FIN. Finally, the client acknowledges the
session is complete and closes the connection. Before session termination, we should see a
packet pattern of:

FIN, ACK
FIN, ACK,
ACK
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If we look at the image above detailing a session, we will see that this is the case. An output
similar to this is considered an adequately terminated connection.

Enable step-by-step solutions for all questions

Questions

Answer the question(s) below
to complete this Section and earn cubes!

Cheat Sheet

+ 0 How many layers does the OSI model have?

+10 Streak pts

Submit

Hint

+ 0 How many layers are there in the TCP/IP model?

+10 Streak pts

Submit

Hint

+ 0 True or False: Routers operate at layer 2 of the OSI model?

+10 Streak pts

Submit

Hint

+ 0 What addressing mechanism is used at the Link Layer of the TCP/IP model?
+10 Streak pts

Submit

Hint

+ 0 At what layer of the OSI model is a PDU encapsulated into a packet? ( the number )
+10 Streak pts

Submit
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Hint

+ 0 What addressing mechanism utilizes a 32-bit address?
+10 Streak pts

Submit

Hint

+ 0 What Transport layer protocol is connection oriented?
+10 Streak pts

Submit

Hint

+ 0 What Transport Layer protocol is considered unreliable?
+10 Streak pts

Submit

Hint

+ 0 TCP's three-way handshake consists of 3. packets: 1.Syn, 2.Syn & ACK, 3. _? What is
the final packet of the handshake?

+10 Streak pts
Submit

Hint

Networking Primer - Layers 5-7

We have seen how lower-level networking functions, now let us look at some of the upper
layer protocols that handle our applications. It takes many different applications and services
to maintain a network connection and ensure that data can be transferred between hosts.
This section will outline just a vital few.

HTTP
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Hypertext Transfer Protocol ( HTTP ) is a stateless Application Layer protocol that has been
in use since 1990. HTTP enables the transfer of data in clear text between a client and
server over TCP. The client would send an HTTP request to the server, asking for a
resource. A session is established, and the server responds with the requested media
(HTML, images, hyperlinks, video). HTTP utilizes ports 80 or 8000 over TCP during normal
operations. In exceptional circumstances, it can be modified to use alternate ports, or even
at times, UDP.

HTTP Methods

To perform operations such as fetching webpages, requesting items for download, or posting
your most recent tweet all require the use of specific methods. These methods define the
actions taken when requesting a URI.

Methods:

Method Description

HEAD required is a safe method that requests a response from the server similar
to a Get request except that the message body is not included. It is a great
way to acquire more information about the server and its operational status.

GET required Getis the most common method used. It requests information and
content from the server. For example, GET
http://10.1.1.1/Webserver/index.html requests the index.html page
from the server based on our-supplied URI.

POST optional Postis a way to submit information to a server based on the fields
in the request. For example, submitting a message to a Facebook post or
website forum is a POST action. The actual action taken can vary based on
the server, and we should pay attention to the response codes sent back to
validate the action.

PUT optional Put will take the data appended to the message and place it under
the requested URI. If an item does not exist there already, it will create one
with the supplied data. If an object already exists, the new PUT will be
considered the most up-to-date, and the object will be modified to match. The
easiest way to visualize the differences between PUT and POST is to think of
it like this; PUT will create or update an object at the URI supplied, while
POST will create child entities at the provided URI. The action taken can be
compared with the difference between creating a new file vs. writing
comments about that file on the same page.

DELETE optional Delete does as the name implies. It will remove the object at the
given URL.

TRACE optional Allows for remote server diagnosis. The remote server will echo
the same request that was sent in its response if the TRACE method is
enabled.
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Method Description

OPTIONS optional The Options method can gather information on the supported
HTTP methods the server recognizes. This way, we can determine the
requirements for interacting with a specific resource or server without actually
requesting data or objects from it.

CONNECT  optional Connect is reserved for use with Proxies or other security devices
like firewalls. Connect allows for tunneling over HTTP. ( SSL tunnels)

Notice that we have required or optional listed beside each method. As a requirement
by the standard, GET and HEAD must always work and exist with standard HTTP
implementations. This is true only for them. The methods trace, options, delete, put and post
are optional functionalities one can allow. An example of this is a read-only webpage like a
blog post. The client PC can request a resource from the page but not modify, add, or delete
the resource or resources.

For more information on HTTP as a protocol or how it operates, see RFC:2616 .

HTTPS

HTTP Secure ( HTTPS ) is a modification of the HTTP protocol designed to utilize Transport
Layer Security ( TLS ) or Secure Sockets Layer( SSL ) with older applications for data
security. TLS is utilized as an encryption mechanism to secure the communications between
a client and a server. TLS can wrap regular HTTP traffic within TLS, which means that we
can encrypt our entire conversation, not just the data sent or requested. Before the TLS
mechanism was in place, we were vulnerable to Man-in-the-middle attacks and other types
of reconnaissance or hijacking, meaning anyone in the same LAN as the client or server
could view the web traffic if they were listening on the wire. We can now have security
implemented in the browser enabling everyone to encrypt their web habits, search requests,
sessions or data transfers, bank transactions, and much more.

Even though it is HTTP at its base, HTTPS utilizes ports 443 and 8443 instead of the
standard port 80. This is a simple way for the client to signal the server that it wishes to
establish a secure connection. Let's look at an output of HTTPS traffic and discern how a
TLS handshake functions for a minute.

TLS Handshake Via HTTPS
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| Destination | Protocol
192.168.86.243 104.20.55.68

104.20.55.68 192.168.86.243 TCP 66

| Length | Info
78 16020

01 - 44

=64 TSval=2199353520 TSecr..
MSS=1400 SACK_PERM=1 WS=10..

0 4 YN] Seq=0 Win=6 en=0 MSS=1460
443 - 60201 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=0

192.168.86.243 104.20.55.68 TCP 54 160201 - 443 [ACK] Seg=1 Ack=1 Win=262144 Len=0
192.168.86.243 104.20.55.68 TLSv1.3 607 Client Hello

104.20.55.68 192.168.86.243 TCP 54 443 - 60201 [ACK] Seq=1 Ack=554 Win=67584 Lej=0
104.20.55.68 192.168.86.243 TLSv1.3 266 Server Hello, Change Cipher Spec, Applicatiofh Data
192.168.86.243 104.20.55.68 TCP 54 60201 - 443 [ACK] Seq=554 Ack=213 Win=261888|Len=0
192.168.86.243 104.20.55.68 TLSv1.3 118 Change Cipher Spec, Application Data
192.168.86.243 104.20.55.68 TLSv1.3 146 Application Data

192.168.86.243 104.20.55.68 TLSv1.3 1270 Application Data

192.168.86.243 104.20.55.68 TLSv1.3 107 Application Data

104.20.55.68 192.168.86.243 TCP 60 443 - 60201 [ACK] Seq=213 Ack=618 Win=67584 |en=0
104.20.55.68 192.168.86.243 TCP 60 443 - 60201 [ACK] Seq=213 Ack=71@ Win=67584 |en=0
104.20.55.68 192.168.86.243 TLSv1.3 575 Application Data, Application Data

192.168.86.243 104.20.55.68 TCP 54 60201 - 443 [ACK] Seq=1979 Ack=734 Win=261568 Len=0
192.168.86.243 104.20.55.68 TLSv1.3 85 Application Data

104.20.55.68 192.168.86.243 TCP 60 443 - 60201 [ACK] Seq=734 Ack=1926 Win=69632 Len=0
104.20.55.68 192.168.86.243 TCP 60 443 - 60201 [ACK] Seq=734 Ack=1979 Win=69632 Len=0
104.20.55.68 192.168.86.243 TCP 60 443 - 60201 [ACK] Seq=734 Ack=2010 Win=69632 Len=0
104.20.55.68 192.168.86.243 TLSv1.3 1124 Application Data

104.20.55.68 192.168.86.243 TLSv1.3 1445 Application Data

104.20.55.68 192.168.86.243 TLSv1.3 1445 Application Data

104.20.55.68 192.168.86.243 TLSv1.3 1445 Application Data

In the first few packets, we can see that the client establishes a session to the server using
port 443 boxed in blue. This signals the server that it wishes to use HTTPS as the
application communication protocol.

Once a session is initiated via TCP, a TLS ClientHello is sent next to begin the TLS
handshake. During the handshake, several parameters are agreed upon, including session
identifier, peer x509 certificate, compression algorithm to be used, the cipher spec
encryption algorithm, if the session is resumable, and a 48-byte master secret shared
between the client and server to validate the session.

Once the session is established, all data and methods will be sent through the TLS
connection and appear as TLS Application Data as seen in the red box. TLS is still
using TCP as its transport protocol, so-we will still see acknowledgment packets from the
stream coming over port 443.

To summarize the handshake:

Client and server exchange hello messages to agree on connection parameters.

Client and server exchange necessary cryptographic parameters to establish a
premaster secret.

Client and server will exchange x.509 certificates and cryptographic information
allowing for authentication within the session.

Generate a master secret from the premaster secret and exchanged random values.
Client and server issue negotiated security parameters to the record layer portion of the
TLS protocol.

Client and server verify that their peer has calculated the same security parameters and
that the handshake occurred without tampering by an attacker.

Encryption in itself is a complex and lengthy topic that deserves its own module. This section
is a simple summary of how HTTP and TLS provide security within the HTTPS application
protocol. For more information on how HTTPS functions and how TLS performs security
operations, see RF(C:2246 .



FTP

File Transfer Protocol ( FTP ) is an Application Layer protocol that enables quick data
transfer between computing devices. FTP can be utilized from the command-line, web
browser, or through a graphical FTP client such as FileZilla. FTP itself is established as an
insecure protocol, and most users have moved to utilize tools such as SFTP to transfer files
through secure channels. As a note moving into the future, most modern web browsers have
phased out support for FTP as of 2020.

When we think about communication between hosts, we typically think about a client and
server talking over a single socket. Through this socket, both the client and server send
commands and data over the same link. In this aspect, FTP is unique since it utilizes multiple
ports at a time. FTP uses ports 20 and 21 over TCP. Port 20 is used for data transfer, while
port 21 is utilized for issuing commands controlling the FTP session. In regards to
authentication, FTP supports user authentication as well as allowing anonymous access if
configured.

FTP is capable of running in two different modes, active or passive. Active is the default
operational method utilized by FTP, meaning that the server listens for a control command
PORT from the client, stating what port to use for data transfer. Passive mode enables us to
access FTP servers located behind firewalls or a NAT-enabled link that makes direct TCP
connections impossible. In this instance, the client would send the PASV command and wait
for a response from the server informing the client what IP and port to utilize for the data
transfer channel connection.

FTP Command & Response Examples

| Source | Destination | Protocol | Length | Info

172.16.146.1 172.16.146.2 FTP 49767 21 73 Request: CWD / *:

172.16.146.2 172.16.146.1 FTP 21 49767 183 Response: 258 Directory successfully changed. h—_—
172.16.146.1 172.16.146.2 FTP 49767 21 72 Request: PASV

172.16.146.2 172.16.146.1 FTP 21 49767 116 Response: 227 Entering Passive Mode (172,16,146,2,207,99). h—
172.16.146.1 172.16.146.2 FTP 49767 21 B4 Request: RETR secrets.txt b——

172.16.146.2 172.16.146.1 FTP 21 49767 135 Response: 15@ Opening BINARY mode data connection for secrets.txt (46 bytes). *—-
172.16.146.2 172.16.146.1 FTP 21 49767 9@ Response: 226 Transfer complete.

172.16.146.2 172.16.146.1 FTP ) 49762 183 Response: 425 Failed to establish connection.

172.16.146.1 172.16.146.2 FTP 49769 21 B2 Request: USER anonymous

172.16.146.2 172.16.146.1 FTP 21 49769 142 Response: 220 Welcome to the PowerBroker FTP service. Grab or leave juicy info here.
172.16.146.2 172.16.146.1 FTP 21 49769 18@ Response: 331 Please specify the password.

172.16.146.1 172.16.146.2 FTP 49769 21 92 Request: PASS cfnetwork@apple.com

172.16.146.2 172.16.146.1 FTP 21 49769 89 Response: 230 Login successful.

172.16.146.1 172.16.146.2 FTP 49769 21 72 Request: SYST

172.16.146.2 172.16.146.1 FTP 21 49769 B85 Response: 215 UNIX Type: L8

172.16.146.1 172.16.146.2 FTP 49769 21 71 Request: PWD b——

172.16.146.2 172.16.146.1 FTP 21 49769 188 Response: 257 "/" is the current directory h_—

172.16.146.1 172.16.146.2 FTP 49769 21 74 Request: TYPE I b——

172.16.146.2 172.16.146.1 FTP 21 49769 97 Response: 280 Switching to Binary mode.

172.16.146.1 172.16.146.2 FTP 49769 21 73 Request: CWD /

172.16.146.2 172.16.146.1 FTP ) 49769 183 Response: 250 Directory successfully changed.

172.16.146.1 172.16.146.2 FTP 49769 21 72 Request: PASV

172.16.146.2 172.16.146.1 FTP 21 49769 115 Response: 227 Entering Passive Mode (172,16,146,2,95,17).

172.16.146.1 172.16.146.2 FTP 49769 21 95 Request: RETR Shield-prototype-plans

172.16.146.2 172.16.146.1 FTP 21 49769 146 Response: 158 Opening BINARY mode data connection for Shield-prototype-plans (72 bytes).
172.16.146.2 172.16.146.1 FTP 21 49769 9@ Response: 226 Transfer complete.

The image above shows several examples of requests issued over the FTP command
channel green arrows , and the responses sent back from the FTP server blue arrows .
This is all pretty standard stuff. For a list of each command and what it is doing, check out
the table below.
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When looking at FTP traffic, some common commands we can see passed over port 21
include:

FTP Commands

Command Description

USER specifies the user to log in as.

PASS sends the password for the user attempting to log in.

PORT when in active mode, this will change the data port used.

PASV switches the connection to the server from active mode to passive.
LIST displays a list of the files in the current directory.

CWD will change the current working directory to one specified.

PWD prints out the directory you are currently working in.

SIZE will return the size of a file specified.

RETR retrieves the file from the FTP server.

QUIT ends the session.

This is not an exhaustive list of the possible FTP control commands that could be seen.
These can vary based on the FTP application or shell in use. For more information on FTP,
see RF(C:959.

SMB

Server Message Block ( SMB) is a protocol most widely seen in Windows enterprise
environments that enables sharing resources between hosts over common networking
architectures. SMB is a connection-oriented protocol that requires user authentication from
the host to the resource to ensure the user has correct permissions to use that resource or
perform actions. In the past, SMB utilized NetBIOS as its transport mechanism over UDP
ports 137 and 138. Since modern changes, SMB now supports direct TCP transport over
port 445, NetBIOS over TCP port 139, and even the QUIC protocol.

As a user, SMB provides us easy and convenient access to resources like printers, shared
drives, authentication servers, and more. For this reason, SMB is very attractive to potential
attackers as well.

Like any other application that uses TCP as its transport mechanism, it will perform standard
functions like the three-way handshake and acknowledging received packets. Let us take a
second to look at some SMB traffic to familiarize ourselves.
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SMB On The Wire

9L, 108,199, 9L, 1b8. 199, NN < Nd query NB WFAD<UY
192.168.199.132 Sa' DNS 537.. 53 86 Standard query 8x142e A officeclient.microsoft.com
192.168.199.133 SCV DNS 643.. 53 92 Standard query @xfa7d A geo-prod.do.dsp.mp.microsoft.com
VMware_61:f5:5T scv ARP 42 Who has 192.168.199.17 Tell 192.168.199.133
scv VMware_61:f5:5f ARP 42 192.168.199.1 is at @@:50:56:c0:00:01
192.168.199.132 192.168.199.133 TCP “4Yb.. 445 | 66 4967@ - 445 [SYN] Seq=0 Win=8192 Len=8 MS5=146@ WS=256 SACK_PERM=1
192.168.199.133  192.168.199.132 TCP 445  496.. 66 445 -+ 4967@ [SYN, ACK] Seq=0 Ack=1 Win=8192 Len=@ MS55=146@ WS=256 SACK_PERM=1
192.168.199.132 192.168.199.133 TCP 496.. 445 54 49670 - 445 [ACK] Seq=1 Ack=1 Win=65536 Len=0
192.168.199.132 192.168.199.133 SMB 496.. 445 213 [Negotiate Frotoco( Reguest

192.168.199.133 192.168.199.132 SMB2 445 496... 586
192.168.199.132 192.168.199.133 SMB2 496.. 445 232
192.168.199.133 192.168.199.132 5MB2 445 496... 566

Negotiate Protocol Response
Negotiate Protocol Request
Negotiate Protocel Response

192.168.199.132 192.168.199.133 5MB2 496.. 445 220 |Session Setup Request, NTLMSSP_NEGOTIATE

192.168.199.133 192.168.199.132 SMB2 445 496... 4@1 |Session Setup Response, Error: STATUS_MORE_PROCESSING_REQUIRED, NTLMSSP_CHALLENGE
192.168.199.132 192.168.199.133 5MB2 496.. 445 711 |Session Setup Request, NTLMSSP_AUTH, User: DESKTOP-ZAEFM7G\user

192.168.199.133 192.168.199.132 SMB2 445 496... 131 |Session Setup Response, Error: STATUS_LOGON_FAILURE

49670 -+ 445 [RST, ACK] Seq=1161 Ack=1389 Win=0 Len=0

192.168.199.132 192.168.199.133 TCP 496.. 445 66 49671 -+ 445 [SYN] Seq=0 Win=8192 Len=@ MS5=146@ WS=256 SACK_PERM=1
192.168.199.133 192.168.199.132 TCP 445  496.. 66 445 - 49671 [SYN, ACK] Seq=8 Ack=1 Win=8192 Len=@ M55=146@ WS=256 SACK_PERM=1
192.168.199.132 192.168.199.133 TCP 496.. 445 54 49671 - 445 [ACK] Seq=1 Ack=1 Win=65536 Len=0

192.168.199.132 192.168.199.133 SMB2 496.. 445

192.168.199.133 192.168.199.132 SMB2 445 496.. Negotiate Protocol Response

192.168.199.132 192.168.199.133 5MB2 496.. 445 Session Setup Request, NTLMSS5P_NEGOTIATE

192.168.199.133 192.168.199.132 5MB2 445 496... Session Setup Response, Error: STATUS_MORE_PROCESSING_REQUIRED, NTLMSSP_CHALLENGE
192.168.199.132 192.168.199.133 SMB2 496.. 445 Session Setup Request, NTLMSSP_AUTH, User: DESKTOP-2AEFM7G\user

192.168.199.133 192.168.199.132 5MB2 445 496... Session Setup Response, Error: STATUS_LOGON_FAILURE
49671 -+ 445 [RST, ACK] Seq=1082 Ack=937 Win=0 Len=0
192.168.199.132 192.168.199.133 TCP 496.. 445 66 49672 -+ 445 [SYN] Seq=0 Win=8192 Len=@ MS5=146@ WS=256 SACK_PERM=1
192.168.199.133 192.168.199.132 TCP 445  496.. 66 445 -+ 49672 [SYN, ACK] Seq=@ Ack=1 Win=B192 Len=8 M55=146@ WS=256 SACK_PERM=1
192.168.199.132 192.168.199.133 TCP 496.. 445 54 49672 - 445 [ACK] Seq=1 Ack=1 Win=65536 Len=0
192.168.199.132 192.168.199.133 5MB2 496.. 445 232 [NEGETIaTe Frotocol REquest
192.168.199.133 192.168.199.132 SMB2 445 496... 566 |Negotiate Protocol Response
192.168.199.132 192.168.199.133 SMB2 496.. 445 220 |Session Setup Request, NTLMSSP_NEGOTIATE

Looking at the image above, we can see that it performs the TCP handshake each time it
establishes a session orange boxes . When looking at the source and destination ports
blue box, port 445 is being utilized, signaling SMB traffic over TCP. If we look at the green
boxes, the info field tells us a bit about what is happening in the SMB communication. In
this example, there are many errors, which is.an example of something to dig deeper into.
One or two auth failures from a user is relatively common, but a large cluster of them
repeating can signal a potential unauthorized individual trying to access a user's account or
use their credentials to move. This is a. common tactic of attackers, grab an authenticated
user, steal their credentials, utilize them to move laterally, or access resources they typically
would be denied access to.

This is just one example of SMB use. Another common thing we will see is file-share access
between servers and hosts. For the most part, this is regular communication. However, if we
see a host access file shares on other hosts, this is not common. Please pay attention to
who is requesting connections, where to, and what they are doing.

Enable step-by-step solutions for all questions

Questions

Answer the question(s) below
to complete this Section and earn cubes!

Cheat Sheet
+ 0 What is the default operational mode method used by FTP?

+10 Streak pts
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Submit
Hint

+ 0 FTP utilizes what two ports for command and data transfer? (separate the two numbers
with a space)

+10 Streak pts

Submit

Hint

+ 0 Does SMB utilize TCP or UDP as its transport layer protocol?
+10 Streak pts

Submit

Hint

+ 0 SMB has moved to using what TCP port?

+10 Streak pts

Submit

Hint

+ 0 Hypertext Transfer Protocol uses what well known TCP port number?
+10 Streak pts

Submit

Hint

+ 0 What HTTP method is used to request information and content from the webserver?
+10 Streak pts

Submit

Hint

+ 0 What web based protocol uses TLS as a security measure?
+10 Streak pts

Submit

Hint



+ 0 True or False: when utilizing HTTPS, all data sent across the session will appear as TLS
Application data?

+10 Streak pts
Submit

Hint

The Analysis Process

Network Traffic Analysis is a dynamic process that can change depending on the tools we
have on hand, permissions given to us by the organization, and our network's visibility. Our
goal is to provide a repeatable process we can begin to utilize when performing traffic
analysis.

Traffic Analysis is a detailed examination of an event or process, determining its
origin and impact, which can be used to trigger specific precautions and/or actions to support
or prevent future occurrences. With network traffic, this means breaking down the data into
understandable chunks, examining it for anything that deviates from regular network traffic,
for potentially malicious traffic such as unauthorized remote communications from the
internet over RDP, SSH, or Telnet, or unique instances preceding network issues. While
performing our analysis, we are also looking to see what the trends look like within the traffic
and determine if it matches a baseline of typical operational traffic.

Traffic analysis is a highly versatile and essential tool to have in our defensive toolbox.
Without the ability to monitor traffic, we are working with a massive piece of the puzzle
missing. Analytics on network usage, top-talking hosts and servers, and internal
communications are all crucial pieces that provide us, the administrators and defenders, a
way to see and correct issues before or soon after they happen. Visibility is probably the
most beneficial thing it provides. With this visibility, we can capture traffic over different
periods to set a baseline for our environment. This baseline makes it easier to see when a
change has occurred. In more advanced implementations for NTA that include other tools
like IDS/IPS, firewalls, host and network logs, and additional information being fed into Tools
like Splunk or ELK Stack, having the ability to monitor traffic is invaluable. The tools help us
quickly alert on malicious actions happening. Many defensive tools have signatures built for
most of the common attacks and toolkits.

Having proper defensive capabilities is vital for everyone, but what about daily operations?
How can NTA help us? Watching network traffic live can make it easy to troubleshoot a
connection issue or determine if our infrastructure and the corresponding protocols are
functioning correctly. If we can see where the traffic is going, we can determine if there is an
issue.
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Lastly, this is a dynamic skill, and using automated tools to aid us is perfectly fine. Just do
not rely on them solely. Utilize the skills you have and perform manual checks as well. This
will help us by putting eyes on our network. We will have checks and balances between
ourselves and the tools since the tools can be beaten. Malicious actors are finding ways to
bypass security measures all the time. The human eye is still our best resource for finding
the bad.

Analysis Dependencies

Traffic capturing and analysis can be performed in two different ways, active or passive.
Each has its dependencies. With passive, we are just copying data that we can see without

directly interacting with the packets. For active traffic capture and analysis, the needs are a

bit different. Active capture requires us to take a more hands-on approach. This process can
also be referred to as in-line traffic captures. With both, how we analyze the data is up to
us. We can perform the capture and analysis once done, or we can perform analysis in real-
time while the traffic is live. The table below lays out the dependencies for each.

Traffic Capture Dependencies

Dependencies Passive Active Description

Permission Depending on the organization we are working in,
capturing data can be against policy or even
against the law in some sensitive areas like
healthcare or banking. Be sure always to obtain
permission in writing from someone with the
proper authority to grant it to you. We may style
ourselves as hackers, but we want to stay in the
light legally and ethically.

Mirrored Port L] A switch or router network interface configured to
copy data from other sources to that specific
interface, along with the capability to place your
NIC into promiscuous mode. Having packets
copied to our port allows us to inspect any traffic
destined to the other links we could normally not
have visibility over. Since VLANs and switch ports
will not forward traffic outside of their broadcast
domain, we have to be connected to the segment
or have that traffic copied to our specific port.
When dealing with wireless, passive can be a bit
more complicated. We must be connected to the
SSID we wish to capture traffic off of. Just
passively listening to the airwaves around us will
present us with many SSID broadcast
advertisements, but not much else.
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Dependencies Passive Active Description

Capture Tool A way to ingest the traffic. A computer with access
to tools like TCPDump, Wireshark, Netminer, or
others is sufficient. Keep in mind that when
dealing with PCAP data, these files can get pretty
large quickly. Each time we apply a filter to it in
tools like Wireshark, it causes the application to
parse that data again. This can be a resource-
intensive process, so make sure the host has
abundant resources.

In-line L Placing a Tap in-line requires a topology change

Placement for the network you are working in. The source
and destination hosts will not notice a difference in
the traffic, but for the sake of routing and
switching, it will be an invisible next hop the traffic
passes through on its way to the destination.

Network Tap O A computer with two NIC's, or a device such as a
or Host With Network Tap is required to allow the data we are
Multiple inspecting to flow still. Think of it as adding
NIC's another router in the middle of a link. To actively

capture the traffic, we will be duplicating data
directly from the sources. The best placement for
a tap is in a layer three link between switched
segments. It allows for the capture of any traffic
routing outside of the local network. A switched
port or VLAN segmentation does not filter our

view here.
Storage and You will need plenty of storage space and
Processing processing power for traffic capture off a tap.
Power Much more traffic is traversing a layer three link

than just inside a switched LAN. Think of it like
this; When we passively capture traffic inside a
LAN, it's like pouring water into a cup from a water
fountain. It's a steady stream but manageable.
Actively grabbing traffic from a routed link is more
like using a water hose to fill up a teacup. There is
a lot more pressure behind the flow, and it can be
a lot for the host to process and store.

The last dependency is more of a recommendation than a requirement, but we feel it is
necessary to mention it. Having an understanding of how day-to-day traffic flows is critical to
being successful. It is possible to perform traffic analysis without one, but it will be much
harder and time-consuming. The baseline will enable us to quickly filter out common traffic
for that network while performing our analysis. Doing so can speed our process up and help
spot the outliers or issues much sooner. Let us look at this scenario for a second:



You are a network administrator for a large corporation with several thousand employees on
campus. It has been brought to your attention that a segment of your network is having
connectivity issues. Several of those hosts are reporting extremely high latency, along with
new files appearing on their desktops. To start getting a picture of what is happening, you
attach a computer to that segment and start a capture. After a few minutes have passed, you
stop the capture and start your analysis.

Now consider this. Without a baseline of our daily network traffic, how do we know what is
typical for that network? We grabbed a ton of information during the capture timeframe, and
we need to clear some of it away. This process can take a lot of time since we will have to
examine every conversation to ensure it is ok, determine if the hosts we see belong on the
network or are rogue assets, among much more. This process quickly became a daunting
task, right?

With this scenario and access to a network baseline, we can quickly strip away known-good
communications. Utilizing data analysis tools such as the top talkers' module in Wireshark
can help identify hosts that may be sending a large amount of data. We can check this
against the host's normal baseline to determine if it is out of character. Another way could be
to look at connections between internal hosts or common and uncommon ports. Since we
could clear our view, we can now see that several user hosts connect on ports 8080 and
445, The ports themselves are not weird, but the fact that it is two user PCs talking to each
other over these ports is. Web traffic usually flows from a host to a hosted web server or an
intranet web server hosting business applications. The same can be said for SMB traffic. It is
very suspicious to see two hosts talking to each other over this port. With what we now
know, we can quickly send up a trouble ticket looking for help handling a potential breach
now.

When talking about network intrusions, the faster we can get visibility, the less potential
damage to our network. Be sure to clearly understand how traffic flows in our networks and
how protocols commonly act.

Analysis in Practice

The previous section defined network traffic analysis, the dependencies for performing traffic
analysis, and its importance. This section will break down a workflow for performing traffic
analysis, and we will become familiar with the key components.

This is not an exact science. It can be a very dynamic process and is not a direct loop. It is
greatly influenced by what we are looking for (network errors vs. malicious actions) and
where you have visibility into your network. Analysis can be distilled down to a few basic
tenets, however.
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Descriptive Analysis

Descriptive analysis is an essential step in any data analysis. It serves to describe a data set
based on individual characteristics. It helps to detect possible errors in data collection and/or
outliers in the data set.

What is the issue? - Suspected breach? Networking issue?
Define our scope and the goal. (what are we looking for? which time
period?) - Target: multiple hosts potentially downloading a malicious file from
bad.example.com

When: within the last 48 hours + 2 hours from now.

Supporting info: filenames/types 'superbad.exe' 'new-crypto-miner.exe'
Define our target(s) (net / host(s) / protocol) - Scope: 192.168.100.0/24
network, protocols used were HTTP and FTP.

Using our workflow, we will determine our issue, what we are looking for, when, and where to
find it. Descriptive analysis covers these critical concepts for our analysis.

Diagnostic Analysis

Diagnostic analysis clarifies the causes, effects, and interactions of conditions. In doing so, it
provides insights that are obtained through correlations and interpretation. Characteristic
here is a backward-looking view, as in the closely related descriptive analytics, with the
subtle difference that it tries to find reasons for events and developments.

Capture network traffic - Plug into a link with access to the 192.168.100.0/24
network to capture live traffic to try and grab one of the executables in transfer. See if
an admin can pull PCAP and/or netflow data from our SIEM for the historical data.
Identification of required network traffic components (filtering) - Once
we have traffic, filter out any packets not needed for this investigation to include; any
traffic that matches our common baseline and keep anything relevant to the scope of
the investigation. For example, HTTP and FTP from the subnet, anything transferring or
containing a GET request for the suspected executable files.
An understanding of captured network traffic - Once we have filtered out the
noise, it is time to dig for our targets—filter on things like ftp-data to find any files
transferred and reconstruct them. For HTTP, we can filter on http.request.method ==
"GET" to see any GET requests that match the filenames we are searching for. This
can show us who has acquired the files and potentially other transfers internal to the
network on the same protocols.

By capturing traffic around the source of our issue, clearing out any known good data, and
then taking the time to inspect and understand what is left, we can determine if it is the
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cause of our problem. In doing so, we just performed diagnostic analysis. We are validating
the cause of our problems and examining the events surrounding them.

Predictive Analysis

By evaluating historical and current data, predictive analysis creates a predictive model for
future probabilities. Based on the results of descriptive and diagnostic analyses, this method
of data analysis makes it possible to identify trends, detect deviations from expected values
at an early stage, and predict future occurrences as accurately as possible.

Note-taking and mind mapping of the found results
Annotating everything we do, see, or find throughout the investigation is crucial.
Ensure we are taking ample notes, including:
Timeframes we captured traffic during.
Suspicious hosts within the network.
Conversations containing the files in question. ( to include timestamps and packet
numbers)

Summary of the analysis (what did we find?) - Finally, summarize what we have
found explaining the relevant details so that superiors can decide to quarantine the
affected hosts or perform more significant.incident response.
Our analysis will affect decisions made, so it is essential to be as clear and
concise as possible.

By performing an evaluation of the data we have found, comparing it to our baseline traffic,
and known bad data such as markers of infiltration or exploitation (like signatures for viruses
and other hacking tools), we are performing Predictive Analysis. In this process, we paint a
clear picture so that appropriate actions can be taken in response.

Prescriptive Analysis

Prescriptive analysis aims to narrow down what actions to take to eliminate or prevent a
future problem or trigger a specific activity or process. Using the results of our workflow, we
can make sound decisions as to what actions are required to solve the problem and prevent
it from happening again. To prescribe a solution is the culmination of this workflow. Once
done and the problem is solved, it is prudent to reflect on the entire process and develop
lessons learned. These lessons, when documented, will enable us to make our processes
stronger—document what was done correctly, what actions failed to help, and what could
improve.
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This workflow is an example of how to begin the analysis process on captured traffic. Above
we broke it down into its parts to explain where they fit within the analysis process and with
which type of analysis it belongs. We include it here again as a whole so that it can serve as
a template.

What is the issue? - Suspected breach? Networking issue?
Define our scope and the goal (what are we looking for? which time
period?) - target: multiple hosts potentially downloading a malicious file from
bad.example.com

when: within the last 48 hours + 2 hours from now.

supporting info: filenames/types 'superbad.exe' 'new-crypto-miner.exe'

Define our target(s) (net / host(s) / protocol) - scope: 192.168.100.0/24
network protocols used were HTTP and FTP.

Capture network traffic - plug into a link with access to the 192.168.100.0/24
network to capture live traffic to try and grab one of the executables in transfer. See if
an admin can pull PCAP and/or netflow data from our SIEM for the historical data.
Identification of required network traffic components (filtering) -once
we have traffic, filter out any traffic not needed for this investigation to include; any
traffic that matches our common baseline and keep anything relevant to the scope.
"HTTP and FTP from the subnet, anything transferring or containing a GET request for
the suspected executable files.

An understanding of captured network traffic - Once we have filtered out the
noise, it's time to dig for our targets—filter on things like ftp-data to find any files
transferred and reconstruct them. For HTTP, we can filter on http.request.method ==
"GET" to see any GET requests that match the filenames we are searching for. This
can show us who has acquired the files and potential other transfers internal to the
network on the same protocols.
Note-taking and mind mapping of the found results.

Annotating everything we do, see, or find throughout the investigation is crucial.

Ensure we are taking ample notes, including:

Timeframes we captured traffic during.

Suspicious hosts within the network.

Conversations containing the files in question. ( to include timestamps and packet
numbers)
Summary of the analysis (what did we find?) - Finally, summarize what has
been found, explaining the relevant details so that superiors can make an informed
decision to quarantine the affected hosts or perform more significant incident response.
Our analysis will affect decisions made, so it is essential to be as clear and
concise as possible.

Often this process is not a once-and-done kind of thing. It is usually cyclic, and we will need
to rerun steps based on our analysis of the original capture to build a bigger picture. This



could have been a much larger attack than what is in the examples. Suppose a full-scale
incident response is deemed necessary. In that case, we may have to reanalyze the PCAP
previously captured to look at any conversations that involve the affected hosts within
several minutes of the executable transfer to ensure it did not spread over another route, as
an example.

Key Components of an Effective Analysis

1. Know your environment

There are several key components to perform traffic analysis effectively. First, know the
environment. If we are unsure if a host belongs in the network, how can we determine if it is
rogue or not? Keeping asset inventories and network maps is vital. These will aid in the
analysis process.

2. Placement is Key

Next, the placement of our host for capturing traffic is a critical thing. Closest to the source of
the issue is the ideal placement of our capturing tool. If the traffic in question is coming from
the internet, listening to the inbound links is a great way to see the complete picture. It is as
close to the source as we, the administrators, can-get. If the problem seems to be isolated to
one host on our internal network, try placing the capture tools in the same segment as the
problem host and see what traffic is happening within the segment.

3. Persistence

Persistence is the next critical component for us. The issue will not always be easy to spot. It
may not even be a frequent event on the network. For example, an attacker's Command and
Control server reaching out to the victim's computers may only happen on a time interval of
once every several hours, or even once a day or less. This means that if we did not catch it
the first time around, it might be a while before it appears in our logs. Don't lose the drive to
find the problem. It could mean the difference between stopping the attacker and a full-scale
breach like a ransomware attack.

Analysis Approach

We have spent some time discussing the analysis process and how to start a basic workflow
when performing our tasks. Let's take a second to discuss some easy wins when looking at
traffic and finding problems.
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Start with standard protocols first and work our way into the austere and specific
only to the organization. Most attacks will come from the internet, so it has to access the
internal net somehow. This means there will be traffic generated and logs written about it.
HTTP/S, FTP, E-mail, and basic TCP and UDP traffic will be the most common things seen
coming from the world. Start at these and clear out anything that is not necessary to the
investigation. After these, check standard protocols that allow for communications between
networks, such as SSH, RDP, or Telnet. When looking for these types of anomalies, be
mindful of the security policy of the network. Does our organization's security plan and
implementations allow for RDP sessions that are initiated outside the enterprise? What about
the use of Telnet?

Look for patterns . Is a specific host or set of hosts checking in with something on the
internet at the same time daily? This is a typical Command and Control profile setup that can
easily be spotted by looking for patterns in our traffic data.

Check anything host to host within our network. In a standard setup, the user's hosts will
rarely talk to each other. So be suspicious of any traffic that appears like this. Typically hosts
will talk to infrastructure for IP address leases, DNS requests, enterprise services and to find
its route out. We will also see hosts talking with local webservers, file shares, and other
critical infrastructure for the environment to function like Domain controllers and
authentication apps.

Look for unique events. Things like a host who usually visits a specific site ten times a day
changing its pattern and only doing so once is curious. Seeing a different User-Agent string
not matching our applications or hosts talking to a server out on the internet is also
something to be concerned with. A random port only being bound once or twice on a host is
also of note. This could be an opening for things like C2 callbacks, someone opening a port
to do something non-standard, or an application showing abnormal behavior. In large
environments, patterns are expected, so anything sticking out warrants a look.

Don't be afraid to ask for help. This may seem overstated and obvious, but after a
bit of time staring at packet captures, things can blend together, and we may not see the
whole picture. Having a second set of eyes on the data can be a huge help in spotting stuff
that may get glossed over.

In summary, the analysis process is a very dynamic task, and our days will never be the
same. Keep learning, understand what is going on around us, and as your skills grow, so will
the ability to detect threats. This process does not solely rely on the use of tools such as
tcpdump and Wireshark. There are many helpful tools like Snort, Security Onion, Firewalls,
and SIEMs that can help enrich our understanding of the environment and provide better
protection. Do not be afraid to utilize these in investigations.

Tcpdump Fundamentals
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Tcpdump is @a command-line packet sniffer that can directly capture and interpret data
frames from a file or network interface. It was built for use on any Unix-like operating system
and had a Windows twin called winDump . It is a potent and straightforward tool used on
most Unix-based systems. It does not require a GUI and can be used through any terminal
or remote connection, such as SSH. Nevertheless, this tool can seem overwhelming at first
due to the many different functions and filters it offers us. However, once we learn the
essential functions, we will find it much easier to use this tool efficiently. To capture network
traffic from "off the wire," it uses the libraries pcap and libpcap, paired with an interface in
promiscuous mode to listen for data. This allows the program to see and capture packets
sourcing from or destined for any device in the local area network, not just the packets
destined for us.

TCPDump is available for most Unix systems and Unix derivatives, such as AlX, BSD, Linux,
Solaris, and is supplied by many manufacturers already in the system. Due to the direct
access to the hardware, we need the root orthe administrator's privileges to run this
tool. For us that means we will have to utilize sudo to execute TCPDump as seen in the
examples below. TCPDump often comes preinstalled on the majority of Linux operating
systems.

It should be noted that Windows had a port of TCPDump called Windump. Support for
windump has ceased. As an alternative running a Linux distribution such as Parrot or Ubuntu
in Windows Subsystem for Linux can be an easy way to have a Linux virtual host right on
our computer, allowing for the use of TCPDump and many other Linux built tools.

Locate Tcpdump

To validate if the package exists on our host, use the following command:

tcpdump

Often it can be found in /usr/sbin/tcpdump . However, if the package does not exist, we
can install it with:

Install Tcpdump

tcpdump

We can run the tcpdump package with the --version switch to check our install and
current package version to validate our install.

Tcpdump Version Validation
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tcpdump --version

tcpdump version 4.9.3
libpcap version 1.9.1 (with TPACKET V3)
OpenSSL 1.1.1f 31 Mar 2020

Traffic Captures with Tcpdump

Because of the many different functions and filters, we should first familiarize ourselves with
the tool's essential features. Let us discuss some basic TCPDump options, demo some
commands, and show how to save traffic to PCAP files and read from these.

Basic Capture Options

Below is a table of basic Tcpdump switches we can use to modify how our captures run.
These switches can be chained together to craft how the tool output is shown to us in
STDOUT and what is saved to the capture file. This is.not an exhaustive list, and there are
many more we can use, but these are the most common and valuable.

Switch Result
Command
D Will display any.interfaces available to capture from.

i Selects an interface to capture from. ex. -i ethO

n Do not resolve hostnames.
nn Do not resolve hostnames or well-known ports.
e Will grab the ethernet header along with upper-layer data.
X Show Contents of packets in hex and ASCI|I.
XX Same as X, but will also specify ethernet headers. (like using Xe)
Vv, VV, VWV Increase the verbosity of output shown and saved.
c Grab a specific number of packets, then quit the program.

Defines how much of a packet to grab.

S change relative sequence numbers in the capture display to absolute
sequence numbers. (13248765839 instead of 101)
q Print less protocol information.
r file.pcap Read from a file.

w file.pcap Write into a file
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Man Page Utilization

To see the complete list of switches, we can utilize the man pages:

Tcpdump Man Page

tcpdump

Here are some examples of basic Tcpdump switch usage along with descriptions of what is
happening:

Listing Available Interfaces

tcpdump -D

1.eth@ [Up, Running, Connected]

2.any (Pseudo-device that captures on all interfaces) [Up, Running]
3.1o [Up, Running, Loopback]

4.bluetooth® (Bluetooth adapter number 0) [Wireless, Association status
unknown]

.bluetooth-monitor (Bluetooth Linux Menitor) [Wireless]

.nflog (Linux netfilter log (NFLOG)=~interface) [none]

.nfqueue (Linux netfilter queue (NFQUEUE) interface) [none]
.dbus-system (D-Bus system bus) "[hone]

.dbus-session (D-Bus session bus) [none]

O 00 N O U

The above command calls tcpdump using sudo privileges and lists the usable network
interfaces. We can choose one of these network interfaces and tell tcpdump which interfaces
it should listen to.

Choosing an Interface to Capture From

tcpdump -i eth0®

tcpdump: verbose output suppressed, use -v[v]... for full protocol decode
listening on eth®, link-type EN1OMB (Ethernet), snapshot length 262144
bytes

10:58:33.719241 IP 172.16.146.2.55260 > 172.67.1.1.https: Flags [P.],
1953742992:1953743073, ack 2034210498, win 501, length 81

10:58:33.747853 IP 172.67.1.1.https > 172.16.146.2.55260: Flags [.], ack
81, win 158, length 0

10:58:33.750393 IP 172.16.146.2.52195 > 172.16.146.1.domain: 7579+ PTR?
1.1.67.172.in-addr.arpa. (41)
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In this terminal, we are calling tcpdump and selecting the interface ethO to capture traffic.
Once we issue the command, tcpdump will begin to sniff traffic and see the first few packets
across the interface. By issuing the -nn switches as seen below, we tell TCPDump to
refrain from resolving IP addresses and port numbers to their hostnames and common port
names. In this representation, the last octet is the port from/to which the connection goes.

Disable Name Resolution

tcpdump -i eth® -nn

tcpdump: verbose output suppressed, use -v[v]... for full protocol decode
listening on eth®, link-type EN1OMB (Ethernet), snapshot length 262144
bytes

11:02:35.580449 IP 172.16.146.2.48402 > 52.31.199.148.443: Flags [P.],
988167196:988167233, ack 1512376150, win 501, options [nop,nop,TS val
214282239 ecr 774216651, length 37

11:02:35.588695 IP 172.16.146.2.55272 > 172.67.1.1.443: Flags [P.],
940648841:940648916, ack 4248406693, win 501, length 75

11:02:35.654368 IP 172.67.1.1.443 > 172.16.146.2.55272: Flags [.], ack 75,
win 70, length 0

11:02:35.728889 IP 52.31.199.148.443 > 172.16.146.2.48402: Flags [P.],
1:34, ack 37, win 118, options [nop,nop,TS val 77434740 ecr 214282239],
length 33

11:02:35.728988 IP 172.16.146.2.48402%> 52.31.199.148.443: Flags [.], ack
34, win 501, options [nop,nop,TS wal 214282388 ecr 77434740], length 0
11:02:35.729073 IP 52.31.199.148.443 > 172.16.146.2.48402: Flags [P.],
34:65, ack 37, win 118, optionsw.fnop,nop,TS val 77434740 ecr 214282239],
length 31

11:02:35.729081 IP 172.16.146.2.48402 > 52.31.199.148.443: Flags [.], ack
65, win 501, options [nop,nop,TS val 214282388 ecr 77434740], length 0
11:02:35.729348 IP 52.31.199.148.443 > 172.16.146.2.48402: Flags [F.],
65, ack 37, win 118, options [nop,nop,TS val 77434740 ecr 214282239],
length 0

When utilizing the -e switch, we are tasking tcpdump to include the ethernet headers in the
capture's output along with its regular content. We can see this worked by examining the
output. Usually, the first and second fields consist of the Timestamp and then the IP header's
beginning. Now it consists of Timestamp and the source MAC Address of the host.

Display the Ethernet Header

tcpdump -i ethO -e

tcpdump: verbose output suppressed, use -v[v]... for full protocol decode
listening on eth®, link-type EN1OMB (Ethernet), snapshot length 262144
bytes
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11:05:45.982115 00:0¢:29:97:52:65 (oui Unknown) > 8a:66:5a:11:8d:64 (oui
Unknown), ethertype IPv4 (0x0800), length 103: 172.16.146.2.57142 > ec2-
99-80-22-207.eu-west-1.compute.amazonaws.com.https: Flags [P.], seq
922951468:922951505, ack 1842875143, win 501, options [nop,nop,TS val
1368272062 ecr 65637925], length 37

11:05:45.989652 00:0c:29:97:52:65 (oui Unknown) > 8a:66:5a:11:8d:64 (oui
Unknown), ethertype IPv4 (0x0800), length 129: 172.16.146.2.55272 >
172.67.1.1.https: Flags [P.], seq 940656124:940656199, ack 4248413119, win
501, length 75

11:05:46.047731 00:0c:29:97:52:65 (oui Unknown) > 8a:66:5a:11:8d:64 (oui
Unknown), ethertype IPv4 (0x0800), length 85: 172.16.146.2.54006 >
172.16.146.1.domain: 31772+ PTR? 207.22.80.99.in-addr.arpa. (43)
11:05:46.049134 8a:66:5a:11:8d:64 (oui Unknown) > 00:0c:29:97:52:65 (oui
Unknown), ethertype IPv4 (0x0800), length 147: 172.16.146.1.domain >
172.16.146.2.54006: 31772 1/0/0 PTR ec2-99-80-22-207.eu-west-
1.compute.amazonaws.com. (105)

By issuing the -X switch, we can see the packet a bit clearer now. We get an ASCII output
on the right to interpret anything in clear text that corresponds to the hexadecimal output on
the left.

Include ASCII and Hex Output

sudo tcpdump -i eth® -X

tcpdump: verbose output suppressed, use -v[v]... for full protocol decode
listening on eth®, link-type“EN1OMB (Ethernet), snapshot length 262144
bytes

11:10:34.972248 IP 172.16.146.2.57170 > ec2-99-80-22-207.eu-west-
1.compute.amazonaws.com.https: Flags [P.], seq 2612172989:2612173026, ack
3165195759, win 501, options [nop,nop,TS val 1368561052 ecr 65712142],
length 37
0x0000: 4500 0059 4352 4000 4006 3flb aclO@ 9202 E..YCR@.@.7.....
0x0010: 6350 16¢f df52 01bb 9bb2 98bd bca9 Odef cP...R..........

0x0020: 8018 01f5 b87d 0000 0101 680a 5192 959c ..... oo Q...
0x0030: 03ea bOOe 1703 0300 2000 OGO 00O 0000 ................
0x0040: Oadb 84ac 34b4 910a 0fb4 2f49 9865 ebd5 ....4..... /I.e.E
0x0050: 883c eafd 8266 3e23 88 R b

11:10:34.984582 IP 172.16.146.2.38732 > 172.16.146.1.domain: 22938+ A?
app.hackthebox.eu. (35)
0x0000: 4500 003f 2e6b 4000 4011 90le aclO 9202 E..?.k@.@.......
0x0010: aclO 9201 974c 0035 002b 7c61 599a 0100 ..... L.5.+|aY...
0x0020: 0001 0000 0000 0000 0361 7070 Qa68 6163 ......... app.hac
0x0030: 6b74 6865 626f 7802 6575 0000 0100 01 kthebox.eu.....
11:10:35.055497 IP 172.16.146.2.43116 > 172.16.146.1.domain: 6524+ PTR?
207.22.80.99.in-addr.arpa. (43)
0x0000: 4500 0047 2e72 4000 4011 900f aclO® 9202 E..G.r@.@.......
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0x0010: aclO 9201 a86c 0035 0033 7c69 197c 0100 ~.... 1.5.3|1.]..

0x0020: 0001 0000 00O 00OO 0332 3037 0232 3202 ......... 207.22.
0x0030: 3830 0239 3907 696e 2d61 6464 7204 6172 80.99.in-addr.ar
0x0040: 7061 0000 OcoO 01 pa.....

Pay attention to the level of detail in the output above. We will notice that we have
information on the IP header options like time to live, offset, and other flags and more details
into the upper layer protocols. Below, we are combining the switches to craft the output to
our liking.

Tcpdump Switch Combinations

sudo tcpdump -i eth® -nnvXX

tcpdump: listening on eth®, link-type EN1OMB (Ethernet), snapshot length
262144 bytes
11:13:59.149599 IP (tos Ox0, ttl 64, id 24075, offset 0, flags [DF], proto
TCP (6), length 89)

172.16.146.2.42454 > 54.77.251.34.443: Flags [P.], cksum Ox6fce
(incorrect -> 0xb042), seq 671020720:671020757, ack 3699222968, win 501,
options [nop,nop,TS val 1154433101 ecr 1116647414], length 37

0x0000: 8ab6 5all 8d64 000c 2997 ‘5265 0800 4500 .fZ..d..).Re..E.

0x0010: 0059 5e0b 4000 4006 6dll ‘acleO 9202 364d .Y".@[email

protected]
0x0020: fb22 a5d6 01lbb 27fe\f6b0 dc7d a9b8 8018 ."....'....}....
0x0030: 01f5 6fce 0000 0101°080a 44cf 404d 428e ..0....... D.@MB.
0x0040: affé 1703 0300, 2000 0000 000 0000 O9bb ................
0x0050: 38d9 d89a 2d7Q 73d5 able 9df7 2c48 5b8a 8...-ps..... JHIL.
0x0060: d64d 8ed42 2ccc 43 .M.B, .C

11:13:59.157113 IP (tos Ox0, ttl 64, id 31823, offset 0, flags [DF], proto
UDP (17), length 63)

172.16.146.2.55351 > 172.16.146.1.53: 26460+ A? app.hackthebox.eu.
(35)

0x0000: 8a66 5all 8d64 000c 2997 5265 0800 4500 .fZ..d..).Re..E.

0x0010: 003f 7c4f 4000 4011 423a aclO 9202 acle .?|0@[email

protected]:......
0x0020: 9201 d837 0035 002b 7c61 675c 0100 0001 ...7.5.+|ag\....
0x0030: 0000 0000 0000 0361 7070 Ga68 6163 6b74 ....... app.hackt
0x0040: 6865 626f 7802 6575 0000 0160 01 hebox.eu.....

11:13:59.158029 IP (tos Ox0, ttl 64, id 20784, offset 0, flags [none],
proto UDP (17), length 111)
172.16.146.1.53 > 172.16.146.2.55351: 26460 3/0/0 app.hackthebox.eu. A
104.20.55.68, app.hackthebox.eu. A 172.67.1.1, app.hackthebox.eu. A
104.20.66.68 (83)
0x0000: 000c 2997 5265 8a66 5all 8d64 0800 4500 ..).Re.fZ..d..E.
0x0010: 006f 5130 0000 4011 ad29 acl® 9201 acl® .0Q0..@..)......
0x0020: 9202 0035 d837 005b 9d2e 675c 8180 0001 ...5.7.[..g\....
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0x0030: 0003 0000 0000 0361 7070 Ga68 6163 6b74 ~...... app.hackt
0x0040: 6865 626f 7802 6575 0000 0100 01cO O0cOO hebox.eu........

0x0050: 0100 0100 0000 ab0O 0468 1437 44cO 0cOO ......... h.7D. ..

0x0060: 0100 0100 0000 ablO 04ac 4301 01cO 0cOO .......... C.....

0x0070: 0100 0100 0000 abbO 0468 1442 44  ......... h.BD
11:13:59.158335 IP (tos Ox0, ttl 64, 20242, offset 0, flags [DF], proto
TCP (6), length 60)

172.16.146.2.55416 > 172.67.1.1.443: Flags [S], 0xeb85
(incorrect -> 0x72f7), 3766489491, win 64240, options [mss

1460, sackOK,TS val 508232750 ecr 0,nop,wscale 7], length 0
0x0000: 8a66 5all 8d64 000c 2997 5265 0800 4500 .fZ..d..).Re..E.
0x0010: 003c 4f12 4000 4006 0053 aclO 9202 ac43 .<0.@[email

protected]
0x0020: 0101 d878 Olbb e080 1193 0000 0000 a2 ...X............
0x0030: faf® eb85 0000 0204 05b4 0402 080a ledb ............... K

0x0040: 042e 0000 0000 0103 0307 L.

When utilizing the switches, chaining them together as in the example above is best
practice.

Tcpdump Output

When looking at the output from TCPDump;,-it can be a bit overwhelming. Running through
these basic switches has already shown us several different views. We are going to take a
minute to dissect that output and explain what we are seeing. The image and table below will
define each field. Keep in mind that the more verbose we are with our filters, the more detail
from each header is shown.

Tcpdump Shell Breakdown
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IP 172.16.146.2.21 > 172.16.146.1.49769:

Lnop,nop, TS val 428627084 ecr 3427972529], length 76:

rab or leave juicy info here.
0x0P00: 4502 @080 4405 4000 4806 7aic acld 9282
0x0010: acld 9201 0015 c269 a4b2 9f3b 547a afel
0x0020: 8018 @1fd 7c97 P0ee 0101 080a 198c 548c
0x00830: ccb2 bbbl 3232 3820 5765 6c63 6T6d 6520
0x0040: 746T 2074 6865 2050 677 6572 4272 6f6b
0x0050: 6572 2046 5450 2073 6572 7669 6365 2e20
Ox0P60: 4772 6162 206 7220 6¢c65 6176 6520 6a75
Ox0070: 6963 7920 696e 666T 2068 6572 652e @dea

Flags [P.], seq 1:77, ack 17, |win 589, options
P d Welcome to the PowerBroker P service.

E...D.@.Q@.zL....
....... i.b.;Tz..
vocoloococoooe T.
.R..220.Welcome.
to.the.PowerBrok
er.FTP.service..
Grab.or.leave.ju
icy.info.here...

17:39:26.500711 IP 172.16.146.2.21 > 172.16.146.1.49769: Flags [P.], seq 77:111, ack 17, win 509, option
s [nop,nop,TS val 428627084 ecr 34279725291, length 34: FTP: 331 Please specify the password.

0x0000:
0x0010:
0x0020:
0x0030:

4502 0056 4406 4000 4006 7a75 acl@ 9202 E..VD.Q.Q.zu....
acld 9201 @015 c269 a462 9f87 547a afel ....... Lolw o 1o o
8018 01fd 7céd 0000 0101 080a 198c 548c ....|m........ T.
ccb2 b5bl 3333 3120 5@6c 6561 7365 2073 .R..331.Please.s

0x0040: 7065 6369 6679 2074 6865 2078 6173 7377 pecify.the.passw

0x0e5e: 6f72 642e @doa ord...
17:39:26.500830 IP 172.16.146.1.49769 > 172.16.146.2.21: Flags [.], ack 77, win 2057, options [nop,nop,T
S val 3427972532 ecr 428627084], length @

0x0000: 4500 0034 0000 0000 4006 fe9f acl® 9201 E..4....Q.......

0x0010: acl@ 9202 c269 @015 547a afel a462 987

0x0020: 8010 0809 f7aa 0000 0101 080a ccb2 bSb4 ............. R

0x0030: 198c 548c 5ol

Filter Result

Timestamp Yellow The timestamp field comes first and is configurable to
show the time and date in a format we can ingest easily.

Protocol Orange This section will tell us what the upper-layer header is.

Source & Destination
IP.Port

Flags
Sequence and

Acknowledgement
Numbers

Protocol Options

Notes / Next Header

In our example, it shows IP.

Orange This will'show us the source and destination of the
packet along with the port number used to connect. Format ==
IP.port ==,172.16.146.2.21

Green- This portion shows any flags utilized.

Red" This section shows the sequence and acknowledgment
numbers used to track the TCP segment. Our example is
utilizing low numbers to assume that relative sequence and ack
numbers are being displayed.

Blue Here, we will see any negotiated TCP values established
between the client and server, such as window size, selective
acknowledgments, window scale factors, and more.

White Misc notes the dissector found will be present here. As
the traffic we are looking at is encapsulated, we may see more
header information for different protocols. In our example, we
can see the TCPDump dissector recognizes FTP traffic within
the encapsulation to display it for us.

There are many other options and information that can be shown. This information varies
based on the amount of verbosity that is enabled.

For a more detailed understanding of IP and other protocol headers, check out the
Networking Primer in section two or the Networking fundamentals path.



There is a great advantage in knowing how a network functions and how to use the filters
that TCPDump provides. With them, we can view the network traffic, parse it for any issues,
and identify suspicious network interactions quickly. Theoretically, we can use tcpdump to
create an IDS/IPS system by having a Bash script analyze the intercepted packets according
to a specific pattern. We can then set conditions to, for example, ban a particular IP address
that has sent too many ICMP echo requests for a certain period.

File Input/Output with Tcpdump

Using -w will write our capture to a file. Keep in mind that as we capture traffic off the wire,
we can quickly use up open disk space and run into storage issues if we are not careful. The
larger our network segment, the quicker we will use up storage. Utilizing the switches
demonstrated above can help tune the amount of data stored in our PCAPs.

Save our PCAP Output to a File

tcpdump -i eth@ -w ~/output.pcap

tcpdump: listening on ethO, link-type EN1OMB (Ethernet), snapshot length
262144 bytes

10 packets captured

131 packets received by filter

0 packets dropped by kernel

This capture above will generate the output to a file called output.pcap. When running
tcpdump in this way, the output will not scroll our terminal as usual. All output from tcpdump
is being redirected to the file we specified for the capture.

Reading Output From a File

tcpdump -r ~/output.pcap

reading from /home/trey/output.pcap, link-type EN1OMB (Ethernet),
snapshot length 262144

11:15:40.321509 IP 172.16.146.2.57236 > ec2-99-80-22-207.eu-west-
1.compute.amazonaws.com.https: Flags [P.], 2751910362:2751910399, ack
946558143, win 501, options [nop,nop,TS val 1368866401 ecr 65790024],
length 37

11:15:40.337302 IP 172.16.146.2.55416 > 172.67.1.1.https: Flags [P.],
3766493458:3766493533, ack 4098207917, win 501, length 75

11:15:40.398103 IP 172.67.1.1.https > 172.16.146.2.55416: Flags [.], ack
75, win 73, length 0

11:15:40.457416 IP ec2-99-80-22-207.eu-west-1.compute.amazonaws.com.https
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> 172.16.146.2.57236: Flags [.], ack'37, win 118, options [nop,nop,TS val
65799068 ecr 1368866401], length 0O

11:15:40.458582 IP ec2-99-80-22-207.eu-west-1.compute.amazonaws.com.https
> 172.16.146.2.57236: Flags [P.], 34:65, ack 37, win 118, options
[nop,nop, TS val 65799068 ecr 1368866401], length 31

11:15:40.458599 IP 172.16.146.2.57236 > ec2-99-80-22-207.eu-west-
1.compute.amazonaws.com.https: Flags [.], ack 1, win 501, options
[nop,nop, TS val 1368866538 ecr 65799068, nop,nop,sack 1 {34:65}], length 0
11:15:40.458643 IP ec2-99-80-22-207.eu-west-1.compute.amazonaws.com.https
> 172.16.146.2.57236: Flags [P.], 1:34, ack 37, win 118, options
[nop,nop, TS val 65799068 ecr 1368866401], length 33

11:15:40.458655 IP 172.16.146.2.57236 > ec2-99-80-22-207.eu-west-
1.compute.amazonaws.com.https: Flags [.], ack 65, win 501, options
[nop,nop, TS val 1368866538 ecr 65799068], length 0

11:15:40.458915 IP 172.16.146.2.57236 > ec2-99-80-22-207.eu-west-
1.compute.amazonaws.com.https: Flags [P.], 37:68, ack 65, win 501,
options [nop,nop,TS val 1368866539 ecr 65799068], length 31
11:15:40.458964 IP 172.16.146.2.57236 > ec2-99-80-22-207.eu-west-
1.compute.amazonaws.com.https: Flags [F.], 68, ack 65, win 501,
options [nop,nop,TS val 1368866539 ecr 65799068], length O

This will read the capture stored in output.pcap . Notice it is back to a basic view. To get
more detailed information out of the capture file, reapply our switches.

Fundamentals Lab

The purpose of this lab is to expose us to tcpdump and give us time to familiarize ourselves
with the terminal and utilizing tools within it. We will practice various tcpdump basics such as
reading from and writing to files, utilizing basic switches, and locating files in the terminal.
While completing these labs, we can explore and practice using different switches and
functionality within tcpdump. When comfortable, take some time and try to determine if we
can make out any traffic visible to us on the network.

Keep in mind that this type of work is often used to examine specific hosts and servers in
more detail and find out who they all interact with. This procedure can also be used to
identify so-called backdoors or other potential breaches. This could be used to monitor and
log all communication from one server to analyze the packets sent and received. For the
analysis itself, we then use various filters and patterns to filter out suspicious packets. We
will look at this in another section.

As the new network administrator for the Corporation, we have been tasked with capturing
some network traffic to help baseline and validate the Corporation's network. As a test, we
start utilizing tcpdump to get a small capture of our local broadcast domain traffic to ensure
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our capture device will work to accomplish this task. We need to ensure the tools and
dependencies required are installed and test our ability to read traffic and capture it to a file.

If you wish to take a more exploratory approach to this lab, | have posted the overall tasks to
accomplish. For a more detailed walkthrough of how to complete each step, look below each
task in the solution bubble.

Tasks

Task #1

Validate Tcpdump is installed on our machine.

Before we can get started, ensure we have tcpdump installed. What command do we use to
determine if tcpdump is installed on Linux?

Click to show answer
To determine if we have tcpdump installed, we can utilize the command in Linux or hit the
Windows key and start typing tcpdump on Windows.

tcpdump

Task #2

Start a capture.

Once we know tcpdump is installed, we are ready to start our first capture. If we are unsure
of what interfaces we have to listen from, we can utilize a built-in switch to list them all for us.

Which tcpdump switch is used to show us all possible interfaces we can listen to?
Click to show answer

Step one: List interfaces to capture from.

tcpdump -D

Step two : Start our capture.
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tcpdump -i [interface name or

Task #3

Utilize Basic Capture Filters.

Now that we can capture traffic, let us modify how that information is presented to us. We will
accomplish this by adding verbosity to our output and displaying contents in ASCIl and Hex.
Once we complete this task, attempt it again using other switches.

Disable name resolution and display relative sequence numbers for another challenge.

Click to show answer

tcpdump -i [interface name or

Task #4

Save a Capture to a .PCAP file.

Now it is up to us how we wish to capture and see the output. Remember, when utilizing
capture filters, it will modify what we get. Grab our first full capture from the wire, and save it
to a PCAP file. This will be a sample to baseline the enterprise network.

Click to show answer

tcpdump -i [interface name or

Task #5
Read the Capture from a .PCAP file.

Our team members have given us a PCAP they captured while surveying another section of
the enterprise, read the PCAP file into tcpdump, and modify our view of the PCAP to help us
determine what is happening. We can disable hostname and port resolution for simplicity
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and ensure we see any TCP sequence and acknowledgment numbers in absolute values.
For the sake of the lab, utilize the PCAP file we created in the previous step for this task.

Click to show answer

tcpdump -nnSXr [file/to/read.pcap]

The switches used above will not resolve hostnames or port numbers, apply for absolute
sequence numbers, and show contents in Hex and ASCIl when reading from the PCAP file.

When done with the tasks above, please answer the questions at the bottom of the section
to test our understanding.

Tcpdump Packet Filtering

Tcpdump provides a robust and efficient way to parse the data included in our captures via
packet filters. This section will examine those filters and get a glimpse at how it modifies the
output from our capture.

Filtering and Advanced Syntax Options

Utilizing more advanced filtering options like those listed below will enable us to trim down
what traffic is printed to output or sent to file. By reducing the amount of info we capture and
write to disk, we can help reduce the space needed to write the file and help the buffer
process data quicker. Filters can be handy when paired with standard tcpdump syntax
options. We can capture as widely as we wish, or be super specific only to capture packets
from a particular host, or even with a particular bit in the TCP header set to on. It is highly
recommended to explore the more advanced filters and find different combinations.

These filters and advanced operators are by no means an exhaustive list. They were chosen
because they are the most frequently used and will get us up and running quickly. When
implemented, these filters will inspect any packets captured and look for the given values in
the protocol header to match.

Helpful TCPDump Filters

Filter Result

host host will filter visible traffic to show anything involving the designated
host. Bi-directional
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Filter Result

src / dest src and dest are modifiers. We can use them to designate a source
or destination host or port.

net net will show us any traffic sourcing from or destined to the network
designated. It uses / notation.

proto will filter for a specific protocol type. (ether, TCP, UDP, and ICMP as
examples)

port port is bi-directional. It will show any traffic with the specified port as
the source or destination.

portrange portrange allows us to specify a range of ports. (0-1024)

less / greater " less and greater can be used to look for a packet or protocol option

<>" of a specific size.

and / && and && can be used to concatenate two different filters together. for

example, src host AND port.

or or allows for a match on either of two conditions. It does not have to
meet both. It can be tricky.

not not is a modifier saying anything but x. For example, not UDP.

With these filters, we can filter the network traffic on most properties to facilitate the analysis.
Let us look at some examples of these filters and how they look when we use them. When
using the host filter, whatever IP we input-will-be checked for in the source or destination IP
field. This can be seen in the output below.

Host Filter
tcpdump -1 ethO 172.16.146.2
tcpdump: verbose output suppressed, use -v[v]... for full protocol decode
listening on eth®, link-type EN1OMB (Ethernet), snapshot length 262144
bytes
14:50:53.072536 IP 172.16.146.2.48738 > ec2-52-31-199-148.eu-west-
1.compute.amazonaws.com.https: Flags [P.], 3400465007:3400465044, ack

254421756, win 501, options [nop,nop,TS val 220968655 ecr 808525947,
length 37

14:50:53.108740 IP 172.16.146.2.55606 > 172.67.1.1.https: Flags [P.],
4227143181:4227143273, ack 1980233980, win 21975, length 92
14:50:53.173084 IP 172.67.1.1.https > 172.16.146.2.55606: Flags [.], ack
92, win 69, length 0

14:50:53.175017 IP 172.16.146.2.35744 > 172.16.146.1.domain: 55991+ PTR?
148.199.31.52.in-addr.arpa. (44)

14:50:53.175714 1P 172.16.146.1.domain > 172.16.146.2.35744: 55991 1/0/0
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PTR ec2-52-31-199-148.eu-west-1.compute.amazonaws.com.” (107)

This filter is often used when we want to examine only a specific host or server. With this, we
can identify with whom this host or server communicates and in which way. Based on our
network configurations, we will understand if this connection is legitimate. If the
communication seems strange, we can use other filters and options to view the content in
more detail. Besides the individual hosts, we can also define the source host as well as the
target host. We can also define entire networks and their ports.

Source/Destination Filter

tcpdump -i eth@ src 172.16.146.2
tcpdump: verbose output suppressed, use -v[v]... for full protocol decode
listening on eth®, link-type EN1OMB (Ethernet), snapshot length 262144
bytes
14:53:36.199628 IP 172.16.146.2.48766 > ec2-52-31-199-148.eu-west-
1.compute.amazonaws.com.https: Flags [P.], 1428378231:1428378268, ack
3778572066, win 501, options [nop,nop,TS valy221131782 ecr 8088985617,
length 37

14:53:36.203166 IP 172.16.146.2.55606 > 172.67.1.1.https: Flags [P.],
4227144035:4227144103, ack 1980235221, win 21975, length 68
14:53:36.267059 IP 172.16.146.2.36424 > 172.16.146.1.domain: 40873+ PTR?
148.199.31.52.in-addr.arpa. (44)

14:53:36.267880 IP 172.16.146.2.51151 > 172.16.146.1.domain: 10032+ PTR?
2.146.16.172.in-addr.arpal. (43)

14:53:36.276425 IP 172.16.146.2.46588 > 172.16.146.1.domain: 28357+ PTR?
1.1.67.172.in-addr.arpa. (41)

14:53:36.337722 IP 172.16.146.2.48766 > ec2-52-31-199-148.eu-west-
1.compute.amazonaws.com.https: Flags [.], ack 34, win 501, options
[nop,nop, TS val 221131920 ecr 80899875], length 0

14:53:36.338841 IP 172.16.146.2.48766 > ec2-52-31-199-148.eu-west-
1.compute.amazonaws.com.https: Flags [.], ack 65, win 501, options
[nop,nop, TS val 221131921 ecr 80899875], length 0

14:53:36.339273 IP 172.16.146.2.48766 > ec2-52-31-199-148.eu-west-
1.compute.amazonaws.com.https: Flags [P.], 37:68, ack 66, win 501,
options [nop,nop,TS val 221131922 ecr 80899875], length 31
14:53:36.339334 IP 172.16.146.2.48766 > ec2-52-31-199-148.eu-west-
1.compute.amazonaws.com.https: Flags [F.], 68, ack 66, win 501,
options [nop,nop,TS val 221131922 ecr 80899875], length 0
14:53:36.370791 IP 172.16.146.2.32972 > 172.16.146.1.domain: 3856+ PTR?
1.146.16.172.in-addr.arpa. (43)
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Source and destination allow us to work with the directions of communication. For example,
in the last output, we have specified that our source hostis 172.16.146.2, and only
packets sent from this host will be intercepted. This can be done for ports, and network
ranges as well. An example of this utilizing src port # would look something like this:

Utilizing Source With Port as a Filter

tcpdump -i eth® tcp src port 80

06:17:08.222534 IP
237 .pools.arcor-ip.
5840, options [mss
06:17:08.783340 IP
237 .pools.arcor-ip.
06:17:08.993643 IP
237.pools.arcor-ip
length 1380: HTTP:
06:17:09.123830 IP
237 .pools.arcor-ip.
length 1380: HTTP

06:17:09.754737 IP
237 .pools.arcor-ip.
length 1380: HTTP

06:17:09.864896 IP
237 .pools.arcor-ip
length 1380: HTTP

06:17:09.945011 IP
237 .pools.arcor-ip.

.net.3372: Flags [.],

.net.3372: Flags«[P+],

65.208.228.223.http > dialin-145-254-160-

net.3372: Flags [S.], 290218379, ack 951057940, win
1380, nop, nop,sackOK], length 0

65.208.228.223.http > dialin-145-254-160-

net.3372: Flags [.], ack 480, win 6432, length 0
65.208.228.223.http > dialin-145-254-160-

1:1381, ack 480, win 6432,
HTTP/1.1 200 OK

65.208.228.223.http > dialin-145-254-160-

net.3372: Flags [.], 1381:2761, ack 480, win 6432,

65.208.228.223.http > dialin-145-254-160-
net.3372: Flags [.], 2761:4141, ack 480, win 6432,

65.208.228.223.http >dialin-145-254-160-
4141:5521, ack 480, win 6432,

65.208.228.223 . http > dialin-145-254-160-
net.3372x.Flags [.1, 5521:6901, ack 480, win 6432,

length 1380: HTTP

Notice now that we only see one side of the conversation? This is because we are filtering
on the source port of 80 (HTTP). Used in this manner, net will grab anything matching the
/ notation for a network. In the example, we are looking for anything destined for the
172.16.146.0/24 network

Using Destination in Combination with the Net Filter

tcpdump -i eth® dest net 172.16.146.0/24

tcpdump: verbose output suppressed, use -v[v]... for full protocol decode
listening on eth®, link-type EN1OMB (Ethernet), snapshot length 262144
bytes

16:33:14.376003 IP 64.233.177.103.443 > 172.16.146.2.36050: Flags [.], ack
1486880537, win 316, options [nop,nop,TS val 2311579424 ecr 263866084],
length 0

16:33:14.442123 IP 64.233.177.103.443 > 172.16.146.2.36050: Flags [P.],
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0:385, ack 1, win 316, options [nop,nop,TS val 2311579493 ecr
263866084], length 385
16:33:14.442188 IP 64.233.177.103.443 > 172.16.146.2.36050: Flags [P.],
385:1803, ack 1, win 316, options [nop,nop,TS val 2311579493 ecr
263866084], length 1418
16:33:14.442223 1P 64.233.177.103.443 > 172.16.146.2.36050: Flags [.],
1803:4639, ack 1, win 316, options [nop,nop,TS val 2311579494 ecr
263866084], length 2836
16:33:14.443161 IP 64.233.177.103.443 > 172.16.146.2.36050: Flags [P.],
4639:5817, ack 1, win 316, options [nop,nop,TS val 2311579495 ecr
263866084], length 1178
16:33:14.443199 IP 64.233.177.103.443 > 172.16.146.2.36050: Flags [.],
5817:8653, ack 1, win 316, options [nop,nop,TS val 2311579495 ecr
263866084], length 2836
16:33:14.444407 IP 64.233.177.103.443 > 172.16.146.2.36050: Flags [.],
8653:10071, ack 1, win 316, options [nop,nop,TS val 2311579497 ecr
263866084], length 1418
16:33:14.445479 1P 64.233.177.103.443 > 172.16.146.2.36050: Flags [.],
10071:11489, ack 1, win 316, options [nop,nop,TS val 2311579497 ecr
263866084], length 1418
16:33:14.445531 IP 64.233.177.103.443 > 172.16(146.2.36050: Flags [.],
11489:12907, ack 1, win 316, options [nop,hop,TS val 2311579498 ecr
263866084], length 1418
16:33:14.446955 IP 64.233.177.103.443 [»,172.16.146.2.36050: Flags [.],
12907:14325, ack 1, win 316, options “Lnop,nop,TS val 2311579498 ecr
263866084], length 1418

This filter can utilize the common protocol name or protocol number for any IP, IPv6, or
Ethernet protocol. Common examples would be tcp[6], udp[17], or icmp[1l].We can
utilize both the common name top and the protocol number bottom in the outputs above.
We can see it produced the same output. For the most part, these are interchangeable, but
utilizing proto will become more useful when you are starting to dissect a specific part of
the IP or other protocol headers. It will be more apparent later in this section when we talk
about looking for TCP flags. We can take a look at this resource for a helpful list covering
protocol numbers.

Protocol Filter

tcpdump -i ethO udp

06:17:09.864896 IP dialin-145-254-160-237.pools.arcor-ip.net.3009 >
145.253.2.203.domain: 35+ A? pagead2.googlesyndication.com. (47)
06:17:10.225414 IP 145.253.2.203.domain > dialin-145-254-160-

237 .pools.arcor-ip.net.3009: 35 4/0/0 CNAME pagead2.google.com., CNAME
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pagead.google.akadns.net., A 216.239.59.104, A 216.239.59.99 (146)

Protocol Number Filter

tcpdump -i eth@ proto 17

06:17:09.864896 IP dialin-145-254-160-237.pools.arcor-ip.net.3009 >
145.253.2.203.domain: 35+ A? pagead2.googlesyndication.com. (47)
06:17:10.225414 IP 145.253.2.203.domain > dialin-145-254-160-

237 .pools.arcor-ip.net.3009: 35 4/0/0 CNAME pagead2.google.com., CNAME
pagead.google.akadns.net., A 216.239.59.104, A 216.239.59.99 (146)

Using the port filter, we should keep in mind what we are looking for and how that protocol
functions. Some standard protocols like HTTP or HTTPS only use ports 80 and 443 with the
transport protocol of TCP. With that in mind, picture ports as a simple way to establish
connections and protocols like TCP and UDP to determine if they use an established
method. Ports by themselves can be used for anything, so filtering on port 80 will show all
traffic over that port number. However, if we are looking to capture all HTTP traffic, utilizing
tcp port 80 will ensure we only see HTTP traffic.

With protocols that use both TCP and UDP fordifferent functions, such as DNS, we can filter
looking at one or the other TCP/UDP port 53 or filter for port 53 . By doing this, we will
see any traffic-utilizing that port, regardless of the transport protocol.

Port Filter

tcpdump -i eth® tcp port 443

06:17:07.311224 IP dialin-145-254-160-237.pools.arcor-ip.net.3372 >
65.208.228.223.http: Flags [S], 951057939, win 8760, options [mss
1460, nop,nop,sackOK], length 0

06:17:08.222534 IP 65.208.228.223.http > dialin-145-254-160-

237 .pools.arcor-ip.net.3372: Flags [S.], 290218379, ack 951057940, win
5840, options [mss 1380,nop,nop,sack0K], length 0

06:17:08.222534 IP dialin-145-254-160-237.pools.arcor-ip.net.3372 >
65.208.228.223.http: Flags [.], ack 1, win 9660, length 0
06:17:08.222534 IP dialin-145-254-160-237.pools.arcor-ip.net.3372 >
65.208.228.223.http: Flags [P.], 1:480, ack 1, win 9660, length 479:
HTTP: GET /download.html HTTP/1.1

06:17:08.783340 IP 65.208.228.223.http > dialin-145-254-160-

237 .pools.arcor-ip.net.3372: Flags [.], ack 480, win 6432, length 0
06:17:08.993643 IP 65.208.228.223.http > dialin-145-254-160-

237 .pools.arcor-ip.net.3372: Flags [.], 1:1381, ack 480, win 6432,
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length 1380: HTTP: HTTP/1.1 200 OK

06:17:09.123830 IP dialin-145-254-160-237.pools.arcor-ip.net.3372 >
65.208.228.223.http: Flags [.], ack 1381, win 9660, length 0
06:17:09.123830 IP 65.208.228.223.http > dialin-145-254-160-

237 .pools.arcor-ip.net.3372: Flags [.], 1381:2761, ack 480, win 6432,
length 1380: HTTP

06:17:09.324118 IP dialin-145-254-160-237.pools.arcor-ip.net.3372 >
65.208.228.223.http: Flags [.], ack 2761, win 9660, length 0
06:17:09.754737 IP 65.208.228.223.http > dialin-145-254-160-
237.pools.arcor-ip.net.3372: Flags [.], 2761:4141, ack 480, win 6432,
length 1380: HTTP

06:17:09.864896 IP 65.208.228.223.http > dialin-145-254-160-

237 .pools.arcor-ip.net.3372: Flags [P.], 4141:5521, ack 480, win 6432,
length 1380: HTTP

06:17:09.864896 IP dialin-145-254-160-237.pools.arcor-ip.net.3372 >
65.208.228.223.http: Flags [.], ack 5521, win 9660, length 0
06:17:09.945011 IP 65.208.228.223.http > dialin-145-254-160-

237 .pools.arcor-ip.net.3372: Flags [.], 5521:6901, ack 480, win 6432,
length 1380: HTTP

06:17:10.125270 IP dialin-145-254-160-237.pools.arcor-ip.net.3372 >
65.208.228.223.http: Flags [.], ack 6901, win 9660, length 0
06:17:10.205385 IP 65.208.228.223.http > dialin-145-254-160-

237 .pools.arcor-ip.net.3372: Flags [.], 6901:8281, ack 480, win 6432,
length 1380: HTTP

06:17:10.295515 IP dialin-145-254-160%237.pools.arcor-ip.net.3371 >
216.239.59.99.http: Flags [P.], sgq 918691368:918692089, ack 778785668,
win 8760, length 721: HTTP: GET:./pagead/ads?client=ca-pub-
2309191948673629&random=1084443430285&mt=1082467020&format=468x60 as&outp
ut=html&url=http%s3A%2F%s2Fwww,. ethereal.com%2Fdownload.html&color bg=FFFFFF&
color text=333333&color Tink=000000&color url=666633&color border=666633
HTTP/1.1

Apart from the individual ports, we can also define specific ranges of these ports, which are
then listened to by TCPdump. Listening on a range of ports can be especially useful when
we see network traffic from ports that do not match the services running on our servers. For
example, if we have a web server with TCP ports 80 and 443 running in a particular segment
of our network and suddenly have outgoing network traffic from TCP port 10000 or others, it
is very suspicious.

The portrange filter, as seen below, allows us to see everything from within the port range.
In the example, we see some DNS traffic along with some HTTP web requests.

Port Range Filter

tcpdump -i eth® portrange 0-1024
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tcpdump: verbose output suppressed, use -v[v]... for full protocol decode
listening on eth®, link-type EN1OMB (Ethernet), snapshot length 262144
bytes

13:10:35.092477 IP 172.16.146.1.domain > 172.16.146.2.32824: 47775 1/0/0
CNAME autopush.prod.mozaws.net. (81)

13:10:35.093217 IP 172.16.146.2.48078 > 172.16.146.1.domain: 30234+ A?
ocsp.pki.goog. (31)

13:10:35.093334 IP 172.16.146.2.48078 > 172.16.146.1.domain: 32024+ AAAA?
ocsp.pki.goog. (31)

13:10:35.136255 IP 172.16.146.1.domain > 172.16.146.2.48078: 32024 2/0/0
CNAME pki-goog.l.google.com., AAAA 2607:f8b0:4002:c09::5e (94)
13:10:35.137348 IP 172.16.146.1.domain > 172.16.146.2.48078: 30234 2/0/0
CNAME pki-goog.l.google.com., A 172.217.164.67 (82)

13:10:35.137989 IP 172.16.146.2.55074 > atl1l26s18-in-f3.1el00.net.http:
Flags [S], 1146136517, win 64240, options [mss 1460,sackOK,TS val
1337520268 ecr 0,nop,wscale 7], length 0

13:10:35.174443 IP atl26s18-in-f3.1el00.net.http > 172.16.146.2.55074:
Flags [S.1], 345110814, ack 1146136518, win 65535, options [mss
1430,sackO0K, TS val 1000152427 ecr 1337520268,nop,wscale 8], length 0
13:10:35.174481 IP 172.16.146.2.55074 > atl26s18-in-f3.1el00.net.http:
Flags [.], ack 1, win 502, options [nop,nop,TSfval 1337520304 ecr
10001524271, length 0

13:10:35.174716 IP 172.16.146.2.55074 > at126s18-in-f3.1el00.net.http:
Flags [P.1], 1:379, ack 1, win 502 /voptions [nop,nop,TS val 1337520305
ecr 1000152427], length 378: HTTP: POST /gtslolcore HTTP/1.1
13:10:35.208007 IP atl26s18-in-f3,1e100.net.http > 172.16.146.2.55074:
Flags [.], ack 379, win 261, options [nop,nop,TS val 1000152462 ecr
1337520305], length 0

Next, we are looking for any packet less than 64 bytes. From the following output, we can
see that for this capture, those packets mainly consisted of SYN, FIN, or KeepAlive
packets. Less than and greater than can be a helpful modifier set. For example, let us say
we are looking to capture traffic that includes a file transfer or set of files. We know these
files will be larger than regular traffic. To demonstrate, we can utilize greater 500
(alternatively '>500" ), which will only show us packets with a size larger than 500 bytes.
This will strip out all the extra packets from the view we know we are not concerned with
already.

Less/Greater Filter

tcpdump -i ethO 64

06:17:07.311224 IP dialin-145-254-160-237.pools.arcor-ip.net.3372 >
65.208.228.223.http: Flags [S], 951057939, win 8760, options [mss
1460, nop,nop,sackOK], length 0

06:17:08.222534 IP 65.208.228.223.http > dialin-145-254-160-
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237 .pools.arcor-ip.net.3372: Flags [S.], seq 290218379, ack 951057940, win
5840, options [mss 1380,nop,nop,sack0K], length 0

06:17:08.222534 IP dialin-145-254-160-237.pools.arcor-ip.net.3372 >
65.208.228.223.http: Flags [.], ack 1, win 9660, length 0
06:17:08.783340 IP 65.208.228.223.http > dialin-145-254-160-

237 .pools.arcor-ip.net.3372: Flags [.], ack 480, win 6432, length 0
06:17:09.123830 IP dialin-145-254-160-237.pools.arcor-ip.net.3372 >
65.208.228.223.http: Flags [.], ack 1381, win 9660, length 0
06:17:09.324118 IP dialin-145-254-160-237.pools.arcor-ip.net.3372 >
65.208.228.223.http: Flags [.], ack 2761, win 9660, length 0O
06:17:09.864896 IP dialin-145-254-160-237.pools.arcor-ip.net.3372 >
65.208.228.223.http: Flags [.], ack 5521, win 9660, length 0
06:17:10.125270 IP dialin-145-254-160-237.pools.arcor-ip.net.3372 >
65.208.228.223.http: Flags [.], ack 6901, win 9660, length 0
06:17:10.325558 IP dialin-145-254-160-237.pools.arcor-ip.net.3372 >
65.208.228.223.http: Flags [.], ack 8281, win 9660, length 0
06:17:10.806249 IP dialin-145-254-160-237.pools.arcor-ip.net.3372 >
65.208.228.223.http: Flags [.], ack 11041, win 9660, length 0
06:17:10.956465 IP 216.239.59.99.http > dialin-145-254-160-

237 .pools.arcor-ip.net.3371: Flags [.], ack 918692089, win 31460, length 0
06:17:11.126710 IP dialin-145-254-160-237.pools.arcor-ip.net.3372 >
65.208.228.223.http: Flags [.], ack 12421,*win 9660, length 0
06:17:11.266912 IP dialin-145-254-160-237.pools.arcor-ip.net.3371 >
216.239.59.99.http: Flags [.], ack 1590, win 8760, length 0
06:17:11.527286 IP dialin-145-254-160%237.pools.arcor-ip.net.3372 >
65.208.228.223.http: Flags [.], aek 13801, win 9660, length 0O
06:17:11.667488 IP dialin-145-254<160-237.pools.arcor-ip.net.3372 >
65.208.228.223.http: Flags. [.]ack 16561, win 9660, length 0O
06:17:11.807689 IP dialin-145-254-160-237.pools.arcor-ip.net.3372 >
65.208.228.223.http: Flags [*.1, ack 17941, win 9660, length 0
06:17:12.088092 IP dialin-145-254-160-237.pools.arcor-ip.net.3371 >
216.239.59.99.http: Flags [.], ack 1590, win 8760, length 0
06:17:12.328438 IP dialin-145-254-160-237.pools.arcor-ip.net.3372 >
65.208.228.223.http: Flags [.], ack 18365, win 9236, length 0
06:17:25.216971 IP 65.208.228.223.http > dialin-145-254-160-

237 .pools.arcor-ip.net.3372: Flags [F.], seq 18365, ack 480, win 6432,
length 0

06:17:25.216971 IP dialin-145-254-160-237.pools.arcor-ip.net.3372 >
65.208.228.223.http: Flags [.], ack 18366, win 9236, length 0
06:17:37.374452 IP dialin-145-254-160-237.pools.arcor-ip.net.3372 >
65.208.228.223.http: Flags [F.], seq 480, ack 18366, win 9236, length 0
06:17:37.704928 IP 65.208.228.223.http > dialin-145-254-160-

237 .pools.arcor-ip.net.3372: Flags [.], ack 481, win 6432, length 0

Above was an excellent example of using less . We can utilize the modifier greater 500 to
only show me packets with 500 or more bytes. It came back with a unique response in the
ASCII. Can we tell what happened here?



Utilizing Greater

sudo tcpdump -i eth@® greater 500

21:12:43.548353 IP 192.168.0.1.telnet > 192.168.0.2.1550: Flags [P.], seq
401695766:401696254, ack 2579866052, win 17376, options [nop,nop,TS val
2467382 ecr 10234152], length 488

E...;[email protected]........

.%.6..)(Warning: no Kerberos tickets issued.

OpenBSD 2.6-beta (OOF)

Welcome to OpenBSD: The proactively secure Unix-like operating system.

Please use the sendbug(l) utility to report bugs in the system.
Before reporting a bug, please try to reproduce it with the latest
version of the code. With bug reports, please try to ensure that
enough information to reproduce the problem is enclosed, and if a
known fix for it exists, include that as well.

AND as a modifier will show us anything that meets both requirements set. For example,
host 10.12.1.122 and tcp port 80 will look for anything from the source host and
contain port 80 TCP or UDP traffic. Both criteria have to be met for the filter to capture the
packet. We can see this in action above. Here we utilize host 192.168.0.1 and port 23
as a filter. So we will see only traffic that is from this particular host that is only port 23 traffic.

AND Filter

sudo tcpdump -i eth® host 192.168.0.1 and port 23

21:12:38.387203 IP 192.168.0.2.1550 > 192.168.0.1.telnet: Flags [S], seq
2579865836, win 32120, options [mss 1460,sackOK,TS val 10233636 ecr
0,nop,wscale 0], length 0

21:12:38.389728 IP 192.168.0.1.telnet > 192.168.0.2.1550: Flags [S.], seq
401695549, ack 2579865837, win 17376, options [mss 1448,nop,wscale
0,nop,nop, TS val 2467372 ecr 10233636], length 0

21:12:38.389775 IP 192.168.0.2.1550 > 192.168.0.1.telnet: Flags [.], ack
1, win 32120, options [nop,nop,TS val 10233636 ecr 2467372], length O
21:12:38.391363 IP 192.168.0.2.1550 > 192.168.0.1.telnet: Flags [P.], seq
1:28, ack 1, win 32120, options [nop,nop,TS val 10233636 ecr 246737217,
length 27 [telnet DO SUPPRESS GO AHEAD, WILL TERMINAL TYPE, WILL NAWS,
WILL TSPEED, WILL LFLOW, WILL LINEMODE, WILL NEW-ENVIRON, DO STATUS, WILL
XDISPLOC]

21:12:38.537538 IP 192.168.0.1.telnet > 192.168.0.2.1550: Flags [P.], seq
1:4, ack 28, win 17349, options [nop,nop,TS val 2467372 ecr 10233636],
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length 3 [telnet DO AUTHENTICATION]

The other modifiers, OR and NOT provide us with a way to specify multiple conditions or
negate something. Let us play with that a bit now. What do we notice about this output?

Basic Capture With No Filter

sudo tcpdump -i eth@

tcpdump: verbose output suppressed, use -v[v]... for full protocol decode
listening on eth®, link-type EN1OMB (Ethernet), snapshot length 262144
bytes

14:39:51.224071 IP 172.16.146.2 > dns.google: ICMP echo request, id 19623,
seq 72, length 64

14:39:51.251635 IP dns.google > 172.16.146.2: ICMP echo reply, id 19623,
seq 72, length 64

14:39:51.329340 IP 172.16.146.2.39003 > 172.16.146.1.domain: 8231+ PTR?
8.8.8.8.in-addr.arpa. (38)

14:39:51.330334 IP 172.16.146.1.domain > 172.16.146.2.39003: 8231 1/0/0
PTR dns.google. (62)

14:39:51.330613 IP 172.16.146.2.50633 > 172.16.146.1.domain: 65266+ PTR?
2.146.16.172.in-addr.arpa. (43)

14:39:51.331461 IP 172.16.146.1.domain >'172.16.146.2.50633: 65266
NXDomain* 0/0/0 (43)

14:39:51.399970 IP 172.16.146.23:54742 > 72.21.91.29.http: Flags [.], ack
358742210, win 501, options [nop,/nop,TS val 1924174236 ecr 1068405332],
length 0O

14:39:51.420559 IP 72.21.91.29.http > 172.16.146.2.54742: Flags [.], ack
1, win 131, options [nop,nop,TS val 1068415563 ecr 1924143536], length 0
14:39:51.432107 IP 172.16.146.2.41928 > 172.16.146.1.domain: 7232+ PTR?
1.146.16.172.in-addr.arpa. (43)

14:39:51.432795 IP 172.16.146.1.domain > 172.16.146.2.41928: 7232
NXDomain* 0/0/0 (43)

14:39:51.433048 IP 172.16.146.2.47075 > 172.16.146.1.domain: 18932+ PTR?
29.91.21.72.in-addr.arpa. (42)

14:39:51.434374 IP 172.16.146.1.domain > 172.16.146.2.47075: 18932
NXDomain 0/1/0 (113)

14:39:52.225941 IP 172.16.146.2 > dns.google: ICMP echo request, id 19623,
seq 73, length 64

14:39:52.252523 IP dns.google > 172.16.146.2: ICMP echo reply, id 19623,
seq 73, length 64

14:39:52.683881 IP 172.16.146.2.47004 > 151.139.128.14.http: Flags [.],
ack 2006616877, win 501, options [nop,nop,TS val 1585722998 ecr
2103316650], length 0

14:39:52.712283 IP 151.139.128.14.http > 172.16.146.2.47004: Flags [.],
ack 1, win 507, options [nop,nop,TS val 2103326900 ecr 1585692473], length
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We have a mix of different sources and destinations along with multiple protocol types. If we
were to use the OR (alternatively || ) modifier, we could ask for traffic from a specific host or
just ICMP traffic as an example. Let us rerun it and add in an OR.

OR Filter

### Syntax: or/|| [requirement]
sudo tcpdump -r sus.pcap icmp or host 172.16.146.1

reading from file sus.pcap, link-type EN1OMB (Ethernet), snapshot length
262144

14:54:03.659163 IP 172.16.146.2 > dns.google: ICMP echo request, id 51661,
seq 21, length 64

14:54:03.691278 IP dns.google > 172.16.146.2: ICMP echo reply, id 51661,
seq 21, length 64

14:54:03.879882 ARP, Request who-has 172.16.146.1 tell 172.16.146.2,
length 28

14:54:03.880266 ARP, Reply 172.16.146.1 is-at 8a:66:5a:11:8d:64 (oui
Unknown), length 46

14:54:04.661179 IP 172.16.146.2 > dns./geogle: ICMP echo request, id 51661,
seq 22, length 64

14:54:04.687120 IP dns.google > 172.16.146.2: ICMP echo reply, id 51661,
seq 22, length 64

14:54:05.663097 IP 172.16.146.2+> dns.google: ICMP echo request, id 51661,
seq 23, length 64

14:54:05.686092 IP dns.google > 172.16.146.2: ICMP echo reply, id 51661,
seq 23, length 64

14:54:06.664174 IP 172.16.146.2 > dns.google: ICMP echo request, id 51661,
seq 24, length 64

14:54:06.697469 IP dns.google > 172.16.146.2: ICMP echo reply, id 51661,
seq 24, length 64

14:54:07.666273 IP 172.16.146.2 > dns.google: ICMP echo request, id 51661,
seq 25, length 64

14:54:07.701475 IP dns.google > 172.16.146.2: ICMP echo reply, id 51661,
seq 25, length 64

14:54:08.668364 IP 172.16.146.2 > dns.google: ICMP echo request, id 51661,
seq 26, length 64

14:54:08.694948 IP dns.google > 172.16.146.2: ICMP echo reply, id 51661,
seq 26, length 64

14:54:09.670523 IP 172.16.146.2 > dns.google: ICMP echo request, id 51661,
seq 27, length 64

14:54:09.694974 IP dns.google > 172.16.146.2: ICMP echo reply, id 51661,
seq 27, length 64

14:54:10.672858 IP 172.16.146.2 > dns.google: ICMP echo request, id 51661,
seq 28, length 64
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14:54:10.697834 IP dns.google > 172.16.146.2: ICMP echo reply, id 51661,
seq 28, length 64

Our traffic looks a bit different now. That is because a lot of the packets matched the ICMP
variable while some matched the host variable. So in this output, we can see some ARP
traffic and ICMP traffic. The filter worked since 172.16.146.2 matched the other variable and
appeared as a host in either the source or destination field. Now, what happens if we utilize
the NOT (alternatively ! ) modifier.

NOT Filter

sudo tcpdump -r sus.pcap not icmp

14:54:03.879882 ARP, Request who-has 172.16.146.1 tell 172.16.146.2,
length 28

14:54:03.880266 ARP, Reply 172.16.146.1 is-at 8a:66:5a:11:8d:64 (oui
Unknown), length 46

14:54:16.541657 IP 172.16.146.2.55592 > ec2-52-211-164-46.eu-west-
1.compute.amazonaws.com.https: Flags [P.], Seq 3569937476:3569937513, ack
2948818703, win 501, options [nop,nop,TS val 713252991 ecr 12282469],
length 37

14:54:16.568659 IP 172.16.146.2.53329 > 172.16.146.1.domain: 24866+ A?
app.hackthebox.eu. (35)

14:54:16.616032 IP 172.16.146.42.domain > 172.16.146.2.53329: 24866 3/0/0 A
172.67.1.1, A 104.20.66.685 A 104.20.55.68 (83)

14:54:16.616396 IP 172.16/246%2.56204 > 172.67.1.1.https: Flags [S], seq
2697802378, win 64240, options [mss 1460,sackOK,TS val 533261003 ecr
0,nop,wscale 7], length 0

14:54:16.637895 IP 172.67.1.1.https > 172.16.146.2.56204: Flags [S.], seq
752000032, ack 2697802379, win 65535, options [mss

1400, nop,nop, sackOK,nop,wscale 10], length 0

14:54:16.637937 IP 172.16.146.2.56204 > 172.67.1.1.https: Flags [.], ack
1, win 502, length 0

14:54:16.644551 IP 172.16.146.2.56204 > 172.67.1.1.https: Flags [P.], seq
1:514, ack 1, win 502, length 513

14:54:16.667236 IP 172.67.1.1.https > 172.16.146.2.56204: Flags [.], ack
514, win 66, length ©

14:54:16.668307 IP 172.67.1.1.https > 172.16.146.2.56204: Flags [P.], seq
1:2766, ack 514, win 66, length 2765

14:54:16.668319 IP 172.16.146.2.56204 > 172.67.1.1.https: Flags [.], ack
2766, win 496, length 0

14:54:16.670536 IP ec2-52-211-164-46.eu-west-1.compute.amazonaws.com.https
> 172.16.146.2.55592: Flags [P.], seq 1:34, ack 37, win 114, options
[nop,nop, TS val 12294021 ecr 713252991], length 33

14:54:16.670559 IP 172.16.146.2.55592 > ec2-52-211-164-46.eu-west-
1.compute.amazonaws.com.https: Flags [.], ack 34, win 501, options
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[nop,nop, TS val 713253120 ecr 12294021], length 0

It looks much different now. We only see some ARP traffic, and then we see some HTTPS
traffic we did not get to before. This is because we negated any ICMP traffic from being
displayed using not icmp.

Pre-Capture Filters VS. Post-Capture Processing

When utilizing filters, we can apply them directly to the capture or apply them when reading
a capture file. By applying them to the capture, it will drop any traffic not matching the filter.
This will reduce the amount of data in the captures and potentially clear out traffic we may
need later, so use them only when looking for something specific, such as troubleshooting a
network connectivity issue. When applying the filter to capture, we have read from a file, and
the filter will parse the file and remove anything from our terminal output not matching the
specified filter. Using a filter in this way can help us investigate while saving potential
valuable data in the captures. It will not permanently change the capture file, and to change
or clear the filter from our output will require we rerunning our command with a change in the
syntax.

Interpreting Tips and Tricks

Using the -S switch will display absolute sequence numbers, which can be extremely long.

Typically, tcpdump displays relative sequence numbers, which are easier to track and read.

However, if we look for these values in another tool or log, we will only find the packet based
on absolute sequence numbers. For example, 13245768092588 to 100.

The -v, -X,and -e switches can help you increase the amount of data captured, while the
-c, -n, -s, -S,and -q switches can help reduce and modify the amount of data written
and seen.

Many handy options that can be used but are not always directly valuable for everyone are
the -A and -1 switches. A will show only the ASCII text after the packet line, instead of both
ASCIl and Hex. L will tell tcpdump to output packets in a different mode. L will line buffer
instead of pooling and pushing in chunks. It allows us to send the output directly to another
tool such as grep using a pipe | .

Tips and Tricks

['bash!]$sudo tcpdump -Ar telnet.pcap
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21:12:43.528695 IP 192.168.0.1.telnet > 192.168.0.2.1550: Flags [P.], seq
157:217, ack 216, win 17376, options [nop,nop,TS val 2467382 ecr
10234022], length 60

E..p;[email protected]........

.%.6..(.Last login: Sat Nov 27 20:11:43 on ttyp2 from bam.zing.org

21:12:43.546441 IP 192.168.0.2.1550 > 192.168.0.1.telnet: Flags [.], ack
217, win 32120, options [nop,nop,TS val 10234152 ecr 2467382], length 0
E..4FP@[email protected]...}x.......

.)(.%.6
21:12:43.548353 IP 192.168.0.1.telnet > 192.168.0.2.1550: Flags [P.], seq
217:705, ack 216, win 17376, options [nop,nop,TS val 2467382 ecr
10234152], length 488
E...;[email protected]........

.%.6..)(Warning: no Kerberos tickets issued.
OpenBSD 2.6-beta (OOF) #4: Tue Oct 12 20:42:32 CDT 1999

Welcome to OpenBSD: The proactively secure Unix-like operating system.

Please use the sendbug(l) utility to report bugs in the system.
Before reporting a bug, please try to reproducé it with the latest
version of the code. With bug reports, please try to ensure that
enough information to reproduce the problem is enclosed, and if a
known fix for it exists, include that [as well.

21:12:43.566442 IP 192.168.0.2.1550 >.192.168.0.1.telnet: Flags [.], ack
705, win 32120, options [nop,nop,TS/val 10234154 ecr 2467382], length 0
E..4FQ@[email protected]...}x.0.....

L) *.%.6

Notice how it has the ASCII values shown below each output line because of our use of -A.
This can be helpful when quickly looking for something human-readable in the output.

Piping a Capture to Grep

sudo tcpdump -Ar http.cap -1 | grep 'mailto:*'

reading from file http.cap, link-type EN1OMB (Ethernet), snapshot length
65535

<a href="mailto:ethereal-web[AT]ethereal.com">ethereal-
web[AT]ethereal.com</a>

<a href="mailto:free-support[AT]thewrittenword.com">free-
support[AT]thewrittenword. com</a>

<a href="mailto:ethereal-users[AT]ethereal.com">ethereal-
users[AT]ethereal.com</a>

<a href="mailto:ethereal-web[AT]ethereal.com">ethereal-
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web[AT]ethereal.com</a>

Using -1 in this way allowed us to examine the capture quickly and grep for keywords or
formatting we suspected could be there. In this case, we used the -1 to pass the output to
grep and looking for any instance of the phrase mailto:* . This shows us every line with
our search in it, and we can see the results above. Using modifiers and redirecting output
can be a quick way to scrape websites for email addresses, naming standards, and much
more.

We can dig as deep as we wish into the packets we captured. It requires a bit of knowledge
of how the protocols are structured, however. For example, if we wanted to see only packets
with the TCP SYN flag set, we could use the following command:

Looking for TCP Protocol Flags

tcpdump -i eth@ 'tcp[l3] &2 !'= 0

This is counting to the 13th byte in the structure and looking at the 2nd bit. If it is set to 1 or
ON, the SYN flag is set.

Hunting For a SYN Flag

tcpdump -i eth® 'tcp[13] &2 Jt= 0O

tcpdump: verbose output suppressed, use -v[v]... for full protocol decode

listening on eth®, link-type EN1OMB (Ethernet), snapshot length 262144

bytes

15:18:14.630993 IP 172.16.146.2.56244 > 172.67.1.1.https: Flags [S],

122498858, win 64240, options [mss 1460,sackOK,TS val 534699017 ecr

0,nop,wscale 7], length 0

15:18:14.654698 IP 172.67.1.1.https > 172.16.146.2.56244: Flags [S.],

3728841459, ack 122498859, win 65535, options [mss

1400, nop,nop, sackOK,nop,wscale 10], length 0

15:18:15.017464 IP 172.16.146.2.60202 > a23-54-168-

81l.deploy.static.akamaitechnologies.com.https: Flags [S], 777468939,

win 64240, options [mss 1460,sackOK,TS val 1348555130 ecr 0,nop,wscale 7],

length 0

15:18:15.021329 IP 172.16.146.2.49652 > 104.16.88.20.https: Flags [S],

1954080833, win 64240, options [mss 1460,sackOK,TS val 274098564 ecr

0,nop,wscale 7], length 0

15:18:15.022640 IP 172.16.146.2.45214 > 104.18.22.52.https: Flags [S],

1072203471, win 64240, options [mss 1460,sackOK,TS val 1445124063 ecr

0,nop,wscale 7], length 0

15:18:15.042399 IP 104.18.22.52.https > 172.16.146.2.45214: Flags [S.],
215464563, ack 1072203472, win 65535, options [mss
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1400, nop,nop, sackOK,nop,wscale 10], length 0

15:18:15.043646 IP a23-54-168-

81l.deploy.static.akamaitechnologies.com.https > 172.16.146.2.60202: Flags

[S.1, 1390108870, ack 777468940, win 28960, options [mss

1460, sackOK,TS val 3405787409 ecr 1348555130,nop,wscale 7], length 0O

15:18:15.044764 IP 104.16.88.20.https > 172.16.146.2.49652: Flags [S.],
2086758283, ack 1954080834, win 65535, options [mss

1400, nop,nop, sackOK,nop,wscale 10], length 0

15:18:16.131983 IP 172.16.146.2.45684 > ec2-34-255-145-175.eu-west-

1.compute.amazonaws.com.https: Flags [S], 4017793011, win 64240,

options [mss 1460,sackOK,TS val 933634389 ecr 0,nop,wscale 7], length 0

15:18:16.261855 IP ec2-34-255-145-175.eu-west-

1.compute.amazonaws.com.https > 172.16.146.2.45684: Flags [S.],

106675091, ack 4017793012, win 26847, options [mss 1460,sackOK,TS val

12653884 ecr 933634389,nop,wscale 8], length 0

Our results include only packets with the TCP SYN flag set from what we see above.

TCPDump can be a powerful tool if we understand our networking and how hosts interact
with one another. Take the time to understand typical protocol header structures to spot the
anomaly when the time comes. Here are a few links to further our studies on standard
Protocols and their structures. Except for the Wikipedia link, each link should take us directly
to the RFC that sets the standard in place for each.

Protocol RFC Links

Link Description

|P_Protocol RFC 791 describes IP and its functionality.
ICMP RFC 792 describes ICMP and its functionality.
Protocol

TCP Protocol  RFC 793 describes the TCP protocol and how it functions.
UDP Protocol RFC 768 describes UDP and how it operates.

REC Quick This Wikipedia article contains a large list of protocols tied to the RFC
Links that explains their implementation.

Interrogating Network Traffic With Capture and
Display Filters

This lab aims to provide some exposure to interrogating network traffic and give everyone
some valuable practice implementing packet filters. We will be utilizing filters like host,


https://tools.ietf.org/html/rfc791
https://tools.ietf.org/html/rfc792
https://tools.ietf.org/html/rfc792
https://tools.ietf.org/html/rfc793
https://tools.ietf.org/html/rfc768
https://en.wikipedia.org/wiki/List_of_RFCs#Topical_list
https://en.wikipedia.org/wiki/List_of_RFCs#Topical_list
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port, protocol, and more to change our view while digging through a .PCAP file.

Now that we have proven capable of capturing network traffic for the Corporation,
management has tasked us with performing a quick analysis of the traffic our team has
captured while surveying the network. The goal is to determine what servers are answering
DNS and HTTP/S requests in our local network.

If you wish to take a more exploratory approach to this lab, | have posted the overall tasks to
accomplish. For a more detailed walkthrough of how to complete each step, look below each
task in the solution bubble.

Tasks

Utilizing TCPDump-lab-2.zip in the optional resources, perform the lab to the best of your
ability. Finding everything on the first shot is not the goal. Our understanding of the concepts
is our primary concern. As we perform these actions repeatedly, it will get easier.

Task #1
Read a capture from a file without filters implemented.
To start, let's examine this pcap with no filters applied.

Click to show answer

tcpdump -r (file.pcap)

Task #2

Identify the type of traffic seen.

Take note of what types of traffic can be seen. (Ports utilized, protocols, any other
information you deem relevant.) What filters can we use to make this task easier?

What type of traffic do we see?
Common protocols:
Ports utilized:

Click to show answers
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What type of traffic do we see?
Common protocols: We should notice a bunch of DNS, HTTP, and HTTPS traffic.

Ports utilized: 53 80 443

Task #3

Identify conversations.

We have examined the basics of this traffic, now determine if you notice any patterns with
the traffic.

Are you noticing any common connections between a server and host? If so, who?

What are the client and server port numbers used in the first full TCP three-way handshake?
Who are the servers in these conversations? How do we know?

Who are the receiving hosts?

Click to show answer

To help make this more straightforward, turning absolute sequence numbers on (-S) will be
extremely helpful in determining conversations.

We can also examine the different hosts involved. Servers typically communicate over the
well-known port number assigned to the protocol (80 for HTTP, 443 for HTTPS, for
example) . Hosts or recipients in the conversations will typically utilize a random high port
number.

Task #4

Interpret the capture in depth.

Now that we have some familiarity with the pcap file, let's do some analysis. Utilize whatever
syntax necessary to accomplish answering the questions below.

What is the timestamp of the first established conversation in the pcap file?
What is the IP address/s of apache.org from the DNS server responses?
What protocol is being utilized in that first conversation? (name/#)

Click to show answer
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To determine the correct timestamp: Read the file with (-r) and then examine the
conversations. Find the first one established ( Full TCP Handshake "Syn / SYN-ACK / ACK")
and look at the first field in the output to find the timestamp.

To find the IP of Host (), we can filter the traffic only to see conversations Sourcing from it (
src 'name-of-host' ) and then disable Name resolution with (-n).

To determine the protocol being utilized in the first conversation, look for the well-known port
# while disabling hostname and port name resolution (-nn) or leave off the (-nn), and it will
tell you the name of the protocol in the output.

Task #5

Filter out traffic.

It's time to clear some of this data out now. Reload the pcap file and filter out all traffic that is
not DNS. What can you see?

Who is the DNS server for this segment?
What domain name/s were requested in the pcap file?
What type of DNS Records could be seen?

Click to show answer
To clear out everything that is not DNS, we can utilize:

tcpdump -r (file.pcap)sudp and port 53

Keep in mind that DNS is a protocol that utilizes both UDP and TCP for different functions.
This means we may have to filter for both to ensure we don't miss anything.

If the -X switch is utilized, we can get a Hex and ASCII output to look at cleartext names in
the output.

Understanding the DNS protocol requests and responses will help determine what type of
records are being requested. The protocol-specific information field will often hold our
answer.

Now that we are only seeing DNS traffic and have a better grasp on how the packet appears,
try to answer the following questions regarding name resolution in the enterprise:
Who requests an A record for apache.org? (hostname or IP)

What information does an A record provide?

Who is the responding DNS server in the pcap? (hostname or IP)
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Task #6
Filter for TCP traffic.

Now that we have a clear idea of our DNS server let's look for any webservers present. Filter
out the view so that we only see the traffic pertaining to HTTP or HTTPS.
What web pages were requested?

What are the most common HTTP request methods from this PCAP?
What is the most common HTTP response from this PCAP?

Click to show answer

Filtering on port 80 OR 443 is a great start. You can also filter on the protocol name HTTP
OR HTTPS.

Keep in mind that ports are more like guidelines. | can host a webserver on any open port
that can be bound. (8080 or 8001, for example)

Task #7

What can you determine about the server in the first conversation.

Let's take a closer look. What can be determined about the webserver in the first
conversation? Does anything stick out?
For some clarity, make sure our view includes the Hex and ASCII output for the pcap.

Can we determine what application is running the webserver?

Click to show answer

Often the webserver will include pertinent information in the post responses such as OS or
web server name. You may also be able to determine what service is running the webserver
based on these responses. This task is a bit difficult to perform utilizing tcpdump. It requires
us to look at the ASCII of the HTTP responses. In future sections, when we move into
Wireshark, this will be much easier to do.

Summary

Through this lab, we expanded our horizons while utilizing TCPDump to analyze PCAP
traffic. We learned how to capture and display filters effectively, dissected traffic to determine
what protocols were running in the environment, and even gleaned some critical information
about our enterprise segments, DNS, and Webservers. Continue to play on your own and
see how deep the rabbit hole goes. Can you capture traffic in your home network and
answer the same questions?
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Tips For Analysis

Below is a list of questions we can ask ourselves during the analysis process to keep on
track.

what type of traffic do you see? (protocol, port, etc.)

Is there more than one conversation? (how many?)

How many unique hosts?

What is the timestamp of the first conversation in the pcap (tcp traffic)

What traffic can [ filter out to clean up my view?

Who are the servers in the PCAP? (answering on well-known ports, 53, 80, etc.)

What records were requested or methods used? (GET, POST, DNS A records, etc.)

Analysis with Wireshark

Wireshark is a free and open-source network traffic analyzer much like tcpdump but with a
graphical interface.

Wireshark is multi-platform and capable of capturing live data off many different interface
types (to include WiFi, USB, and Bluetooth) and saving the traffic to several different
formats. Wireshark allows the user to dive much deeper into the inspection of network
packets than other tools. What makes Wireshark truly powerful is the analysis capability it
provides, giving a detailed insight into the traffic.

Depending on the host we are using, we may not always have a GUI to utilize traditional
Wireshark. Lucky for us, several variants allow us to use it from the command line.

Features and Capabilities:

Deep packet inspection for hundreds of different protocols
Graphical and TTY interfaces
Capable of running on most Operating systems

Ethernet, IEEE 802.11, PPP/HDLC, ATM, Bluetooth, USB, Token Ring, Frame Relay,
FDDI, among others

Decryption capabilities for IPsec, ISAKMP, Kerberos, SNMPv3, SSL/TLS, WEP, and
WPA/WPA2

Many many more...
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Requirements for Use

Wireshark requires the following for use:

Windows:

The Universal C Runtime. This is included with Windows 10 and Windows Server 2019
and is installed automatically on earlier versions if Microsoft Windows Update is
enabled. Otherwise, KB2999226 or KB3118401 must be installed.

Any modern 64-bit AMDG64/x86-64 or 32-bit x86 processor.
500 MB available RAM. Larger capture files require more RAM.
500 MB available disk space. Capture files require additional disk space.

Any modern display. 1280 x 1024 or higher resolution is recommended. Wireshark will
make use of HiDPI or Retina resolutions if available. Power users will find multiple
monitors useful.

A supported network card for capturing:
Ethernet. Any card supported by Windows should work.

802.11. See the Wireshark wiki page. Capturing raw 802.11 information may be
difficult without special equipment.

To install, download the executable from wireshark.org, validate the hash, and install.

Linux:

Wireshark runs on most UNIX and UNIX-like platforms, including Linux and most BSD
variants. The system requirements should be comparable to the specifications listed
above for Windows.

Binary packages are available for most Unix and Linux distributions.

To validate if the package exists on a host, use the following command:

Locating Wireshark

wireshark

If the package does not exist, (It can often be found in /usr/sbin/wireshark) you can
install it with:

Installing Wireshark On Linux

wireshark
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TShark VS. Wireshark (Terminal vs. GUI)

Both options have their merits. TShark is a purpose-built terminal tool based on Wireshark.
TShark shares many of the same features that are included in Wireshark and even shares
syntax and options. TShark is perfect for use on machines with little or no desktop
environment and can easily pass the capture information it receives to another tool via the
command line. Wireshark is the feature-rich GUI option for traffic capture and analysis. If you
wish to have the full-featured experience and work from a machine with a desktop
environment, the Wireshark GUI is the way to go.

Basic TShark Switches

Switch Result
Command
D Will display any interfaces available to capture from and then exit out.
L Will list the Link-layer mediums you can capture from and then exit out.

(ethernet as an example)
i choose an interface to capture from. (-i ethQ)
f packet filter in libpcap syntax. Used during capture.

c Grab a specific number of packets, then quit the program. Defines a
stop condition.

a Defines an autostop condition. Can be after a duration, specific file
size, or after a certain number of packets.

r (pcap-file) Read from a file.

W (pcap-file)  Write into a file using the pcapng format.

P Will print the packet summary while writing into a file (-W)
X will add Hex and ASCII output into the capture.
h See the help menu

To see the full list of switches you can utilize:

TShark Help

tshark -h

TShark Basic Usage

TShark can use filters for protocols, common items like hosts and ports, and even the ability
to dig deeper into the packets and dissect individual fields from the packet.
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Locating TShark

tshark

/usr/local/bin/tshark

tshark -D

1. en® (Wi-Fi)

2. awdlo

3. 1lwo

4. utunO

5. utunl

6. Lo0 (Loopback)

7. bridge® (Thunderbolt Bridge)

8. enl (Thunderbolt 0)

9. en2 (Thunderbolt 0)

10. en3 (Thunderbolt 1)

11. end4 (Thunderbolt 2)

12. gifo

13. stfo

14. apl

15. ciscodump (Cisco remote capture)
16. randpkt (Random packet generator)
17. sshdump (SSH remote capture)

18. udpdump (UDP Listener remote ‘capture)

tshark -i 1 -w /tmp/test.pcap

Capturing on 'Wi-Fi: en@'
484

With the basic string in the command line above, we utilize TShark to capture on en0,
specified with the -i flag and the -w option to save the capture to a specified output file.
Utilizing TShark is very similar to TCPDump in the filters and switches we can use. Both
tools utilize BPF syntax. To read the capture, tshark can be passed the -r switch just like in
TCPDump, or we can pass the -P switch to have tshark print the packet summaries while
writing out to a file. Below is an example of reading from the PCAP file we previously
captured.

Selecting an Interface & Writing to a File

tshark -i ethO® -w /tmp/test.pcap
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Applying Filters

sudo tshark -i eth® -f "host 172.16.146.2"

Capturing on 'ethO'

1 0.000000000 172.16.146.2 - 172.16.146.1 DNS 70 Standard query 0x0804
A github.com

2 0.258861645 172.16.146.1 - 172.16.146.2 DNS 86 Standard query
response 0x0804 A github.com A 140.82.113.4

3 0.259866711 172.16.146.2 - 140.82.113.4 TCP 74 48256 - 443 [SYN]
Seq=0 Win=64240 Len=0 MSS=1460 SACK PERM=1 TSval=1321417850 TSecr=0 WS=128

4 0.299681376 140.82.113.4 - 172.16.146.2 TCP 74 443 - 48256 [SYN,
ACK] Seq=0 Ack=1 Win=65535 Len=0 MSS=1436 SACK PERM=1 TSval=3885991869
TSecr=1321417850 WS=1024

5 0.299771728 172.16.146.2 - 140.82.113.4 TCP 66 48256 - 443 [ACK]
Seq=1 Ack=1 Win=64256 Len=0 TSval=1321417889 TSecr=3885991869

6 0.306888828 172.16.146.2 - 140.82.113.4 TLSvl 579 Client Hello

7 0.347570701 140.82.113.4 - 172.16.146.2 TLSv1l.3 2785 Server Hello,
Change Cipher Spec, Application Data, Application Data, Application Data,
Application Data

8 0.347653593 172.16.146.2 - 140.82.113.4 TCP 66 48256 - 443 [ACK]
Seq=514 Ack=2720 Win=63488 Len=0 TSval=1321417937 TSecr=3885991916

9 0.358887130 172.16.146.2 - 140.82.113.4 TLSv1l.3 130 Change Cipher
Spec, Application Data

10 0.359781588 172.16.146.2

11 0.360037927 172.16.146.2

12 0.360482668 172.16.146.2

13 0.397331368 140.82.113.4

l

146,.82.113.4 TLSv1.3 236 Application Data
140.82.113.4 TLSv1.3 758 Application Data
140.82.113.4 TLSv1.3 258 Application Data
172.16.146.2 TLSv1.3 145 Application Data

l

l

l

-f allows us to apply filters to the capture. In the example, we utilized host, but you can
use almost any filter Wireshark recognizes.
We have touched on TShark a bit now. Let's take a look at a nifty tool called Termshark.

Termshark

Termshark is a Text-based User Interface (TUI) application that provides the user with a
Wireshark-like interface right in your terminal window.

Termshark
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termshark v2.2.8 | ethe Analysis Misc

Filter: <apply> <Recent> W AN AN N &F 8 <stop>
No. - Time - Source - Destination -  Protocol - Length - Info -

176 5.7249585 140.82.114.5 172.16.146.2 TCP 66 443 - 56128 [ACK] Seg=2934 Ack=9613 Win=860
177 5.7251375 140.82.114.5 172.16.146.2 TCP 66 443 - 56128 [ACK] Seg=2934 Ack=11837 Win=89

7253360 TLSv1.3 Applicati

443 - 56128 [ACK] 5eq=2934 Ac 8 Win=92

5.8154666 3 2
182 5.8154782 140.82.114.5 172.16.146.2 TL5v1.3 114 Application Data
183 5.8360902 140.82.114.5 172.16.146.2 TLSv1.3 906 Application Data
184 5.8369962 172.16.146.2 140.82.114.5 TCP 66 56128 — 443 [ACK] Seq=11968 Ack=3822 Win=64

[+] Frame 184: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface eth®, id @

[+] Ethernet II, Src: VMware 97:52:65 (00:0c:29:97:52:65), Dst: 8a:66:5a:11:8d:64 (8a:66:5a:11:8d:64)
[+] Internet Protocol Version 4, Src: 172.16.146.2, Dst: 140.82.114.5

[+] Transmission Control Protocol, Src Port: 56128, Dst Port: 443, Seq: 11908, Ack: 3822, Len: @

0000  saEENSENINEENEE co oc 29 97 52 65 08 00 45 00  .[fEMME.. ) .Re..E.

0016 00 34 51 28 40 00 40 86 ad 31 ac 10 92 82 8c 52 .40(@.@. .1..... R
8020 72 05 db 40 01 bb ca a2 fb e4 c8 87 e9 ee 80 10 FoaBucie siovevan
8030 ©1 f5 3c 91 00 @0 81 ©1 ©8 Ba 3b ba ce b2 65 41 S ciiee.CA
0e4e @9 c8

Termshark can be found at Termshark. It can be built from the source by cloning the repo, or
pull down one of the current stable releases from https://github.com/gcla/termshark/releases
, extract the file, and hit the ground running.

For help navigating this TUI, see the image below.

Termshark Help

termshark v2.2.8 | ethe Analysis Misc

Filter: fent> FNEFFEFI-<o-
termshark v2.2.0

No. - Time - Source -

214 1.6304852 140.82.113.6] A wireshark-inspired tui for tshark. Analyze network tr J] Seg=2934 Ack=6764 Win=888

215 1.6304852 140.82.113.6] affic interactively from your terminal. ] Seq=2934 Ack=9612 Win=860

216 1.6304852 140.82.113.§ ] Seq=2934 Ack=9782 Win=890

217 1.6304052 140.82.113.60 / - Go to display filter/stream search

218 1.6304695 172.16.146.20 q - Quit ] Seq=9782 Ack=2982 Win=641

219 1.6307439 172.16.146.2] tab - Switch panes

220 1.6448275 140.82.113.6] ¢ - Switch to copy-mode

221 1.6449154 172.16.146.2] | - Cycle through pane layouts ] Seq=9813 Ack=3823 Win=641

222 1.7146522 140.82.113.6] \ - Toggle pane zoom ] Seq=3823 Ack=9813 Win=890
esc - Activate menu

[+] Frame 222: 66 bytes on wirj +/- - Adjust horizontal split jo, id @

[+] Ethernet II, Src: 8a:66:53] </> - Adjust vertical split 29:97:52:65)

[+] Internet Protocol Version : - Activate cmdline mode (see help cmdline)

[+] Transmission Control Proto} z - Maximize/restore any modal dialog JLen: @

? - Display help

In the filter, type a wireshark display filter expressi
on.

Most terminals will support using the mouse! Try clicki
ng the Close button.

oee0 oo ENRSNSTNSENSH ©- 6
0018 ©8 34 f2 27 00 08 32 @] Use shift-left-mouse to copy and shift-right-mouse to p
0020 92 02 01 bb 84 10 1a B} aste.

0030 ©@ 57 cl 2b 00 @@ @1 @
0040 g7 fe L |
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To start Termshark, issue the same strings, much like TShark or tcpdump. We can specify an
interface to capture on, filters, and other settings from the terminal. The Termshark window
will not open until it senses traffic in its capture filter. So give it a second if nothing happens.

Wireshark GUI Walkthrough

Now that we have spent time learning the art of packet capture from the command line let's
spend some time in Wireshark. We will take a few minutes to examine what we are looking
at in the output below. Let's dissect this view of the Wireshark GUI.

Wireshark GUI

M http_witp_jpegs.cap m} X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Fl | @ Res=F o5 = QAQam
] |Anp\': a display filter ... <Ctrl-/» [= K
e
o, Time Source src port Destination DestPort  Protocol  Length Info L
- 1 2084-11-19 17:29:14 18.1.1.181 phonex-port 18.1.1.1 http TCP 62 phonex-port(3177) + http(88) [SYN] Seq=8 Win=8 Len=8 MSS5-
2 2084-11-19 17:29:14 18.1.1.1 http 10.1.1.181 phonex-.. TCP 62 http(8@) » phonex-port(3177) [SYN, ACK] Seq=8 Ack=1 Win={
3 2084-11-19 17:29:14 18.1.1.101 phenex-port 16.1.1.1 http TCP 54 phonex-port{3177) + http(88) [ACK] Seq=1 Ack=1 Win=65535
r* 4 2684-11-19 17:29:14 10.1.1.101 phonex-port 10.1.1.1 http 538 GET / HTTP/1.1
5 2884-11-19 17:29:14 18.1.1.1 http 1@.1.1.181 phonex-... 68 http(8@) + phonex-port(3177) [ACK] Seq=1 Ack=477 Win=5643 i
— 6 2884-11-19 17:29:14 18.1.1.1 http 18.1.1.181 phonex-.. HTTP 489 HTTP/1.1 2@@ OK (text/html) :
7 2084-11-19 17:29:14 18.1.1.1 http 10.1.1.181 phonex-.. TCP 6@ http(80) » phonex-port(3177) [FIN, ACK] Seq=436 Ack=477 Vo
8 2004-11-19 17:29:14 10.1.1.181 phonex-port 10.1.1.1 http TCP 54 phonex-port(3177) + http(8@) [ACK] Seq=477 Ack=437 Win=6%
9 2084-11-19 17:29:14 10.1.1.181 h2gf-w-2m 209.225.11.237 http TCP 62 h2gf-w-2m(3179) + http(88) [SYN] Seq=@ Win=8 Len=@ MSS=1{
18 2684-11-19 17:29:14 18.1.1.161 phonex-port 18.1.1.1 http TCP 54 phonex-port(3177) + http(88) [FIN, ACK] Seq=477 Ack=437 W
L 11 2684-11-19 17:29:14 16.1.1.1 http 10.1.1.181 phonex-.. TCP 6@ http(8@) » phonex-port(3177) [ACK] Seq=437 Ack=478 Win=6
12 2684-11-19 17:29:14 289.225.11.237 http 10.1.1.181 h2gf-w-.. TCP 62 http(80) » h2gf-w-2m{3179) [SYN, ACK] Seq=8 Ack=1 Win=87¢
13 2684-11-19 17:29:14 19.1.1.101 h2gf-w-2m 209.225.11.237 http TCP 54 h2gf-w-2m(3179) » http(88) [ACK] Seq=1 Ack=1 Win=65535 L¢
14 2084-11-19 17:29:14 19.1.1.181 h2gf-w-2m 209.225.11.237 http TCP 614 h2gf-w-2m(3179) + http(88) [PSH, ACK] Seq=1 Ack=1 Win=65¢
AC ARAA 14 a0 17.40.14 AAR AaE 14 a3 Lt 1 2 3 ana Lo Eh. o £0 L4t fOAY . lAaE e AmS31TAN FAFUT €amod Ao CEA LiEa_cTna

Frame 4: 530 bytes on wire (4248 bits), 530 bytes captured (4248 bits)

Ethernet II, Src: SMCNetwo 22:5a:03 (@0:04:e2:22:5a:03), Dst: Kye 2@8:6c:df (09:co:df:20:6c:df)

Internet Protocol Version 4, Src: 1@.1.1.181 (16.1.1.1@1), Dst: 18.1.1.1 (19.1.1.1)

Transmission Control Protocol, Src Port: phonex-port (3177), Dst Port: http (88), Seq: 1, Ack: 1, Len: 476
Hypertext Transfer Protocol Ao )

@ @@ ce df 20 6c df @@ @4 e2 22 5a @3
82 @4 b3 @7 46 60 30 @6 2T 85 Ba 61
@1 81 @c 69 @@ 58 34 9c @4 7f 37 3b 85 fa 5@ 18 ceei-P4- TP
ff ff of f2 @@ ee 47 45 54 28 2f 20 48 54 54 58 -~ - GE T / HTTP
2f 31 2e 31 @d @a 55 73 65 72 2d 41 67 65 6e 74 /1.1 -Us er-Agent
3a 2@ 4d 6T 7a 69 6c 6c 61 2f 34 2e 38 28 28 63 ¢ Mozill a/4.@ (c
6f 6d 78 61 74 69 62 6c 65 3b 2@ 4d 53 49 45 28 ompatibl e; MSIE
36 2e 38 3b 28 57 69 Be 64 6F 77 73 20 4e 54 28 6.@; Win dows NT
35 2e 38 29 20 4f 786 65 72 61 20 37 2e 31 31 26 5.8) Ope ra 7.11
Sh 65 6e 5d @d @a 48 6f 73 74 3a 28 31 3@ 2e
B8a8 2e 1 63 63 28 61
eabe
B8ce
Beda
Bece
eafe

O > http_witp_jpegs.cap || Packets: 483 - Displayed: 483 (100.0%) || Profile: Default
Three Main Panes: See Figure above

Packet List: Orange
In this window, we see a summary line of each packet that includes the fields
listed below by default. We can add or remove columns to change what
information is presented.
Number- Order the packet arrived in Wireshark
Time- Unix time format
Source- Source IP

Destination- Destination IP
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Protocol- The protocol used (TCP, UDP, DNS, ETC.)
Information- Information about the packet. This field can vary based on the

type of protocol used within. It will show, for example, what type of query It is
for a DNS packet.

Packet Details: Blue
The Packet Details window allows us to drill down into the packet to inspect the
protocols with greater detail. It will break it down into chunks that we would expect
following the typical OSI Model reference. The packet is dissected into
different encapsulation layers for inspection.
Keep in mind, Wireshark will show this encapsulation in reverse order with lower
layer encapsulation at the top of the window and higher levels at the bottom.
Packet Bytes: Green
The Packet Bytes window allows us to look at the packet contents in ASCII or hex
output. As we select a field from the windows above, it will be highlighted in the
Packet Bytes window and show us where that bit or byte falls within the overall
packet.
This is a great way to validate that what we see in the Details pane is accurate
and the interpretation Wireshark made matches the packet output.
Each line in the output contains the data offset, sixteen hexadecimal bytes, and
sixteen ASCII bytes. Non-printable bytes are replaced with a period in the ASCI|I
format.

Other Notable Features

When looking at the Wireshark interface, we will notice a few different option areas and
radial buttons. These areas are control points in which we can modify the interface and our
view of the packets in the current capture. See Figure below

Wireshark Menu
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M nitp_witp_jpegs.cap - m] X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dm i@ T REBRe==F 4 5|Eaqqn
Apply a display filter ... <Ctrl-f :: '] +
Time Source srcpart Destination DestPort Protocol Length Info : ~
1 2004-11-19 17:29:14 10.1.1.101 phonex-port 18.1.1.1 http TCP 62 phonex-port(3177) + http(88) [SYN] Seq=@ Win=@ Len=9 MS5-
2 2004-11-19 17:29:14 19.1.1.1 http 18.1.1.101 phonex-.. TCP 62 http(88) + phonex-port(3177) [SYN, ACK] Seq=8 Ack=1 Win=t
3 2004-11-19 17:29:14 10.1.1.181 phenex-port 18.1.1.1 http TCP 54 phonex-port(3177) » http(88) [ACK] Seq=1 Ack=1 Win=65535
4 2004-11-19 17:29:14 10.1.1.101 phonex-port 18.1.1.1 http HTTP 53@ GET / HTTP/1.1
5 2684-11-19 17:29:14 18.1.1.1 http 18.1.1.181 . TCP 68 http(88) =+ phonex-port(3177) [ACK] Seq=l Ack=477 Win=643 imm
6 2004-11-19 17:29:14 10.1.1.1 http 18.1.1.101 . HTTP 489 HTTP/1.1 2@@ OK (text/html) :
7 2884-11-19 17:29:14 18.1.1.1 http 18.1.1.181 .. TCP 60 http(88) + phonex-port(3177) [FIN, ACK] Seq=436 Ack=477 \_
8 2004-11-19 17:29:14 10.1.1.101 phenex-port 18.1.1.1 http TCP 54 phonex-port(3177) » http{88) [ACK] Seq=477 Ack=437 Win=6%
' 9 2084-11-19 17:29:14 10.1.1.101 h2gf-w-2m 289.225.11.237 http TCP 62 h2gf-w-2m(3179) + http(88) [SYN] Seq=8@ Win=8 Len=@ MSS=14
L 16 2684-11-19 17:29:14 16.1.1.181 phonex-port 18.1.1.1 http TCP 54 phonex-port(3177) + http(88) [FIN, ACK] Seq=477 Ack=437 L
11 2004-11-19 17:29:14 10.1.1.1 http 18.1.1.101 phonex-.. TCP 60 http(80) + phonex-port(3177) [ACK] Seq=437 Ack=478 Win=6%
12 2804-11-19 17:29:14 289.225.11.237 http 18.1.1.181 h2gf-w-.. TCP 62 http(88) + h2gf-w-2m(3179) [SYN, ACK] Seq=8 Ack=1 Win=87€
13 20094-11-19 17:29:14 16.1.1.181 h2gf-w-2m 289.235.11.237 http TCP 54 h2gf-w-2m(3179) » http(88) [ACK] Seq=1 Ack=1 Win=65535 Le
14 2804-11-19 17:29:14 18.1.1.181 h2gf-w-2m 289.225.11.237 http TCP 614 h2gf-w-2m(3179) + http(8@) [PSH, ACK] Seq=1 Ack=1 Win=65%
A€ AAAA4A 11 1A 1T7.4M0.14 AAN 1A 11 A3 L - N I B T [N, P TN A bt m FOAY o LA~E c Am3ITAN TAFET Cmm . Aml E£1 Lidwm_cTa0 1 <
<
> Frame 4: 53@ bytes on wire (4248 bits), 53@ bytes captured (4240 bits)
> Ethernet II, Src: SMCNetwo_22:5a:83 (88:84:e2:22:53:083), Dst: Kye_28:6c:df (88:c@:df:28:6c:df)
» Internet Protocol Version 4, Src: 10.1.1.101 (10.1.1.101), Dst: 10.1.1.1 (10.1.1.1)
» Transmission Control Protocol, Src Port: phonex-port (3177), Dst Port: http (8@), Seq: 1, Ack: 1, Len: 476
>
@e38  ff ff of f2 @0 @@ 47 45 54 28 2f 20 48 54 54 58 -« GE T / HTTP -~
2f 31 2e : 1 67 65 E 7 -
dows NT
ra 7.11
@ gaH ost: 18.
@228 31 2e 31 2e 31 @d @a 41 63 63 65 7@ 74 3a 20 61 1.1.1 A ccept: a
@obe 78 78 6c 69 63 61 74 69 6T 6e 2f 78 2d 73 68 6T pplicati on/x-sho
@@ce 63 6b 77 61 76 65 2d 66 6c 61 73 68 2c 74 65 78 ckwave-f lash,tex
faade 74 2f 78 6d 6c 2c 61 78 7@ 6c 69 63 61 74 69 6f  t/wml,ap plicatio
Ge=f e 2f 78 6d 6c 2c 61 78 7@ 6c 69 63 61 74 69 6T n/xml,ap plicatio
pofe Be 2f 78 68 74 6d 6c 2b 78 6d 6c 2c 74 B5 78 74 n/xhtml+ xml,text
wlon 2f 68 74 6d 6c 3b 71 3d 3@ 2e 39 2c 74 B5 78 74 Shtml;gq= @.9,text
@118 2f 7@ 6c 61 69 6e 3b 71 3d 3@ 2e 38 2c 76 69 64 /plain;q =@.8,vid
@128 65 6F 2f 78 2d 6d 6e 67 2c 69 6d 61 67 65 2 7@ eo/x-mng ,image/p
~

o it Hypertext Transfer Protocol (http), 476 bytes

|| Packets: 483 - Displayed: 483 (100.0%)

|| Profile: Default

Performing our first capture in Wireshark

Starting a capture with Wireshark is a simple endeavor. The gif below will show the steps.

Steps To Start A Capture
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M The Wireshark Network Analyzer - ] >

File Edit View Go Capture Analyze Statistics Telephony Wireless  Tools  Help

4 = (] RE ] = =

|
3

— _— =
[ |—::-5:5:5."'.e-' <Crl-/= ']+
Welcome to Wireshark

Capture

.using this filter: | |E-' ter a capture filter 7 ] Allinterfaces shown ¥
Local Area Connection™ 9
Bluetooth Metwork Connection
VMware Network Adapter VMnetd MW A A
Wi-Fi A b M A A - et
Local Area Connection™ 8
Local Area Connection™ 10
Local Area Connection™ 2
VMware Network Adapter ViMinet]
Local Area Connection™ 1
Adapter for loopback traffic capture AL MMM M
Ethernet 2
Local Area Connection

®  USBPcapl

Learn

User's Guide * Wiki * Questions and Answers * Mailing Lists

¥ou are running Wireshark 3.4.2 {v3.4.2-0-ga889cf1b lbfgi. You receive automatic uEahes.

< Ready toload or capture Mo Packets Profile: Default

Keep in mind, any time we change the capture options, Wireshark will restart the trace.
Much like TCPDump, Wireshark has capture and display filter options that can be used.

The Basics

The Toolbar

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
4 = o D BB ]! « =

&

[

I
2

= =E| a & a FE

(n[Apply a display filter ... <Ctrl-/>

Wireshark's Toolbar is a central point to manage the many features Wireshark includes.
From here, we can start and stop captures, change interfaces, open and save .pcap files
and apply different filters or analysis add-ins.

How to Save a Capture

Let's say we need to capture what we have in our window currently for troubleshooting later.
Saving a capture is super simple:
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Select File - save
OR

From the toolbar, select the file option and choose where to save the file and in what
format.

Be aware that Wireshark can save captures into multiple formats. Choose the one needed
for the scenario, but we will use the .pcap format for now.

Pre-capture and Post-capture Processing and Filtering

While capturing traffic with Wireshark, we have several options regarding how and when we
filter out traffic. This is accomplished utilizing Capture and Display filters. The Former
initiated before the capture starts and the latter during or after capture is complete. While
Wireshark has a bunch of useful baked-in functionality, it is worth mentioning that it has a bit
of trouble handling large captures. The more packets captured, the longer it will take
Wireshark to run the display or analysis filter against it. It can take from just a couple of
seconds to a few minutes if it completes at all. If we are working with a large pcap file, it may
be best to break it up into smaller chunks first.

Capture Filters

Capture Filters- are entered before the capture is started. These use BPF syntax like
host 214.15.2.30 much in the same fashion as TCPDump. We have fewer filter options
this way, and a capture filter will drop all other traffic not explicitly meeting the criteria set.
This is a great way to trim down the data you write to disk when troubleshooting a
connection, such as capturing the conversations between two hosts.

Here is a table of common and helpful capture filters with a description of each:

Capture Filters Result
host x.x.x.x Capture only traffic pertaining to a certain host
net x.x.x.x/24 Capture traffic to or from a specific network (using slash notation

to specify the mask)

src/dst net x.x.x.x/24  Using src or dst net will only capture traffic sourcing from the
specified network or destined to the target network

port # will filter out all traffic except the port you specify
not port # will capture everything except the port specified
port # and # AND will concatenate your specified ports
portrange x-x portrange will grab traffic from all ports within the range only

ip / ether / tcp These filters will only grab traffic from specified protocol headers.
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Capture Filters Result

broadcast / Grabs a specific type of traffic. one to one, one to many, or one to

multicast / unicast all.

Applying a Capture Filter

Before we apply a capture filter, let us take a look at the built-in filters. To do so:
Click on the capture radial at the top of the Wireshark window — then select capture filters

from the drop-down.

Filter List

Wireshark - Capture Filters

Filter Name
Ethernet address 00:00:5e:00:53:00
Ethernet type 0x0806 (ARP)
No Broadcast and no Multicast
No ARP
IPv4 only
IPv4 address 192.0.2.1
IPv6 only
IPv6 address 2001:db8::1
TCP only
UDP only
Non-DNS
TCP or UDP port 80 (HTTP)
HTTP TCP port (80)
No ARP and no DNS

v | Filter Expression

ether host 00:00:5e:00:53:00
ether proto 0x0806

not broadcast and not multicast
not arp

ip

host 192.0.2.1

ip6

host 2001:db8::1

tcp

udp

not port 53

port 80

tcp port http

not arp and port not 53
Non-HTTP and non-SMTP to/from www.wireshark.org not port 80 and not port 25 and host www.wireshark.org

From here, we can modify the existing filters or add our own.

To apply the filter to a capture, we will:

Click on the capture radial at the top of the Wireshark window — then select Options from
the drop-down — in the new window select the drop-down for Capture filter for selected
interfaces or type in the filter we wish to use. below the red arrow in the picture
below

Applying A Capture Filter
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Wireshark - Capture Options

Input  Output Options

—
=
C
=
=
5}

| Link-layer Header | Promisci| Snaplen (B) | Buffer (MB) | Mon
> Wi-Fi: en0 Ethernet v default
> awdI0 Ethernet default
> w0 Ethernet default
> utunO BSD loopback default
Ethernet default
BSD loopback default
BSD loopback default
Ethernet default
Ethernet default
Ethernet default

Interface

ap1

> utun1

> Loopback: 100
Thunderbolt Bridge: bridge0
Thunderbolt 0: en1
Thunderbolt 0: en2

LSEE S AL SRC S ACSAE SACSAES
NNNNMRODNMNMNONN

—

v Enable promiscuous mode on all interf 3 Manage Interfaces...

Capture filter for selected interfaces: |l | tcp Compile BPFs

Start

Display Filters

Display Filters- are used while the capture is running and after the capture has stopped.
Display filters are proprietary to Wireshark, which offers many different options for almost
any protocol.

Here is a table of common and helpful display filters with a description of each:

Display Filters  Result

ip.addr == x.x.x.x  Capture only traffic pertaining to a certain host. This is an OR

statement.
ip.addr == Capture traffic pertaining to a specific network. This is an OR
X.X.X.X/24 statement.
ip.src/dst == Capture traffic to or from a specific host

X.X.X.X

dns/tcp /ftp/ filter traffic by a specific protocol. There are many more options.
arp/ip
tcp.port == x filter by a specific tcp port.
tcp.port / udp.port  will capture everything except the port specified

1= x

and/ or/ not AND will concatenate, OR will find either of two options, NOT will
exclude your input option.

Keep in mind, while utilizing Display filters traffic is processed to show only what is requested
but the rest of the capture file will not be overwritten. Applying Display filters and analysis
options will cause Wireshark to reprocess the pcap data in order to apply.
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Applying a Display Filter

Applying a display filter is even easier than a capture filter. From the main Wireshark capture
window, all we need to do is:

select the bookmark in the Toolbar — , then select an option from the drop-down.
Alternatively, place the cursor in the text radial — and type in the filter we wish to use. If the
field turns green, the filter is correct. Just like in the image below.

Applying Display Filters

Wi-Fi: en0
EDER EE Q& & H
| Destination | Protocol | Length | Info
2 1.028685 »159.134.234 192.168.86.211 TLSv1.2 346 Application Data
3 1.828855 .168.86.211 .159.134.234 TCP 49678 - 443 [ACK] Seq-
4 2.154955 162.159.134.234 192.168.86.211 TLSv1.2 197 Application Data
5 2.15511@ 192.168.86.211 162.159.134.234 TCP 54 49678 - 443 [ACK] Segqs
7 2.256483 162.159.134.234 192.168.86.211 TLSv1.2 159 Application Data
8 2.256642 192.168.86.211 162.159.134.234 TCP 54 49678 - 443 [ACK] Seg-s
18 2.564528 162.159.134.234 192.168.86.211 TLSv1.2 220 Application Data
11 2.564606 192.168.86.211 162.159.134.234 TCP 54 49678 - 443 [ACK] Segs
12 2.658272 162.159.134.234 192.168.86.211 TLSv1.2 96 Application Data
13 2.658436 192.168.86.211 162.159.134.234 TCP 54 49678 - 443 [ACK] Seqs
16 4.9208855 162.159.134.234 192.168.86.211 TLSv1.2 159 Application Data
17 4.920220 192.168.86.211 162.159.134.234 TCP 54 49678 - 443 [ACK] Segs
21 9.834132 162.159.134.234 192.168.86.211 TLSv1.2 266 Application Data
22 9.834144 162.159.134.234 192.168.86.211 TLSv1.2 108 Application Data
23 9.834305 192.168.86.211 162.159.134.234 TCP 54 49678 - 443 [ACK] Segqs

When using capture and display filters, keep in mind that what we specify is taken in a literal
sense. For example, filtering for port 80 trafficis not the same as filtering for HTTP. Think of
ports and protocols more like guidelines instead of rigid rules. Ports can be bound and used
for different purposes other than what they were originally intended. For example, filtering for
HTTP will look for key markers that the protocol uses, such as GET/POST requests, and
show results from them. Filtering for port 80 will show anything sent or received over that
port regardless of the transport protocol.

In the next section, we will work with some of the more advanced features of Wireshark.

Familiarity With Wireshark

This lab aims to give Wireshark a basic familiarity and utilize its graphical interface to
perform traffic captures. We will spend time using capture and display filters and getting
used to the different outputs shown by the tool.

A user has brought their laptop to the helpdesk complaining of unusually long load times
when they try to surf the web. They said it is almost as if the network is bogged down and
the computer is making many different connections. We have been tasked with validating the
pc is functioning correctly. To do so, we connect it to the network and start a packet capture
while surfing the web. Analyze what can be seen in the output to determine if something is
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amiss. We only care about the laptop in question at this time, so filter out any traffic not
destined to or sourcing from it.

If you wish to take a more exploratory approach to this lab, | have posted the overall tasks to
accomplish. For a more detailed walkthrough of how to complete each step, look below each
task in the solution bubble.

Tasks

Task #1

Validate Wireshark is installed, then open Wireshark and familiarize yourself
with the GUI windows and toolbars.

Take a minute and explore the Wireshark GUI. Ensure we know what options reside under
which tabs in the command menus. Please pay special attention to the Capture tab and what
resides within it.

Task #2

Select an interface to run a capture on and create a capture filter to show
only traffic to and from your host 'IP.

Choose your active interface (ethO, or your Wifi card) to capture from.
Click to show answer

From your home screen, select the interface you would like to capture on from the drop-
down menu. You could also click on the Capture tab — options — interface — then select
the appropriate interface.

Task #3

Create a capture filter.

Next, we want to create a capture filter to only show us traffic sourcing from or destined to
our IP address and apply it.

Click to show answer
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To do so, from the home screen, select capture options and type the filter host X.X.X.X (or
the IP on your interface)

Once your capture filter is correct, select Start.

Task #4

Navigate to a webpage to generate some traffic.

Open a web browser and navigate to pepsi.com. Repeat this step for hitp://apache.org.
While the page is loading, switch back to the Wireshark window. We should see traffic
flowing through our capture window. Once the page has loaded, stop the capture by clicking
on the red square labeled Stop in the action bar.

Task #5

Use the capture results to answer the following questions.

Are multiple sessions being established between the machine and the webserver? How can
you tell?

What application-level protocols are displayed in the results?
Can we discern anything in clear text? What was it?
Click to show answer

When visiting pepsi.com and http://apache.org you would have gotten several different
streams and many different protocols. DNS to request the records for the pages, HTTP for
the apache.org site, HTTPS for Pepsi.com, along with any other traffic happening in your
network segment at the time.

If you noticed a difference between the traffic, you are on the right track. If you look at the
output from apache.org it will be in plain text. This happens because HTTP is not encrypted.
Looking at HTTPS traffic will be much different, however.

Don't stop here. Take some time to familiarize ourselves with the output Wireshark provides
and how we can transform our view. We can also utilize the sample PCAP files found at
https://wiki.wireshark.org/SampleCaptures to analyze different protocols and even things like

ICS SCADA traffic and viruses. If you are connected to the Academy network to perform this
lab, take some time to capture traffic on the interface provided. Some interesting network
traffic can be found if one looks hard enough.
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Summary

By the end of this lab, we should be familiar with Wireshark and how the GUI looks and
operates. We have familiarized ourselves with the command bar and action bar and what
resides within each respective tab. One should understand how to select an interface to
capture with and successfully start a capture with a filter applied. Experiment with a few
filters of your own design to see what different combinations can be used and how it shapes
the results.

Wireshark Advanced Usage

In this section, we will cover some advanced usage with Wireshark. The project developers
have included many different capabilities ranging from tracking TCP conversations to
cracking wireless credentials. The inclusion of many different plugins makes Wireshark one
of the best traffic analysis tools.

Plugins

The analyze and statistics radials provide a plethora of plugins to run against the capture. In
this section, we will work through a couple of them. We would cover all of which Wireshark
offers, but sadly, it is simply not achievable in an introductory module. | urge everyone to
experiment and play as we go through this journey.

The Statistics and Analyze Tabs

The Statistics and Analyze tabs can provide us with great insight into the data we are
examining. From these points, we can utilize many of the baked-in plugins Wireshark has to
offer.

The plugins here can give us detailed reports about the network traffic being utilized. It can
show us everything from the top talkers in our environment to specific conversations and
even breakdown by IP and protocol.

Statistics Tab
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| A
- Pl
Topic / tem Count Average MinVsl MaxVal Rote(ms) Percent BurstRate BurstStart
[ | Aladdresses 8 00232 100% 02200 0687 Ethemet-8 | [Pvé-12 I TGP UDP'3 |
74125138188 2 00006 241% 00200 1249 nfo Address A Address B Packets Bytes Packets A~ B BytesA—B PacketsB—A Bytes8 —A RelStart Duration Bits/sA—B Bits/sB~A |
548216119 11 Q0031 1325% 0080 1221 o5 Standard query | 1414093792 c4diedas00c5 ERE 1 164 2 218 0000000 01515 8661 1k
s21m221 2 00005 241 00200 2797 56 Standard query |1B69089568c EAEIAAS 1o 1 214 0 00303780 00000 - —
aasme 2 00061 2657% 02200 068 icati 1869:0895F90 AR 1o 1 214 0 00303760 00000 — —
255.255.255.255 2 00006 241% 00200 0304 [p¢ Application D3
e8.86.4 y y y ‘ 164 52950 > nvme-d |3c8d:20:e0f31a cd9diedia500:c5 6 764 2 328 4 436 1584612 01144 2k 30k
102.168.8645 6 00017  723% 00400 1585
135 Standard query | c49dediaS0cS ccfé! 1:1dB4if 6 18 3 12k 2 5695 0686832 28926 34k 15K
Is21688044 3 00008 361% 00300 1864 icati CAdiedisS00C 107 2es 18370 EE" 218 1 164 1233557 00518 EEN 25K
1021688641 1 00003 120% 00100 0304 [o4 AppLication DY
4 164 nume-disc(so0g | c4SciedaS00CS :f8620:9c15 3 218 1 164 1863933 00578 30k 2%
e Qo S om0 54 52049 ~ 3208 | | cASGiecisS00CS 1072en 2549 e EE 2 218 1 164 1864437 | 00894 19k 12k
1921688633 1 00003 120% 00100 0304 ft 52050 > '“""e':
1921688622 3 00008  361% 00300 1864 I 2o s et
1021688621 3 00008  361% 00300 123 e 5295"‘; rmey
192168861 26 00073 3133% 01200 1548 o4 nume-disc(a00q
l64 nume-disc(seog
54 52053 > nme-d
54 52954 = nme-d
85 Standard query [] Name resolution O Limit to display filter O Absolute start time Conversation Types™
86 Standard query
/27 Standard query| Copy | [Follow Stream..| | Graph Close Help
I 800 1o Ccandard querysemwmsmmmesssrms e :
= Eoe CGose | 118 Standard query response Bxbaf5 PTR 21.86.168.192. in-addr.arpa PTR nest-wifi-point.lan
85 Standard query response ©x30c5 No such name PTR 1.86.168.192.in-addr.arpa
74 2071-01-26 22:42:.. 192.168.86.1 L 7 T —————— O x peone
75 2021-01-26 22:42:.. 192.168.86.1 domain d ireshark Protocol Hierarchy Stafistics - Wit 9. compute-1.amazonaws .com
76 2021-01-26 22:42:.. desktop-vidsilp.lan cap 5
77 2021-01-26 22:421.. 52.111.229.11 https df |Protocel Percent Packets Packets Percent Bytes Bytes Bits/s End Packets End Bytes End Bits/s
78 2621-01-26 22:42:.. desktop-viésiip.lan 5005 19 | v Frame 1000 & 1000 20872 466 0 0 o
79 2601-01-26 22:42:.. desktop-vidSlip.lan 50065 1 v Ethemet 1000 8 56 162 2597 0 0 0
80 2021-01-26 22:42:.. desktop-vidsilp.lan 50065 1t ~ Internet Protacol Version 4 1000 & 80 1660 3710 0 0 o
81 2621-01-26 22:42:.. 192.168.86.1 domain d ¥ User Datagram Protocol 17 2% 1 24 500 0 0 0 ik
52 2021-01-26 22425, 192.165.86.1 doain d Domain Name System 313 2% 4 1554 3473 26 554 3473
83 2621-01-26 22:42:.. 192.168.86.1 domain d Data 24 2 16 w7 2 44 768 t.1an
~ Transmission Control Protocol 663 55 762 15904 35 37 sk
< Transport Layer Security 205 i 651 13583 306 17 13583 20k >
Frame 1: 164 bytes on wire (1312 bits), 164 bytes capture Data 2 1 00 oz 1 z
Ethernet II, Src: Microsof_a5:00:c5 (c4:9d:ed:a5:00:c5),
Internet Protocol Version 4, Src: 192.168.86.39 (192.168.
Transmission Control Protocol, Src Port: 5251 (52951), D:
G000 14 1 4c 09 37 92 c4 90 ed a5 00 C5 08 00 45 60 -
80 95 5d c6 40 00 80 06 Ee FF cO a8 56 27 <O a8
56 24 ce d7 1f 49 43 69 d7 1 4c 22 35 be 50 18 VS| nodsply e
@1 fe 5F 76 00 00 17 03 03 00 69 B8 bf 3 82 94 -~
71 e3 db cc 47 10 96 55 92 95 0a 27 %0 94 20 25 - o - en
47 ce d6 b1 ed b8 a6 69 d3 eb 58 1b G@ 3c Bl a1l G

Analyze

From the Analyze tab, we can utilize plugins that allow us to do things such as following TCP
streams, filter on conversation types, prepare new packet filters and examine the expert info
Wireshark generates about the traffic. Below are a few examples of how to use these
plugins.

Analyze Tab
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ME Statistics Telephony Wireless Tools

Display Filters...
Display Filter Macros...
Display Filter Expression...

—_
(1 =

LN 0]

Apply as Filter

Prepare a Filter

Conversation Filter

Enabled Protocols... Ctrl+Shift+E
Decode As...

Reload Lua Plugins Ctrl+Shift+L
SCTP b
Follow b

v v W

Il = & = = «&& & =~ .~

LS WS WS ¥ -
L] [

Expert Information

Following TCP Streams

Wireshark can stitch TCP packets back together to recreate the entire stream in a readable
format. This ability also allows us to pull data ( images, files, etc. )out of the capture.
This works for almost any protocol that utilizes TCP as a transport mechanism.

To utilize this feature:

right-click on a packet from the stream we wish to recreate.
select follow — TCP

this will open a new window with the stream stitched back together.
From here, we can see the entire conversation.

Follow A Stream Via GUI
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*

Hetho Vo R
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
4 = e O R E & « » £ 5 & Q q a =
[Abply a display filter ... <Ctr
o, Time Source Destination Protocol _Lengtt Info —
372.075124089  192.168.159.128 128.136.252.75 ToP 5445084 - 443 [ACK] Seq=514 AcK=2921 Win=62780 Len=o
382,075180889  126.136.252.75 192.168.159.128 TLSv1.2 1514 Certificate [TCP segment of a reassembled PDU]
392.075236688  192.168.159.128 128.136.252.75 Tcp 5445084 — 443 [ACK] Seq=514 Ack=4381 Win=61320 Len=o
402.075296388  128.136.252.75 192.168.159.128 TLSvi.2  73Server Key Exchange, Server Hello Done
412.075336688  192.168.159.128 128.136.252.75 Tcp 5445084 ~ 443 [ACK] Seq=514 Ack=4400 Win=61320 Len=p
422.088688050  192.168.159.128 128.136.252.75 TLSvi.2  180Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
432.089171749  128.136.252.75 192.168.159.128 Tcp 60443 ~ 45084 [ACK] Seq=4406 Ack=640 Win=64240 Len=g
442.091832741  192.168.159.128 192.168.159.2 oNs 77 Standard query 6x2444 A ocsp.digicert.con
452,117518867  128.136.252.75 192.168.159.128 TLSv1.2 296 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
462,117574167  192.168.159.128 128.136.252.75 cp 5445084 - 443 [ACK] Seq=640 Ack=4642 Win=62780 Len=o
472121171257  192.168.159.2 192.168.159.128 oNS 125 Standard query response 8x2444 A ocsp.digicert.com CNAME cs9.wac.phicdn.net A 72.21,91.29
482122315754 192.168.159.128 72.21.91.29 Tcp 7451696 —~ 80 [SYN] Seq=® Win=64240 Len=0 MSS=1460 SACK PERM=1 TSval=247263667 TSecr=e WS=128
492.143878093  72.21.91.29 192.168.159.128 Tcp 6080 ~ 51696 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 MS5=1460
502.144170592  192.168.159.128 72.21.91.29 Tcp 5451606 — 80 [ACK] Seq=1 Ack=1 Win=64240 Len=0
512.148263981  192.168.159.128 72.21.91.29 ocse 425 Ryguest
522.149391977  72.21.91.29 192.168.159.128 Tcp 6080 — 51696 [ACK] Seq=1 Ack=372 Win=64240 Len=o
532,287330884  72.21.91.29 192.168.159.128 ocse 819 Response
542,287374284  192.168.159.128 72.21.91.29 Tep 5451696 . 80 [ACK] Seq=372 ACK=766 Win=63495 Len=e

Frame 51: 425 bytes on wire  bits), 425 bytes captured (3460 bits) on interf:

>

» 8 g

» Internet Protocol Version 4, Src: 192.168.159.128, Dst: 72.21.91.29
»

»

Hypertext Transfer Protocol
» Online Certificate Status Protocol

00 50 56 £7 fc 70 00 6c 29 38 b3 d0 08 60 45 00 PV p - )8 E
1 9b 50 6d 40 00 40 06 8 94 CO a8 Of 80 48 15 - -In@-@ H
5b 1d o f0 00 50 6a 27 3f b4 4b 4e 1f 45 50 [P 2oKN.EP
fa fo fb f4 00 00 50 4f 53 54 20 2f 20 48 54 54 PO ST / HTT

50 2f 31 2¢ 31 0d 0a 48 6f 73 74 3 20 6f 63 73 P/1.1.-H 0SL: 0CS
76 2e 64 69 67 69 63 65 72 74 2e 63 6f 6d 6d 0a p.digice rt.com

5573 65 72 2 41 67 65 6 74 3a 20 4d 6f 7a 69 User-Age nt: Mozi
6c 6c 61 2f 35 2e 30 20 28 58 31 31 3b 20 4c 69 1la/5.0 (xi1; Li
6e 75 78 20 76 38 36 5T 36 34 3b 20 72 76 3a 37  nux x86_ 64; rvi7
38 2e 30 29 20 47 65 63 6b 6T 2f 32 30 31 30 30 8.0) Gec ko/20100
3130 31 20 46 69 72 65 66 6f 78 2f 37 38 2e 30 101 Fire fox/78.0
6d 0a 41 63 63 65 70 74 3a 20 2a 2f 2a 0d 0a 41 - ACCept : */*- A
63 63 65 70 74 2d 4c 61 6 67 75 61 67 65 3a 20 ccept-La nguage:

65 6e 2d 55 53 2c 65 6e 3b 71 3d 30 2¢ 35 0d Ga  en-US,en ;4=0.5

4163 63 65 70 74 2d 45 Ge 63 6f 64 69 6e 67 3a  Accept-E ncoding:
20 67 7a 69 70 2c 20 64 65 66 6c 61 74 65 0d 0a  gzip, d eflate

43 6f 6e 74 65 6e 74 2d 54 79 76 65 3a 20 61 70 Content- Type: ap
70 6c 69 63 61 74 69 6f 6e 2f 6f 63 73 70 2d 72 plicatio n/ocsp-r
65 71 75 65 73 74 0d 0a 43 Gf 6e 74 65 6e 74 2d  equest.. Content-
4c 65 6e 67 74 68 32 20 38 33 6d 0a 43 6f Ge 6e  Length: 83--Conn

5 7 wireshark_eth0_20210209210759 xfAmkS.pcapng Packets: 10788 - Displayed: 10788 (100.0%) - Dropped: 0 (0.0%) Profile: Defaull

Alternatively, we can utilize the filter tcp.stream eq # to find and track conversations
captured in the pcap file.

Filter For A Specific TCP Stream

[ [tep.stream eq 0 [X] v] +
No. Time Source Destination Protocol ~ Length Info f—
1 0.000000 10.100.18.5 10.100.16.1 TCP 62 3756 » 23 [ Seq=0 Win=65535 Len=0 MSS=1460 SACK_PERM=1
2 0.001244 10.100.16.1 10.100.18.5 TCP 60 23 » BR[!YNSGHFO Ack=1 Win=8192 Len=0 MS5=1460
3 0.001263 10.100.18.5 TCP 54 3756 » 23 [ACK] Seq=1 Ack=1 Win=65535 Len=0
4 0.003143 10.100.16.1 TELNET 60 Telnet Data ...
5 0.003201 10.100.18.5 TELNET 57 Telnet Data ...
6 0.004161 10.100.16.1 TELNET 60 Telnet Data ...
7 ©.150539 10.100.18.5 TCP 54 3756 -+ 23 [ACK] Seq=4 Ack=6 Win=65530 Len=0
8 0.151553 10.100.16.1 TELNET 64 Telnet Data ...
9 0.351722 10.100.18.5 TCP 54 3756 =+ 23 [ACK] Seq=4 Ack=16 Win=65520 Len=0
10 1.285806 10.100.18.5 TELNET 55 Telnet Data ...
11 1.287056 10.100.16.1 TCP 60 23 » 3756 [ACK] Seq=16 Ack=5 Win=8192 Len=0 v

Notice that the first three packets in the image above have a full TCP handshake. Following
those packets, we can see the stream transferring data. We have cleared anything not
related out of view by utilizing the filter, and we now can see the conversation in order.

Extracting Data and Files From a Capture

Wireshark can recover many different types of data from streams. It requires you to have
captured the entire conversation. Otherwise, this ability will fail to put an incomplete
datagram back together.

If we want a more in-depth understanding of how this capability works, check out the
Networking 101 Module or research TCP/IP fragmentation.

To extract files from a stream:

stop your capture.

Select the File radial — Export — , then select the protocol format to extract from.
(DICOM, HTTP, SMB, etc.)
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Extract Files From The GUI

b4 v O @
File[lEdit View Go Capture Analyze Statistics Telephony Wireless Tools Help
a’n e B E ] @ ® T & Q@ a a E
|nttp e+
lo. Time Source Protoco\ Lengtt Info 2

40.013669 . 10.1.1.1 530 GET / HTTP/1.1 o
60.032280 . 11101 489 HTTP/1.1 200 OK (text/html)

16 0.649949 . .225.11. 487 POST /scripts/cns/xcns.asp HTTP/1.1 (application/vnd.xacp)

2 s el

Vious seg ot_captur -
311,283985 3 o G20 GET L/ Websqan/index LML RITP/L 1
381.292367 d LA, 275HTTP/1.1 200 OK (text/html)
481.403683 7 A 651 GET /Websidan/inages/bg2.jpg HTTP/1.1 ||
654 GET /Websidan/inages/sydney. jpg HTTP/1.1
1320 HTTP/1.1 200 0K (JPEG JFIF image) —
624 HTTP/1.1 200 OK (JPEG JFIF image)
1211 GET /s1te=126885/bnum=op: ins=1/ HTTP/1.1
1211 GET /site=126885/bnui HTTP/1.1 .
861.502407 .225. 1211 GET /site=126885/bnun=opera3/bins=1/0pid=10032112/ver=711/dst=Win 700 HTTP/1.1
5099 / HTTP/1.1

1. i 1c
1282.580536 16.1.1.101 +225.6. 960127709/ MnuM=0000162763/ genr=1/10gs=6/ndtn: HTTP/1.
1225 Ramsa a1 Tm a0 298 n & urTo T5R7 AET /o1 +a-nnART 27700 /mnim-AAARTRITAR /nanr—1 /1nno-A /mrtm10777IRAA /hine—t HTTD/A 1

ot G G L o o (7 Uiy, G0 1y eyl (€ ki)

Ethernet I1, Src: Kye 20:6c:df (00:c0:df:20:6c:df), Dst: SMCNetwo 22:5a:03 (00:04:€2:

Enternet Protocel Vorsion 4 ar: 6 odis, bots 4.0 100

Transmission Control Protocol, Src POrt: B, DSt Port: 3190, Seq: 8761, Ack: 601, Len: 570

17 Renssembled TCP Segnents (9330 bytes): #55(1460, #03(1960), 465(1460), 67 (1460), #63(1460), #70(1450), #72(570)]

Hypertext Transfer Protocol

» HTTP/1.1 200 OK\F\n

Date: Sat, 20 Nov 2004 19:21:67 GMT\r\n

Server: Apache/2.0.40 (Red Hat Linux)\r\n

Last-Modified: Tue, 16 Jan 2001 05:00:00 GHT\r\n

ETag: "46a51-2355-d5a3f400"\r\n

Accept-Ranges: bytes\rin

Content-Length: 9045\r\n

connection: close\r\n

Content-Type: image/jpeg\rin

X-Pad: avoid browser bug\rin

\rin

:52:03)

Fr——

[HTTP response 1/1]
[Tins since request; 0.619586000 seconds)
[Request in frame: 501 ]
0 04 e2 22 5a 03 60 cO df 20 6c df 08 00 45 00
Se 0a 01 01 01 6a 01
61 65 00 50 oc 76 37 ea 15 84 34 a7 0b 8a 50 19
19 c8 eb 50 00 G0 3d b2 d5 01 21 54 4d €9 88 a9
82 1 2a a0 8a 1b 70 b9 41 41 75 31 ba ee 2b de
58 C5 04 of 89 64 73 67 03 14 d2 7a 41 bb c9 €6
18 56 ab 5 32 65 d6 0d bl 11 77 73 63 cd aa ab
6 4d bo 14 ec 17 44 20 55 6f 57 11 10 3¢ 8b cd

&
8

8
3
s
13
=

c
a4 5c 75 d2 54 8e 98 f8 2d 79 73 b8 98 2f 50 1b
7 b9 46 db e 25 52 61 a9 af 27 ee 10 ac 52 84
b7 16 ba 6b 51 c8 32 bb 82 e5 45 3d el 8d 50 9d
b2 dc 4b 65 4c 5c 79 e 3f 31 al 07 a7 6 04 1c
63 4e d8 5 a3 le 41 of e2 04 16 23 43 3f O 50
53 0d f7 65 2a 92 7c 5¢ 50 €5 3c 00 42 fb 44 69

-
5
8
5
2

2153 59 €5 9c 2 09 ch 57 d4 45 cB 25 b7 89 e3
10 ccc5 88 b3 71 5b af ac 10 40 72 3c fd 8 ae db

Frame (624 bytes) ~ Reassembled TCP (9330 bytes)
~_http_with_jpegs.cap Packets; 483 - Displayed: 38 (7.9%)

Another exciting way to grab data out of the pcap file comes from FTP. The File Transfer
Protocol moves data between a server and host to pull it out of the raw bytes and
reconstruct the file. (image, text documents, etc.)

FTP utilizes TCP as its transport protocol and uses ports 20 & 21 to function. TCP port 20
is used to transfer data between the server and host, while port 21 is used as the FTP
control port. Any commands such as login, listing files, and issuing download or uploads
happen over this port. To do so, we need to look at the different FTP display filters in
Wireshark. A complete list of these can be found here
For now, we will look at three:

ftp - Will display anything about the FTP protocol.
We can utilize this to get a feel for what hosts/servers are transferring data over
FTP.

FTP Disector
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F] anonymous

o B} S FTP 82 Request: USER anonymous

.420682061 0 o 172.16.146.1 FTP 142 Response: 220 Welcome to the PowerBroker FTP serwvice. Grab or leave juicy info here.
24 27.420811803 172. .2 172.16.146.1 FTP 142 Response: 228 Welcome to the PowerBroker FTP service. Grab or leave juicy info here
27 27.420992759 172. .2 172.16.146.1 FTP 100 Response: 331 Please specify the password.
2B 27.421150788 172, oA 172.16.146.1 FTP 100 Response: 331 Please specify the password.
30 27.422248573 172. -al 172.16.146.2 FTP 92 Request: PASS cfnetwork@apple.com
33 27.422248635 172. -al 172.16.146.2 FTP 92 Request: PASS cfnetwork@apple.com
35 27.425266909 172, oA 172.16.146.1 FTP 89 Response: 230 Login successful.
37 27.425046836 172. . & 172.16.146.1 FTP 89 Response: 238 Login successful.
38 27.426815790 172. -al, 172.16.146.2 FTP 72 Request: SYST
41 27.426815877 172, 5l 172.16.146.2 FTP 72 Request: SYST
43 27.427003253 172. . & 172.16.146.1 FTP 85 Response: 215 UNIX Type: L8
44 27.427034860 172. .2 172.16.146.1 FTP 85 Response: 215 UNIX Type: LB
47 27.428140272 172, 5l 172.16.146.2 FTP 71 Request: PWD
49 27.428148292 172. -l 172.16.146.2 FTP 71 Request: PWD
51 27.428312432 172. .2 172.16.146.1 FTP 100 Response: 257 is the current directory
52 27.428345537 172, A 172.16.146.1 FTP 100 Response: 257 "/" is the current directory
55 27.420456118 172. -l 172.16.146.2 FTP 74 Request: TYPE I
57 27.429456139 172. -al, 172.16.146.2 FTP 74 Request: TYPE I
59 27.429586828 172. .2 172.16.146.1 FTP 97 Response: 200 Switching to Binary mode.
60 27.420642528 172. .2 172.16.146.1 FTP 97 Response: 208 Switching to Binary mode.
63 27.430755408 172. -al, 172.16.146.2 FTP 73 Request: CWD /
65 27.430755428 172. -al 172.16.146.2 FTP 73 Request: CWD /
66 27.430894345 172, 2 172.16.146.1 FTP 1683 Response: 258 Directory successfully changed.
67 27.430965742 172. .2 172.16.146.1 FTP 103 Response: 258 Directory successfully changed
70 27.432072726 172. -al, 172.16.146.2 FTP 92 Request: PORT 172,16,146,1,194,99
72 27.432072745 172. -l 172.16.146.2 FTP 72 Request: PASV
73 27.432275691 172. .2 172.16.146.1 FTP 117 Response: 200 PORT command successful. Consider using PASV

Frame 18: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interface eth@, id @
Ethernet II, Src: 8a:66:5a:11:8d:64 (Ba:66:5a:11:8d:64), Dst: VMware 97:52:65 (00:0c:29:97:52:65)
Internet Protocol Version 4, Src: 172.16.146.1, Dst: 172.16.146.2

Transmission Control Protocol, Src Port: 49761, Dst Port: 21, Seq: 1, Ack: 1, Len: 16

File Transfer Protocol (FTP)

[Current working directory: ]

Oc 29 97 52 65 8a 66 OG5a 11 8d 64 08 00 45 02 ) Re T
44 00 00 00 0O 40 06 fe 8d ac 10 92 01 ac 10 o -
82 c2 61 00 15 @b 3e 8 70 52 86 8c le 80 18 OERT- TR
Qa bc e7 00 00 @1 61 08 @a 69 T3 59 cc 19 B¢

9c 55 53 45 52 20 61 6Ge 6f Ge 79 6d 6T 75 73 +-USER a
@a .

ftp.request.command - Will show any-commands sent across the ftp-control channel (
port 21)
We can look for information like usernames and passwords with this filter. It can
also show us filenames. for anything requested.

FTP-Request-Command Filter
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USER anonymous

.418740589 .16.146.1 2 ER anonymous
30 27.422248573 172.16.146.1 172. 2 : PASS cfnetworkflapple.com
33 27.422248635 172.16.146.1 172. 2 Request: PASS cfnetwork@apple.com
38 27.426815790 172.16.146.1 172. 2 FTP 72 Request: SYST
41 27.426815877 172.16.146.1 172, 2 FTP 72 Request: SYST
47 27.428149272 172.16.146.1 172. 2 FTP 71 Request: PWD
49 27.428149292 172.16.146.1 172. 2 FTP 71 Request: PWD
55 27.429456118 172.16.146.1 172. 2 FTP 74 Request: TYPE I
57 27.429456139 172.16.146.1 172, 2 FTP 74 Request: TYPE I
63 27.430755408 172.16.146.1 172. 2 FTP 73 Request: CWD /
65 27.430755428 172.16.146.1 172. 2 FTP 73 Request: CWD /
78 27.432072725 172.16.146.1 172. 2 FTP 92 Request: PORT 172,16,146,1,194,99
72 27.432072745 172.16.146.1 172, 2 FTP 72 Request: PASV
76 27.433216026 172.16.146.1 172. 2 FTP 72 Request: LIST
80 27.434387518 172.16.146.1 172. 2 FTP 72 Request: LIST
96 27.440607686 172.16.146.1 172. 2 FTP 82 Request: USER anonymous
102 27.445394693 172.16.146.1 172.16.146.2 FTP 92 Request: PASS cfnetwork@apple.com
106 27.452173732 172.16.146.1 172.16.146.2 FTP 72 Request: SYST
110 27.454089169 172.16.146.1 172.16.146.2 FTP 71 Request: PWD
114 27.456047994 172.16.146.1 172.16.146.2 FTP 74 Request: TYPE I
118 27.457313529 172.16.146.1 172.16.146.2 FTP 73 Request: CWD /
122 27.458512151 172.16.146.1 172.16.146.2 FTP 72 Request: PASV
125 27.459819180 172.16.146.1 172.16.146.2 FTP 72 Request: LIST
145 27.646844531 172.16.146.1 172.16.146.2 FTP 82 Request: USER anonymous
151 27.650392322 172.16.146.1 172.16.146.2 FTP 92 Request: PASS cfnetwork@apple.com
155 27.654571242 172.16.146.1 172.16.146.2 FTP 72 Request: SYST
150 27.655875950 172.16.146.1 172.16.146.2 FTP 71 Request: PWD
163 27.657158168 172.16.146.1 172.16.146.2 FTP 74 Request: TYPE I
457 N7 £ENATAANA 477 A& aas 4 a7n 4 aas n rn 2 Dnmann e oeun e

Frame 18: B2 bytes on wire (656 bits), 82 bytes captured (656 bits) on interface eth@, id @
Ethernet II, Src: 8a:66:5a:11:8d:64 (Ba:66:5a:11:8d:64), Dst: VMware 97:52:65 (00:0c:29:97:52:65)
Internet Protocol Version 4, Src: 172.16.146.1, Dst: 172.16.146.2
Transmission Control Protocol, Src Port: 49761, Dst Port: 21, Seq: 1, Ack: 1, Len: 16
File Transfer Protocol (FTP)
~ USER anonymoushrin
Request command: USER
Request arg: anonymous
[Current working directory: ]

(vwvw~

(000 @@ Oc 29 97 52 65 Ba 66 5a 11 8d 64 08 @@ 45 02 )'Re f
0ol0 80 44 90 80 00 00 40 06 fe Bd ac 10 92 @1 ac 10 D @

UOZ0 92 02 c2 61 00 15 @b 3e 8 7@ 52 86 8c le 80 18 a >
(O20 88 Ba bc e7 00 0O 81 @1 08 Ma 69 3 59 cc 19 Bc

0040 2b 9c 55 53 45 52 20 61 6Ge 6f 6e 79 6d GF 75 73  + USER a
o500 ed @a

ftp-data - Will show any data transferred over the data channel ( port 20 )
If we filter on a conversation and utilize ftp-data, we can capture anything sent
during the conversation. We can reconstruct anything transferred by placing the
raw data back into a new file.and naming it appropriately.

FTP-Data Filter
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. . . S = =
4 = em R RAIemEF IS FAQAQE
|
No. Time Source Destination Protocol Length  Info
85 27.435986082 172.16.146.2 172.16.146.1 FTP-DA.. 215 FTP Data: 149 bytes (PASV) (LIST)
130 27.462893749 172.16.146.2 172.16.146.1 FTP-DA.. 215 FTP Data: 149 bytes (PASV) (LIST)

181 27.663333916
241 37.909286312

172.16.146.2
172.16.146.2

172.16.146.1
172.16.146.1

. 46 bytes (PASV) (REIR secrets.txt)
138 FTP Data: 72 bytes (PASV) (RETR Shield-prototype-plans)

FTP-DA..

Frame 181: 112 bytes on wire (896 bits), 112 bytes captured (896 bits) on interface eth@®, id @
Ethernet II, Src: VMware 97:52:65 (00:0c:29:97:52:65), Dst: 8a:66:5a:11:8d:64 (8a:66:5a:11:8d:64)
Internet Protocol Version 4, Src: 172.16.146.2, Dst: 172.16.146.1
Transmission Control Protocol, Src Port: 53091, Dst Port: 49768, Seq: 1, Ack: 1, Len: 46
FTP Data (46 bytes data)
Setup frame: 173
[Setup method: PASV]
[Command: RETR secrets.ixt]
Command frame: 175
[Current working directory: /]
Line-based text data (1 lines)
The Winter Soldier's arm has a reset button..\n

4

8a 66 5a 11 8d 64 00 Oc
B0 62 Tc cf 40 00 40 86
92 01 cf 63 c2 68 0 b7
G1 fe 7c 79 @0 00 01 @1
18 c6 54 68 65 20 57 69
64 69 65 72 27 73 20 61
20 72 65 73 65 74 20 62

29 97 52 65 08 00 45 @a
41 98 ac 1@ 92 02 ac 10
ib bl 16 34 ba ec 80 18
08 9a 19 8c 2c 93 40 d9
Ge 74 65 72 20 53 6T 6c
72 60 20 68 61 73 20 61
75 74 74 6T Ge 2e Ze @a

fZ -d
bl-@-@
c-h
Iy
The Wi nter

dier's a rm has
reset b

Since FTP utilizes TCP as its transport mechanism, we can utilize the follow tcp stream
function we utilized earlier in the section to group any conversation we wish to explore. The
basic steps to dissect FTP data from a pcap are as follows:

Identify any FTP traffic using the ftp display filter.

Look at the command controls sent between the server and hosts to determine if
anything was transferred and who did so with the ftp.request.command filter.

Choose a file, then filter for ftp-data. Select a packet that corresponds with our file of
interest and follow the TCP stream that correlates to it.

Once done, Change " Show and save data as"to" Raw" and save the content as the
original file name.

Validate the extraction by checking the file type.

Packet Inception, Dissecting Network Traffic With
Wireshark

The purpose of this lab is to provide experience with dissecting traffic in Wireshark. We will
have the chance to pull objects out of previously captured network traffic along with pulling
data from live traffic.
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We have been provided with a packet capture file that contains data from an unencrypted
web session. There is an image embedded that needs to be used as evidence of improper
network usage. The Security manager thinks the user is sending messages hidden behind
the image. Using Wireshark, apply filters to locate and extract the evidence.

If you wish to take a more exploratory approach to this lab, | have posted the overall tasks to
accomplish. For a more detailed walkthrough of how to complete each step, look below each
task in the solution bubbile.

Tasks

Utilizing Wireshark-lab-2.zip in the optional resources, perform the lab to the best of your
ability.

Task #1

Open a pre-captured file (HTTP extraction)

In Wireshark, Select File — Open — , then browse to Wireshark-lab-2.pcap. Open the file.

Task #2
Filter the results.

Now that we have the pcap file open in Wireshark, we can see quite a lot of traffic within this
capture file. It has around 1171 packets total, and of those, less than 20 are HTTP packets
specifically. Take a minute to examine the pcap file, become familiar with the conversations
being had while thinking of the task to accomplish. Our goal is to extract potential images
embedded for evidence. Based on what has been asked of us, let's clear our view by filtering
for HTTP traffic only.

Apply a filter to include only HTTP (80/TCP) requests.
Click to show answer

Step one: Click inside the Display Filter toolbar at the top of your screen and type HTTP. If
correct, the bar will light up green.

Please note how this removes any additional TCP or IP datagrams from the window and
allows us to focus on communication solely with HTTP. From here, we can see several basic
HTTP datagrams containing the GET method and 200 OK responses. These are interesting
because we can now see that a client requested several files, and the server responded with
an OK. If we select one of the OK responses, we can follow that stream and see the data
transfer over TCP. Let's give this a shot.
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Task #3

Follow the stream and extract the item(s) found.

So now that we have established there is HTTP traffic in this capture file, let's try to grab
some of the items inside as requested. The first thing we need to do is follow the stream for
one of the file transfers. With our http filter still applied, look for one of the lines in which
the Web Server responds with a “200 OK” message which acts as an
acknowledgment/receipt to a users’ GET request. Now let's select that packet and follow the
TCP stream.

Click to show answer
Step one: Select a packet with 200 OK in the info field. Right-click the packet.

Step two : From the menu presented, select Follow — TCP Stream. This will open up a new
window with the entire TCP stream in it. It will also apply the display filter tcp.stream eq #.

Step three: Take a second to look at the data to ensure the file appears to be transferred.

Now that we validated the transfer happened, Wireshark can make it extremely easy to
extract files from HTTP traffic. We can check to see if an image file was pulled down by
looking for the JFIF format in the packets. The JPEG File Interchange Format JFIF will
alert us to the presence of any JPEG image files. We are looking for this format because it is
the most common file type for images alongside the png format. With that in mind, we will
likely see an image in this format for our investigation.

Check for the presence of JFIF files.in the HTTP traffic.
Click to show answer

Clear the display filter previously being used and apply http && image-jfif as a display
filter.

Apply the filter “http && image-fif’ to include only HTTP (80/TCP) packets along with a filter
to include only JPEG Files should pare down our results to just a few packets. 3 or so.

Now that we are sure image files were transferred between the suspicious host and the
server let's grab them out of the capture. To do this, we need to export the objects out of the
HTTP traffic.

Click to show answer

To export the images:
Select “File — Export Objects > HTTP — file.JPG.

This will tell Wireshark to pull the objects requested out of the HTTP traffic. We can save a
copy of the file locally.
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At this point, we should now have the image files that our security manager requested us to
capture if they existed. They can now examine the file to determine if any data was hidden
within it.

Live Capture and Analysis

In the scenario above, we practiced filtering on a pre-captured file. Now it's time to do some
live packet captures. We will connect to the academy lab and sniff traffic live from a host in
the network to complete this portion.

After we analyzed the pcap traffic, the Security Manager has come back and confirmed the
user was smuggling data out of the network via the images. He is requesting that we now
capture traffic to determine if anything else is going on from the user's host 172.16.10.2.
We will need to start a capture, categorize and filter the data, and extract anything significant
to the investigation.

Connectivity to Lab

Access to the lab environment to complete this part of the lab will be a bit different. We are
using XfreeRDP to provide us desktop access to the lab virtual machine to utilize Wireshark
from within the environment.

We will be connecting to the Academy lab like normal utilizing your own VM with a HTB
Academy VPN key or the Pwnbox built into the module section. You can start the FreeRDP
client on the Pwnbox by typing the following into your shell once the target spawns:

xfreerdp /v:<target IP> /u:htb-student /p:HTB @cademy stdnt!

You can find the target IP, Username, and Password needed below:

Click below in the Questions section to spawn the target host and obtain an IP address.
IP ==
Username == htb-student
Password == HTB_@cademy_stdnt!

Start a Wireshark Capture

We will be sniffing traffic from the host we logged into from our own VM or Pwnbox. Utilizing
interface ENS224 in Wireshark, let the capture run for a few minutes before stopping it. Our
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goal is to determine if anything is happening with the user's host and another machine on the
corporate or external networks.

Self Analysis

Before following these tasks below, take the time to step through our pcap traffic unguided.
Use the skills we have previously tested, such as following streams, analysis of
conversations, and other skills to determine what is going on. Keep these questions in mind
while performing analysis:

How many conversations can be seen?

Can we determine who the clients and servers are?

What protocols are being utilized?

Is anything of note happening? ( ports being misused, clear text traffic or credentials,
etc.)

In this lab, we are concerned with the hosts 172.16.10.2 and 172.16.10.20 while performing
the following steps. In our analysis, we should have noticed some web traffic between these
hosts and some FTP traffic. Let's dig a bit deeper.

FTP Analysis

When examining the traffic, we captured, was any traffic pertaining to FTP noticed?
Who was the server for that traffic?

Were we able to determine if an authenticated user was performing these actions, or were
they anonymous?

Filter the results
Now that we have seen some interesting traffic, let's try and grab the file off the wire.

Examine the FTP commands to determine what you need to inspect, and then extract the
files from ftp-data and reassemble it

Click to show answer

Identify any FTP traffic using the ftp display filter.

Look at the command controls sent between the server and hosts to determine if
anything was transferred and who did so with the ftp.request.command filter.

Choose a file, then filter for ftp-data. Select a packet that corresponds with our file of
interest and follow the TCP stream that correlates to it.

Once done, Change "Show and save data as" to "Raw" and save the content as the
original file name.

Validate the extraction by checking the file type.
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HTTP Analysis

We should have seen a bit of HTTP traffic as well. Was this the case for you?
If so, could we determine who the webserver is?
What application is running the webserver?

What were the most common method requests you saw?

Follow the stream and extract the item(s) found
Now attempt to follow the HTTP stream and determine if there is anything to extract.
Click to show answer

Apply the filter “http && image-jfif’ to include only HTTP (80/TCP) packets along with a filter
to include only JPEG File Interchange Formats (JPEG files).

Look for the line in which the Web Server responds with a “200 OK” message which acts as
an acknowledgment/receipt to a users’ GET request.

Select “File > Export Objects > HTTP > file.JPG

Summary

By the end of this lab, we should be able to open previously captured .pcap files, apply
display filters, follow streams, and extract items from the capture file. Experiment with ways
to capture new traffic and applying filters to find specific traffic. To check our understanding,
answer the questions below with the traffic you capture on your own.

Check your understanding:

» What filters or expressions did you use? Were they effective?

* How did these filters affect the traffic you could see within the capture?
* How can utilizing these features be beneficial to you and your mission?

* What filter would you use if you wanted to only see TCP traffic from the client?

Guided Lab: Traffic Analysis Workflow
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One of our fellow admins noticed a weird connection from Bob's host IP = 172.16.10.90
when analyzing the baseline captures we have been gathering. He asked us to check it out
and see what we think is happening.

Attempt to utilize the concepts from the Analysis Process sections to complete an analysis of
the guided-analysis.zip provided in the optional resources and live traffic from the academy
network. Once done, a guided answer key is included with the PCAP in the zip to check your
work.

Tasks:
Task #1

Connect to the live host for capture.

Connection Instructions:

Access to the lab environment to complete the following tasks will require the use of
XfreeRDP to provide GUI access to the virtual machine so we can utilize Wireshark from
within the environment.

We will be connecting to the Academy lab like normal utilizing your own VM with a HTB
Academy VPN key or the Pwnbox built into the module section. You can start the FreeRDP
client on the Pwnbox by typing the following into your shell once the target spawns:

xfreerdp /v:<target IP>, /ushtb-student /p:HTB @cademy stdnt!

You can find the target IP, Username, and Password needed below:

Click below in the Questions section to spawn the target host and obtain an IP address.
IP ==
Username == htb-student
Password == HTB_@cademy_stdnt!

Once connected, open Wireshark and begin capturing on interface ENS224.

Analysis

Follow this workflow template and examine the suspicious traffic. The goal is to determine
what is happening with the host in question.
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what is the issue?

a brief summary of the issue.

define our scope and the goal (what are we looking for? which time period?)
Scope: what are we looking for, where?

when the issue started:

supporting info: Files, data sources, anything helpful.

define our target(s) (net / host(s) / protocol)

Target hosts: Network or address of hosts.

capture network traffic / read from previously captured PCAP.

Perform actions as needed to analyze the traffic for signs of intrusion.
identification of required network traffic components (filtering)

once we have our traffic, filter out any traffic not necessary for this investigation to
include; any traffic that matches our common baseline, and keep anything relevant to
the scope of the investigation.

An understanding of captured network traffic

Once we have filtered out the noise, it's time to dig for our targets. Start broad and
close the circle around our scope.

note taking / mind mapping of the found results.
Annotating everything we do, see, or find throughout the investigation is crucial. Ensure
you are taking ample notes, including:
Timeframes we captured traffic during.
Suspicious hosts/ports within the network.
Conversations containing anything suspicious. ( to include timestamps, and packet
numbers, files, etc.)
summary of the analysis (what did we find?)
Finally, summarize what has been found, explaining the relevant details so that

superiors can decide to quarantine the affected hosts or perform a more critical incident
response mission.

Our analysis will affect decisions made, so it is essential to be as clear and concise as
possible.

Complete an attempt on your own first to examine and follow the workflow,
then look below for a guided walkthrough of the lab.

Click to show walkthrough

This task was best completed using the PCAP file provided for the lesson.
Following the steps in the workflow, we filled in the information and performed our analysis.

what is the issue?
Suspicious traffic coming from within the network.
define our scope and the goal (what are we looking for? which time period?)



target: traffic is originating from 10.129.43.4

when: within the last 48 hours. Capture traffic to determine if it is still happening.
supporting info: file: NTA-guided.pcap

define our target(s) (net / host(s) / protocol)

scope: 10.129.43.4 and anyone with a connection to it. Unknown protocol over port
4444.

capture network traffic

plug into a link with access to the 10.129.43.0/24 network to capture live traffic
attempting to see if anything is happening.

We have been given a PCAP with historical data that contains some of the suspect
traffic. We will examine this to analyze the issue.

identification of required network traffic components (filtering)

First, we will filter out anything that does not have a connection to 10.129.43.4, since
this is our primary suspicious target for the moment.

Conversations

[ | |a"<.:j: ply a display filter ...<38/> | +

No. | Time | Source | Destination | Protocol | sre.p | dest.p | Length | Info S
1l 9.000000 VWware_b9:93:48 Broadcast ARP 68 Who
2 @.088885 VMware_b9:6c:2c VMware _b9:93:48 ARP 42 18.
3 0.000215 18.129.43.29
4 0.000270 18.129.43.4 10.129.43.29 TCP 4444 506.. 66 444
5 0.eee415 10.129.43.29 10.129.43.4 TCP 506.. 4444 6@ 506
6 0.87@797 10.129.43.29 10.129.43.4 TCP 506.. 4444 175 586
7 @.a7e843 10.129.43.4 10.129.43.29 TCP 4444 50@6.. 54 444+
B 10.676486 18.129.43.4 10.129.43.29 TCP 4444 506.. 61 444
9 10.745086 18.129.43.29 10.129.43.4 TCP 506.. 4444 6@ 506
10 10.745121 18.129.43.29 10.129.43.4 TCP 506.. 4444 11@ 5ee
11 18.745135 10.129.43.4 10.129.43.29 TCP 4444 5@6.. 54 444,
12 15.202665 10.129.43.4 10.129.43.29 TCP 4444 5@6.. 63 444,
13 15.211515 10.129.43.29 10.129.43.4 TCP 506.. 4444 64 586
14 15.211538 18.129.43.4 10.129.43.29 TCP 4444 506.. 54 444
15 15.261797 18.129.43.29 10.129.43.4 TCP 506.. 4444 254 586
16 15.261833 10.129.43.4 10.129.43.29 TCP 4444 5@6.. 54 444,
17 15.261986 10.129.43.29 10.129.43.4 TCP 506.. 4444 841 506
18 15.261992 10.129.43.4 10.129.43.29 TCP 4444 5@6.. 54

21.5849805 10.129.43.4

Wireshark - Conversations - NTA_netcat.pcap

Ethernet-4 IPW-3 IPv6 TCP-1 UDP-2

Address A~ | Address B Packets Packets A + B Bytes A > B Packets B &+ A Rel Start Duration
10.129.0.1 10.129.43 .4 216 48.326022
10.129.43.4 10.129.43.29 2708 = 0.000215

10.129.43.4 239.255.255.250 0 46.323616

After checking out the conversations plugin pictured above, we can see there are only three
conversations captured in this pcap file, and they all pertain to our suspicious host. Next, we
will look at the protocol hierarchy plugin to see what our traffic is.

Protocol Statistics
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[ ] Wireshark - Protocol Hierarchy Statistics - NTA_netcat.pcap

Protacol ~ | Percent Packets | Packets | Percent Bytes | Bytes | Bitsfs | End Packets | End Bytes
v Frame 100.0 100.0 4445 0
v Ethernet 100.0 139 0
~ Internet Protocol Version 4 0
~ User Datagram Protocol v]
Simple Service Discovery Protocol 1
NAT Port Mapping Protocol 5 5 4
~ Transmission Control Protocol 17
Data 18
Address Resolution Protocol a4

We can see here that this PCAP is mostly TCP traffic, with a bit of UDP traffic. Since there is
less UDP than TCP traffic, let us look into that first.

Once we have filtered out the noise, it's time to dig for anything unusual. We are going
to filter out everything but "UDP traffic first.

UDP

| Destination | Protocol | sre.p | dest.p | Length | Info
1 @.eve8e0 VMware_b9:93:48 Broadcast ARP 68 Who has 10.129.43.47 Tell 18.129.43.29
2 B.eeeess VMware_b9:6c:2c VMware_b9:93:48 ARP 42 10.129.43.4 is at @@:50:56:b9:6c:2¢c
33 46.323616 10.129.43.4 239.255.255.250 SSDP 591.. 19@e 179 M-SEARCH = HTTP/1.1
34 48.326022 10.129.43.4 16.129.06.1 NAT-P.. 458.. 5351 54 Map TCP Request
35 48.576398 10.129.43.4 10.129.08.1 NAT-P.. 458.. 5351 54 Map TCP Request
36 49.07667@ 10.129.43.4 10.129.08.1 NAT-P.. 458.. 5351 54 Map TCP Request
37 50.077133 10.129.43.4 10.129.0.1 NAT-P.. 458.. 5351 54 Map TCP Request
43 53.385803 VMware_b9:6c:2c VMware_b9:4d:df ARP 42 Who has 10.129.8.17 Tell 18.129.43.4
44 53.386099 VMware_b9:4d:df VMware_b9:6c:2c ARP 68 10.129.0.1 is at @@:50:56:b9:4d:df

When filtering on just UDP traffic, we only see nine packets. Four arp packets, four Network
Address Translation NAT, and one Simple Sevice Discovery Protocol SSDP packet. We can
determine based on their packet types and information they contain that this traffic is normal
network traffic and nothing to be concerned about.

Now, let's move on to looking at TCP traffic. We should have quite a bit more here to
sift through. We are going to utilize the display filter 'udp && !'arp . This filter will clear
out anything we have already analyzed.

TCP
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[ ] |!udp && larp|

No. | Time | Destination | Protocol | sre.p | dest.p | Length | Info
- 3 0.000215 10.129.43.29 10.129.43.4 TCP 506.. 4444 66 50612 -+ 4444 [SYN] Seq=e W
4 0.000270 10.129.43.4 10.129.43.29 TCP 4444  506.. 66 4444 - 58612 [SYN, ACK] 0
5 0.000415 10.129.43.29 18.129.43.4 TCP 586.. 4444 60 58612 - 4444 [ACK] Seg=1 Ac
6 ©9.078797 18.129.43.29 18.129.43.4 TCP 586.. 4444 175 50612 - 4444 [PSH, ACK] Seq
7 0.870843 10.129.43.4 10.129.43.29 TCP 4444 506.. 54 4444 - 58612 [ACK] Seg=1 Ac
8 10.676486 10.129.43.4 10.129.43.29 TCP 4444 506.. 61 4444 - 58612 [PSH, ACK] Seg
9 10.745086 10.129.43.29 18.129.43.4 TCP 586.. 4444 60 50612 - 4444 [ACK] Seg=122
18 18.745121 10.129.43.29 10.129.43.4 TCP 506.. 4444 118 50612 -+ 4444 [PSH, ACK] Seq
11 18.745135 18.129.43.4 18.129.43.29 TCP 4444 506.. 54 4444 - 58612 [ACK] Seq=8 Ac
12 15.202665 18.129.43.4 10.129.43.29 TCP 4444 506.. 63 4444 - 58612 [PSH, ACK] Seg
13 15.211515 18.129.43.29 18.129.43.4 TCP 586.. 4444 64 50612 - 4444 [PSH, ACK] Seq
14 15.211538 10.129.43.4 10.129.43.29 TCP 4444 506.. 54 4444 - 58612 [ACK] Seq=17 A
15 15.261797 10.129.43.29 10.129.43.4 TCP 506.. 4444 254 50612 -+ 4444 [PSH, ACK] Seq
16 15.261833 10.129.43.4 10.129.43.29 TCP 4444 506.. 54 4444 - 58612 [ACK] Seqg=17 A
17 15.261986 10.129.43.29 10.129.43.4 TCP 506.. 4444 841 50612 -+ 4444 [PSH, ACK] Seq
18 15.261992 18.129.43.4 18.129.43.29 TCP 4444 506.. 54 4444 - 58612 [ACK] Seqg=17 A
19 21.584985 10.129.43.4 10.129.43.29 TCP 4444 506.. 61 4444 - 58612 [PSH, ACK] Seg
20 21.626201 18.129.43.29 18.129.43.4 TCP 586.. 4444 68 58612 - 4444 [PSH, ACK] Seg
21 21.626254 10.129.43.4 10.129.43.29 TCP 4444 506.. 54 4444 - 58612 [ACK] Seq=24 A
22 22.582605 18.129.43.4 18.129.43.29 TCP 4444 506.. 58 4444 - 58612 [PSH, ACK] Seq
23 22.646451 10.129.43.29 18.129.43.4 TCP 586.. 4444 60 58612 - 4444 [ACK] Seq=1189
24 22.646488 10.129.43.29 10.129.43.4 TCP 506.. 4444 255 50612 -+ 4444 [PSH, ACK] Seq
25 22.646503 10.129.43.4 10.129.43.29 TCP 4444 506.. 54 4444 - 58612 [ACK] Seq=28 A
26 22.646648 10.129.43.29 10.129.43.4 TCP 506.. 4444 314 50612 -+ 4444 [PSH, ACK] Seq
27 22.646653 18.129.43.4 18.129.43.29 TCP 4444 506.. 54 4444 - 58612 [ACK] Seq=28 A
28 41.783799 18.129.43.4 10.129.43.29 TCP 4444 506.. 85 4444 - 58612 [PSH, ACK] Seg
29 41.7208894 18.129.43.29 18.129.43.4 TCP 586.. 4444 86 50612 - 4444 [PSH, ACK] Seq
30 41.720929 10.129.43.4 10.129.43.29 TCP 4444 506.. 54 4444 - 58612 [ACK] Seq=59 A
31 41.783461 10.129.43.29 10.129.43.4 TCP 506.. 4444 99 50612 - 4444 [PSH, ACK] Seg
41.783497 10.129.43.4 10.129.43.29 4444 - 58612
38 51.245569 10.129.43.4 10.129.43.29 TCP 4444 506.. 96 4444 - 58612 [PSH, ACK] Seq
39 51.247@32 10.129.43.29 18.129.43.4 TCP 586.. 4444 97 58612 - 4444 [PSH, ACK] Seg
48 51.247@72 18.129.43.4 10.129.43.29 TCP 4444 506.. 54 4444 - 58612 [ACK] Seg=1@1
41 51.309247 18.129.43.29 18.129.43.4 TCP 586.. 4444 99 58612 - 4444 [PSH, ACK] Seg
L 42 51.309279 10.129.43.4 10.129.43.29 TCP 4444 506.. 54 4444 - 58612 [ACK] Seg=101

Now that we have cleared our view a bit, we can see the remaining packets are all TCP,

and all appear to be the same conversation between hosts 10.129.43.4 and
10.129.43.29 . We can determine this since we can see the session establishment via
a three-way handshake at packet 3, and the same ports are used through the rest of
the packets in the output below.

TCP Session Establishment
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[ | | ludp && 'arp
| Time | Source | Destination | Protocol | sre.p | dest.p | Length | Info

9.088215 10.129.43.29 10.129.43.4 TCP 506.. 4444 50612 - 4444
0.000270 10.129.43.4 10.129.43.29 TCP 4444 506.. 4444 -+ 50612
@.000415 16.129.43.29 10.129.43.4 TCP 506... 50612 - 4444

O @~ o gL

8.87@797 10.129.43.29 10.129.43.4 50612 - 4444 |[PSH, ACK] Segq=1 Ack=1 Win=2182272 Len=121
8.878843 10.129.43.4 10.129.43.29 TCP 4444 506.. 54 (4444 - 50612 | [ACK] Seg=1 Ack=122 Win=64128 Len=0
10.676486 16.129.43.4 10.129.43.29 TCP 4444 506.. 61 (4444 - 50612 | [PSH, ACK] Seq=1 Ack=122 Win=64128 Len=7
18.745086 16.129.43.29 10.129.43.4 TCP 506.. 4444 60 [58612 - 4444 |[ACK] Seq=122 Ack=8 Win=2102272 Len=0
18 10.745121 10.129.43.29 10.129.43.4 TCP 506.. 4444 110 |50612 - 4444 | [PSH, ACK] Seg=122 Ack=8 Win=2102272 Len=56
11 18.745135 10.129.43.4 10.129.43.29 TCP 4444 506.. 54 4444 - 50612 | [ACK] Seq=B Ack=178 Win=64128 Len=8
12 15.2082665 10.129.43.4 10.129.43.29 TCP 4444 506.. 63 [4444 - 50612 |[PSH, ACK] Seq=B Ack=178 Win=64128 Len=9
13 15.211515 10.129.43.29 10.129.43.4 TCP 506.. 4444 64 |[50612 - 4444 |[PSH, ACK] Seq=178 Ack=17 Win=2102272 Len=10
14 15.211538 10.129.43.4 10.129.43.29 TCP 4444 506.. 54 (4444 - 50612 | [ACK] Seq=17 Ack=188 Win=64128 Len=0
15 15.261797 10.129.43.29 10.129.43.4 TCP 506.. 4444 254 |50612 — 4444 | [PSH, ACK] Seq=1B8 Ack=17 Win=2182272 Len=200
16 15.261833 10.129.43.4 10.129.43.29 TCP 4444 506.. 54 (4444 - 50612 |[ACK] Seq=17 Ack=388 Win=64128 Len=0
17 15.261986 10.129.43.29 10.129.43.4 TCP 506.. 4444 841 |50612 - 4444 | [PSH, ACK] Seq=388 Ack=17 Win=2102272 Len=787
18 15.261992 16.129.43.4 10.129.43.29 TCP 4444 506.. 54 4444 - 50612 | [ACK] Seq=17 Ack=1175 Win=64128 Len=0
19 21.584985 16.129.43.4 10.129.43.29 TCP 4444 506.. 61 (4444 - 50612 |[PSH, ACK] Seq=17 Ack=1175 Win=64128 Len=7
20 21.626201 10.129.43.29 10.129.43.4 TCP 506.. 4444 68 [50612 - 4444 |[PSH, ACK] Seq=1175 Ack=24 Win=2102272 Len=14
21 21.626254 10.129.43.4 10.129.43.29 TCP 4444 506.. 54 4444 - 50612 | [ACK] Seq=24 Ack=1189 Win=64128 Len=0
22 22.5B26@5 10.129.43.4 10.129.43.29 TCP 4444 506.. 58 |4444 - 50612 |[PSH, ACK] Seq=24 Ack=1189 Win=64128 Len=4
23 22.646451 10.129.43.29 10.129.43.4 TCP 506.. 4444 60 [58612 - 4444 |[ACK] Seg=1189 Ack=28 Win=2182272 Len=0
24 22.646488 10.129.43.29 10.129.43.4 TCP 506.. 4444 255 |50612 - 4444 | [PSH, ACK] Seq=1189 Ack=28 Win=2102272 Len=201
25 22.646503 16.129.43.4 10.129.43.29 TCP 4444 506.. 54 (4444 - 50612 | [ACK] Seq=28 Ack=1390 Win=64128 Len=0
26 22.646648 10.129.43.29 10.129.43.4 TCP 506.. 4444 314 50612 - 4444 | [PSH, ACK] Seq=1390 Ack=28 Win=2102272 Len=260
27 22.646653 10.129.43.4 10.129.43.29 TCP 4444 506.. 54 (4444 - 50612 | [ACK] Seg=28 Ack=165@ Win=64128 Len=0
28 41.783799 16.129.43.4 10.129.43.29 TCP 4444 506.. 85 4444 - 50612 | [PSH, ACK] Seq=28 Ack=1658 Win=64128 Len=31
29 41.720894 16.129.43.29 10.129.43.4 TCP 506.. 4444 86 [50612 - 4444 |[PSH, ACK] Seq=1658 Ack=59 Win=2182272 Len=32
30 41.720929 10.129.43.4 10.129.43.29 TCP 4444  506.. 54 (4444 - 50612 | [ACK] Seg=59 Ack=1682 Win=64128 Len=0
31 41.783461 10.129.43.29 19.129.43.4 TCP 506.. 4444 99 |58612 - 4444 | [PSH, ACK] Seq=1682 Ack=59 Win=2182272 Len=45
32 41.783497 10.129.43.4 10.129.43.29 TCP 4444 506.. 54 (4444 - 50612 |[ACK] Seq=59 Ack=1727 Win=64128 Len=0
38 51.245569 10.129.43.4 10.129.43.29 TCP 4444  506.. 96 (4444 - 50612 |[PSH, ACK] Seq=59 Ack=1727 Win=64128 Len=42
39 51.247@32 10.129.43.29 10.129.43.4 TCP 506.. 4444 97 |58612 - 4444 |[PSH, ACK] Seq=1727 Ack=101 Win=2182272 Len=43
48 51.247072 16.129.43.4 10.129.43.29 TCP 4444 506.. 54 4444 - 50612 | [ACK] Seq=181 Ack=1778 Win=64128 Len=8
41 51.309247 10.129.43.29 10.129.43.4 TCP 506.. 4444 99 |58612 - 4444 |[PSH, ACK] Seq=1778 Ack=181 Win=2182272 Len=45
42 51.389279 10.129.43.4 10.129.43.29 TCP 4444 506.. 54 (4444 - 50612 | [ACK] Seg=101 Ack=1815 Win=64128 Len=0

What does appear interesting is that we do not see a TCP session teardown in this
PCAP file. This could mean the session was still active and not terminated. We believe
this to be true since we do not see any Reset packets either.

We can also examine the conversation by following the TCP stream from packet 3 to
determine what it encompasses.

Follow TCP Stream
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[ ] Wireshark - Follow TCP Stream (tcp.streameqg0) - N

Microsoft Windows [Version 1@.8.14393]
(c) 2816 Microsoft Corporation. ALl rights reserved.

c:\Users\ymrb3n\Downloads=>whoami
whoami
nta=-rdp-srv@l\mrb3n

c:\Users\mrb3n\Downloads>ipconfig
ipconfig

Windows IP Configuration

Ethernet adapter Ethernet@:

Connection-specific DNS Suffix : .htb

IPvE Address. . . « « « +« &« . : dead:beef::TBal:e285:126d:3b73

Temporary IPvE Address. . . : dead:beef::7@c2:7T40:2Tf2:dfTh

Link-local IPvE6 Address . : TeB@::TBal:e285:126d:3b73%4

IPv4 Address. . . « « .« . : 10.129.43.29

Subnet Mask . . « « « . . : 255.255.0.0

Default Gateway . . . . . : TeB0::250:567T:Tebd:4dd %4
10.129.0.1

Tunnel adapter isatap..htb:

Media State . . . = « =« + « & .« « & Media disconnected
Connection-specific DNS Suffix . : .htb

Tunnel adapter Teredo Tunneling Pseudo-Interface:

Connection-specific DNS Suffix :

IPvE Address. . « « =« &« + &« & = 1 2001:8:2851:782c:28d9:1692:e895:c3a3
Link-local IPv6 Address . . . . ;. feB8@::28d9:1692:eB895: c3a3%2

Default Gateway . . . . . . . & ]

c:\Users\mrb3n\Downloads=>cd c:\
cd ¢y

c:h\>dir

dir

Volume in drive C has no label.
Volume Serial Number is EBC@-6EAE

Directory of c:\

B7/16/2016 04:47 PerflLogs
@s/18/2021 el:e8 Program Files
@5/1@8/2821 @1:08 Program Files (x86)
@5/10/2821 @7:34 Users
@5/10/28621 12:46 Windows

@ File(s) @ bytes

5 Dir{s) 21,421,42@,064 bytes free

c:\=>net user hacker Passw@rdl /add
net user hacker Passw@rdl fadd
e command completed successfully.

c:\>net localgroup administrators hacker /add
net localgroup administrators hacker /fadd
e command completed successfully.




120N pkts, 6 pkts, 12 turns.

Now that we followed the TCP stream, we should have alarm bells ringing for us. We can
see this entire conversation between the two hosts in plain text, and it appears that someone
was performing several different actions on the host.

Looking at the image above, it appears that someone is performing basic recon of the
host. They are issuing commands like whoami, ipconfig, dir. It would appear they
are trying to get a lay of the land and figure out what user they landed as on the host.
highlighted in orange in the image above.

What is truly alarming is that we can now see someone made the account hacker and
assigned it to the administrators group on this host. Either this is a joke by a poor
administrator. Or someone has infiltrated the corporate infrastructure.

note taking / mind mapping of the found results.

Annotating everything we do, see, or find throughout the investigation is crucial. If
needed, make a picture to depict the flow of actions.

Using this example workflow, we have already documented our actions and have
included screenshots of everything we included for analysis. These will help influence
the decision made for a response.

summary of the analysis (what did we find?)

Based on our analysis, we determined that a malicious actor has infiltrated at least one
host on the network. Host 10.129.43.29 shows signs of someone executing commands
to include user creation and assigning local administrator permissions via the net
commands. It would look like the actor was using Bob's host to perform said actions.
Since Bob was previously under investigation for the exfil of corporate secrets and
disguising it as web traffic, I think it is safe to say the issue has spread further. The
screenshots included with this document show the flow of traffic and commands
utilized.

It is our opinion that a complete Incident Response IR procedure be enacted to ensure
the threat is stopped from spreading further. We can dedicate resources to clearing the
malicious presence and cleaning the affected hosts.

Summary

After analyzing the actions taken, the IR team determined that The actor got lazy and
decided to utilize a Netcat shell and directly interact with Bob's host while gathering more
information. While doing so, he used RDP from Bob's host to another windows desktop in
the environment to try and establish another foothold. Luckily, the IR team was able to
capture some PCAP of the RDP traffic. Bob's host was quarantined, and incident response
was initiated to determine what was taken and what other potential hosts were
compromised. Great job spotting the intrusion.
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Decrypting RDP connections

The purpose of this lab is to give a taste of the power Wireshark has. In this lab, we will be
working with RDP traffic. If one has the required key utilized between the two hosts for
encrypting the traffic, Wireshark can deobfuscate the traffic for us.

When performing IR and analysis on Bob's machine, the IR team captured some PCAP of
the RDP traffic they noticed from Bob's host to another host in the network. We have been
asked to investigate the occurrence by our team lead. While combing his host for further
evidence, you found an RDP-key hidden in a folder hive on Bob's host. After some research,
we realize that we can utilize that key to decrypt the RDP traffic to inspect it.

Attempt to utilize the concepts from the Analysis Process sections to complete an analysis of
the RDP-analysis.zip provided.

Tasks:

Task #1

Open the rdp.pcapng file in Wireshark.

Unzip the zip file included in the optional resources and open it in Wireshark.

Task #2

Analyze the traffic included.

Take a minute to look at the traffic. Notice there is a lot of information here. We know our
focus is on RDP, so let's take a second to filter on rdp and see what it returns.

RDP Filter
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£ rdplpcapng

A0 mEBRE QJea2EF & E

| Time | Source | Destination | Protocol | sre.p | dest.p | Length | Info

® h Remote Desktop Protocol: Protocol Packets: 43437 - Displayed: 0 (0.0%) Profile: Default

As it stands, not much can be seen, right? This is because RDP, by default, is utilizing TLS
to encrypt the data, so we will not be able to see anything that happened with RDP traffic.
How can we verify its existence in this file? One way is to filter on the well-known port RDP
uses typically.

Filter on port 3389 to determine if any RDP traffic encrypted or otherwise
exists.

Click to show answer

utilize the display filter tcp.port == 3389.

Filter For TCP Port 3389
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@ m R @

1.809183

1.809414
18 1.809704
11 1.811745
12 1.815589
13 1.859553
16 B.@65574
17 8.966189
18 8.867548
19 8.870157
28 B.871826
21 B.871429
22 B.973177
23 B.874305

8.874873

| Source

10.129.43.27
10.129.43.29
10.129.43.27
10.129.43.27
10.129.43.29
10.129.43.27
19.129.43.27
10.129.43.29
19.129.43.27
19.129.43.29
10.129.43.27
19.129.43.29
10.129.43.27
10.129.43.29
10.129.43.27

| Destination

10.129.43.29
10.129.43.27
16.129.43.29
10.129.43.29
10.129.43.27
10.129.43.29
10.129.43.29
10.129.43.27
10.129.43.29
10.129.43.27
10.129.43.29
10.129.43.27
10.129.43.29
10.129.43.27
10.129.43.29

Q @

rdp.pcapng

EZE9% T E

| Protocol | sre.p

506...

3389

66

68
97
73
68
185
B96
372
185
148
324
718
142

L

| dest.p | Length | Info

50674 - 3389 [SYN] Seq=0 Win=64240 Len=0 MS5=1460
3389 - 50674 [SYN, ACK] Seq=0 Ack=1 Win=64000 Len=
50674 -+ 3389 [ACK] Seq=1 Ack=1 Win=262656 Len=@
Ignored Unknown Record

Ignored Unknown Record

50674 - 3389 [ACK] Seq=44 Ack=20 Win=262656 Len=0
Client Hello

Server Hello, Certificate, Server Hello Done
Client Key Exchange, Change Cipher Spec, Encrypted
Change Cipher Spec, Encrypted Handshake Message
Application Data

Application Data

Application Data

Application Data

50674 - 3389 [RST, ACK] Seq=1235 Ack=1271 Wi

26 10.651252
27 10.651378
28 10.651654
29 10.652580
30 10.656354
31 10.659609
32 10.659845
33 10.660489
34 10.663011
35 10.664066
10.664346

9,66 6

10.129.43.27
10.129.43.29
10.129.43.27
10.129.43.27
10.129.43.29
10.129.43.27
10.129.43.29
10.129.43.27
10.129.43.29
10.129.43.27
10.129.43.29

5,

10.129.43.29
10.129.43.27
10.129.43.29
10.129.43.29
10.129.43.27
10.129.43.29
10.129.43.27
10.129.43.29
10.129.43.27
10.129.43.29
10.129.43.27

5

185
896
372
185
148

50675 - 3389 [SYN] Seq=0 Win=64248 Len=0 MS55=1468
3389 -+ 50675 [SYN, ACK] Seq=0 Ack=1 Win=64800 Len=
50675 - 3389 [ACK] Segq=1 Ack=1 Win=2182272 Len=8
Ignored Unknown Record

Ignored Unknown Record

Client Hello

Server Hello, Certificate, Server Hello Done
Client Key Exchange, Change Cipher Spec, Encrypted
Change Cipher Spec, Encrypted Handshake Message
Application Data

Application Data

We can at least verify that a session was established between the two hosts over TCP port
3389.

Task #3

Provide the RDP-key to Wireshark so it can .decrypt the traffic.

Now, let's take this a step further and use the key we found to try and decrypt the traffic.

To apply the key in Wireshark:

go to Edit — Preferences — Protocols — TLS
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TFTP
Thread
Thrift

Tibia

TIME

TIPC
TiVoConnect
TLS

TNS
Token-Ring
TPCP
TPKT
TPM2.0
TPNCP
TRANSUM
TSDNS

TSP

On the TLS page, select Edit by RSA keys list — a new window will open.

Wireshark - Preferences

Transport Layer Security

RSA keys list Edit...

TLS debug file

Browse...

+ Reassemble TLS records spanning multiple TCP segments

+ Reassemble TLS Application Data spanning multiple TLS records

Message Authentication Code (MAC),ignore "mac failed"

Pre-Shared Key

(Pre)-Master-Secret log filename

Browse...

TTE
TURNCHANNEL
TUXEDO
TZSP

UA3G

UASIP
UAUDP
UBDP
UBERTOOTH
ucp

UDP
UDP-Lite
UDPCP

I INDEKAAD

Follow the steps below to import the RSA server key.

Import An RDP Key

Steps

Click the + to add a new key

Type in the IP address of the RDP server 10.129.43.29

Type in the port used 3389

Protocol filed equals tpkt or blank.

Browse to the server.key file and add it in the key file section.

Save and refresh your pcap file.

Import Steps
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TLS Decrypt

IP address | Port | Protocol | Key File | Password

10.129.43.29 3389 tpkt {UsersjftreyfDocuments/Course-Devimodule81/RDP decryption Lab/server.key

When filtering once again on RDP, we should see some traffic in the display.

RDP In The Clear

[ ] £ rdp.pcapng

ADAde mBRRE R3«>=¢% ¢ H
L] ‘rdpl
No. | Time | Source | Destination | Protocol | sre.p | dest.p | Length | Info
10.667508 10.129.43.27 106.129.43.29 506.. 3389 545 ClientData
10.668282 10.129.43.29 10.129.43.27 . ServerData Encryption: None (None)
10.675@35 10.129.43.27 10.129.43.29 ClientInfo
62 10.678BE6@ 10.129.43.29 10.129.43.27 RDP 3389 506.. 117 Error Alert
74 10.736304 10.129.43.29 10.129.43.27 RDP 3389 5@6.. 555 Demand Active PDU
75 1@.74@888 10.129.43.27 10.129.43.29 RDP 506.. 3389 762 Confirm Active PDU
76 10.741832 10.129.43.27 10.129.43.29 RDP 506.. 3389 119 RDP PDU Type: Synchronize
78 10.741101 10.129.43.29 10.129.43.27 RDP 3389 506.. 119 RDP PDU Type: Synchronize
79 10.741108 10.129.43.27 10.129.43.29 RDP 506.. 3389 123 RDP PDU Type: Control, Action: Cooperate
88 18.741158 10.129.43.29 19.129.43.27 RDP 3389 506.. 123 RDP PDU Type: Control, Action: Cooperate
81 18.741180 10.129.43.27 10.129.43.29 RDP 506.. 3389 123 RDP PDU Type: Control, Action: Reguest control
83 10.741369 10.129.43.29 10.129.43.27 RDP 3389 506.. 123 RDP PDU Type: Control, Action: Granted control
B85 10.742142 10.129.43.27 10.129.43.29 RDP 506.. 3389 139 RDP PDU Type: BitmapCache Persistent List
87 1@.742188 10.129.43.27 19.129.43.29 RDP 506.. 3389 123 RDP PDU Type: FontList
B8 10.742284 10.129.43.29 10.129.43.27 RDP 3389 506.. 123 RDP PDU Type: FontMap
B9 10.742440 10.129.43.29 10.129.43.27 RDP 3389 506.. 117 Virtual Channel PDU
91 10.742793 10.129.43.29 10.129.43.27 RDP 3389 506.. 142 Virtual Channel PDU
93 10.742937 10.129.43.29 19.129.43.27 RDP 3389 506.. 141 Virtual Channel PDU
94 10.742947 10.129.43.27 10.129.43.29 RDP 506.. 3389 109 Virtual Channel PDU
96 10.743412 10.129.43.27 10.129.43.29 RDP 506.. 3389 111 Virtual Channel PDU
98 10.744009 10.129.43.27 10.129.43.29 RDP 506.. 3389 111 Virtual Channel PDU
99 10.747781 10.129.43.27 19.129.43.29 RDP 506.. 3389 154 Virtual Channel PDU
1e1 10.748677 10.129.43.29 10.129.43.27 RDP 3389 506.. 123 Virtual Channel PDU
102 10.748738 10.129.43.29 10.129.43.27 RDP 3389 506.. 155 Virtual Channel PDU
183 10.748781 10.129.43.29 10.129.43.27 RDP 3389 506.. 152 Virtual Channel PDU
185 10.748838 10.129.43.29 19.129.43.27 RDP 3389 506.. 149 Virtual Channel
o ) q_4 0 o 9.4 84 A8 i hanne

From here, we can perform an analysis of the RDP traffic. We can now follow TCP streams,
export any potential objects found, and anything else we feel necessary for our investigation.
This works because we acquired the RSA key used for encrypting the RDP session. The
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steps for acquiring the key were a bit lengthy, but the short of it is that if the RDP certificate is
acquired from the server, OpenSSL can pull the private key out of it.

Perform Analysis of the Unencrypted Traffic

Now that we have broken RDP out of the TLS tunnel, what can we find? Perform the
analysis steps and attempt to answer the questions below.

Questions:
What host initiated the RDP session with our server?
Click to show answer

If we pay attention to the first packet, packet # 8 of the three-way handshake, we can see
the host who initiated the connection is 10.129.43.27.

Which user account was used to initiate the RDP connection?
Click to show answer

When filter on tcp.port == 3389, we can see a record labeled Ignored Unknown Record.
If we examine the ASCII, it will show us a username.

User
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AOD 4@ mERR@

| |tcp.port == 3389
No. | Time

B.871429 10.129.43.29 10.129.43.27 506... 324 Continuation
22 8.073177 10.129.43.27 10.129.43.29 TPKT 506.. 3389 71@ Continuation
23 8.074305 10.129.43.29 10.129.43.27 TPKT 3389 506.. 142 Continuation
B8.074873 10.129.43.27 10.129.43.29 3389 60 50674 -+ 3389 [RST, ACK] Seq=1235 Ack=1271 Win=(
- 26 10.651252 10.129.43.27 10.129.43.29 TCP 506.. 3389 66 50675 —+ 3389 [SYN] Seq=0 Win=64240 Len=0 MSS=1i
27 10.651378 10.129.43.29 10.129.43.27 TCP 3389 506.. 66 3389 - 50675 [SYN, ACK] Seq=0 Ack=1 Win=64000
28 10.651654 10.129.43.27 10.129.43.29 TCP 506.. 3389 6@ 50675 + 3389 [ACK] Seq=1 Ack=1 Win=2102272 Len
[ | 29 10.652580 10.129.43.27 10.129.43.29 TLSv1.2 506.. 3389 97 |Ignored Unknown Record | |
30 10.656354 10.129.43.29 10.129.43.27 TLSv1.2 3389 506.. 73 | Ignored Unknown Record
31 10.659609 10.129.43.27 10.129.43.29 TLSv1.2 506.. 3389 185 Client Hello
32 10.659845 10.129.43.29 10.129.43.27 TLSv1.2 3389 506.. 896 Server Hello, Certificate, Server Hello Done
33 10.660489 10.129.43.27 10.129.43.29 TLSV1.2 506.. 3389 372 Client Key Exchange, Change Cipher Spec, Finis
34 10.663011 10.129.43.29 10.129.43.27 TLSv1.2 3389 506.. 105 Change Cipher Spec, Finished
35 10.664066 10.129.43.27 10.129.43.29 TPKT 506.. 3389 140 Continuation
36 10.664346 10.129.43.29 10.129.43.27 TPKT 3389 506.. 324 Continuation
37 10.665476 10.129.43.27 10.129.43.29 TPKT 506.. 3389 71@ Continuation
38 10.666370 10.129.43.29 10.129.43.27 TPKT 3389 506.. 142 Continuation
39 10.666857 10.129.43.27 10.129.43.29 TPKT 506.. 3389 161 Continuation
10.667268 10.129.43.29 10.129.43.27 3389 506.. 87 Continuation

| Source

e>EF IE

| Destination

| Protocol

| sre.p |dest.p| Length | Info

—

> Frame 29: 97 bytes on wire (776 bits), 97 bytes captured (776 bits) on interface \Device\NPF_{4AF2D71D-66ED-4A75-A2CF-742633DAE49D}, id @

> Ethernet II, Src: VMware_b9:d%9:9a (@0:50:56:b9:d9:%a), Dst: VMware_b9:93:48 (0@:50:56:b9:93:48)
Internet Protocol Version 4, Src: 10.129.43.27, Dst: 10.129.43.29
> Transmission Control Protocol, Src Port: 58675, Dst Port: 3389, Seq: 1, Ack: 1, Len: 43

Summary:

This lab was to serve as an example of what Wireshark can do with captured data and its
plugins. Wireshark's capability to ingest information and illuminate the obscure is robust.
Having the ability to decrypt data after ingestion is a powerful capability. This concept could
be applied to any protocol that utilizes encryption as long as we have the key that will be
utilized to establish the connections.

8} Transport Layer Security
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