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The lower the cost of an attack, the higher 
the profit for the attacker. It is also 
directly proportional to the number of 
people within the attack impact zone 
Before you secure a computer system, 
profile gains and losses comprehensively 
 



Here’s a basic simulation of gains and profits of not having a good anti-virus 
protection. Assumptions: 

 

The average annual 
salary of an employee 

is 100,000 USD 

 

There are 260 working 
days per year 

 

Removing viruses 
from a workstation 

takes roughly 2 hours 

 



Here’s a basic simulation of gains and profits of not having a good anti-virus 
protection. Assumptions: 

 

Two employees participate 
in this procedure (an IT 
staffer and the person 

working at the 
compromised computer) 

 
Divide salary value by 

working days and multiply 
the result by the downtime. 
The result is your internal 
cost of removing viruses 

from one host.  

 

Let’s say your 
computer system has 

500 workstations 

 
$192

shift hour -8

hours 2  persons 2

days 260
100000 





Here’s a basic simulation of gains and profits of not having a good anti-virus 
protection. Assumptions: 

 

Let’s assume only 5% will 
become compromised in a 

month 

 
A single recovery operation 
should be multiplied by the 

monthly number of 
occurrences. The result is 

your internal monthly cost of 
removing malware from a 

computer system:  

 

Let’s say your 
computer system has 

500 workstations 

 
$4807192*%)5500( 



in such a way that your risk 
reduction investments force 
attackers to put in more effort and 
money into trying to break into your 
system 



 
It defines five categories that have the 
biggest effect on assessing potential 
risks: 
 
• Damage potential 
• Reproducibility 
• Exploitability 
• Affected users 
• Discoverability 
 

DREAD 



 

rating in the model. The 
ratings are then summed and divided 
by the number of categories 
The result is the estimated probability 
of a risk 

(for example using STRIDE) and 
assessing risks will enable you to take 
up economically justifiable steps to 
mitigate your losses and prioritize and 
create a proper sequence for security 
measures 

DREAD 



What direct and 
indirect losses can be caused by the 
damage and loss of a resource? 

 
• Small, rating 0 

 
• Medium, rating 5 

 
• High, rating 10 

Damage potential 



 
• If although a given 

vulnerability is well-
documented, it is hard to 
reproduce the attack, the risk 
should be given a rating of 0 

Reproducibility 



• If reproducing the attack requires 
the reoccurrence or repeating of a 
specific situation (for example 
program settings) or requires the 
attacker to take up additional 
operations, the risk should be given 
a medium rating of 5 
 

• If it is incredibly easy to automate 
the attack and it doesn’t require the 
attacker to perform any additional 
operations or have specialist 
knowledge, it should be given a 
high rating of 10 

Reproducibility 



Exploitability 



Exploitability 

 
• If to launch it, you’d require specialist knowledge, large budget or obscure tools, exploitability 

should be given a rating of 0 
• If it’s easy to find guidelines on exploiting the vulnerability online or if tools that exploit it can 

be created using widely-available software like Metasploit, exploitability should be given a 
medium rating of 5 

• If to launch the attack, the attacker doesn’t need specialist knowledge and the needed tools 
are either already developed or easy to create, exploitability gets a rating of 10 

 
The risk of exploitability increases proportionally with the time elapsed since a vulnerability was 
first detected 



over by smaller IT 
teams. However, even a minor 
problem, if it is affecting tens of 
employees or more may turn into 
a disaster pretty quickly.  

How many people will be unable 
to work if the attack is successful? 

Affected users 



If the problem impacts all or 
most users, give it a rating of 10 

Affected users 

  

 If the problem impacts a negligible 
group of users (several per cent), for 
example only admin-level users or 
personnel using a non-standard, non-
default program function, the risk 
should be given a rating of 0 

If the problem impacts from 10 to 25% 
of users, for example everyone who 
uses a specific version of the OS or a 
program running with non-standard 
settings, Affected users should be 
given a medium rating of 5 



you have 
to answer if an attack is 
successful is about the 
resources that could have been 
accessed and affected. 
 

, answer 
this question: How easy is it to 
discover the attack?  
 

discoverability 



 
(like rootkit detectors) to discover the attack, the risk should be given 
a rating of 10 

discoverability 

8 5 

6 

 immediately after it’s launched, for 
example there is a significant CPU 
usage increase in affected 
computers or you can see some 
files and folders have been deleted 
or hidden, give this element a rating 
of 0 

in strange, non-typical 
network activity or non-
typical (unstable) software 
operation, discoverability 
takes a rating of 5 



Risk Calculator 



Risk Assessment: Example 



and prioritizing 
potential risks allows you to take a 
more financially-informed decision 
about the methods you’ll use for 
protecting the resources 

a given risk threshold or if 
you are willing to take up steps to 
mitigate the risks and protect the 
resources 
 

Risk Tolerance Curve 



 

on the risk’s  placement 
in the chart you can see: 
 
• Below the curve, the risk is 

acceptable, but you may still 
take some actions towards 
minimizing potential damage 
 

• If it is above the curve, you need 
to take an action to minimize the 
risk 

Risk Tolerance Curve 



Risk Minimizing Techniques 

 



  

Risk Minimizing Techniques 





another company’s computer infrastructure, 
service or program (usually at a fee)  
 

purchase and maintain its own computer 
systems, cloud computing allows a company 
to purchase needed services from an 
external provider 
 

is available to everyone 

are created with a 
specific client in mind 



 

(Infrastructure as a Service): clients 
receive access to hosted computer 
infrastructure (hardware and OS) 

(Platform as a Service): clients 
receive access to hosted running, 
configured and customised 
servers  

(Software as a Service): clients 
receive access to hosted 
developed, fully-functional 
software 



 




