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      to furtively goad people into doing what another       
      person wants them to do 
      Social engineering attacks bypass most security   
      solutions 

 

 
• We’re doing everyday tasks in an environment 

we know well 
 

• They pertain  to non-typical operations: when 
something requires time and effort, we usually 
choose the simplest, most obvious solution 
 

• We rely on computer systems and software too 
much 
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engineering largely depends on 
attackers having obtained a large 
amount of data related to the victim. 
As people’s views on privacy have 
undergone a radical change 
recently, obtaining personal 
information may be very easy 
 

you’ll find both manuals and social 
engineering tools 



The attacker ensures the victim that the 
responsibility for taking or not taking a decision 
or action is someone else’s (a co-worker’s or 
your boss’s) 

Personnel with low-paying jobs are especially 
susceptible to social engineering; they’re people 
who believe they are paid less than they should 
be or who feel unaccepted in the workplace 

manipulation tactics 



The attacker is a newly hired, perplexed worker, or an attractive 
blonde who repeatedly forgets passwords, or an elderly person who 
isn’t technology-savvy. Adapting these roles, the attacker finds it 
easy to obtain confidential data or gain access to a system 

 

In this scenario, the attacker helps another person solve a problem he 
had triggered earlier (such as re-connecting to the Internet or 
retrieving a service) and expects reciprocation from the victim 

manipulation tactics 



Most of us can’t leave a person in need 
and will help out the attacker: even if it’s 

just because we want them to stop 
bothering us 

 

First the attacker fosters a friendly 
relationship with the victim and then exploits 

this trust 

 

manipulation tactics 



When the attacker is able to make the victim feel guilty, 
this will make it easier to convince the victim to do as 
requested 

 

The attacker suggests that the easiest way out of a problem 
(which was often caused by the attacker) is to work on it as 
a team 

 

manipulation tactics 



Blackmailing or making 
the victim fear the 
consequences may 
often make him  
co-operate with the 
attacker 

manipulation tactics 
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Metasploit  
 

engineering attacks 
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http://fakenamegenerator.com  

http://spooftel.com/  

http://fakemytext.com/  

www.social-engineer.org 

 



and effective social engineering attack 
(usually launched in large-scale campaigns 
that target random Internet users). 
FraudTools, or rogue software is the 
software users are tricked into launching, 
installing or even purchasing 
 

to automate. A case in point was a 2000 
attack created by a hacker called Spyder, 
who mass-mailed email massages with a 
VBScript attached (VBScript LOVE-LETTER-
FOR-YOU.TXT.vbs) 
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wanted to find out who’s in love with 
them and why and opened the 
attachment despite not knowing the 
source of the email 
 

 

that tell recipients they have won 
money, received a great work proposal 
or request them to be their friends in a 
social networking site are still among 
the most common ways to obtain 
confidential information about targets 
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employing rogue antiviruses are extremely 
effective, as proved by the thousands of 
people who bought fake antivirus scanners in 
2008 

was displaying an alarming-sounding warning 
message that looked like Windows messages 

 

The First Warning 



 
 
 

that scanning and removal will be started in a moment, and 
that XP Antivirus is digitally signed, secure and independently 
certified as 100% free of viruses, adware and spyware 

The First Warning 
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and contained a clear, precise prompt: Detect and remove 
viruses before they damage your computer! 

what to do, the OK button was highlighted by default 



You’ve got a problem, but we can solve it 

simultaneously. 
In another window you could traced the 
progress of the scanning, even though the 
user did not agree to install any ActiveX 
controls or to download and start the 
antivirus 

the same 
result: the computer was apparently 
infected with many malicious programs 

users they 
could remove the malware quickly and in a 
secure way: they just need to agree to 
install XP Antivirus 

 



You can trust us 

any suspicions, the installer 
started at that point contained an 
icon resembling the one used by 
Windows Security Center and 
also had a Windows-compliant 
logo.  

prepared a license agreement 
users could (but were not forced 
to) accept before installing 
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You can trust us 



And here’s our license agreement 



And here’s our license agreement 



And here’s our license agreement 



website had a 
professional 

look and 
encouraged 

users to contact 
the support 

centre if need 
be 

 
 
 
 
 
 
 
 
 
 
 

There’s technical support in case you’re still not sure 



Great you’ve installed the program, but… 

their victims to install 
the rogue antivirus and get rid of all 
legitimate antiviruses, they start 
tricking money out of them 

basic security practices and hand over 
their credit card numbers, the rogue 
antivirus 

• Detected new viruses and 
malicious programs with each 
system restart 

 

 

 



… It’s time you paid… 

saver with one that simulated the STOP 
system error message. To conceal this 
change, it hid the Screen Saver tab from 
users 
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that intercepted some communications 
with random websites and displayed a 
warning that resembled the standard 
system warning about insecure 
websites or websites that lack a valid 
certificate 



… or someone will be reading your private messages 

reminders about 
how risky it was to use an 
infected machine 

on the status bar 
that warned users about no 
antivirus being found. It also 
displayed other warnings at 
regular intervals 
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Registered a rogue Security Center window in the system. This Security Center detected XP 
Antivirus and recommended users to install it 

You do trust antiviruses, don’t you? 



The Great Finale 

to this manipulation and 
registered a copy of XP 
Antivirus were in for a nasty 
surprise: instead of paying 
39.95 dollars they were 
charged from 89.20$ up to 
even 400$ 
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The Great Finale 

into this program 

others like this one 

 

 



 




