
Public Key Infrastructure, 
or the ”Trust but verify”
rule and
How to deploy it

3



Certificates are used to verify identity

To trust a certificate, you must trust the 
certification authority that issued the 
certificate

How to build a trust relationship



A public key infrastructure is made up from:
• Certification authorities
• Certificates issued by CAs
• Certificate templates
• Certificate distribution points
• Certificate revocation list distribution points
• And software for using and managing a PKI

Public key infrastructure
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Deploying a PKI in Windows will allow you to:
• Encrypt stored data using EFS
• Implement strong user authentication with the help of smart cards and the expanded version five of 

Kerberos
• Authenticate users and networked devices (both in wired and wireless networks) using the 802.1X 

standard
• Encrypt and digitally signed email messages using S/MIME
• Digitally sign programs
• Encrypt and digitally sign transmitted data using IPSec
• Verify the identity of web servers and guarantee the confidentiality and integrity of data transmitted across 

the servers and their clients, using SSL/TLS
• Enforce health policy compliance for networked devices, using NAP
• Use software restriction policies to block programs based on their manufacturer certificates

A public key infrastructure is a complex and fully functional but easy-to-deploy cryptography 
system

Public key infrastructure



A certificate can only be trusted if the 
certificate for the root CA that issued it is on 
the list of trusted certification authorities

The root CA certificate is the basis of a trust 
relationship

How to trust certificates



All certificates that comply with the X.509 standard must have:
• Version number (most certificates nowadays comply with the 

third version of X.509)
• Subject’s public key
• Serial number unique for all certificates issued by a given CA
• Certificate revocation list distribution points, or the URLs 

where you can check if a certificate is revoked
• URLs where you can obtain information on CAs with AIA 

extensions
• Information on enhanced key usage
• Certificate issuance policies and issuer statement

Certificates



Certificates are digitally signed by issuing certification 
authorities, and any changes made to the certificate will cause it 
to be revoked

Certificates



• CA receives a certificate request
• If the request is authorised, the CA issues the certificate
• The certificate is delivered to the user, host or service
• Applications in the PKI use the certificate correspondingly to its usage and purposes
• The certificate expires (it may also be revoked prior to expiry). From this point on, it is impossible to use 

the certificate
• The CA receives a request to renew the existing certificate. If it is authorised, the certificate is renewed and 

can be used again

Certificate life cycle



A certificate must be validated before it can be used. Validating a certificate is a two-stage process:
• A certificate is correct (trusted) only if it was signed by a trusted CA, and that’s why trusted root CA 

certificates are downloaded first. At this stage the system checks certificates submitted by AIA points and 
the group policy applicable for the computer as well as certificates cached earlier

• Next, the system checks the validity of all certificates on the path between the trusted CA and the checked 
certificate

Certificate life cycle
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Requests may be made:
• Through the Certificates MMC
• Through a CA website
• Automatically

Certificate request
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To be trusted (accepted) the certificate:
• Must comply with X.509
• Must have a correct thumbprint
• Must be valid (not pertaining to root CA certificates)
• Must not be revoked (its number is not included in CRLs issued by an appropriate CA)
• Is used as intended

Certificate verification



System users get their identity verified 
against certificates, and this means that also 
certification authorities must have their 
certificates

This is applicable to root CAs as well (CAs at 
the very top of a trust hierarchy)

The root CA certificate is self-signed as the 
CA cannot request another CA to issue the 
certificate

Certificate authorities



Building trust starts with adding this 
certificate to your list of trusted certification 
authorities

The global (Internet) trust model involves 
automatically placing several root CA 
certificates on lists of trusted certification 
authorities for all computers

If you trust a CA, you trust all the valid 
certificates it signs, including certificates issued 
for other CAs

Certificate authorities



Trust means that if you trust a root CA, you 
also trust the certificates signed by 
subordinate CA it authorises

Certificate authorities



Because one CA sign should not issue all certificates in a system, the first thing to consider is to plan a 
certification authority hierarchy

Designing your CA hierarchy, here’s several factors you should take into account:
• Certificate usage (secure email, authenticating users via smart cards, encrypting files, using IPSec to secure 

communications)
• The existing security policy (for instance, the different privileges of permanent and contingent workers)
• The (probable) necessity to exchange data with business partners
• Administrative requirements (who will manage certification authorities and certificates)
• Availability and reliability requirements (how a potential CA failure will affect the operation of a computer 

system and when this disaster must be dealt with)
• Legal requirements (for instance whether your system must comply with international security standards 

to get for example the FIPS 140-1 level 2 certificate)

Planning the PKI



If your system is running multiple certification authorities, this minimises the risks connected to 
compromising the root CA

Because the loss of trust between all users is a consequence of losing control over the root certification 
authority, the root CA must be offline and stored in a safe place

Planning the PKI



Windows servers may have the role of a stand-alone certification authority or enterprise certification 
authority (which are CAs integrated with Active Directory)

Deploying the PKI

Stand-alone Enterprise certification authority
Doesn’t need Active Directory May only be run on a member server in Active 

Directory (including domain controllers).

Enrolment must be requested manually Autoenrollment possible, based on certificate 
templates.

Certificate requests must be evaluated 
manually

Certificate requests may be evaluated
automatically, based on a certificate’s access 
control list



Root ca

The CAPolicy.inf configuration file should contain the following:
• Existing security policies. Each policy must have a unique name and identifier,

a short description and the URL to it (this data will be put in all certificates
issued by a CA)

• Publication intervals for CRLs
• Validity period for CA certificates and settings for renewal after expiry
• CA key length
• CRL distribution point URLs as well as AIA URLs. For root certification

authorities, both pieces of information should be deleted. Thanks to this, only
the presence of the root CA certificate will be checked

A finished CAPolicy.inf file should be saved to the Windows system folder

The Add Roles wizard will guide you through the remaining steps in root CA
installation

[Version]
Signature = "$Windows NT$"

[CAPolicy]
Policies = InternalPolicy

[InternalPolicy]
OID = 1.2.3.4.5.6.7.8.9.10
NOTICE = "Root CA security policy …"
URL = "http://subca.ms.pl/RootCA.htm"

[certsrv_server]
RenewalKeyLength = 4096
RenewalValidityPeriodUnits = 16
RenewalValidityPeriod = years
CRLPeriodUnits = 12
CRLPeriod = weeks
CRLDeltaPeriodUnits = 0
CRLDeltaPeriod = days

[AuthorityInformationAccess]
Empty = True

[CRLDistributionPoint]
Empty = True



Since root CA will not be online at all times, you need to change the default paths to its CRL distribution
points and authority information access (AIA) as well as prolong the validity period of certificates issued by this
CA

Additionally, you need to prolong the validity period of certificates issued by root CA to for example 10 years:
this value will simultaneously specify the maximum possible validity period for certificates signed by
subordinate certification authorities
• certutil -setreg ca\ValidityPeriodUnits 10
• certutil -setreg ca\ValidityPeriod "Years"

Root ca



Next, you need to generate a CRL and publish it along with a root CA certificate on a web server and in Active
Directory
• certutil -addstore -f Root RootCA_ROOTCA.crt
• certutil -addstore -f Root RootCA.crl
• certutil -dspublish -f RootCA_ROOTCA.crt
• certutil -dspublish -f RootCA.crl

Root ca



Installing and setting up subordinate certification authorities follows the same blueprint and is independent
from their position in the hierarchy

Because these certification authorities are usually enterprise CAs, they don’t require having a CAPolicy.inf
file or self-publication of their certificates

What is required is having them signed by the root CA

Root ca



Administering a public key infrastructure is managing certification authorities and certificates

The two functions should be delegated to two different administrators. The CC standards specify that no user 
of a public key infrastructure may have more than one administrative role in it

In Windows servers you can assign one of these four roles to users (members of any of these cannot be 
simultaneously system administrators)
• Certification authority administrator
• Certificate manager
• Certification authority backup operator with rights to create and restore backups of certification 

authorities
• Certification authority auditor with rights to monitor all other system users

The two latter roles are configured using Group Policy

When you assign a user to a role, enable role separation. When role separation is enabled, users who are 
members of more than one role will lose access to the certification authority
certutil –setreg CA\RoleSeparationEnabled 1

PKI administration
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Managing certification authorities task list:
• Installing and setting up certification authorities
• CA certificate renewal
• Monitoring operations run by users and administrators in the system
• Identifying key recovery agents
• Creating and restoring CA backups

Managing certificates task list:
• Creating and modifying certificate templates
• Evaluating certificate requests
• Revoking certificates and deleting revoked certificates
• Publishing CRLs
• Creating and restoring users’ private key backups

PKI administration



Stored in the Active Directory folder, certificate templates define the contents and format of certificates: key
length, validity period and usage

Some of these certificates can allow you to create a general-purpose certificate, while others are used to
generate specific-purpose certificates

Depending on the recipient type, templates are split into user certificate templates and computer certificate
templates

Certificate templates



Three versions:
• Version 1 templates are Windows 2000-based (can also be used in newer systems) and are not 

customisable apart from permissions. By default, there are more than 20 version 1 certificate templates 
installed, including administrator, computer, domain controller and user templates

• Version 2 certificate templates comply with Windows 2003 and newer systems and are fully customisable 
but may only be issued by Windows Enterprise or Datacenter servers.  At CA installation, eight version 2 
certificate templates are created, including key recovery agent templates, RAS and IAS server templates 
and Kerberos authentication templates

• Version 3 certificate templates comply with Windows 2008 and newer systems and are fully customisable, 
enabling among others the use of the most modern cryptography algorithms. Like version 2 certificate 
templates, they can only be issued by Windows Enterprise or Datacenter servers. At CA installation, one 
version 3 certificate template is created automatically: it’s the certificate template that allows computers 
that have the online responder role to digitally sign CRLs

Certificate templates



Three versions:
• Version 1 templates are Windows 2000-based (can also be used in newer systems) and are not 

customisable apart from permissions. By default, there are more than 20 version 1 certificate templates 
installed, including administrator, computer, domain controller and user templates

• Version 2 certificate templates comply with Windows 2003 and newer systems and are fully customisable 
but may only be issued by Windows Enterprise or Datacenter servers.  At CA installation, eight version 2 
certificate templates are created, including key recovery agent templates, RAS and IAS server templates 
and Kerberos authentication templates

• Version 3 certificate templates comply with Windows 2008 and newer systems and are fully customisable, 
enabling among others the use of the most modern cryptography algorithms. Like version 2 certificate 
templates, they can only be issued by Windows Enterprise or Datacenter servers. At CA installation, one 
version 3 certificate template is created automatically: it’s the certificate template that allows computers 
that have the online responder role to digitally sign CRLs

Certificate revocation



A certificate manager can revoke a certificate even prior to its 
expiry

The serial numbers of revoked certificates are automatically 
put on the CRL lists of a certification authority and once they are 
published, it’s no longer possible to use the certificate

CRL are the go-to way for publishing information about 
revoked certificates: the more often CRLs are published, the 
shorter the certificates that have been revoked in the meantime 
will be used

Certificate revocation



Regular publications of all CRLs will produce an increase in 
the amount of data sent across networks. A good solution to this 
problem is publishing full and Delta CRLs. While full CRLs contain 
the numbers and reasons for revoking all certificates of a given 
CA (frequently over several megabytes of data), Delta CRLs only 
contain information about certificates that have not been 
included in the previously-published full CRL

Certificate revocation



Most symmetric ciphers are block ciphers

Block cipher mode defines the transformation method of
variable-length messages (streams of data) into fixed-length
blocks

Most block ciphers use Feistel’s network, which may be used
with any encryption function and doesn’t require the function to
be reversible

Certificate revocation



Enterprise certification authorities running in the Windows Enterprise or Datacenter systems can be tasked
with archiving private keys

This allows you to restore certificates and related private keys that are lost when a profile is deleted, a
smart card is damaged, when the host is corrupted or lost or when the system is reinstalled

Key archival



Key archival and recovery:
• A user requests a certificate based on a template with the enabled option Archive subject’s encryption 

private key
• The private key, generated in a user’s computer, is encrypted using the certification authority public key 

and is added to a certificate request sent to this authority
• The CA decrypts the private key of the certificate subject, and then encrypts it using a key recovery agent’s 

key and saves it to its database
• The user reports the loss of a private key to a certificate manager
• The certificate manager retrieves the serial number of the certificate to which the lost key was related
• The certificate manage retrieves the encrypted private key and exports it along with the user certificate to 

the PKCS #7 file
• The encrypted file is forwarded to the key recovery agent, which decrypts it using its private key
• The key recovery agent exports the user certificate and the related private key to the PKCS #12 file
• PKCS #12 along with the password that protects it is released to the user, who imports the certificate 

contained in it and the lost private key

Key archival



THANKS 
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