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The IP Sec suite is a set of protocols that
provide security for communications in the
third layer of the OSI model.

Unlike SSL, IP Sec operates at a lower layer of
the OSI model and protects communications
transparently and independently from web
applications.

It also secures all communications between
hosts, as opposed to only applying to
transmissions made across selected
applications
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Subnetting

Using routers to subnet a network can | ‘

mean: . 1 — )

e Better network performance (achieved %]
through setting up data-exchanging
computers in the subnetworks)

* Being able to monitor packets transmitted
across routers

e Limit the availability and access to selected = @

hosts : : )
= il 0 55.255.255.0
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Subnetting

Wl Follow TCP Stream

But if your subnets are connected through

GET /MSADC/root. exe?/c+dir HTTP/1.0
HOST: Wi

firewalls, you may be able to control traffic conmection: close

HTTP/1.0 404 Not Found

not only by filtering it based on source and X Kazea hetvork: Kazan
A i X-Kazaa-supernodeIP: 24,2.138.161:2192
destination IP addresses but also based on \
protocols and data sent across hosts i o omx omom ocwmm s =

Hep | Filter Qut This Stream | Close
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Subnetting

|Pv4

A

B1]o0]
IPv4 address classes:
The value in an IPv4 address’s first octet c|1]1]o]
categorizes it into a specific class

p{+[1]1]o]"

E[1]1]1]1]o]
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Subnetting

|Pv4

CIDR :

In a valid subnet mask set bits are on the left
side of the first non-set bit 11111111
11111110

; 11111100

Every octet in a subnet mask may be set to 11111000
one of nine values 11110000
11100000

: R 11000000

_CIDR notation lets you split a single ngtwork 10000000
into many subnets and connect them in one 00000000 - o |

supernet
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Subnetting

|Pv6

Current operating systems use both versions of
IP by default: unfortunately, most firewalls and
network intrusion detection systems support IPv6
only in a limited way

The conspicuous change is lengthening the IP
address from 32 (v4) to 128 bits (v6). Longer
addresses required a new notation system to be
developed: rather than have octets divided with a
dot, IP addresses have four-character groups of
hexadecimals
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Subnetting

|Pv6

Unlike IPv4 addressing, IPv6 notation does not
use variable-length network masks. Instead, the
first half of the address (the old 64 bits) includes a
network-identifying prefix (used to route packets),
while the other half (the new 64 bits) is a host
address. A network-identifying prefix can be further
split into a 48-bit network prefix and a 16-bit
subnet identifier. This means that all IPv6 networks
can be subnetted into 65,536 subnetworks (216 =
65,536)
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subnetting
|Pv6

To improve readability, you can use these techniques for IPv6 notation:
* Replace groups of zeroes with single zeroes
2001:0db8:0000:0000:0000:0000:1428:57ab = 2001:0db8:0:0:0:0:1428:57ab
e Skip groups of zeroes and replace them with a colon
2001:0db8:0:0:0:0:1428:57a = 2001:0db8::1428:57ab
e Skip the leading zeroes

2001:0db8::1428:57ab = 2001:db8::1428:57ab
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Subnetting

|Pv6

Extending the IP address space meant the — v =
IPv6 header format needed an upgrade. The 0123456789 0123456789
datagram in version 6 consists of the basic IP = E—

header and is followed by optional other T

.
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Subnetting

|Pv4

IPv6 addressing:

e The ::1 loopback address is equivalent to
the 127.x.y.z IPv4 address and points back
to the local computer

I R | S V| N < N | A R

* Multicast addresses can be used to send 0123456789 0123456789
packets to multiple computers at a time - —

* Unicast local addresses are equivalent to IC—
the 169.254.x.y IPv4 addresses

e Unique local addresses are equivalent to
IPv4 private addresses

* Global addresses are equivalent to IPv4
public addresses
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Subnetting

Subnetting IPv6 networks is easy. It's
enough to change the subnet identifier values
separated by the : character, for example
subnet the 2637:F238/32 network into the
following subnetworks:

e 2607:F238:0000/48,

e 2607:F238:0001/48,

e 2607:F238:0002/48,

e 2607:F238:0009/48,

e 2607:F238:000a/48,

* etc.
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|Pv6

[ L —
type
4 1

=1/128

FE80::/10
local
Unique local FCO00::/7
address

Global others
unicast

FF01:0:0:0:0:0:0:1

FF01:0:0:0:0:0:0:2
FE80::11C:6381:2F6B:50F2

FCO00::11C:6381:2F6B:50F2

2001:db8::1428:57ab




DMZ

If your computer system has some services network without DMZ Three-legged frewal
that must be available online for the general
public, you may find that one set of firewall
access rules for all networked computers will
not give you effective security

One solution is to place all computers that
provide online services in a single subnet (a
demilitarised zone) and setting up a firewall to
separate it both from the Internet and from all
other subnets
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A DMZ may be created using one firewall
with three network interfaces (a single-firewall
DMZ architecture) or using two independent
firewalls (a dual firewall DMZ architecture)

All hosts in a DMZ are high-risk
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vian

VLANSs operate in the second OSI layer. This subnetting
makes use of switches of this layer, not routers

Since computers connected to the same switch or hub form a
segment, why not use the ports of these devices for dividing
networks into segments?

Both operations yield the same results. All computers
inside a segment can communicate directly but cannot send
Ethernet frames to hosts in a different segment

VLAN is a however only a logical division

Dividing the network into virtual LANS may help you to:

e Reduce traffic

e Adjust network topology to your company’s structure
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vian

Even if the VLAN technology wasn’t designed to be a
network security measure, implementing it may help you
reduce the scope of potential attacks that can be executed in
the second layer of the OSI model
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The simplest way to segment is to configure
switch ports. This is how you create static
VLANs
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VLAN

You can also dynamically assign hosts (using
their MAC addresses for example) to

segments, creating dynamic VLANs VLAN
0000.09F3.AC2D

To only send frames to an intended VLAN 0000.0875.14A7

and enabling them to be sent to hosts in the 0000.0912.B2C3

z\j/rir’lshe;”—rAe‘ZUirzstyoﬁotnoni:;e(ljith;cr)ne?Ig(ae:sg: IO B

with VLAN IDs and enable all frames to be sent 0000.08E1.34D6

across switches (trunk ports can be used for

this purpose)
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This solution is defined in the IEEE 802.1Q
standard

Network device manufacturers use also
proprietary solutions, for example Cisco uses
ISL and 3Com uses VLT
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