
Registry

This C++ program demonstrates how to interact with the Windows Registry to create a registry key and set a string value within it. Here’s an explanation of the code:

1. Include Headers: The code includes several headers, including <windows.h> for Windows API functions, <string> for string manipulation, <iostream> for input and output, and “winRegistry.h,” which presumably contains the definitions related to the Windows Registry operations.

2. main() Function:

◦ The main() function is the entry point of the program.

◦ It defines three strings: registryPath, valueName, and valueData. These strings represent the path to the registry key, the name of the registry value, and the data to be stored in the registry, respectively.

3. Create WinRegistry Object:

◦ It creates an instance of the WinRegistry class named winReg with the provided registryPath. This class is presumably defined in the included “winRegistry.h” header.

4. Create the Registry Key:

◦ It calls the createRegistry() method on the winReg object. This method is expected to create the registry key specified by registryPath if it doesn’t already exist.

5. Set the String Value in the Registry:

◦ It uses the setRegistryValue() method on the winReg object to set the registry value. This method likely takes two arguments: the name of the value (valueName) and the data to be stored (valueData).

◦ If the operation is successful (the method returns true), it prints a success message to the console. Otherwise, it prints an error message.

6. Wait for User Input:

◦ The program waits for user input using getchar(). This allows the user to view the program’s output before it terminates.

7. Exit:

◦ The program returns 0 to indicate successful execution.

In summary,  this code demonstrates how to create a registry key in the Windows Registry and set a string value within i t.  This kind of functional i ty might be used in various scenarios,  such as configuration settings for a Windows appl ication or storing information needed 
by malware to maintain persistence on the system.  The code is intended to be a simpl i fied example and may require additional  error handl ing and securi ty measures in a real-world appl ication.
Winregistry.h File:

C++ Code

#include <windows.h>
#include <string>
#include <iostream>
#include "winRegistry.h"

using namespace std;

int main(){
string registryPath = "SOFTWARE\\MyCompany\\MyApp\\C2DomainName"; // Replace this with your desired path
string valueName = "Malicious Domain Server"; // Replace this with your desired value name
string valueData = "https://maliciousDomain.com"; // Replace this with your desired string data

// Create the WinRegistry object
WinRegistry winReg("","",registryPath);

// Create the registry
winReg.createRegistry();

// Set the string value in the registry
if (winReg.setRegistryValue(valueName, valueData)) {

cout << "String value added to the registry successfully." << endl;
} else {

cerr << "Failed to set the string value in the registry." << endl;
}

getchar();

return 0;
}

C++ Code

<pre><span id="m_-7640183199527179567gmail-64e6">#include <windows.h>
#include <string>
#include <fstream>
#include <iostream>

using namespace std;

class WinRegistry{
private:

string name;
string type;
string registryPath;

public:
WinRegistry(string name, string type, string registryPath){

this->name = name;
this->type = type;
this->registryPath = registryPath;

}

// Getters
string getName(){

return this->name;
}
string getType(){

return this->type;
}
string getRegistryPath(){

return this->registryPath;
}

// Setters
void setName(string name){

this->name = name;
}
void setType(string type){

this->type = type;
}
void setRegistryPath(string registryPath){

this->registryPath = registryPath;
}

//Create/Delete Registry
void createRegistry() {

HKEY hKey;
LONG createStatus = RegCreateKeyExA(HKEY_CURRENT_<wbr />USER, this->registryPath.c_str(), 0, NULL, REG_OPTION_NON_VOLATILE, KEY_ALL_ACCESS, NULL, &hKey, NULL);
if (createStatus == ERROR_SUCCESS) {

cout << "Registry created successfully" << endl;
} else {

cout << "Error creating registry" << endl;
}

}

void deleteRegistry() { 
LONG deleteStatus = RegDeleteKeyA(HKEY_CURRENT_<wbr />USER, this->registryPath.c_str());
if (deleteStatus == ERROR_SUCCESS) {

cout << "Registry deleted successfully" << endl;
} else {

cout << "Error deleting registry" << endl;
}

}

// Set Registry Value
bool setRegistryValue(const std::string& valueName, const std::string& valueData) {

HKEY hKey;
LONG openStatus = RegOpenKeyEx(HKEY_CURRENT_<wbr />USER, registryPath.c_str(), 0, KEY_SET_VALUE, &hKey);
if (openStatus == ERROR_SUCCESS) {

LONG setValueStatus = RegSetValueEx(hKey, valueName.c_str(), 0, REG_SZ, reinterpret_cast<const BYTE*>(valueData.c_str()), static_cast<DWORD>((valueData.<wbr />length() + 1) * sizeof(char)));
RegCloseKey(hKey);
if (setValueStatus == ERROR_SUCCESS) {

std::cout << "Registry value set successfully" << std::endl;
return true;

} else {
std::cerr << "Error setting registry value" << std::endl;
return false;

}
} else {

std::cerr << "Error opening registry key" << std::endl;
return false;

}
}

// Get Registry Value
bool getRegistryValue(const std::string& valueName, std::string& buffer, DWORD bufferSize) {

HKEY hKey;
LONG openStatus = RegOpenKeyEx(HKEY_CURRENT_<wbr />USER, registryPath.c_str(), 0, KEY_QUERY_VALUE, &hKey);
if (openStatus == ERROR_SUCCESS) {

DWORD valueType;
buffer.resize(bufferSize);
LONG queryValueStatus = RegQueryValueEx(hKey, valueName.c_str(), NULL, &valueType, reinterpret_cast<BYTE*>(&<wbr />buffer[0]), &bufferSize);
RegCloseKey(hKey);
if (queryValueStatus == ERROR_SUCCESS && valueType == REG_SZ) {

std::cout << "Registry value retrieved successfully: " << buffer << std::endl;
return true;

} else {
std::cerr << "Error retrieving registry value" << std::endl;
return false;

}
} else {

std::cerr << "Error opening registry key" << std::endl;
return false;

}
}

// Set Registry Value as binary
bool setRegistryValueAsBinary(<wbr />string& valueName,string& valueData){

HKEY hKey;
LONG openStatus = RegOpenKeyEx(HKEY_CURRENT_<wbr />USER, registryPath.c_str(), 0, KEY_SET_VALUE, &hKey);
if (openStatus == ERROR_SUCCESS) {

LONG setValueStatus = RegSetValueEx(hKey, valueName.c_str(), 0, REG_BINARY, reinterpret_cast<const BYTE*>(valueData.c_str()), static_cast<DWORD>((valueData.<wbr />length() + 1) * sizeof(char)));
RegCloseKey(hKey);
if (setValueStatus == ERROR_SUCCESS) {

std::cout << "Registry value set successfully" << std::endl;
return true;

} else {
std::cerr << "Error setting registry value" << std::endl;
return false;

}
} else {

std::cerr << "Error opening registry key" << std::endl;
return false;

}
}

// Get Registry Value as binary
bool getRegistryValueAsBinary(<wbr />string& valueName, string& buffer, DWORD bufferSize){

HKEY hKey;
LONG openStatus = RegOpenKeyEx(HKEY_CURRENT_<wbr />USER, registryPath.c_str(), 0, KEY_QUERY_VALUE, &hKey);
if (openStatus == ERROR_SUCCESS) {

DWORD valueType;
buffer.resize(bufferSize);
LONG queryValueStatus = RegQueryValueEx(hKey, valueName.c_str(), NULL, &valueType, reinterpret_cast<BYTE*>(&<wbr />buffer[0]), &bufferSize);
RegCloseKey(hKey);
if (queryValueStatus == ERROR_SUCCESS && valueType == REG_BINARY) {

std::cout << "Registry value retrieved successfully: " << buffer << std::endl;
return true;

} else {
std::cerr << "Error retrieving registry value" << std::endl;
return false;

}
} else {

std::cerr << "Error opening registry key" << std::endl;
return false;

}
}

// Set file as binary in registry
bool setFileAsBinary(string srcFile) {

HANDLE hFile = CreateFile(srcFile.c_str(), GENERIC_READ, 0, NULL, OPEN_EXISTING, 0, NULL);
if (hFile == INVALID_HANDLE_VALUE) {

std::cerr << "Error opening file: " << GetLastError() << std::endl;
return false;

}

HKEY hKey;
LONG openStatus = RegOpenKeyEx(HKEY_CURRENT_<wbr />USER, registryPath.c_str(), 0, KEY_SET_VALUE, &hKey);
if (openStatus != ERROR_SUCCESS) {

std::cerr << "Error opening registry key: " << openStatus << std::endl;
CloseHandle(hFile);
return false;

}

// Read and write the file in chunks
const DWORD CHUNK_SIZE = 1024; // Adjust as needed
BYTE buffer[CHUNK_SIZE];
DWORD bytesRead;

while (ReadFile(hFile, buffer, CHUNK_SIZE, &bytesRead, NULL) && bytesRead > 0) {
LSTATUS status = RegSetValueEx(hKey, "FileValue", 0, REG_BINARY, buffer, bytesRead);
if (status != ERROR_SUCCESS) {

std::cerr << "Error setting registry value: " << status << std::endl;
CloseHandle(hFile);
RegCloseKey(hKey);
return false;

}
}
std::cout << "File stored in the registry as binary data." << std::endl;
CloseHandle(hFile);
RegCloseKey(hKey);

return true;
}

// Get file as binary from registry
bool getFileAsBinary(string& valueName, string& buffer, DWORD bufferSize, string dtsFile){

HKEY hKey;
LONG openStatus = RegOpenKeyEx(HKEY_CURRENT_<wbr />USER, registryPath.c_str(), 0, KEY_QUERY_VALUE, &hKey);
if (openStatus == ERROR_SUCCESS) {

DWORD valueType;
buffer.resize(bufferSize);
LONG queryValueStatus = RegQueryValueEx(hKey, valueName.c_str(), NULL, &valueType, reinterpret_cast<BYTE*>(&<wbr />buffer[0]), &bufferSize);
RegCloseKey(hKey);
if (queryValueStatus == ERROR_SUCCESS && valueType == REG_BINARY) {

std::cout << "Registry value retrieved successfully: " << buffer << std::endl;
// Write buffer to file
ofstream outfile;
outfile.open(dtsFile.c_str(), ios::binary);
outfile.write(buffer.c_str(), buffer.size());
outfile.close();
return true;

} else {
std::cerr << "Error retrieving registry value" << std::endl;
return false;

}
} else {

std::cerr << "Error opening registry key" << std::endl;
return false;

}
}

};</span>
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