Registry

Co+ Code

std;
int main(){
S b - T D S
B Nane = "Malicious Domain Server'
string valueData = "https://maliciousbonain.con"; // Replace with your desired string data

WinRegistry winReg(*","",registryPath);
winReg. createRegistry();

(rinfeg. setiegistryValue(valueane, valuedata))
"String value added to the registry successfully,

<< endl;

i
cerr << "Failed to set the string value in the registry.” << endl;

getchar();

This C++ program demonstrates how to interact with the Windows Registry to create a registry key and set a string value within it, Here's an explanation of the code:

1. Include Headers: The code includes several headers, including <windows .h> for Windows API functions, <string> for string manipulation, <iostreans for input and output, and “winRegistry h,” which presumabl
2.main() Function
The main() function is the entry point of the program.
It defines three strings: registryPath, valueNane, and valueData. These strings represent the path to the registry key, the name of the registry value, and the data to be stored in the registry, respectively.
Create WinRegistry Object
It creates an instance of the WinRegistry class named winkeg with the provided registryPath, This class is presumably defined in the included “winRegistry " header
Create the Registry Key:
it calls the createf () method on the winReg object, This method is ex s E registryPath if it doesn't already exist.
Set the String Value in the Registry:
It uses the setRegistryValue() method on the winkeg +t the registry value. This m lame) and the dat bred (valueData).
If the operation is successful (the method returns true), it prints a success message to the
6. Wait for User Input:
The program waits for user input using getchar (), Thi the user to view the program’s output before it terminates.
Exit

The program returns

ontains the definitions related to the Windows Registry operations,

s kind of functionality might be used in various scenarios, such as configuation settings for a Windows application or storing information needed

intended to be a simplified exampl dditional error handling and security measures in a real-world application.

stry.h File:

C++ Code
<pre><span id="n_-7640183199527179567gnai1-64e6">#include <windows.h>

std

uinRegistry{
Aoy

strin
FinE g

WinRegistry(string name, string type, string registryPath)(

e = type;
“>registrypath = registryPath;

string gethame(){

)
String getType()({
Stype;
}
string getRegistrypatn()(
registrypath;
¥

setName(string name){
setType(string type){
e = type;

setRegistryPath(string registryPath)(
“>registryPath = registryPath,

createRegistry() {
HKEY hKey;
LONG createstatus = RegCreateKey DA(HKEY_CURRENT_ubr /5USER, (ris->reglstryPath.c_Str(), 8, NULL, REG_OPTION NGNLVOLATILE, KEYALLACCESS, NULL, ShKey, MILL);
(createstatus == ERROR_SUCCES!
it < "Registry created successfully” << endl;

cout << "Error creating registry” << endl;

S RER0)
letestatus - ReghelsteKeyA(HKEY_CURRENT_cubr />USER, (his-oregistryPath. c_str());
ERROR_SUCCESS)
P T S Sy Grety

{
cout << "Error deleting registry” << endl;
T std: :stringd valueNane, std: :stringd valuebata) {

RegCloseKey (hKey);
(setvaluestatus == ERROR_SUCCESS) {
t << "Registry value set successfully” << std::endl;

{
std: :cerr << "Error setting registry value" << std::endl;

}

{
Std: :cerr << "Error opening registry key" << std::endl;

bool, gettegistryvalued std:istringd valueNane, std::stringd buffer, DHORD buffersize) {
Key;

LONG openstatus = Reg0penkeyEx(HKEY_CURENT.cubr /5USER, registryPath.c_str), 6, KEY_QUERY_VALUE, Shkey);
R SCESS) ¢

DHORD valueTyy

buffer. restE(bu‘FerS e);

S eyttt o ooy tatses ey st intmmelcletn O et v <BYTE® (8cwbr />buffen(0]), Bbuffersize);

Reg[]usekey(

WalleStatus == ERROR_SUCCESS 68 valueType == REG_S2) {
SHicicout << “Registry valie retrieved succvcsfully: T << bufer < std:

€
std: :cerr < “Error retrieving registry value" << std::endl;

}

std: zcerr << "Error opening registry key" << std::endl;

/>strings valueName, stringd valueData){

RegOpenkeyEx (HKEY_CURRENT_cwbr />USER, registryPath.c_str(), @, KEY_SET_VALUE, 8hKey);

RegClosekey (nKey,
(Setvaluestatus == ERROR_SUCCESS) {
t cc Registry value set successfully” < std: endl;

{
std: :cerr < "Error setting registry value” << std:iendl;

}

{
std: :cerr << "Error opening registry key" << std::endl;

booL getRspistryvaluehsBinary (<ubr />Strings valuehame, Strings buffer, DWORD buffersize)(

Lon operstatus = R B BT T (M, G il e 5500), O LRIV, Q)5
ERROR_SUCCESS)

DHORD valueType;

buffer. reme(bmers e);

LONG queryValuestatus = RegQueryValueEx(hKey, valueName.c_str(), NULL, &valueType, <BYTE> (acwbr />buffer(e]), Sbuffersize);

RegClosekay (hKey)

ryValuestatus == ERROR_SUCCESS 8& valueType == REG_BINARY) (
std:cout << "Registry value retrieved successfully: " << buffer << std::endl;

€
std: :cerr < “Error retrieving registry value" << std::endl;

{
scerr << "Error opening registry key" << std::endl;

booL. setFleAstinary (string srcFile)
File = CreateFile(srcFile.c_str(), GENERIC_READ, @, NULL, OPEN_EXISTING, @, NULL);
IALID_HADLE VALUE) {

Sed:scarn << Erron opening F11e: © << GetlastErron() < std:zendl;
)

HKEY hKey;
LONG openStatus = RegOpenkeyEx(HKEY_CURRENT_cwbr />USER, registryPath.c_str(), @, KEY_SET_VALUE, 8hKey);
tus |= ERROR_SUCCESS)
std: zcerr << "Error opening registry key
BRI

<< openstatus << std::endl;

DHORD CHUNK_SIZE = 1024;
BYTE buffer[CHUNK_SIZE];
DHORD bytesRead;

(TR, Wiy, GHULGT), Cheriatl L) O et > O)
LSTATUS status = RegSetValueex(hke; alue”, @, REG_BINARY, buffer, bytesRead);
(status 1= ERROR_SUCCESS) {
std: :cerr << “Error setting registry value: << status << std::endl;
Closeandle(hFile);
RegCloseKey (hKey);

File stored in the registry as binary data.” << std::endl;
Closomndte(hriley;
RegClosekey(hKey) 5

bosL. gecF1eAssinary (stringd valuehane, stringd butfer, DIORD butfersize, string dtsFile)
Key

L0NG opertatus = RegOpenkeyEx(HKEY_CURRENT_cubr />USER, regltrypath.c_str(), @, KEY_QUERY VALLE, Shkey);
ICCESS) {

RegQueryValueEx(hKey, valueName.c_str(), NULL, &valueType, <BYTE®> (&<wbr />buffer(0]), Bbuffersize);

ERROR_SUCCESS 88 valueType == REG_BINARY) {
td::cout << "Registry value retrieved successfully: © << buffer << std::endl;

ofstrean outfile:
GutFile-open(dtsiile.c_str(), os::binary);
outfile.urite(buffer.c_str(), buffer.size());
outfile.close()

{
std: :cerr < “Error retrieving registry value" << std::endl;

}

{
std: zcerr << "Error opening registry key" < std:zendl;

}

3;</span>

< BYTE®> (valueData.c_str()), <DWORD> ((valueData. cwbr />length() + 1) * (char)));

€ss)
RegSetvalueEx(hKey, valueName.c_str(), 8, REG_BINARY, < BYTE®> (valueData.c_str()), <DHORDS ((valueData. cubr: />length() + 1) * (char)));



https://maliciousdomain.com/
https://maliciousdomain.com/

