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Understanding Protocols

» What are Protocols?

» How protocols work:
• Encapsulation of data

• Traffic flow concepts from source to destination

» Dissecting an ICMP transmission
• Ping is used to troubleshoot network connectivity
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Wireshark & Protocols
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Network Lab 

» Capture a ping (ICMP) from source to 
destination 
• Use Wireshark to capture traffic

» Troubleshooting problems
• Use Wireshark to analyze traffic

• Review traffic to analyze network, protocols, and 
traffic flow

• Time to Live (TTL)
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Dissecting the ICMP Packet
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Internet Control Message Protocol (ICMP)

» ICMP used to troubleshoot problems
• Commonly used with ping and traceroute

• Part of the TCP/IP protocol suite (Layer 3)

• Relays query messages

• Uses control messages
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IP Header Information
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Traffic Flow Analysis

» Data captured for analysis can reveal many 
issues
• Dropped packets
• Incorrect gateway assignment
• Incorrect path
• Latency
• Many others… 

» Source to destination
• Ping will show you via ICMP connectivity from source to 

destination


