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Understanding Networking Concepts

» Fundamental network knowledge needed to 
use Wireshark

» How data traverses a network
• Traffic flow concepts from source to destination

» Other network hardware
• Other network connectivity devices

• Network security devices
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Wireshark & Firewalls
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Network Lab 

» Simple network with Layer 2 and Layer 3, multiple 
segments a firewall and common scenarios 

» How to create ACLs
• Cisco ACL

• Windows Firewall (netsh)

• Linux (iptables) netfilter

• Others

» Troubleshooting problems
• Use Wireshark to capture traffic

• Review traffic to analyze network, protocols, and traffic flow
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Network Lab 
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Firewall Concepts

» Firewalls block traffic
• When capturing data, you may not be able to troubleshoot 

source to destination without modification

» Firewalls translate traffic 
• When using Network Address Translation (NAT), you may 

confuse your capture data

» Ports and IP addresses
• Firewalls generally block by IP and port
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Network Lab 
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Other Hardware

» Hubs
• Create a broadcast domain; may confuse capture

» Load balancers
• Used to send traffic to multiple units to balance load; 

but rely on a single virtual IP

» Inspection units
• Used to inspect traffic
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Capturing Protocol Data

» Captures protocol data can be inspected for 
issues

» Protocol analysis
• Opens up the data for inspection

• Helps find problems you cannot see without capturing data 
for inspection

» Traffic analysis
• Used to find bandwidth, latency, and other network issues


