Other Network Hardware



Understanding Networking Concepts

Fundamental network knowledge needed to
use Wireshark

How data traverses a network
« Traffic flow concepts from source to destination

Other network hardware
e Other network connectivity devices
* Network security devices



Wireshark & Firewalls

File Edit View Go Capture Analyze Statistics Telephonz Tools  Internals  Help

ceodm s EDXE A¢es0T L I[EFaaan $EMx% B

Filter: IZ| Expression... Clear Apply Save
Mo. Time Source Destination Protocol Length Info
518 21.138361010.121.90.78 226.178.217.5 1] 84 Source port: 62284 Destj'nilt'ion port: 21328
519 21.192516010.121.78.3 " . - - .- - - o - — =
520 21.2050280 Cisco_56:dd:c7 | M Firewall ACL Rules - T
521 21.246782010.170.184.185 - . D1,/62771, tr
253 o1 547643010 19190, 175 Product |Cisco I0S (standard) [*] Fitter 1012190180 [+] Inbound
523 21.648342010.121.90.139 ! Cisco 105 (standard)
324 21.679641010.121.90.3 access-list NUMBER deny host10121.90.180
525 21.820848010.121.90.230
526 21.8304910Cisco_e2:7b:47
121.90.23

527 21.835788010.

Help Copy

529 21.930649010.121.90.7

530 21.948113010.121.90.98 0. .91, P : 5 z p q

531 21.963189010.121. 90. 98 10.121.91. 255 NENS 92 Name query NB SP<lb>

532 22.030486010.121.90.180 10.121.91.255 BROWSEF 237 Browser Election Request

533 22.0979620:10.170.170. 203 10.121.90.127 SNMP 122 get-request 1.3.6.1.2.1.25.3.2.1.5.1 1.3.6.1.2.1.25.
534 22.1017840 Cisco_e2:7b:47 Broadcast ARP 60 who has 10.121.90.1937 Tell 10.121.90.3

535 22.1023120Cisco_e2:7b:47 Broadcast ARP 60 who has 10.121.90.1667 Tell 10.121.90.3

536 22.162645010.90.204.75 10.121.90.231 NENS 92 Name query NBSTAT *<00:=<00><00><00><00>=00><00><00=



Network Lab

Simple network with Layer 2 and Layer 3, multiple
segments a firewall and common scenarios

How to create ACLs
e (Cisco ACL
« Windows Firewall (netsh)

* Linux (iptables) netfilter
 Others

Troubleshooting problems
« Use Wireshark to capture traffic
« Review traffic to analyze network, protocols, and traffic flow



Network Lab




Firewall Concepts

Firewalls block traffic

* \When capturing data, you may not be able to troubleshoot
source to destination without modification

Firewalls translate traffic

* When using Network Address Translation (NAT), you may
confuse your capture data

Ports and IP addresses
» Firewalls generally block by [P and port



Network Lab

-

BN Administrater: Command Prompt - netsh

netsh firewallXadd portopening wdp 56755 Wireshark DISABLE

IMPORTAMT : Command executed successfully.

However, 'netszsh firewall' iz deprecated:

usze ''metsh advfirewall firewall" instead.

For more information on wsing '"netsh adufirewall firewall' commands
instead of 'netsh firewall'. see KB article 247789

at http:---go_microsoft._comsfuwlink 71linkid=121488 .

0k .

netzh firewallX_

==
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Hubs

» (Create a broadcast domain; may confuse capture

L oad balancers

« Used to send traffic to multiple units to balance load;
but rely on a single virtual [P

Inspection units
e Used to inspect traffic



Capturing Protocol Data

Captures protocol data can be inspected for
Issues
Protocol analysis

 Opens up the data for inspection

* Helps find problems you cannot see without capturing data
for inspection

Traffic analysis

« Used to find bandwidth, latency, and other network issues



