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Understanding TCP/IP

» Transmission Control Protocol / Internet 
Protocol (TCP/IP)

» What is TCP/IP and why is it important? 
• The most commonly used protocol stack in use today

» TCP/IP routing 
• IP routing
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Wireshark & TCP/IP
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Why Analyze TCP/IP?

» Troubleshooting problems
• Use Wireshark to capture traffic

• Review traffic to analyze network, protocols, and 
traffic flow

» Common issues include
• Layer 3 routing

• Incorrect TCP/IP configuration (IP, subnet mask, 
gateway)
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IP Packet
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Capturing Protocol Data

» Protocol data captured can be inspected for 
issues

» Protocol analysis
• Opens up the data for inspection

• Helps find problems you cannot see without capturing data 
for inspection

» Traffic analysis
• Used to find bandwidth, latency, and other network issues


