Navigating the GU|



Navigating the GUI

The Wireshark Graphical User Interface (GUI)
The dashboard launch pad

« Select an interface
e Start or load a capture
* Get help

The main interface capture window
« Toolbar
 Menus
e 3 main navigation Panes



The Wireshark Launch Pad
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Capture Options

Start 3 capture with detziled options



The Wireshark Launch Pad

Select an interface
« Select from available interfaces (LAN, WLAN, other)

Load or start a capture
» Load previous captures for review
e Start a new capture; opens the capture window

Get help

* Help files
* Help wiki



The Wireshark Capture Window

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
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Filter: | db-lsp-disc Ea{prmnm Clear Apply Save
No. Time Source Destination Protocol Length Info -
16 0.7901360010.121. 255.255.255.255 DB-LSP- 145 Dropbox LAN sync Discovery Protocol B
.7914180010.121. 255.255.255.255 DBE-LSP- 145 Dropbox LAN sync Discovery Protocol
.7914430010.121. 10.121.91.255 DB-LSP- 145 Dropbox LAN sync Discovery Protocol
-2593920010.121. 255.255.255.255 DE-LSP- 156 Dropbox LAN sync Discovery Protocol
.2608820010.121. 255.255.255.255 DB-LSP- 156 Dropbox LAN sync Discovery Protocol
.2608960010.121. 10.121.91.255 DB-LSP- 156 Dropbox LAN sync Discovery Protocol
.1121960010.121. 255.255.255.255 DB-LSP- 156 Dropbox LAN sync Discovery Protocol

.11808100 10. 255.255.255. 255 DB-LSP- 156 Dropbox LAN sync Discovery Protocol

Discovery Protocol

m

11842000 1 156 propbox sync Discovery Protocol
-1184430010.121. 10.121.91.255 DE-LSP- 156 Dropbox LAN sync Discovery Protocol
.1187330010.121. 255.255.255.255 DB-LSP- 156 Dropbox LAN sync Discovery Protocol
63 3.1187660010.121. 255.255. 255,255 DB-LSP- 156 Dropbox LAN sync Discovery Protocol U
194 10.518020010.121. 255.255.255.255 DB-LSP- 189 Dropbox LAN sync Discovery Protocol
i 195 10.518081010.121. 10.121.91.255 DB-LSP- 189 Dropbox LAN sync Discovery Protocol
378 18.508778010.121. 255.255.255.255 DBE-LSP- 188 Dropbox LAN sync Discovery Protocol =
379 18.512456010.121. 255.255.255.255 DB-LSP- 188 Dropbox LAN sync Discovery Protocol
380 18.513515010.121.90.161 10.121.91.255 DE-L5P- 188 Dropbox LAN sync Discovery Protocol
402 19.451083010.121.68.187 255.255.255.255 DB-LSP- 145 Dropbox LAN sync Discovery Protocol
403 19.453799010.121.68.187 255.255. 255,255 DB-LSP- 145 Dropbox LAN sync Discovery Protocol
404 19.454830010.121.90.238 10.121.91.255 DB-LSP- 145 Dropbox LAN sync Discovery Protocol
I 597 31.023809010.121.90.88 255.255.255.255 DB-LSP- 145 Dropbox LAN sync Discovery Protocol
600 31.132606010.121.90.88 255.255.255.255 DBE-LSP- 145 Dropbox LAN sync Discovery Protocol
i 601 31.132649010.121.90.88 10.121.91.255 DB-LSP- 145 propbox LAN sync Discovery protocol
602 31.273750010.121.90.97 255.255.255.255 DE-L5P- 156 Dropbox LAN sync Discovery Protocol
603 31.275238010.121.90.97 255.255.255.255 DB-LSP- 156 Dropbox LAN sync Discovery Protocol -

i ] r

Frame 59: 156 bytes on wire (1248 bits), 156 bytes captured (1248 bits) on interface 0

Ethernet II, Src: Dell_4l:cd:be (f0:4d:a2:41:cd4:be), Dst: Broadcast (ff:ff:ff:ff:ff:ff)

Internet Protocol version 4, src: 10.121.90.58 (10.121.90.58), D5St: 255.255.255.255 (255.255.255.255)
user Datagram Protocol, src Port: db-lsp-disc (17500), pst port: db-lIsp-disc (17500)

bropbox LAN sync Discovery Protocol

IDDDD ff ff ff ff ff ff f0 4d a2 41 c4 be 08 00 45 00
0010 00 82 01 Oa 00 00 80 11 d4 a2 0a 79 5a 3a ff ff
0020 ff ff 44 5c 44 5cC 00 7a 83 a8 7b 22 &8 6f 73 74
0030 5f 69 6e 74 22 3a 20 36 31 33 34 35 36 35 30 38
0040 2c 20 22 76 65 72 73 69 6f 6e 22 3a 20 5b 31 2c
ANEN 9N 39 B4 9. IN 93 &r &0 T3 70 B &4 70 _Ee &1 _&d

||© 7 File: "C:\Users\RSHIMO~1\AppData\LocahT... |Packets: .. | Profile: Default




The Wireshark Capture Window

Three panes of the capture window

« Packet List - Displays all packets in the current
capture file

« Packet Details - Displays the current packet that is
selected in the Packet List pane in granular detail

« Packet Bytes -Displays the data of the current packet
that is selected in the Packet List pane in hex



The Wireshark Capture Window

Menus

* When reviewing the menu system, you will find many
tools within Wireshark that you can use to solve
problems or further customize your experience

Toolbars
* Filter, navigation, and more...



Questions?



