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Command-Line Tools

Why use the command line?

 For quick and easy access to the raw data that Wireshark captures
and manipulates

Command-line tools
o tshark

* tcpdump
 dumpcap

e capinfos

* rawshark

» editcap

* mergecap

o (Others
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Other tools, such as TCPdump

* Used to capture data

» Used on most Unix/Linux distributions to capture and
analyze data

« Used on most firewall deployments

e Captures data that you can parse for more
information



Command-Line Tools

istening on eth@, Llink-type EN1GME (Ethernet), capture size 65535 bytes
20:40:23.184819 IP 192.168.73.128.47081 = 10.1.1.1.ftp: Flags [5], seq 103440827
6, win 29200, options [mss 1460,sackC0K,TS val 4294913916 ecr O,nop,wscale 106], 1

ength 0@

20:40:23.208782 IP 182.168.73
G in-addr.arpa. (39)
20:40:23.213014 IP 192.168.73
0/0 (39)

20:40:23.216597 IP 192.168.73
3.168.192 .in-addr.arpa. (45)
20:40:23.229840 IP 192.168.73
0/0 (45)

20:40:23.230343 IP 182.168.73
168.192 .in-addr.arpa. (43)
20:40:23.243455 TP 192.168.73
0/0 (43)

20:40:24.185137 IP 192.168.73

.128.43338 = 192.168.73.2.domain:
.2.domain = 192.168.73.128.43338:
.128.39142 = 192.168.73.2.domain:
.2.domain = 192.168.73.128.39142:
.128.45281 = 192.168.73.2.domain:
.Z.domain = 192.168.73.128.452591:

.128.47081 = 10.1.1.1.ftp: Flags

55739+ PTR? 1.1.1
557359 NXDomain 0/
48916+ PTR? 128.7
48916 NXDomain 0/
11352+ PTR? 2.73.
11352 NXDomain 0/

[S], seq 103440827




Questions?



