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Wireshark Streams

Troubleshooting with Wireshark

Following streams

* Allows you to view data at a higher level, such as the
application layer of the OSI model

TCP streams

* View an entire conversation between clients
* View TCP information at the application layer



TCP Streams

No. Tim Source Destination Protocol Length Info Mew Column
7 0.31250[]0[][] 213.19.160.190 81.131.67.131 TCp 62 http > netsteward [SYN, ACK] Seq=0 Ack=1 win=58:2005-07-16 10:29:30.112500000
8 0. 312500000 81.131.67.131 213.19.160.190 TCP 54 netsteward > http [ACK] seq=1 Ack=1 win=8760 Ler2005-07-16 10:29:30.112500000
10 0. 343750000 81.131. - = — = 05-07-16 10:29:30.143750000
47 1.937500000 213.19.] M Follow TCP Stream - . - (=] i 005-07-16 10:29:31. 737500000
51 1. 968750000 213.10. 005-07-16 10:29:31. 768750000
52 2.125000000 81.131 | Stream Content J05-07-16 10:29:31. 925000000
56 2.343750000 213.19. GET /msdowﬂoad/quatE/ﬁ/psffmndowsw sp2-x86fre - D05-07-16 10:29:32.143750000
57 2. 562500000 81.131. xiigsigo;?zﬁbzbas af5620be85ddd58141b07 3bcOb06ald. psf HTTP/1.1 —| |lbo5-07-15 10:29+32. 362500000
76 3.796875000 213.19.3|\ | [accepr-encoding: identity 005-07-16 10:29:33, 596875000
77 3.796875000 81.131. Range: bytes=27434481-27434687,27524096-27527101 D05-07-16 10:29:33. 596875000
79 4.078125000 213.19.1|| user-agent: microsoft BITS/6.6 | D05-07-16 10:29:33. 878125000
81 4.078125000 81.131. || HosT: au.download. %ﬂndwsupdate com 3 D05-07-16 10:29:33. 878125000
92 4.906250000  213.10.] || [fonnection: Keep-alive )05-07-16 10:29:34, 706250000
100 5.078125000 81.131.4| | |uTTR/1.1 206 Partial content 005-07-16 10:29:34, 878125000
221 11.158203000  213.19.3)| | |pate: sat, 16 Jul 2005 00:20:32 GMT 005-07-16 10:29:40. 958203000
222 11.158203000  81.131.4§||| ETag: "d45e21d7al7ac41:8037" B D05-07-16 10:29:40. 958203000
i | lLast-Modified: Thu, 05 Aug 2004 04:08:19 GMT
<[ Accept-Ranges: bytes

: | |server: microsoft-IIS/6.0 =
@ Frame 8: 54 bytes on wire (4 X-Powered-gy: ASP.NET

Ethernet IT, src: xerox_00:Qf|  |content-Type: multipart/byteranges; boundary=5284138D3F7
Internet Protocol version 4 Connection: keep-alive
& Transmission Control Protocd)|

—-5284138D3F7
content-Type: aEp11cat10n/0ctet—stream
Content-Range:

ytes 27434481-27434687 /772792554

¥OQ1D 1h. vc R, Yo g oL e B L@ oW, tdnd. ..
¢’ T U.7d.'Z..]....+.R..T ]

NS LE

—25284138D3F7

Content-Type: Ep1ication/cctet—stream

Content-Range: bytes 27524096-27527101/772792554 -

Entire conversation (4049 bytes) E

I [ End ][ savess |[ pdint |© ascn ©) EBCDIC ©) Hex Dump 1 C Amrays @ Raw u

0000 1a 43 20 00 01 00 01 0O | i
0010 00 28 a8 85 40 00 BO 06
0020 a0 be 0a T2 00 50 02 7a Filter Out This Stream | | Close ]
0030 22 38 45 c& 00 00




UDP Streams

Troubleshooting with Wireshark

Following streams

* Allows you to view data at a higher level, such as the
application layer of the OSI model

UDP streams

* View an entire conversation between clients
* View UDP information at the application layer



UDP Streams

No. Time Source Destination Protocol Length Info New Column
1 0.000000 192.168.170.8 192.168.170.20 DNs 70 standard query 0x1032 TXT google.com 2005-03-30
2 0.000530 192.168.170.20 192.168.170.8 DNS 98 standard query response 0x1032 TXT 2005-03-30
3 4.00523 A Follow UDP Stream '= @ | |Jcom 2005-03-30
4 4.83739 X 40 smtp4.goo¢2005-03-30
512.8171| Stream Content . com 2005-03-30
6 12.956 2005-03-30
7 20.8248 T googlsgfg'“com =S pTANp 192. 66. in-addr.2005-03-30
8 20.8259 TR 66-192-9-10<2005-03-30
9 92.189¢4 sd.org 2005-03-30
10 92.2388 204.152.190.1:2005-03-30
11 108.963 etbsd. org 2005-03-30
12 109.202 kaas 2001:4F8:4:2005-03-30
13 169.027 etbsd. org 2005-03-30
14 169.027 kass 2001:4F8:4:2005-03-30
15 178.239 % joogle. com 2005-03-30
16 178.256 | | 5 el google. com, oogle. co NAME . 1. goo¢2005-03-30
17 187.859| | 4. 9.193.66.1n- addr arpa ..104.9.192.66. in-addr. arpa. Q .google. com 2005-03-30
e +1a= ovq || %, .66-192-9-104. gen twtelecom. net.u. .www. netbsd. org. . wwwi. netbs [ wAnE A an

Frame 5: 70 d. ~wuw. nethsd. T O - - oo v, netbsd. or

Ethernet II,||| |G ccrrrrereresQe covnnnnn ROl www.netbsd.org......9%. .......... www. neths

Tnternet prg || (GOMG s Q0 R K www. google. com 5

user Datagra g
Domain Name m

Entire conversation (1212 bytes)

. exampTe com
WW . Examp'le notginh..... &
o www.isc.org.

www. 1. google. com

ww. example. com.

- WWW. Examp'le notginh
X.

Find “ Save As “ Print

) ASCI ~) EBCDIC

@ Raw

) Hex Dump 7 CArrays

00 co
00 38
aa 14
00 00

9f]
00|
&0
00|

Filter Qut This Stream ] [ Close ]

6d 00 00

:46.
:46.
:50.
-333401
:59.
SEEL
07,
07,
:18.
:18.
2305
2305
2305
2305
144,
144,
154,

.ca

496046
496576
501268

313231
452255
320873
321379
685951
734862
461181
608840
523440
523827
735890
752428
340862

scccnT



Questions?



