CP Sequencing &
Handshake



Wireshark & TCP

What is the TCP handshake, and why is it so
important?

How can | use Wireshark to capture and

analyze this communication traffic?
e Placement

* Filters
* Flow graph



Wireshark & TCP
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Filter:  tcp.analysis

No.

<

cPDTFL Qaaf @Bm% B

BE}(pIESSiOﬂ.‘. Clear Apply Save  TCP Full

=

Time Source D
368 64.9464 50000 192.168.1.13 7
360 64. 958578000 162.159.241.165 1
370 64.958945000 192.168.1.13 1
371 64.959629000 192.168.1.13 1
372 64.961379000 162.159.241.165 1

73 64.961673000 192.168.1.13 1

374 64.974177000 162.159.241.165 1
75 65. 517682000 162.159.241.165 1

376 65. 518241000 162.159.241.165 1
77 65.518573000 162.159.241.165 1

378 65. 518605000 162.159.241.165 1
379 65. 518820000 192.168.1.13 1
380 65. 518832000 162.159.241.165 1
381 65.519027000 192.168.1.13 1
382 65. 519034000 162.159.241.165 1
383 65. 519284000 192.168.1.13 1
4

Acknowledgment number: 1377 (relative J

Header length: 32 bytes

Flags: 0x010 (ACK)

window size value: 61
[calculated window size: 15616]
[window size scaling factor: 256]

[ Checksum: 0x5b58 [validation disabled]
® options: (12 bytes), No-Operation (NOP), N
= [sEQ/acK analysis]
[This is an ACK to the segment in frame

[The RTT to ACK the segment was: 0.00024

= [TCP Analysis Flags]
[This is a TcP duplicate ack]
[Duplicate ACK #: 1]
= [Duplicate to the ACK in frame: 3631

= [Expert Info (Note/Sequence): Duplicat

[Message: Duplicate ACK (#1)]
[severity level: note]
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Field name Relation

tep.proc.srcemd - Source process name (Source proc « is present

tep.proc.srepid - Source process ID

tep.proc.sreuid - Source process user [D I=

tep.proc.srcuname - Source process user name >
tcp.reassembled.data - Reassembled TCP Data (Ther =
tepreassembled.length - Reassembled TCP length (T a=
tcp.reassembled_in - Reassembled PDU in frame (The €=

tcp.segment - TCP Segment

tcp.segment.count - Segment count

tcp.segment.error - Reassemnbling error (Reassernblin
tcp.segment.multipletails - Multiple tail segments fou
tcp.segment.overlap - Segment overlap (Segment ov
tcp.segment.overlap.conflict - Conflicting data in seg
tcp.segment.toolongfragment - Segment too long (5
tcp.segment_data - TCP segment data (A data segme
tcp.segments - Reassembled TCP Segments (TCP Sect—
tcp.seq - Sequence number

tcp.sreport - Source Port

[ | k

Value (Unsigned integer, 4 bytes)

3457

Predefined values:

Range (offsetlength)

OK

| [ i

Win=15616 Len=0 SLE=504 SR
460 SACK_PERM=1 wW5=1024

nce-number-inconsistencies
460 SACK_PERM=1 w5=1024




Wireshark & TCP

Wireshark can assist with

Finding latency
Out-of-order packets
Retransmissions
Fragmentation

More



Network Lab

\ TCP seq #
1787

4
SYN
SYN ACK

ACK
FIN




Questions?



