
Capturing IP Resolution

www.ine.com



Copyright © www.ine.com

ARP & IP Resolution

» What is IP resolution? 

» What does ARP do?
• Helps resolve IP address to corresponding hardware 

addresses (Ethernet, MAC, BIA)

» Why capture this resolution with Wireshark?
• Determine why a host may not be connecting to a network

• Table instability

• Spoofing

• More
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Wireshark & ARP

» ARP fundamentals
• Resolves IP addresses to MAC addresses
• Broadcast based
• Works in conjunction with other network devices

» Possible issues
• Sticky
• Storms
• Chattering
• Spoofing
• Sweeps
• Proxy
• Cache
• More
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Questions?


