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» What is a rogue DHCP server?

» Why is it an issue?
• Breaks the appropriate logical addressing scheme on 

your subnet

• Causes disconnections 

• Can be a security violation
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» Wireshark analysis of rogue DHCP
• You will find in DORA inaccurate responses from 

DHCP server(s) you are not expecting responses from

» DHCP snooping
• Configure protection on your Cisco switch

• Router(config)# ip dhcp snooping
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Questions?


