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DNS Resolution Analysis

» Resolution and DNS
• Clients make request by using a DNS name

• If not configured locally (HOSTS), a DNS server is 
queried to provide needed information

• When the client uses the FQDN, the resource can be 
found and accessed if available

» What can be found with Wireshark?
• Failures in DNS from the client to the DNS server and 

beyond
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» Viewing the stream
• Review entire conversation

• Look for anomalies in communication

• Look for false records

• Look for zone information
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Questions?


