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» What is FTP?

» Wireshark and FTP
• Used to capture communication issues

• Can capture cleartext transmissions 

• Used to find issues such as traversal problems
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» Problems with FTP
• Unsecured passwords, susceptible to a myriad of 

security attacks… use SSH-based FTP, or SFTP

• Problems with NAT and firewalls (PASV)

» TCP stream
• You can analyze the TCP stream to determine 

whether data has been encrypted or sent in plaintext

• You can validate whether the session 
(communication) is being blocked or broken via NAT
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Questions?


