Incorrect SSI




Incorrect SSID

What is an SSID?

Using Wireshark to troubleshoot wireless
Issues

o Channel issues

* |ncorrect SSID

 De-Auth

* Probing

« Others
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Digging into the capture
* You can review the packets to look deeper into the
frames to find FCS issues, channeling issues, or
general association issues
Tools used to solve this issue
 WLAN traffic
e |O graph
« (Capture window filters
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582 16.141224 Cisco-Li_16:94:73 Broadcast_ 802.11 77 Probe Request, SN=2700, FN=0, Flags=........ C, ss5ID=11inksys
583 16.142274 Cisco-Li_16:94:73 Broadcast 802.11 70 Probe Request, SN=2701, FN=0, Flags=........ S5ID=Broadcast
584 16.181216 Cisco-Li_82:b2:55 Broadcast 802.11 168 Beacon frame, 5N=148, FN=0, Flags=........ C, BI=100, s5ID=Coherei
585 16.182192 Cisco-Li_82:b2:55 Spanpd s T Al Data  Cu-d40 -0 lanc— o
586 16.276198 Applr M Wireshark: WLAN Traffic Statistics: wpa-Induction.pcap o [E=NEE
587 16.277183 Apple_82:36:3a IPV - —
588 16.277194 App1y | Network Overvi
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.«.. ..00 = D5 status: Not leaving D5 or
.0.. = More Fragments: This is the 1 65:78:f1:b7:60:29 <Broadcast:-| 041 % 0 0 0 0 0 0
... 0... = Retry: Frame 'is_I [llot being ret ||| Broadcast <Broadcast>| 0.68 % 0 0 5 0 0 0 -
vee0 ouus = PWR MGT: STA wi stay up P T
0. — More Data: No data buffered 65:78:F7:b7:30:84 <Broadcast>| 014 % 0 1] 0 0 0 0
.0.. = Protected flag: Data is not pl|| | 98:d3:04:64:fa:55 <Broadcast>| 014 % 0 1 0 0 0 0
0... .... = order flag: Not strictly ordell||cic,.|j82:b255 1 Coherer 97.95 % 398 284 4 b 2 0
. 000 0000 0000 0000 = Duration: O microsecond| L5
Recejver Iaddress: Broadcast (ff:ff:ff:ff:ff: : Brrmites: Apply as Filter » Selected 3 BSSID v g v —
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551 5C0- 194 : ) 5 5
source address: Cisco-Li_16:94:73 (00:0f:66:1| Selected Ne Find F_'ame . - and Selected . BSSID and SSID
BSS Id: Broagcasto(ff:ff:ff:ff:ff:ff) Address Colorize or:ele‘t:t:dl " ' B3SID or SSID auth 4 Other 4 Comment 4
Fragment number : Broadcast 100.00 % .. and not Selecte 0 0 0 0
Sequence number: 2700 . OF not Selected 3
Frame check seguence: 0x15Fd1705 [correct] Cisco-Li_16:94:73 [ INVEH 0 0 a 0

£ IEEE 802.11 wireless LAN management frame
Tagged parameters (25 bytes)

0000 18 00 Be 58 10 02 6c 09 a0 00
0010 00 00 05 17 40 00 00 OO ff ff
0020 00 Of 66 16 ff ff ff ff ff ff
0030 6c 69 6e 6b 73 01 08

0040 48

32 04 12

6c 05 17

’_ | Profile: Custll

. M| Frame (frame), 77 bytes

Name resolution [7] Limit to display filter [7] Only show existing networks
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Questions?



