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• Prerequisites: You’ve watched all of the CCNA videos…or have read through 
all of the CCNA Certification Guides

• -
• Course Logistics – 9am until 7pm each day except Friday (we’ll end by 3pm)
• -
• Breaks: 15-minute break every 90-minutes of class. / One 60-minute break at 

12:30pm PST
• -
• I am assuming everyone has watched the CCNA video series.  As such I’m 

assuming you have a base of knowledge.  If I say something that you don’t 
understand…RAISE YOUR HAND AND ASK!!

• Interactivity: Please answer my questions when asked…and please ask 
questions whenever you need to.
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IHL = number of 32-bit “words” in the IP header.
Minimum size of IP packet = 20bytes
Maximum size of IP packet = 65,535 bytes

Common IP Protocol Numbers:
ICMP = 1
IGMP = 2
TCP = 6
UDP = 17
EIGRP = 88
OSPF = 89

Mention that IP is not the ONLY protocol to work at Layer-3, there are other 
options:  IPv6, IPX, Appletalk, etc
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**** LAB TIME: “Lab Tasks” overview ___and___ Lab Access & 
Application Familiarization
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WHITEBOARD
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DNS can use TCP if the records being requested exceed the maximum size 
that DNS via UDP would allow…but this is rare (over 4096 bytes).
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Examples of common protocols that use UDP:
TFTP – 69
DNS – 53  (can also operate with TCP)
RIP (520)
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FIRST TALK ABOUT (before explaining headers) 3-way handshake
WIRESHARK Demo

Window Size = Maximum quantity of segments (in bytes) the sender is willing 
to accept.
Talk about: MSS (Maximum Segment Size) that is sent during TCP 3-way 
handshake.
Talk about: Common protocols that use TCP:
Telnet (23)
FTP (20 and 21)
POP3 (110)
SMTP (25)
HTTP (80)
HTTPS (443)
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*** LAB TIME: Viewing TCP Segments
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Binary to Decimal (vice-versa)

How a subnet mask is used along with an IP address to determine the 
subnet/network.
----Concept of network, broadcast, and host addresses
Given an address, be able to determine if it is a network, broadcast, or host 
address.
Given a host address, determine the network and broadcast addresses it 
belongs to.
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WHITEBOARD: Memory types and what is stored
• Flash: Cisco IOS image
• NVRAM: Startup-config
• DRAM: Running-Config/ running IOS image  (also called, “system” memory 

in output of dir all command)
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9600 (baud)-8 (data bits)-None (parity bits)-1 (stop bit) – No flow control
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Demonstration
• Initial Configuration Dialogue
• Usage of built-in help
• Tab Key
• Ctrl-A and Ctrl-E
• Command history
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Note that CSR routers running IOS-XE don’t have the hyphen in the command 
“no ip domain lookup”.
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DEMONSTRATION: How to factory reset a router.
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Although most routers will allow you to select the default size of 512-bits for 
your RSA Crypto Key, on some routers this will prevent SSH from working. As 
a best practice you should configure a size of at least 1024-bits.
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**** LAB TASK TIME: Introduction To Basic IOS CLI 
Commands
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Distance limitations = 100-meters
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Bridge:
• Limited qty of ports
• Ports all the same speed
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EXPLAIN: Logical versus physical interfaces
Talk about the differences between routers (interfaces) and switches (ports
and SVIs) and where IP addresses can be configured.
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EXPLAIN: SVI must have associated physical ports that are “Up” in same
VLAN for SVI to also be “Up”.



Copyright © 2010 Internetwork Expert 48

www.INE.com



Copyright © 2010 Internetwork Expert 49

www.INE.com

Explain how some switches (Layer-2) have “Switch” as hostname (default) and 
some (Multilayer Switches) may have “Router” as the default hostname.
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Explain how some switches (Layer-2) have “Switch” as hostname (default) and 
some (Multilayer Switches) may have “Router” as the default hostname.
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Explain how some switches (Layer-2) have “Switch” as hostname (default) and 
some (Multilayer Switches) may have “Router” as the default hostname.
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CCNA Emphasis: 
Address
Dynamic
Interface
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• On some multilayer switches you may need to first enter the “switchport” 
command by itself – default = routed port.

• Switchport mode trunk command may not work without first entering 
“switchport trunk encapsulation” command.
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• On some multilayer switches you may need to first enter the “switchport” 
command by itself – default = routed port.

• Switchport mode trunk command may not work without first entering 
“switchport trunk encapsulation” command.
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• In the first example, ONLY VLAN-3 is allowed across the trunk.  Everything 
else is implicitly denied.

• In the second example, all VLANs EXCEPT VLAN-3 are allowed across the 
trunk.
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**** LAB TASK TIME: Introduction To Cisco Switching
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Default CDP timer is 60-seconds.
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LLDP-MED frames used to support MED. Provide detailed information on 
Power over Ethernet, network policy, media endpoint location for Emergency 
Call Services and inventory.
-
Default is to only transmit LLDP unless an LLDP-MED frame is RECEIVED.
-
Mostly supported on Cisco switches…many routers don’t support it.
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Can’t demonstrate this…our devices don’t support it.
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