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18 typedef IMAGE THUNK DATRG4 IMAGE THUNK DATA;

182 typedef PIMAGE_THUNK_DATAE4 PIMAGE THUNK DATE;

1 #¢define IMAGE SNAP BY ORDINAL(Ordinal) IMAGE SNAP BY ORDINALG4 (Ordin
1 typedef IMAGE_TLS_DIRECTORY64 IMRGE TLS5 DIRECTORY;

1 typedef PIMAGE_TLS_DIRECTORY64 PIMAGE TLS DIRECTORY;

1 #else

1 #define IMAGE ORDINAL FLAG :MAGE_ORD:XAL_FLRG32

1 #define IMAGE ORDINAL (Ordinal) IMAGE ORDINAL32 (Ordinal)

1 typedef IMAGE THUNK DATA32 IMAGE THUNK DATA;

1 typedef PIMAGE_THUNK_DATASZ PIMAGE THUNK DATA;

1 #define IMAGE SNAP BY ORDINAL(Ordinal) IMAGE SNAP BY ORDINAL32(Ordin
1 typedef IMAGE_TLS_DIRECTORY32 IMAGE TLS DIRECTORY;

1 typedef PIMAGE_TLS_DIRECTORY32 PIMAGE TLS DIRECTORY;

1 F#endif

1 / /@ [comment ("MVI tracked")]

1 typedef struct _IMAGE TMPORT DESCRIPTOR {

1 union {

1 DWORD Characteristics; // 0 for terminating null
1 DWORD OriginalFirstThunk; // BRVAE to original unbo

1 } DUMMYUNICNNAME ;

1 DWORD TimeDateStamp; // 0 if not bound,

1 // -1 1if bound, and real
1 /i in IMAGE DIRECTOHY
1 // 0.W. date/time stamp o
1 DWCRD ForwarderChain; // -1 if no forwarders

1 DWCORD Name ;

1 DWCRD FirstThunk; // RVR to IAT (if bound

1 F} IMAGE IMPORT DESCRIPTOR;

1 typedef IMAGE IMPORT DESCRIPTOR UNALIGNED *PIMAGE_IMPORT_DESCRIPTOR
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= 01 2 3 4 5 6 7 8 %9 A B CDEF 012345678 %ABCDETF
AF25C AB 02 OB 00 FF FF FF FF FF FF FF FF 34 0Z OB 00
AF26C 00 70 0% 00 58 02 OB 00 FF FF FF FF FF FF FF FF
AF27C 84 02z OB 00 BO 70 0% 00 28 0& OB 00 FF FF FF FF
AF28C FF FF FF FF 78 02 OB 00 50 73 05 00 B0 08 OB 00
AF23C FF FF FF FF FF FF FF FF &C 02 0B 00 D8 75 05 00
AF2AC B8 OB OB 00 FF FF FF FF FF FF FF FF €0 0Z 0B 00
AF2BC EO 78 03 00 DB 1D OB 00 FF FF FF FF FF FF FF FF
AF2CC 54 0Z OB OO0 30 8B 0% 00 58 Z0 OB 00 FF FF FF FF
AF20C FF FF FF FF 44 0Z OB 00 BO 8D 0% 00 78 20 OB 00
AEOEC T TF TF O TP OF TE ED A% nD an nn on na an o o
Disasm: .rdata | General | DOS Hdr Rich Hdr | File Hdr | Optional Hdr Section Hdrs 0 Imports 0 Resources 0 Excepti
Offset Mame Value Value
13C Size of Headers 600
140 Checksum 66B77B
144 Subsystem 2 Windows GUI
4 146 DLL Characteristics 8140
40 DLL can move
100 Image is NX compatible
8000 TerminalServer aware
148 Size of Stack Reserve 80000
150 Size of Stack Commit 2000
158 Size of Heap Reserve 100000
160 Size of Heap Commit 1000
168 Loader Flags 0
16C Mumber of RVAs and Sizes 10
Data Directory Address Size
. o 0
Import Directory 168
180 S7E098
188 Exception Directory 02000 BEEBO
180 Security Directory 0 0
198 Base Relocation Table 65E000 2840
140 Debug Directory 96AF4 38
142 Architecture Specific Data 0 0
1B0  RVA of GlobalPtr 0 0
1B8  TLS Directory 0 0
% 100 Load Configuration Directory 0 0
Z 1C5  Bound Import Directory in headers 2E0 170
= 100 Impert Address Table 97000 2060
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1 H#ifdef wWING4
1 fdefine IMAGE CORDINAL FLAG IMEG
1 fdefine IMAGE CORDINAL (Ordinal) TMLG
1 typedef IMAGE THUNFE DATRG4 IMLG
1 typedef PIMAGE THUNE DATRE4 PIME
1 fdefine IMAGE SNAP BY ORDINAL (Ordinal) IMAq
typedsef IMRGE_TLS_DIRECTORYG4 IMAG
typedef PIMAGE TLS DIRECTORYGE4 PIMEA
1 fel=e
1 #define IMAGE CRDINAL_ FLAG IMEG
1 #define IMAGE ORDIMAL (Ordinal) IMLG
1 typedef IMAGE THUNE DATAZZ IMAG
1 typedef PIMRGE_THUNK_DATRBE PIMA
#define IMAGE SNAP BEY ORDINAL (Crdinal) IMAG
typedef IMAGE TLS DIRECTORY3Z IMAG
typedef PIMRGE_TLS_DIRECTORYSQ PIMA
Ffendif
/ /B [comment ("MVI_ tracked")]
—typedef struct _TIMRGE IMFCORT DESCRIFTOR {
E union {
DWORD Characteristics;

DWORD OriginalFirstThunk;
- } DUMMYUNIOHNNAME ;

DWORD TimeDateStamp;

DWORD ForwarderChain;
DWCRD Name ;
DWORD FirstThunk;

-} IMAGE TIMPORT_DESCRIPTOR;
typedef IMAGE IMPCORT DESCRIPTOR UMALIGNED *P
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// New format import descriptors pointed to
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4 (g mspaintexe <||x = 51 & B F w
DOS Hea... = 01 2 3 465 67 8 9% ABCDEF
@ Dos stub AF25C |22 0z 0B 00 FF FF FF FF FF FF FF FF 94 0z 0B 00
- NT Head... AF26C [s2 03 0= 00 FF FF FF FF FF TF EF 7Y
Signa... AF27C |24 02 OB 00 BO 70 03 00|38 08 OB 00 FF FF FF FF
File ... AF28C |FF FF FF FF 78 02 OB 00 90 73 09 00|80 08 OB 00
Opti... AF23C FF FF FF FF FF FF FF FF &C 02 OB 00 D8 75 03 00
Section ... AF2AC 28 OB OB 00 FF FF FF FF FF FF FF FF &0 02 OB 00
4 Sections AF2BC E0 78 09 00 D8 1D OB 00 FF FF FF FF FF FF FF FF
P ﬁ text AF2CC 54 02 OB 00 30 EB 0% 00 58 20 OB 00 FF FF FF FF
= E. AF2OC FF FF FF FF 44 02 OB 00 BO 8D 0% 00 78 20 OB 00
ﬂ lrdata AR ik il "l Rl Tl T R "t T Tl " il T T i a b= s T D09 an
'ﬁ data | Dizasm: .rdata | General | DOS Hdr Rich Hdr | File Hdr | Cptional Hdr Section Hdrs Imports Resources Exception BaseRel
o .pdata o+
uﬁ JTSrC Offset MName Func. Count Bound? OriginalFirstThun TimeDateStamp  Forwarder NameRVA FirstThunk
uﬁ .reloc [aF25C ADVAPIZ2 dll 21 TRUE BO2AR FEFFFEEE FEFEFFFE B0294 97000 |
ﬂmmu KERMEL32.dII 91 TRUE B0358 FFFFFFFFE FFFFFFFE BO284 970E0 |
AF284 GDBE2.dIl 72 TRUE B0G38 FFFFFFFF FFFFFFFF BO278 97330
AF298 USER32.dlII 95 TRUE B0&30 FFFFFFFF FFFFFFFF B026C 97508
AF2AC MFC42u.dll 585 TRUE BOE&E FFFFFFFF FFFFFFFF BO260 978EQ
AF2C0 mswvert.dll 79 TRUE B1DDS FFFFFFFF FFFFFFFF B0254 98830
AF2D4 COMDLG32.dll 3 TRUE B2058 FFFFFFFF FFFFFFFF B0244 9E0EB0
AF2ER ole32.dll 15 TRUE B2078 FFFFFFFF FFFFFFFF B0238 93000
AF2FC OLEAUT3Z.dII 11 TRUE B20F8 FFFFFFFF FFFFFFFF B0228 98ES0
AF310 SHELL32.dll 15 TRUE B2158 FFFFFFFF FFFFFFFF B021C 98EBD
AF324 ntdll.dll 10 TRUE B21D& FFFFFFFF FFFFFFFF B0210 98F30
AF23 CORCTL22 Al TRLIE R2730 EEEEEEEE EEEEEFEE BA200 QRER
ADVAPBZ.dIl [ 21 entries ]
Call via MName Ordinal Original Thunk  Thunk Forwarder Hint
97000 EncryptFileW - B2308 TFFTFFT1610 - Fa
97008 DecryptFileW - B2318 TFFIFFT14EQ - D&
97010 EventWrite - B2328 TBETEE30 - 110
97018 EventRegister - B2336 TEERE4FD - 10E
47020 EventUnregister - B2346 TBET3110 - 10F
97028 RegOpenkeyExW - B2358 TFFTFF306F0 - 261
97030 RegCreateKeyEx.. - B2368 TFFTFF2B520 - 239
97038 RegClosekey - B237A TFFTFF30710 - 230
g 97040 RegQueryValue... - B2388 TFFIFF2C2D0 - 26E
£ | 97048 RegSetValueExW - B239C TFFIFF21EDQ - 27E
f;‘ 97050 GetMamedSecu.., - B23AE TFFTFFLFa90 - 142
~ | | E|| 97058 SetNamedSecur... - B23C6 TFFTFF183A0 - 2B1
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