
Advanced Function 
Obfuscation

Implementing Your Own Custom win32 API functions



VirtualAlloc()

pVirtualAlloc= GetProcAddress(GetModuleHandle(“Kernel32.dll”), ”VirtualAlloc”)

pVirtualAlloc= GetProcAddress(GetModuleHandle(“Kernel32.dll”),  strVirtualAlloc)

pVirtualAlloc= myGetProcAddress(myGetModuleHandle(“Kernel32.dll”),  strVirtualAlloc)

No Obfuscation
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Function Obfuscation + String 
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Custom API Function Obfuscation  + 
String Parameter Encryption
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Thank you


