
Process Injection
Injecting Payload To Another Process



Mechanism of Process Injection
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Mechanism of Process Injection (2)
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Mechanism of Process Injection (3)

Shellcode Create Shellcode Thread 
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Why Process Injection?
3 Reasons



3 Reasons for Process Injection

• Pivot to more longer lasting process, eg, from Word to Explorer, or a 
web browser

• Migrate to a more legitimate process for connecting to Internet

• As a backup backdoor connection


