
Find the Secret Documents 
The name of this lab gives a clue: there are secret documents somewhere! If you'd seen them in 
the normal exploration, they wouldn't be very secret, so ... how might you look for something 
that you know is there but hasn't been shown to you? 

Ideas 
"Secret document" might imply there are some "non-secret documents" - did you find any 
documents during the exploration phase? 

Walk-Thru 
Make sure you have Firefox set to use your Burp Suite as a proxy, and that the Proxy > 
Intercept pane says "Intercept is off" 
 
1. On the "About Us" page, there's a link to "Check out our boring terms of use..." 

 
Terms Of Use Link 

2. Click that link and notice that it downloads a document (as compared to showing you the 
content in the browser like it does everywhere else). 
3. Look in the Burp Suite Proxy History and notice a request to "/ftp/legal.md" (that is, a 
document called "legal.md" in a directory called "ftp"). There's no # in this, so this is the web 
server in action, not client-side Javascript. 



 
Document Contents as Seen in Burp Proxy History 

 
4. View the /ftp/ directory by typing "http://localhost:3000/ftp" into your browser's address bar. 
Because we're guessing that this is a real directory on the web server and not a client-side 
"route," the URL must not have the /#/ you see in pages that are rendered on the client side. 
5. Notice that the directory listing includes the "legal.md" file that led you here in the first place. 
Notice also that it includes "acquisitions.md" - click on that and when it opens, notice it says, 
"This document is confidential!" which, you must admit, is pretty much the same as "secret"! 



 
Secret Documents! 

 
Some of those other documents look pretty secret, too, right? We will return to this directory in 
another lab. 
 
5. Return to the Shop's main page to see your award. 

 
 


