Find The Scoreboard Walk-Thru

The name of this lab gives a clue: there is a scoreboard somewhere! But it's not something you
saw in the initial exploration of the site. How might you find it?
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1. Check the HTTP traffic (Developer tools, Burp Proxy History) for any references to a
scoreboard.

2. Look at the URLs you've seen so far to see what kinds of words and phrases are used.
3. Search for likely strings

Walk-Thru

1. Developer Tools > Network. Check "Disable Cache" and reload the page to get full content.
2. Notice the "type" of all the responses. Focus on "htmlI" and "js" items by clicking "HTML" and
"JS" in the filter bar.
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Status Method Domain File Initiator Type Transferred Size ::\!
268 GET B localhost:3000 BrowserTabChild,js... htm 1.26 KB 1.B8 KB | 34
GET g localhost:3000 runtime-es2015.js script is 1.55 KB 221 KB 4
GET @ localhost:3000 polyfills-es2015.js script s 26.23 KB 76.55 KB | ‘)‘I
GET g localhost:3000 vendor-es2015.js script is 331.03 KB 1.31 MB | :JI
GET B localhost:3000 main-es2015.js script s B334KB 368.74 KB | 1!
GET g cdnjs.cloudflare.com cookieconsent.min.js script is 7.5KB 20.32 KB |i
268 GET 8 cdnjs.cloudflare.com jquery.min.js script s 2938 KB B3.57 KB ||

Developer Tools, Network Tab Settings
3. Check the only HTML response you see for any obvious menu bars or other link targets
(HTML "A" tags). Notice the response "preview" is blank, and the "response payload" is pretty
small - this app is rendered by client-side Javascript, so there's not much to see here.
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@ localhos... runtime-es20.. script js 155KB 221KB Iv Response Payload I
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~ Copyright (c) 2814-2020 Bjoern Kimminich.
~ SPDX-License-Identifier: MIT

@ localhos... polyfills-es20..  script s 26.23KB  76.55 KB

@ localhos... wvendor-es201... script is 33103 131 MB

@ localhos... main-es2015js  script js B334KB 368.74KB ; =2

@ cdnjscl.. cookieconsen.. script is 75KB  20.32 KB 6 <!doctype html=
7 =html lang="en"=>

@ cdnjscl..  jguery.mingjs script is 2938KB 8357 KB g <head>
9 <meta charset="utf-8"=>
1 =title=0WASP Juice Shop=</title=
11 <meta name="description” content="Probably the most m
12 =meta name="viewport" content="width=device-width, in:
13 =Link id="favicon" rel="icon" type="image/x-icon” hre
14 <link rel="stylesheet" type="text/css" href="//cdnjs.
15 =script src="//cdnjs.cloudflare. com/ajax/1ibs/cookiec:
16 <script src="//cdnjs.cloudflare.comfajax/1libs/jquerys.
1F =sCcript=

window.addEventListener("load", function(){
window.cookieconsent.initialise({
"palette”: {
"popup": { "background": "#546e7a", "text":
"button": { "background": "#55Bb2f", "text":

23 ¥

24 "theme": "classic”,

25 "position”: "bottom-right",

26 "content™: { "message": “"This website wses frui
27 1l

28 </script=

29 <link rel="stylesheet" href="styles.css"=</head=

38 =body class="mat-app-background bluegrey-lightgreen-the:
31 <app- root></app-root>

32 <s5¢ript src="runtime-es2015.js5" type="module"></script=
33 =/html>
34

o 7requests  1.85 MB /479.95 KB transferred Finish: 5535 | DOMConte

Viewing the Response Payload
4. Look at the Javascript files. The one with "main" in its name seems promising. But when you
click on it from the Network pane, it's just one long line, so try it in the Debugger pane instead.
5. In the debugger pane, it's still one long line, but there's a '{}' button at the bottom to
pretty-print it:
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Viewing the "main" Javascript File

Click the braces and ...
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Y (index) B: function (t, e, i) {

t.exports = i{'zUnb')
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1: function (t, e) {
Fa
crnd: function (t, e) {
function i{t) {
11 return Promise.resolve().then({functio
12 var e = new Error('Cannot find modul

I {From main-es2015.js) (1, 1)

Built-in Javascript Beautifier!
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J5 polyfills-es2015.js

J5 runtime-es2015.js
J5 vendor-es2015.js
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6. search (Ctrl-F or Ctrl-Shift F) after clicking in the window showing the Javascript) for "score"
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RouterLink to "score-board"” Resource
7. In your browser, type "/#/score-board" as the path in the address bar so that the URL is
http://localhost:3000/#/score-board

8. Win!



() localhost:3000/#/score-board
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You successfully solved a challenge: Score Board (Find the carefully hidden 'Score Board' page.)

Score Board

Alternative win:

Visit http://localhost:3000/.well-known/security.txt
See the scoreboard mentioned right there.
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() localhost:2000/ . well-known/security.txt

Contact: mailto:donotreply@owasp-juice.shop
Encryption: https://keybase.io/bkimminich/pgp keys.asc?fingerprint=19¢81
{Acknowledgements: /#/score-board |




