View Someone Else's Cart

Any time multiple users have separate data, you want to test how well they're kept apart.
There's a shopping cart here, and each user should probably have their own cart, and should
not be able to see what's in other people's carts. How does that work?
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If the cart has an identifier associated with it, and if that identifier is a predictable value, what
happens if you submit other similar values instead?

Alternatives

This walk-thru shows two different solutions: first, using only the browser (and a lucky number
guess) and the second using Burp Intruder (because the guessing isn't always this easy.)

Walk-Thru: In-Browser

First Method: All in the browser, with Developer Tools

1. Log in as your user and click "Your Basket" at the top right of the page. It doesn't matter if you
have things in there or not.

2. Open Developer Tools in your Browser (F12 or Ctrl-Shift-i) and open the Storage tab.

3. Open the Session Storage container and click on "http://localhost:3000/ to see what's there.
Click on the "Key" called "bid"
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4. Double-click on the number in the "Value" column of the "bid" row and replace the number
there with the number 2, then hit "enter" or click outside the field to save your edit.

5. Click the "reload" button next to the browser's address bar and you should see the reward
banner. Juice Shop tracks your achievements, so if you already saw this banner before, you
won't see it again now.
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You successfully solved a challenge: View Basket (View another user's shopping basket.)




Walk-Thru: Burp Suite

What if the numbers weren't so easy to guess? Let's look at how Burp Intruder can help
automate guessing.

Make sure you have Firefox set to use your Burp Suite as a proxy, and that the Proxy >
Intercept pane says "Intercept is off"

1. Log in as your user and click "Your Basket" at the top right of the page. It doesn't matter if you
have things in there or not.

2. Look at Burp's Proxy History and find the GET request sent to /rest/basket/6 (you may have a
different number). Notice that the number in the URL is also in the JSON in the response body,
where it's called "id"
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HTTP/1.1 200 OK
Access-Control-Allow-Origin: *
X-Content-Type-Options: nosniff
¥-Frame-Options: SAMEORIGIN
Feature-Policy: payment ‘self'
& Content-Type: application/json; charset=u
7 Content-Length: 156

2 ETag: W/"S9c-t/1lcNeDSAAKEgdxows SKHy W
Vary: Accept-Encoding

Date: Fri, 19 Jun 2020 19:54:5
Connection: close
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"status":"succe

"data":{
"1d" . B,
coupon”:null,
"createdAt":"2020-06-19T19: 25: 02, 9737",
"updatedAt”:"2020-06-19T19: 25: 02, 8732",
"UserId":null
"Products”: [

]

My "basket" Had ID Number 6 (yours may be different)

3. Right click on this request and choose "Send to Intruder”



Intruder is one of Burp's more powerful tools, and it is deliberately weakened in the Community
version of Burp Suite. The limitations are not a problem for this lab, though.

4. Click over to the Intruder tab, then the Positions tab. Once you're there, click the "Clear"
button to erase the section symbols that mark Burp's guess at where you want to send attacks.
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(?) Payload Pd
Configure the pdsjtions where payloads will be inserted into the base request. The attack type
determines the walWp which payloads are assigned to payload positions - see help for full details.

Attack type: |Sniper \ |v|

itions Start attack

1 GET frest/basket/8 HTTP/1.1 = Add §

2 Host: localhost:3000

3 User-Agent: Mozilla/5.0 (¥11; Ubuntu; Linux %86 _84; rv:77. Clear §
Firefox/77.0

4 hccept: application/json, text/plain, */% Auto §

S Accept-Language: en-US,en;g=0.5

o Accept-Encoding: gzip, deflate Refresh

7 muthorization: Bearer
eyJ0eXAL01IKV1Q1LCIhbGe101ISUZI1NL IS, ey Jzd GFOdXMLOL JzdWh ] ZXNzI 1wl ZGFOY ST Gey JpZCIGMT
gsInVzZXJuYWllIjoiliwiZWlhawwiOoiJi¥mtpbmd AZXhhbXBsZ557h201LC WY XNz d 29y ZCI6T jhkMDYxM
GMyM ik SMmUz MmFk ZGRIMTNL Z 1 YwymF JMDMz Tiwicm9sZSISImNLe 3RvbWVy T1wlZGVsd XhIVGIran410111
LCIsYXNETGONaWSIc CIET J AUMC 4wl J ALLC IwemSmax 1SWLhZ2U101IvY XNz ZXRzL3BLYmxpYy 9phWFnZxM
vl KBshZ2Fkcy Sk ZWZhdws OLnN2Zy Ts TRy dHET ZWNy ZX 0101 T1LCIpcOFjd Gl 2ZSI6dHI1ZSwiY3ITY KR ZE
FOI joiMjAyMCOWNL0x 0SAXOToyNDo10S4xNDk gkz Aw0] AwT iwid KBl XR1ZEFOT j oiMj Ay MCOWNI 0% 0SAx0
ToyNDoLOSAxMDkgkz AwD ] AwIlwlZGWs ZXRLZEFOL jpudWx s fSwiaWFOI joxNTkyMNTkONzAZLCI1eHALOJEL
OTIZMTIZMDNG, P-pONIgXCSxOQY - dWS0tivgHps rRC_bgsuE9GI1Ih25wE3VsU4ZChud71ldxC rowel7mPOg
1chHtSo7h1LfoW0BIug RI174qGMascNHC- tIVBHMoKInWINrZQGInly _OqnSRon36UPzZESISEFpiThhUz42
hUWIB] Z] IYKXTGK3Zw

2 Connection: close

% Referer: http://localhost:3000/

0 Cookie: language=8en§; welcomebanner status=8dismiss&; cookieconsent status=
Bdismiss§; ilo=8vsROhUEh- -S8V7BvAAAFE; continueCode=
§YRRMZSVILNBzkQDwl318goy JOXLUSTESOLLPOaeOKvPYEnEp4x2¥Wr7nlqGps; token=
§eyJOeXA101JIKV101L CIhbGei0iISUZIINL IS, ey Jzd GFOAXMI 0L JzdWh | ZXNz Iiwl ZGFOYSI6ey JpZCIEM
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Clear Burp's Suggested Insertion Points

5. Highlight the number at the end of the URL and click the "Add" button to tell Burp Intruder
which part of this request you want to work with. When you're done, you should see your
number with a section symbol right next to it on either side with no spaces between the section
symbols and one space before "HTTP/1.1".

. GET /rest/hasket/ 888 HTTF/1.1
? Host: localhost:3000
i User-Agent: Mozillass.0 (X11; Uk
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6. Leave the "Attack Type" as "sniper" and click on the "Payloads" tab.

7. Choose a Payload Type of "Numbers" and set the Payload Options to go "from" zero "to" 10
with at "step" of 1. Notice the "Payload count" tells you how many values there will be.

( Target | Positions rPaonads rOptions |

(?) Payload Sets

You can define one or more payload 4ets. The number of payload sets depends on the attack type
defined in the Positions tab. Various gayload types are available for each payload set, and each
payload type can be customized in different ways.

Payload set: |1 - Payload count: 11
Payload type: [Numbers - Request count: 11

s

(?) Payload Options [flumbers]

This payload type gegflerates numeric payloads within a given range and in a specified format.

Type Sequential C Random

From: o |
To [10 |
Step: 1 |
How many:

Setting Payload Options

8. Click "Start attack" and click "OK" on the warning message about how Intruder's features are
limited in the Community version.

9. Notice the "Length" column in the results table. Some responses are larger than others. Click
on the rows in the table one by one and inspect the responses. Notice that several of these
requests returned information about other users' shopping baskets.

Remember that basket number 6 is yours, so seeing that one is not a problem.
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"status":
"data":q{
At b
"coupon”:null,
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"createdAt": "2p£0-06-19T14: 44. 45, 3727",

"updatedat";
"UserId":1,

H020-06-19T14: 44.: 45, 3727",

"Products”: [

{
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"name":"Apple Juice (100Gm1)",
"description":"The all-time classic.",
"price":1.99,

"deluxePrice":0.99,

Basket #1 belongs to Userld #1 and has several items in it
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11 Connection:
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"status":"suc

"data": {
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"coupon”:null,
"createdat":"z20
"updatedAt”:
"UserId":1a,

UL, L2 JUl LR LUK LN 200 Ll

close

-056-19T14: 44.: 45, 3727",
20-05-15T14:44.:45,3722",

"Products": [
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"name":"Eggfruit Juice (SGom1)",

“description”:"how with even more exotic flavour. ",
"price":8.99,

"deluxePrice":8.99,

"image":"eggfruit juice.jpg",

Basket #5 belongs to Userld #16



Notice that the basket numbers and the user numbers are not always the same. That doesn't
get you anything in this lab, but it is the kind of thing you should take notice of when you're
testing webapps.

10. Return to the browser to see your achievement. Juice Shop tracks your achievements, so if
you already earned this banner before, you won't see it again now.
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You successfully solved a challenge: View Basket (View another user's shopping basket.)

For Further Practice: Digi.Ninja labs

e Client-Side Authentication: https://authlab.digi.ninja/ClientSide
e Permissions based on user-agent: https://authlab.digi.ninja/UserAgent
e |P Address based authentication: https://authlab.digi.ninja/Bypass



