Find the Secret Documents

The name of this lab gives a clue: there are secret documents somewhere! If you'd seen them in
the normal exploration, they wouldn't be very secret, so ... how might you look for something
that you know is there but hasn't been shown to you?
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"Secret document" might imply there are some "non-secret documents" - did you find any
documents during the exploration phase?

Walk-Thru

Make sure you have Firefox set to use your Burp Suite as a proxy, and that the Proxy >
Intercept pane says "Intercept is off"

1. On the "About Us" page, there's a link to "Check out our boring terms of use..."
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consequat, vel illum dolore eu feugiat nulla facilisis at vero eros et accumsan et iusto
odio dignissim qui blandit praesent luptatum zzril delenit augue duis dolore te feugait
nulla facilisi. Lorem ipsum dolor sit amet, consectetuer adipiscing elit, sed diam
rmru.n‘r"lrrr;.-r nibh euismod tincidunt ut laoreet dolore magna aliguam erat volutpat.

Check out our boring terms of use if you are interested in such lame stuff. At vero eos
et accusam et justo duo dolores F-t ea rebum. Stet clita kasd gubergren, no sea
takimata sanctus est Lorem ipsum dolor sit amet. Lorem ipsum dolor sit amet,
consetetur sadipscing elitr, sed diam nonumy eirmod tempor invidunt ut labore et
dolore magna dl|quyam erat, :.e:i diam ‘u"D|H|DtIJd At vero eos et accusam et justo duo

Terms Of Use Lmk
2. Click that link and notice that it downloads a document (as compared to showing you the
content in the browser like it does everywhere else).
3. Look in the Burp Suite Proxy History and notice a request to "/ftp/legal.md" (that is, a
document called "legal.md" in a directory called "ftp"). There's no # in this, so this is the web
server in action, not client-side Javascript.



# Host Method URL = Params
15 http:/flocalhost: 3000 GEF: flegal.md

a] I

| 1
Reguest r'Respnnse | \
[fRaw [/Headers r’Hex [/Render | 1

1 HTTP/1.1 200 0K
2 Access-Control-Allow-Origin: #

3 X-Content-Type-Cptions: nosniff
4 ¥-Frame-Options: SAMEORIGIN

» Feature-Policy: payment ‘self’
Accept-Ranges: hytes
Cache-Control: public, max-age=0
2 Last-Modified: Fri, 19 Jun 2020 14.44.44 GMT
S ETag: W/"be7-172cdBofffo"

0 Content-Type: text/markdown: charset=UTF-8
Vary: Accept-Encoding

2 Date: Fri, 19 Jun 2020 18:13:32 GMT

3 Connection: close

4 Content-Length: 3047
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# Legal Information

' Lorem ipsum dolor sit amet, consetetur sadipscing elitr, sed diam nonumy
4 eirmod tempor inwidunt ut labore et dolore magna aliquyam erat, sed diam
0 voluptua. At vero eos et accusam et justo duo dolores et ea rebum. Stet
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Document Contents as Seen in Burp Proxy History

4. View the /ftp/ directory by typing "http://localhost:3000/ftp" into your browser's address bar.
Because we're guessing that this is a real directory on the web server and not a client-side
"route," the URL must not have the /#/ you see in pages that are rendered on the client side.
5. Notice that the directory listing includes the "legal.md" file that led you here in the first place.
Notice also that it includes "acquisitions.md" - click on that and when it opens, notice it says,
"This document is confidential!" which, you must admit, is pretty much the same as "secret"!
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# Planned Acquisitions (
= This document is confidential! Do not distribute!

Our company plans to acquire several competitors within the next year.
This will have a significant stock market impact as we will elaborjte in
detail in the following paragraph:

Secret Documents!

Some of those other documents look pretty secret, too, right? We will return to this directory in
another lab.

5. Return to the Shop's main page to see your award.
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You successfully solved a challenge: Confidential Document (Access a confidential document.)




