Modern Webapp Penetration Testing

Hands-on Doing.

Brian (BB) King - @BBhacKing
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Day 3 Recap

* Encoding information: context matters

* SQL Injection: less common, still a great example of injection
« Credential attacks: more about policy than web dey, but still
* NoSQL doesn’t mean No Injection

Reporting

Otherwise you’re just playing around.




The Purpose, Again

* To Make Things Better

* To Make Computering Safer for Regular People
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The Pentester’s Role

* Be the security “expert”

* Know how webapps work

* Know how and why wepapps fail
« Security: just one of many worthwhile goals
* Security: not true/false

* Communicate clearly
* Some kind of report

The Report Tells A Story

* They know how it’s meant to work.
« Tell them how it actually worked.

« Attacks that worked
« Attacks that failed

The Things 1 Have Seon.

How Attackers
See Your Site

A Cautionary Tale

ORLY" J. Random Tester




Screenshots Illustrate Your Story

* lllustrate, Don’t Decorate
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Structured Procrastination

**.... anyone can do any amount of work, provided it isn't the work
he is supposed to be doing at that moment.” — Robert Benchley, in
Chips off the Old Benchley, 1949

Ihave been intending to write this essay for months. Why am I finally
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9/23/20

10

Coerce Your Browser Into Helping You

va mozilla.org =]

© engisn

he protocol (ntp2) has been removed from the URLIn te

location bar far it pages only. s/ pages will tll have

the protocol. This may be confusing to some users. There's also a Syntax

known bug where ifyou copy the URL after slecting it rom the :

awesome bar dropdown (bt before oading the page) it worit Main article: Uniform Resource Identifier § Generic syntax
include the hup/part. Every HTTP URL conforms to the syntax of a generic URI. The
Users can revert to the D behavior by setting URI generic syntax consists of a hierarchical sequence of five
browser.urlbar trimURLS to false in about:config components:14] -

1.type about:configin the Location/URU/Address bar and press

the Enter key URT = scheme: [//authority]path{ ?query] [#fragnent]

2.ifyou see awarning, accept i (promise to be careful)

3. Filter = browser.urlbar. trimURLS

4. double-clck on the prefin the lower panel to toggle it to
false" ORright-click on the pref n the lower panel and
choose "Toggle" to togle It to “false"

5. close the about:config tab
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[llustrate, Don’t Decorate
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ction Security for

< www.structuredprocrastination.com

“z You are not securely connected &

s site
structured|
procrastination Your connection to this site s not private.
Information you submit could be viewed by others
STRUCTUR (like passwords, messages, credit cards, etc.)
Structured. More Information

E **..... anyone can do any amount of work, provided it
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[llustrate, Don’t Decorate

<« c @ 0 & |/wvew.structuredprocrastination.com/
< Connection Security for
www.structuredprocrastination.com
2 18 Youare notsecurely comectea o s sie |
structured|
procrastination Your connection to this ste s not private.
Information you submit could be viewed by others
Structured. More Information

B == . anyone can do any amount of work, provided it
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A Good Screenshot Is

Helpful AND  Clear

* Relevant * Legible
* Adds Useful Information « Directs Viewer’s Attention
* Accurate AND * Precise

15



Screenshot Decisions

* Entire browser window, or ... * Crop to important part
* Plain screenshot, or ... * Something to direct attention
* Text too small to read, or ... * Relevant text in image about the

same size as body text around it.
* URL always included

« Text too large to ignore
« Just the viewport, or ...

9/23/20
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Thoughtful Composition
17

Thoughtful Contrast
18



Thoughtful Contrast

e ROD Fuller & @mubix - Jun 15
= This shouldn't be a debate. Black background with white text s great

of human eyes. #presentationtips

Foe 1:3:The VS Code IDE with Go sppor

9/23/20

except when it's presented, printed o otherwise expressed to another set

VS Code supports a diverse set of extensions 3
it e ok

https://twitter.com/mubix/status/1272657499917815808
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Thoughtful Words

* Explain clearly to “yourself, two years ago”

* Make it obvious how to reproduce the behavior
* Include prerequisites
* Include breadcrumbs or similar as needed

« Stick to the facts
* Don’t blame. Not even passively.

20

So much to practice in one small thing.

Attacking JSON Web Tokens

21



JSON Web Tokens Are...

These things:

eyJPeXAi0iJKV1QiLAGKICIhbGci0ilIUzIINiI9.eyp
€3Mi0iJgb2UilLAGKICI1eHAiOjEzMDA4MTKzODASDQogI
mh@dHA6LY91eGFtcGx1LmNvbS9pc19yb290Ijp@cnV1fQ
.dBjftJIez4CVP-mB92K27uhbUIU1lplr wW1gFWFOEjXk

9/23/20
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JSON Web Tokens Are...

These things...

1 GET /rest/products/search?q= HTTP/1.1

2 Host: localhost:3000

3 User-Agent: Mozilla/s.0 (X11; Ubuntu; Linux x86_64; rv:76.0) Gecko/20100101 Firefox/76.0
4 Accept: application/json, text/plain, */*

Accept-Language: en-US,en;q=0.5

5 Accept-Encoding: gzip, deflate

7 Authorization: Bearer

eyJ0eXA1 01 JKV1QiLCIhbGe1 01 JSUZT N1 J9. eyJzdGFOAXMi 01 J2dWNj ZXNZT1wi ZGFOY SI6eyJpZCI6MSwi dXNLcm|
ShbWUi 01 T1L.CI 1bWFpbCT 61mFk bWl uQGp 1aWNLLXNoLm9wT i wi cGFzc3dvemQi 0i TwMTkyMDI 2YTdi YmQaMzT 1MDUXN|
mYwNj 1kZj E4Y jUWMCT STnJvbGUi 01 JhZG1pbi ISTmRIbHVAZVRva2VUT j 01 Tiwi bGFzdExvZ21USXAL 01 TwL j AUMCAwW
Tiwi cHIvZmlsZULtYWdLT j 01 YXNzZXRzL 381YmxpYySpbWFnZXMvdXBsb2Fk cy Sk ZwzhdWxOLnN2ZyTsTnRvdHET ZWN|
YZXQi 0 T1LCIpcOFj dGL2ZST6dHI 125wi Y3 LYXRIZEFOT j 01 Mj AyMCOWNi OWOCAYMj 0 INT owNy 4zMzMgK2 AwOj AwT i
wi dXBKY XRUZEFOT j 01 Mj AyMCOWNi OWOCAYMj 0 1NTowNy 4z MzMgKzAwOj AwI iwi ZGVsZXRI ZEFOT j pudwxsf Swi aWFOT
j 0XNTxNj USMTTxL.CJ L eHAi 0j E10TE2NzUXMj FS. bHY1 onAdmkw2Nr SLwNFLW2502Y 9- THTNSAOMMZUOZ03CZUT 4r g
X561_GQL1Tb1MnZPcnMxqy8DvUMr00UUT hOT 9PXY aEZNMLX- IR3WFWQT SXgSpCOXSWEXswf UnP0ISBQLITAZpdedDu
cSUg- 4T 3ABK3QV{ 8WyZeKzMpvdl_Y

& Connection: close
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Not All Input Looks Like Input

24



JSON Web Tokens Are...

"...a compact, URL-safe means of representing claims to be
transferred between two parties.

The claims in aJwT are encoded as a JSON object that is
used as the payload of a JSON Web Signature (JWS) structure or as the
plaintext of a JSON Web Encryption (JWE) structure, enabling the claims

to be digitally signed or integrity protected with a Message
Authentication Code (MAC) and/or encrypted."

--"Abstract" - RFC 7519 - May, 2015

9/23/20

JSON
* JSON: Javascript Object Notation
* Key:Value pairs separated by commas.
* Values can be strings, arrays, objects.
file",
File",
“popup”: {
“menuitem":
"New",  “onclick": "CreateNewDoc()"},
": "Open", “"onclick": "OpenDoc()"},
{"value": "Close", "onclick": "CloseDoc()"}
11
https://json.org/example.html
JSON Web Tokens Contain...
JOSE:
JSON
JOSE Header: ~ {"typ":"IWT" Object ...
{ yp ’ Signing and
"alg":"HS256"} Encryption
Payload:
Payload: "iss":"joe", "the claims"
"exp":1300819380,
"role":"customer"}



9/23/20

JSON Web Tokens Are...

Base64url encoded, concatenated, signed...
base64url(header)

base64url(payload)

base64url(signature)

28

Base64 vs Base64URL Encoding

To convert a Base64 string to a Base64URL string...

+ becomes -

/ becomes _

= becomes nothing (i.e. padding is removed)

29

Clues

Baseb4 of JWT often begins with eyJ@eXAi or eyJhbGci
$ echo -n 'eyJoeXAi' | base64 -d
{"typ"
$ echo -n '{"alg"' | base64
eyJhbGci

...and a dot in the first 40 - 60 characters or so...

30

10



Aside... Why Base64?

NOT to protect information from malice.

Base64 does not do that.
Base64 ONLY makes them "URL-Safe".

9/23/20
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Three Parts: Header, Payload, Signature
Header Says Two Main Things:
1. Thisis a JWT

2. The signature was computed with this algorithm.

32

Three Parts: Header, Payload, Signature

Payload may say a few standard things...

iss: issuer sub: subject
iat: issued at exp: expires at

nbf: "not before" (start date)

33

11



Three Parts: Header, Payload, Signature

Payload may say ... literally anything else

username?
email address?
role?
permissions?

password?

9/23/20

34
Three Parts: Header, Payload, Signature
Signature is ... a digital signature
(...of the encoded header and payload, using the algorithm
named in the header)

35
Common Use: Federated
Authentication and Authorization

36

12



Often: HTTP "Authorization" Header

Remember this?

9/23/20

1 GET /rest/products/search?q= HTTP/1.1

2 Host: localhost:3000

3 User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:76.0) Gecko/20100101 Firefox/76.0
4 Accept: application/json, text/plain, */*

S Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate
Authorization: Bearer

eyJ0eXA1 01 JKV1QiLCIhbGe1 01 JSUZT N1 J9. eyJzdGFOAXMi 01 J2dWNj ZXNZT1wi ZGFOY SI6eyJpZCI6MSwi dXNLcm|
ShbWU 01 11 LCI bWFpbCI 6TmFkbWLuQGP 1aWN1LXNoLmOwI 1 wi cGFzc 3dvemQi 01 TwMTk yMDI 2 Tdi YmQ3MzI 1MDUXN]
mYwNj 1kZj E4Y jUWMCI SInJvbGUi 01 JhZG1pbi ISTmRIbHVAZVRYa2VUL j 01 11wl bGFzdExvZ2LUSXAL 01 Twl j AUMCAw,
Tiwi cHIvZmLsZULtYWdLI j o1 Y XNzZXRzL3B1YmxpYySpbWFnZXMvdXBsb2Fk cy ok ZwzhdwWxOLnN2ZyTsInRvdHET ZWN|
YZXQi 01 11LCIpcOF] dGL2ZSI 6dHI 125wi Y 3 LY XRIZEFOT j 01 Mj AyMCOWNi OWOCAYMj 0 INT 0wy 4zMzMgKzAwO] AWI i
w1 dXBkYXRLZEFOI j 01Mj AyMCOWNL OwOCAYM] 0 INT owNy4zMzMgKzAwO] AwI 1wl ZGVsZXRLZEFOI j pudwxsf SwiaWwFOI
5 OXNTkxNj USMI TxLCI LeHAi 0] E1OTE2NZUXM] FS. bHY1 onAdmkw2Nr SLwNFLW2502Y 9- THTNSAOMZOUOZ03CZUT 4rq
X561_GQL1Tb1MnZPcnMxqy8DvUmr00UUThOT 9PXY aEZNMLX- IR3WFTWQT SXgSpCOXSWEXswf UWP0ISBQLI TAZpdedDu
cSUg- 4T 3ABK3QV{ 8WyZeKzMpvdl_Y

& Connection: close

37

Aside... one "obvious" reason for base64

JSON can have newlines.

HTTP headers can't.

38

RFCs of Interest

7519: JWT (...Tokens)
7518: JWA (...Algorithms)
7515: JWS (...Signatures)
7516: JWE (...Encryption)

39
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Most JWTs are JWSes...

Encoded, not encrypted.

...therefore readable. Always.

9/23/20

40

Most JWTs are JWSes...

A good signature allows tampering to be detected.

Signing algorithm is part of the header

...therefore attacker-controllable. ...Always.

41

Most JWTs are JWSes...

So...

Servers need to be careful.

More "bouncer" than "concierge"

42

14



1. Do Not Trust User Input

2. Everything is User Input

9/23/20

How Many Issues in the OWASP Top Ten?

. Malicious Input

. Unexpected Input

. Sensitive Data Exposure
Malicious Input

Malicious / Unexpected Input
Unexpected Input

Malicious Input

. Malicious Input

. Malicious input

0. Insuff. Logging and Monitoring

. Injection

. Broken Authentication

. Sensitive Data Exposure

XML External Entities

Broken Access Control

. Security Misconfiguration

. Cross-Site Scripting

. Insecure Deserialization

. Using ... Known Vulnerabilities
0. Insuff. Logging and Monitoring

B OO N UTAWNRE
200N U AWNE

44

How Many Issues in the OWASP Top Ten?

1-2: Unexpected User Input

3: Sensitive Data Exposure (leaks)
4-9: Unexpected User Input

10. Insufficient Logging & Monitoring

45
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Signature Algorithms (RFC 7518)...

3.1. "alg" (Algorithm) Header Parameter Values for JWS
"alg" Value | Digital Signature or MAC Algorithm Implementation Req'ts

HS256 HMAC using SHA-256 Required
RS256 RSASSA-PKCS1-v1_5 using SHA-256 | Recommended

none No digital signature or MAC performed | Optional

9/23/20

That "none" option looks dangerous...
"Resistance to tampering"

3.6. Using the Algorithm "none" |
JWSs MAY also be created that do not provide integrity protection.
Such a JWS is called an Unsecured Jws. An Unsecured JWS uses the
"alg" value "none" and s formatted identically to other JWSs, but MUST use
the empty octet sequence as its JWS Signature value.
Recipients MUST verify that the JWS Signature value is the empty octet sequence.

Ifit'sempty...

...how do you know it's an octet sequence?
RFC 7518 (J.W. Algorithms)
The "none" algorithm is optional!

16



Signature Algorithms (RFC 7519)

8. Implementation Requirements

This section defines which algorithms and features of this
specification are mandatory to implement. ...

Of the signature and MAC algorithms specified in JSON Web
Algorithms [JWA], only HMAC SHA-256 ("HS256") and "none"
MUST be implemented by conforming JWT implementations.

9/23/20

49
RFC 7519 (JWT):
The "none" algorithm is required.
| e —
o0
-
50

JWT's Stance on Privacy

12. Privacy Considerations

A JWT may contain privacy-sensitive information. When this
is the case, measures MUST be taken to prevent disclosure of
this information to unintended parties.

... [Encrypt the JWT and/or use TLS] ...

Omitting privacy-sensitive information from a JWT is the
simplest way of minimizing privacy issues.

https://tools.ietf.org/html/rfc7519#section-12

51

17



Encrypt the JWT and/or use TLS

Edward Snowden & @Snowden - Sep 21, 2016
Use Tor. Use Signal. twitter.com/Hitsmanalex/st

This Tweet is unavailable.

D 196 T 16K Q 22«

9/23/20

52
JWS's Stance on Security
(A JWS is the kind of JWT you normally see: one whose claims are not encrypted)
10, securtey ¢ 7//“_“,,,,/—”'chpitsccrct
———— Keep it safe
Cryptography
Is Hard
53
...leaving us with...
No privacy protections in a JWT (JWS)
The "none" algorithm disables signing completely
The "none" algorithm is ... required? optional? ...both?
Attacks, then:
1. Information disclosure (just decode the payload)
2. Potential for forgery (if the "none" algorithm is supported)
3. Cracking (guess the "secret" if 1 & 2 don't work)
54

18
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On Cracking...
r © @& https:/github.com/auth0/node-jsonwebtoken
e HMAC only as secure as the secret.  Synchronous Sign with default (HMAC SHA256)

e JWT is self-contained. var jwt = require('jsonwebtoken');
var token = jwt.sign({ foo: 'bar' }, ‘shhhhh');

e Sample code uses bad examples.

9/23/20

e Guess all day long on your own system.

hashcat @h: t - Jan 21, 2018 v

Support added to crack JWT (JSON Web Token) with hashcat at 365MH/s

on a single GTX1080:
00“'0 $ /hashcat -m 16500 hash.txt -a 3 -w 3 7a%a%a?a%a?
“00 a hashcat (v4.01-95-gceOcee - Pastebin.com

Ol
On Cracking...

e Wordlist suggestion: “secrets” from example code

e https://github.com/BBhacKing/iwt secret:

e Collected from all 97 projects linked at https://jwt.io/

e Seealso:

o« JUUT
e https://github.com/wallarm/jwt-secrets/ — — —
Libraries for Token Signing/ Verification

- W J- W

e Longer list, less focused

vty e ery Hsae

56

57
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https://github.com/BBhacKing/jwt_secrets
https://jwt.io/

User Secrets in Juice Shop

1. Find a JWT in Juice Shop
2. Decode it. Find what's inside.
* Try several tools: how do they differ?

3. Forge aJWT.

9/23/20
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User Secrets in Juice Shop

Log in as your user

. Notice this exists: http://localhost:3000/rest/user/whoami

. Send "whoami" request to Repeater & re-send it

. Trim out extra junk to simplify (which JWT is the important one?)

O I NI R

. Decode (CyberChef, Burp Decoder, etc): Look at the payload -
anything interesting?

6. Decide what you might do with that information alone.

59

User Secrets in Juice Shop

6. Decide what you might do with the decoded information.
7. Try the "JOSEPH” Extension’s “signature exclusion” attack.

8. Then: create a forged JWT that Juice Shop accepts.

60

20


http://localhost:3000/rest/user/whoami

Lab #13 Complete:
Forge a JWT

9/23/20

61
What's Your
o’ Takeaway from
m the Lab?
62
WebSockets
Not really HTTP, but not really anything else, either
63

21



WebSockets...

e Enable bi-directional messages between clients and servers
e Allow servers to send things not explicitly requested

e Free browsers from having to poll for server-side changes

"...can be used for a variety of web applications: games, stock tickers,
multiuser applications with simultaneous editing, user interfaces
exposing server-side services in real time, etc."

https://tools.ietf.org/html/rfc6455

9/23/20

64

WebSockets...

e Follows the "origin model"
o Same basis as the "Same Origin Policy" browsers rely on
e Scheme in URLs is ws:// or wss://
e Request headers
Connection: Upgrade
Upgrade: websocket
Sec-WebSocket-Version: 13
Sec-WebSocket-Key (16-byte random nonce, base64 encoded)
Origin: http://example.com

o 000 0

65

Opening Handshake, from RFC 6455

GET /chat HTTP/1.1

Host: server.example.com

Upgrade: websocket

Connection: Upgrade

Sec-WebSocket-Key: dGhlIHNhbXBsZSBub253jzQ==
Origin: http://example.com
Sec-WebSocket-Protocol: chat, superchat
Sec-WebSocket-Version: 13

66
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Opening Handshake, from Juice Shop

9/23/20

67
WebSocket Security
HTTP Response Header "Sec-WebSocket-Accept" is...
sec-websocket-key from the request
with a constant RFC-specified GUID appended
SHA-1 hash
Base64 Encode
base64 (shal(vOBHS/qD8tr+2rfIjBmFjg==258EAFA5-E914-47DA-95CA-
C5AB@ODC85B11))
Yields this: HyFbyYrOmKmb+sw/EEVASTLh9gQ=
68

WebSocket Security

Server knows it's a legit client because of the Origin request header.
...unless it's not a browser

Client knows it's talking to legit server because the client provided the
randomness that's part of the web-socket-accept header in the
response...

Wait.

69
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WebSocket Security

e To the RFC!
10.1 Non-Browser Clients:

While this protocol is intended to be used by scripts in web pages, it
can also be used directly by hosts ... [which can] ... send fake | Origin|
header fields... Servers should therefore be careful about assuming
that they are talking directly to scripts from known origins and must
consider that they might be accessed in unexpected ways. In
particular, a server should not trust that any input is valid.

https://tools.ietf.org/btml/rfc6455#section-10.1

9/23/20

70

WebSocket Security

e To the RFC!
10.1 Non-Browser Clients, cont'd:

EXAMPLE: If the server uses input
as part of SQL queries, all input text
should be escaped before being passed
to the SQL server, lest the server be
susceptible to SQL injection.

Il]M1

71

WebSocket

* Not different enough from HTTP to be “hard”
« Just need the right tools

72
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9/23/20

Lab #14:
Abuse a Web Socket

Abuse a WebSocket

* Find the client-directed message that shows the banners.

« Trigger a banner for a challenge you didn’t earn
« ...or make it say anything you can use to your advantage

74

Lab #14 Complete:
Abuse a Web Socket

75
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9/23/20

Review...

e To the RFC!

10.5 WebSocket Client Authentication:

This protocol doesn't prescribe any particular way that servers can
authenticate clients during the WebSocket handshake. The
WebSocket server can use any client authentication mechanism
available to a generic HTTP server, such as cookies, HTTP
authentication, or TLS authentication.

Did you see any cookies or authentication in the WebSocket history?

76
What's Your
Takeaway from
the Lab?

77

Webapp Pentesting
IS
Advanced "Paying Attention"
..once you know what to look for.
78
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9/23/20

Lab:
Choose Your Own Adventure.

79

"There is never enough time.
Thank you for yours."

-- Dan Geer

27



