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Module	  1:	  64-‐Bit	  ASM	  on	  Linux	  

Vivek	  Ramachandran	  
SWSE,	  SMFE,	  SPSE,	  SGDE,	  SISE,	  SLAE64,	  SLAE32	  Course	  Instructor	  

hNp://SecurityTube-‐Training.com	  	  

5.	  Hello	  World	  in	  64-‐bit	  Assembly	  
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Programming	  in	  Assembly	  

•  NASM	  +	  LD	  for	  assembling	  and	  linking	  

•  Executable	  in	  ELF	  format	  

NASM	  DocumentaXon:	  
	  
hNp://nasm.us/	  	  
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Assembly	  Language	  Syntax	  

•  AT&T	  

•  Intel	  
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Hello	  World!	  

TEXT	  SecXon	  

DATA	  SecXon	  Hello	  World!	  

Entry	  Point	  of	  Program?	   _start:	  

Print	  to	  Screen	  

Exit	  Gracefully!	  
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Why	  System	  Calls?	  

•  Leverage	  OS	  for	  tasks	  

•  Imagine	  if	  you	  had	  to	  write	  code	  from	  scratch	  to:	  
– write	  to	  disk	  	  
– print	  on	  screen	  
– …	  

•  System	  Calls	  provide	  a	  simple	  interface	  for	  user	  
space	  programs	  to	  the	  Kernel	  
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Where	  are	  these	  system	  calls	  defined?	  



©SecurityTube.net	  

X86_64Mechanism	  to	  invoke	  System	  Call	  

•  Syscall	  

•  More	  InformaXon:	  
– hNp://blog.Xnola.com/?e=5	  	  
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write()	  
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exit	  
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Invoking	  System	  Call	  with	  syscall	  
RAX	  

RDI	  

RSI	  

RDX	  

R10	  

R8	  

System	  Call	  Number	  

	  	  1st	  Argument	  

2nd	  Argument	  

3rd	  Argument	  

4th	  Argument	  

5th	  Argument	  

Return	  Value	  in	  RAX	  

R9	   6th	  Argument	  
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Calling	  Write	  

RAX	  =	  system	  call	  number	  	  

RDI	  =	  STDOUT	  

RSI	  =	  Pointer	  to	  “Hello	  World”	  	  

RDX	  =	  Length	  of	  “Hello	  World”	  	  
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Calling	  Exit	  

RAX	  =	  system	  call	  number	  	  

	  RDI	  =	  Status	  Code	  
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Exercise:	  GDB	  

	  
•  Use	  GDB	  to	  step	  through	  the	  Hello	  World	  
program	  and	  observe:	  
– CPU	  Registers	  
– Memory	  LocaXon	  
– …	  


