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21.	  Polymorphism	  
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Easy	  FingerprinSng	  of	  Basic	  Shellcode	  

•  AV	  and	  IDS	  can	  use	  the	  shellcode	  as	  a	  paNern	  
to	  search	  

•  Easy	  to	  fingerprint	  	  

•  DetecSon	  simple	  
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Encoding	  and	  EncrypSon	  

•  Original	  shellcode	  protected	  
	  
•  Decoder	  /	  Decryptor	  Stub	  however	  small,	  is	  
prone	  to	  fingerprinSng	  

•  Back	  to	  square	  1	  J	  
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Imagine	  IF	  

•  We	  could	  make	  our	  shellcode	  look	  different	  every	  
Sme	  we	  create	  it	  

•  FuncSonality	  remains	  the	  same	  

•  SemanScally	  equivalent	  instrucSons	  

DetecSon	  is	  now	  MUCH,	  MUCH	  Difficult	  
	  

Enter	  Polymorphism	  
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Origins	  in	  the	  Virus	  World	  

Source:	  hNp://www.phrack.org/issues.html?issue=61&id=9#arScle	  	  	  
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Basic	  Principle	  of	  Create	  Polymorphic	  
Shellcode	  

•  Replace	  instrucSons	  with	  equivalent	  
funcSonality	  ones	  

•  Add	  garbage	  instrucSons	  which	  don’t	  change	  
funcSonality	  in	  any	  way	  “NOP	  Equivalents”	  
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Polymorphic	  Engines	  

•  ADMutate:	  
–  hNp://www.ktwo.ca/readme.html	  	  
–  hNp://www.youtube.com/watch?v=XMt9ExL9I00	  	  

•  CLET	  
–  hNp://www.phrack.org/issues.html?
issue=61&id=9#arScle	  	  

•  VX	  Heavens	  Mirror	  
–  hNp://download.adamas.ai/dlbase/Stuff/VX
%20Heavens%20Library/staSc/vdat/mainmenu.htm	  	  
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