
  

Additional Recon 
Equipment List 
Offensive Security Training Refined™ 

Jeremiah Talamantes, CISSP, CHFI, CEH, CCENT, CCISO 
REDTEAM SECURITY TRAINING, LLC   



 

©Copyright 2019 RedTeam Security Training, LLC.   2 

Google Dorks 

PLEASE BE ADVISED, THIS IS NOT A FULL AND COMPREHENSIVE LIST. THE PURPOSE OF THIS 
DOCUMENT IS TO HELP PROVIDE A BASIC STARTING POINT. 
 

Reconnaissance Equipment List 

This is a curated list of equipment me and my team use during social engineering operations. It 
doesn't include every piece of equipment we own but will definitely serve as a great place to 
get started. Happy hunting! 
 

Optics (Long/Short Range)   

Headlamp 
http://amzn.to/2EW7EYL  

Nikon P900 Camera 
http://amzn.to/2HuKGX0  

GoPro Hero 6 
http://amzn.to/2Hww6OR  

Night Optics 
http://amzn.to/2HwFIJj  

Binoculars 
http://amzn.to/2ETJwpx  

GoPro Chesty Mount 
http://amzn.to/2Hz9JZ5  

Tactical Flashlight 
http://amzn.to/2CyGwtL  

Thermal Cam Add-on (iPhone) 
http://amzn.to/2HzadhR  

GoPro Head Strap 
http://amzn.to/2BFoKIm  

Low Profile Tripod (Camera) 
http://amzn.to/2HtyeHf  

Standard Tripod (Camera) 
http://amzn.to/2EH7QMl  

 

Discreet Recon (Short Range)   

Pen Camera 
http://amzn.to/2EHClSf  

Button Camera 
http://amzn.to/2Gw12NM  

Glasses Camera 
http://amzn.to/2EU8lBH  

Clothing   

Tactical Pants (Night Covert) 
http://amzn.to/2CyUnzW  

Tactical Top (Night Covert) 
http://amzn.to/2C9HmkW  

Tactical Boots (Night Covert) 
http://amzn.to/2GuiSRm  

Balaclava (Night Covert) 
http://amzn.to/2CyVqjB  

Tactical Rucksack 
http://amzn.to/2GtjyGQ  

Coveralls (Dumpster Diving) 
http://amzn.to/2Hvs9Ke  

BDU Top (Non-urban Terrain) 
http://amzn.to/2EH5WLy  

BDU Pants (Non-urban Terrain) 
http://amzn.to/2sHwAOF  

Gloves 
http://amzn.to/2EKdvAY  

Accessories   

All Weather Notebook 
http://amzn.to/2GvGipC  

All Weather Pen 
http://amzn.to/2sIODnH  

Compass 
http://amzn.to/2BFS1m5  

Climbing Claws, Hands 
http://amzn.to/2BFEFGv  

Climbing Claws, Feet 
http://amzn.to/2EG9Q7f  

Two Way Radios & Earpiece 
http://amzn.to/2CCMb1L  

Counter Surveillance   

Bug Sweep/RF Hidden Cam 
Detector 
http://amzn.to/2BDwryC  
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