RedTeam Security Training

Collect: Quiz

You completed Collect: Quiz
Your score

100%

You answered 3 out of 3 questions correctly

1. Itis important to perform an equipment check at this step to be certain you (/]
haven't left anything behind.

So as not to leave a "tell," an equipment check should be performed before leaving the
target's premises.

2. Flags are pieces of technical equipment, like laptops and external hard drives. (/]
This is so you can prove that a data breach of electronic data was possible.

Flags can be anything from a piece of equipment to a piece of paper on a desk. Proving data
breaches is sometimes the objective of an operation, but it is merely one of several potential
objectives.

3. When red team operators meet at the Rally Point, they should document their (/]
findings (ie: notes, findings, timelines) the moment a convenient opportunity
arises.

So as not to forget important events, operators should do a brain dump of the recently
completed operation as soon as a convenient opportunity arises.



