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DevSecOps Requirements for:
• Test
• Release 
• Operate

Overview



Positioning DevSecOps in Your Lifecycle
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Fuzzing

Load Testing (DDoS) – putting 
demand on system and 
measuring its response

Penetration Testing
(Manual)

Test Phase



“Fuzzing or fuzz testing is an automated software testing technique 
that involves providing invalid, unexpected, or random data as inputs 
to a computer program. The program is then monitored for exceptions 
such as crashes, failing built-in code assertions, or potential memory 
leaks. Typically, fuzzers are used to test programs that take structured 
inputs.”

Fuzzing

Source: https://en.wikipedia.org/wiki/Fuzzing



Integration Testing – testing of 
combined individual modulesFuzzing

Load Testing (DDoS) – putting 
demand on system and 
measuring its response

Penetration Testing
(Manual)

Test Phase



Application Hardening
Reducing the attack surface 

area

SSL Testing
Ensure all Transport Security 
Layer certificates are valid

Deploy Phase



SSL Testing



Run Security Hardened Images



Verification and 
monitoring

Continuous checking that 
everything is operating 

“normally”

Compliance as code
Check against approved 
baseline, eliminate any 
deviation from baseline

Operate Phase
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CI/CD Pipeline

Plan Code Build Test Release Deploy Operate Monitor
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Threat Models
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as code

Segregation 



CI/CD Pipeline

Source: https://xebialabs.com/periodic-table-of-devops-tools/
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Focus on automated checks

Reduce feedback time lag

Use appropriate tooling at each phase

Up Next
- Debunking DevSecOps Myths

Summary


