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Positioning DevSecOps in Your Lifecycle
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Test Phase

Load Testing (DDoS) - putting
demand on system and
measuring its response

Penetration Testing
(Manual)

Fuzzing




“Fuzzing or fuzz testing is an automated software testing technique
that involves providing invalid, unexpected, or random data as inputs
to a computer program. The program is then monitored for exceptions
such as crashes, failing built-in code assertions, or potential memory

leaks. Typically, fuzzers are used to test programs that take structured
Inputs.”

Source: https://en.wikipedia.org/wiki/Fuzzing



Test Phase

Load Testing (DDoS) - putting
demand on system and
measuring its response

Penetration Testing
(Manual)

Integration Testing - testing of
combined individual modules

Fuzzing




Deploy Phase

SSL Testing Application Hardening

Ensure all Transport Security Reducing the attack surface
Layer certificates are valid area



SSL Testing
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Run Security Hardened
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Delivery Methods «

Categories

All Categories
Infrastructure Software (85)
DevOps (36)
Business Applications (6)
Machine Learning (1)

Industries (2)

Filters

Vendors
D Center for Internet Security (34)
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[ annual (4s)
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D Bring Your Own License (6)
CIMonthly (5)
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CIS Red Hat Enterprise Linux 7 Benchmark - Level
1

Version 2.2.0.15 | Sold by Center for Internet Security
Starting from $0.02/hr or from $130.00/yr (26% savings) for software + AWS usage fees
This image of Red Hat Enterprise Linux 7 is preconfigured by CIS to the recommendations in the
associated CIS Benchmark. CIS Benchmarks are vendor agnostic, consensus-based security
configuration guides both developed and accepted by government, business, industry, and
academia. CIS Benchmarks also...

Linux/Unix, Red Hat Enterprise Linux rhel7 - 64-bit Amazon Machine Image (AMI)

CIS Ubuntu Linux 18.04 LTS Benchmark - Level 1

Version 1.0.0.14 | Sold by Center for Internet Security
Starting from $0.02/hr or from $130.00/yr (26% savings) for software + AWS usage fees
This image of Ubuntu Linux 18.04 LTS is preconfigured by CIS to the recommendations in the
associated CIS Benchmark. CIS Benchmarks are vendor agnostic, consensus-based security
configuration guides both developed and accepted by government, business, industry, and
academia. CIS Benchmarks also...

Linux/Unix, Ubuntu 18.04 - 64-bit Amazon Machine Image (AMI)

CIS Microsoft Windows Server 2016 Benchmark -
Level 1

Version 1.1.0.11 | Sold by Center for Internet Security

Starting from $0.02/hr or from $130.00/yr (26% savings) for software + AWS usage fees
This image of Microsoft Windows Server 2016 is preconfigured by CIS to the recommendations in
the associated CIS Benchmark. CIS Benchmarks are vendor agnostic, consensus-based security
configuration guides both developed and accepted by government, business, industry, and
academia. CIS Benchmarks...

Windows, Windows Server 2016 Base 10.0.14393 - 64-bit Amazon Machine Image (AMI)

CIS Amazon Linux 2 Benchmark - Level 1

Version 1.0.0.14 | Sold by Center for Internet Security
Starting from $0.02/hr or from $130.00/yr (26% savings) for software + AWS usage fees
This image of Amazon Linux 2 is preconfiqured by CIS to the recommendations in the associated

mages




Operate Phase

Verification and

Compliance as code .

monitoring
Check against approved
baseline, eliminate any

deviation from baseline

Continuous checking that
everything is operating
“hormally”



Cl/CD Pipeline
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Enterprise DevOps
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Su mMmmary Focus on automated checks
Reduce feedback time lag

Use appropriate tooling at each phase

Up Next
- Debunking DevSecOps Myths




