Cracking old Zip File

Passwords with Bkcrack

@mmar




Background

Old Zip Encryption method did not actually encrypt the files and used a
method called “store” to save files inside a zip archive. Modern tools like
winzip and winrar now use modern methods and you actually have to
create this type of archive manually. (But you may come across an old
archive created with this type of method)

This is a known plain text attack which means you should know how files

look like or what their file content is




Known Plain Text

Previous pair

Ciphertext Ciphertext Ciphertext




Creating a Vulnerable Archive




Add te Archive

CAUsers\Hp“\Desktop®

7zip Archive

7 zip

> |

Archive:

==
Archive format: | zip ~ |
Compression level: |CI - Store V |

Compression method: |

Dictionary size:

|
Word size: |
Solid Block size: |

Number of CPL threads:

Memory usage for Compressing:
1ME / 6463 MB / 8085 MB

Memory usage for Decompressing:

Split to volumes, bytes:

**» Create an archive with 7zip and set compression level as store

Update mode:

| Add and replace files

Path mode:

| Relative pathnames

Options
Create SFX archive
[] Compress shared files

[] Delete files after compression

Encryption
Enter password:

Reenter password:

[] Show Password
Encryption method:

ZipCrypta




Breaking the encyption




Download the bkcrack software from github repo

https://github.com/kimci86/bkcrack/releases

github.com/kimci8e/bkerack/releases|

¥/ Yahoo! Live Cricket Scores|.. (7) Speedtestnet- The.. § Welcome to Facebo... G= Google News » YouTube [l seasons [l torrent [ Movies || Entertainment

v Assets &

@bkerack-1.5.0-Darwin.tar.gz 124 KB Jul 7, 2022
@bkerack-1.5.0-Linux.tar.gz 130 KB Jul7, 2022
——(Obkerack.1 5 0ouin2 zip 121 KB Jul7, 2022
@bkerack-1.5.0-winé4.zip 126 KB Jul7, 2022
@Source code (zip) Jul 7, 2022

@Source code (tar.gz) Jul 7, 2022



Copy the archive in the same directory as bkcrack and then use
the following command in command prompt to list down the
content

bkcrack -L test.zip

YWsers) Hp \Desktop\bkcrack-1.5.8-win6d\bkcrack-1.5.8-win6d>bkcrack.exe -L test.zip
g - 2@22-B87-87
: test.zip

Inde En ryption Compression CRC3 Uncompressed Packed size Name

8@ ZipCrypto Store d8fefbdf




Step-3

** Create a new text file with the content that you know will
be present in one of the file

bkcrack-1.50-wing4 »* bkcrack-1.5.0-wingd »

@pl-Notepad
File Edit Format Wiew Help

docker compose up -d
sudo docker build -t tiki:kasm -f Dockerfile .




Now use the following command to recover the key

bkcrack -C test.zip -c test.txt -p pl.txt

Here :
test.zip is the encrypted archive
test is the file you are targeting and have a plain text of
pl.txt is the plain text file containing some data that you know
will be present in the target cipher file




Now use the following command to recover the key

bkcrack -C test.zip -c test.txt -p pl.txt

B-wined\bkcrack-1.5.8-wined*bkcrack.exe -C tes

red iflun using 13 bytes of known plaintext

f on 578400 7 values at index 6
8desl ed_?EAaE

t84945F4 361




Now we can use the recovered key to extract our files

bkcrack -C test.zip -c test.txt -k f04945f4 3018d661 edc704a6 -d decrypt.txt

Here :
decrypt.txt is the output file
-k flag specifies the recovered key from previous step




Now we can use the recovered key to extract our files

bkcrack -C test.zip -c test.txt -k f04945f4 3018d661 edc704a6 -d decrypt.txt

C:\UsersHp\Desktopibkcrack-1.5.8-win64\bkcrack-1.5.8-winb4»bkcrack -C test.zip -c test.txt -k fB4945f4 3618d661 edc76da
6 txt

bkcrack 1.5.8 - 2822-87-87
[28:16:44] Writing deciphered data decrypt.txt (maybe compressed)
lrote deciphered data.




With the key, we can also create a new archive with our own
password and then extract all files

bkcrack -C test.zip -k f04945f4 3018d661 edc704a6 —U unlocked.zip newpass

rs\Hp\Desktop\bkcrack-1.5.8-winb4\bkcrack-1.5.8-win64>bkcrack -C test.zip -k f84945f4 3618d661 edc7@4ab -U unlocked.zip newpass
k 1.5.8 - 2822-87-87
riting unlocked archive unlocked.zip with password "newpass”

100.0 % (1 / 1)
Wrote unlocked archive.
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