
Detecting Brute Force Attacks with 
Scapy

Sean Wilkins

swilkins@infodispersion.com www.infodispersion.com

Network Engineer & Author



There are multiple ways to 
monitor for brute force attacks.



- FTP Brute Force Attack Detection

- Concepts Demonstration - FTP Brute Force 
Detection

- SSH Brute Force Attack Detection

- Concepts Demonstration - SSH Brute Force 
Detection

Overview



Brute Force Attack Detection

Analyze packets to determine a                            
brute force attack attempt

Focus on analysis of FTP sessions

Commonly used and doesn’t                                   
use encrypted communications



Brute Force Attack

Why is this knowledge useful?

Systems need to be kept secure

Brute force method is a low knowledge attack

Attempts to find credentials

Detection generally left to automated 
appliances

In-depth hands-on approach may be needed



Code will be based on the 
capture of a saved attack.



FTP Traffic Analysis

Monitor user and password 
process

Helps to differentiate 
between normal and nefarious 

logins



FTP

Basic knowledge of FTP is 
required Uses USER and PASS

How does the server respond?Matches the traffic that relays 
the commands



Server Response

230 Login 
Successful

Two main responses

530 Login Incorrect

Sent when 
credentials are 

correct

Sent when 
credentials are 

invalid



Collect sessions that include successful and 
unsuccessful login attempts

View individually – hard to determine if there 
is a problem

Important to analyze multiple sessions



Demo

This bullet list 
with 

animations

FTP Brute Force Detection



SSH

Utilizes encryption

Makes it harder to determine an attack

Doesn’t have access to command level 
knowledge

Need to utilize a more creative solution



SSH Login Failure



SSH Login Success



What is done with this information?

Multiple failed attempts can be determined

Successful attempts screened out



Demonstration Strategy

Track the number of bytes 
exchanged

Flag sessions inside a specific 
threshold



Demo

This bullet list 
with 

animations

SSH Brute Force Detection



- FTP Brute Force Attack Detection

- Concepts Demonstration - FTP Brute Force 
Detection

- SSH Brute Force Attack Detection

- Concepts Demonstration - SSH Brute Force 
Detection

Summary


