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Goals 

• Identify domains, subdomains, IP addresses, and netblocks owned by an organization. 

Requirements 

• Kali Linux VM with Internet access. 

• An organization to target for reconnaissance. 

1. Identify the target's domain names 

1. If you don't already know the primary domain name of your target organization, use a search engine like 
DuckDuckGo or Google to search for the company name and find their domain. 

 

DuckDuckGo Search for Contoso 
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2. After you have the organization's domain name, visit the SecurityTrails website at the URL below. Scroll down to 
the search box on the homepage and use it to search for the domain name owned by your target organization. 

https://www.SecurityTrails.com 

 

SecurityTrails Search for Contoso.com 

3. The number on the right side of each SecurityTrails search result indicates how many other DNS records 
SecurityTrails identified that contain identical information. This may be an indicator that other domains with 
matching details are owned by the same organization - especially for record types where relatively few results 
are found (like the MX records and NS records in the screenshot below), or for records that point to resources 
that are unlikely to be shared with other organizations. For example, the value in the MX records shown below 
appears to be specifically created for the contoso.com domain since it contains "contoso-com". 
 
Click on each SecurityTrails result for your target domain and observe which results appear to contain additional 
domains belonging to your target organization. 

 

Partial SecurityTrails for Contoso.com 
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NS Records Reveal Several Other Domains Owned by the Same Organization 

4. Open LibreOffice Calc in your Kali applications menu, and copy and paste the domains that appear to be owned 
by your target organization into a new spreadsheet. 

 

Copying SecurityTrails Search Results 
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Pasting Data into LibreOffice Calc 

 

Pasted Results Appear in the Spreadsheet 
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5. In addition to cross-referencing DNS records with other domains, you can also use reverse WHOIS services to 
cross-reference domain registration information. To retrieve the domain registration records for your target 
domain, open a Terminal window on your Kali VM, and use the "whois" command with your target domain as 
shown below. Remember to replace "contoso.com" with the domain you are targeting. 

whois contoso.com 

 

WHOIS Query of Contoso.com 

6. Scroll through the WHOIS output and find the Registrant Email for the target domain. 

 

Registrant Email Address of Contoso.com 
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7. In your web browser, visit the free Reverse WHOIS Lookup tool at the URL below, and use it to search for other 
domains registered to the same Registrant Email. 

https://viewdns.info/reversewhois/ 

 

Searching Reverse WHOIS Data for the Contoso.com Registrant Email Address 

8. Examine the reverse WHOIS results and copy and paste the relevant domains into the same spreadsheet where 
you pasted your data from SecurityTrails. 

 

Copying Relevant Reverse WHOIS Search Results 
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Reverse WHOIS Results Pasted Beneath Results Collected from SecurityTrails 
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9. Make sure that all of the domain names you've collected appear in the first column (column A) of your 
spreadsheet. Then save the spreadsheet as "domains.csv" in your Kali user's home directory. Be sure to set the 
output format to "Text CSV (.csv)" as shown in the screenshot below. Then click the additional prompts to save 
in Text CSV format with default settings. 

 

Selecting "Text CSV" Format and Saving as "domains.csv" 

 

Confirming Use of the Text CSV Format 
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Default CSV Settings Accepted 

10. To make generating a list of domains from your spreadsheet easier, a script named "clean-domains" has been 
included with your Kali VM. 
 
In a Terminal window, run the command below to extract the domain names from the CSV file you created and 
save them to a text file called "domains.clean.txt". This file will be used in the next section. 

cat ~/domains.csv | clean-domains | tee ~/domains.clean.txt 

 

Exporting Domains from the CSV File to "domains.clean.txt" 
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2. Enumerate subdomains of the discovered domains 

1. In your terminal window, run "recon-ng" to start the Recon-NG tool. 

recon-ng 

 

Execution of recon-ng 

2. At the [recon-ng] prompt, run the following commands to import your list of domain names into the "domains" 
table in Recon-NG. 

modules load import/list 
 
options set filename /home/kali/domains.clean.txt 
 
options set table domains 
 
options set column domain 
 
run 

 

Importing "domains.clean.txt" into Recon-NG 
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3. Running the command "show domains" will list all of the domains that were imported into Recon-NG. 

show domains 

 

Imported Domain Names Displayed 

4. Since domains can also point to individual hosts, you might also want to import your list of domains into the 
hosts table with the commands below. 

modules load import/list 
 
options set filename /home/kali/domains.clean.txt 
 
options set table hosts 
 
options set column host 
 
run 
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Domain Names Imported into Recon-NG's Hosts Table 

5. Run the next set of commands to search the certificate transparency logs at CRT.sh for SSL/TLS certificates that 
have been issued to hosts within each domain. Discovered host/subdomain names will automatically be 
imported into the hosts table in Recon-NG as they are discovered. 

modules load recon/domains-hosts/certificate_transparency 
 
run 

 

Searching Certificate Transparency Logs for Discovered Domain Names 
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6. To view the list of hosts discovered by the previous commands, run "show hosts" in recon-ng. 

show hosts 

 

Hostnames Discovered in Certificate Transparency Logs Displayed 

3. Resolve the IP addresses of the discovered domains and subdomains 

1. In the previous step, you might have noticed that some of the host/subdomain names discovered contained 
asterisks (*). This is because a wildcard SSL/TLS certificate issued for that domain and was found in the results 
from CRT.sh. Hostnames containing asterisks aren't always resolved correctly, so a Recon-NG script has been 
included with your Kali VM to help resolve this issue. 
 
Run the following command to execute the "fix_hosts" script and add additional entries to your hosts table with 
the asterisks removed. 

script execute /opt/recon_scripts/fix_hosts 



Red Team: Getting Access Page 14 Copyright © 2021, Adversary Development, LLC 

 

Execution of the "fix_hosts" Script in Recon-NG 

2. Now use Recon-NG's "resolve" module to resolve the IP address of each host present in your hosts table. 

modules load recon/hosts-hosts/resolve 
 
run 

 

Resolving Hostnames to IP Addresses 
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3. You can now view the IP address of all resolved domain and subdomain names with the "show hosts" command. 

show hosts 

 

IP Addresses of Resolved Hostnames Displayed 
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4. Use the resolved IP addresses to identify netblocks 

1. Run the following command to list all the IP addresses identified by Recon-NG and sort them alphabetically: 

db query select distinct ip_address from hosts order by ip_address asc 

 

Unique IP Addresses Identified by Recon-NG Displayed 
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2. Copy one of the IP addresses from the list, and in a new terminal window, use the "whois" command to view 
registration information for the Netblock where the IP address is assigned. Remember to replace the red IP 
address in the command below with an IP address from your own list. 

whois 104.208.160.155 

 

Registration Information for the Queried IP Address 

3. If the Netblock is owned by your target organization, the organization name will appear in the output of the 
whois command. Try running the whois command on several IP addresses in your list until you find one whose 
Netblock is owned by your target. When you find one, copy the entire organization name displayed in the 
"OrgName" field to your clipboard, exactly as it appears in the whois output. 

 

Copying the OrgName from "whois" Command Output 
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4. Back in the window where you are running Recon-NG, use the "db insert" command shown below to add the 
organization's name to your Recon-NG database. Also make sure to include two tilde (~) characters immediately 
following the company name. 

db insert companies Microsoft Corporation~~ 

 

Organization Name Added to Recon-NG 

5. Now use Recon-NG's "whois_miner" module to find additional netblocks that are registered to the same 
organization. 

modules load recon/companies-multi/whois_miner 
 
run 

 

Execution of the "whois_miner" Module 
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6. After execution completes, you can view the collected Netblocks with the following command: 

show netblocks 

 

Netblocks Identified by "whois_miner" 

Additional resources 

• SecurityTrails 

• ViewDNS.info Reverse WHOIS tool 

• Recon-NG project on GitHub 

• CRT.sh certificate transparency logs search tool 

https://securitytrails.com/
https://viewdns.info/reversewhois/
https://github.com/lanmaster53/recon-ng
https://www.crt.sh/

