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Lab 03: Third-party service recon 
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Goals 

• Identify third-party services that can be targeted or leveraged in attacks. 

Requirements 

• Kali Linux VM with Internet access. 

• Recon-NG database created in the previous exercise. 

1. Collect email addresses from the target's WHOIS records 

1. Start Recon-NG in a new terminal window if it's not still running from the last exercise. 

recon-ng 

2. Within Recon-NG, execute the commands below to retrieve email addresses from WHOIS records of each 
domain you previously discovered. 

modules load recon/domains-contacts/whois_pocs 
 
run 

 

Execution of the Commands Above 

  



Red Team: Getting Access Page 2 Copyright © 2021, Adversary Development, LLC 

3. Next, use the "show contacts" command to view all the contacts that were discovered. (Press CTRL+minus to 
zoom out in your terminal window if needed. CTRL+0 (zero) will return to the original zoom.) 

show contacts 

 

Contact Information Collected from WHOIS Records 

4. You may notice that some of the contacts that were discovered are for domains that do not match the domain 
names you targeted. For example, running the module on the target domain "xbox.com" returned results for 
"oxbox.com" and "knoxbox.com". 
 
To view a list of all email addresses that do not match one of the domains in your domains table, run the 
following command in Recon-NG: 

db query select email from contacts where email not in ( SELECT t1.email from 
(SELECT * FROM contacts) as t1, (SELECT * FROM domains) as t2 where t1.email like 
('%@' || t2.domain) ) 

 

Email Addresses not Matching a Discovered Domain are Displayed 
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5. Next, remove the false-positive contacts listed in the previous step by running the following command: 

db query DELETE FROM contacts WHERE email not IN ( SELECT t1.email from (SELECT * 
FROM contacts) as t1, (SELECT * FROM domains) as t2 where t1.email like ('%@' || 
t2.domain) ) 

 

Previously Listed Email Addresses Removed 

6. Now when you run "show contacts" again, you should see only contacts whose email addresses include one of 
the domains stored in your domains table. 

show contacts 

 

Remaining Contacts Shown 

2. Identify a valid email address from the collected contacts 

1. In your web browser, visit the email address verification service, Verify-Email.org. Use the search box on the 
page to test each email address in your contacts list until you find an email address that is valid. If your contacts 
list contains a large number of duplicate email addresses, you can use the command below to display the list 
with duplicated entries removed: 

db query select distinct email from contacts 

https://verify-email.org/
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Unique Email Addresses Displayed 

 

Email Address Verified with Verify-Email.org 
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3. Test the target for Office 365 use 

1. In your web browser, visit https://outlook.office.com. Then enter the valid email address you identified above 
and click "Next". 

https://outlook.office.com 

 

Email Address Submitted to the Office 365 Login Form 

2. If the email address is associated with a valid Microsoft or Office 365 account, you will receive some type of 
authentication request - either for a password or for a multi-factor token - or you may be redirected to the 
organization's sign-in page. Example responses for valid Microsoft accounts are shown below. 

 

Example of a Generic Office 365 Authentication Request 

 

https://outlook.office.com/
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Example of a Branded Office 365 Authentication Request 

3. If the email address is not associated with a valid Microsoft account, you will see an error message instead. 

 

Example Response for a Non-Existent User Account 

4. If possible, it is best to use this test on at least two different email accounts on the same domain. That will help 
rule out the possibility that users have setup personal Microsoft accounts with their work email addresses. 
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4. Additional tests to confirm Office 365 usage 

1. The Linux "dig" command can also be used to confirm the use of Office 365. In a new terminal window, run the 
command below, replacing "contoso.com" with the email domain used by your target organization. A response 
in the answer section that includes ".mail.protection.outlook.com" is an additional indicator that the 
organization uses Office 365 for email. 

dig -t mx contoso.com 

 

Indication of Office 365 Use Observed 

2. Note that the lack of ".mail.protection.outlook.com" in this DNS record does not necessarily indicate that Office 
365 is not used. Several vendors sell email filtering services that act as the incoming email server but leverage 
Office 365 on the back end. 
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3. Similar to the process described in the last section, this can also be used to confirm the use of other email 
providers such as Google, as shown below. 

 

Evidence of Google Email Services in use by the Target Domain 

 

4. TXT records can also provide indicators of which email service is used. As shown in the screenshots below, SPF 
records that include a subdomain of outlook.com and TXT records containing an "MS=ms########" value are 
additional indicators that Office 365 is in use. You can use the following dig command to retrieve the TXT 
records for your target domain: 

dig -t txt contoso.com 
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Indicators of Office 365 use Present in TXT Records 

5. Again, this same test can also indicate the possible use of Google or other services as well. 

 

Indicators of Google Services Found in TXT Records 

 

 

 

 

 

 

 

 

  


