Lab 04: Generating a list of target users
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Goals

e Generate a list of user IDs in use by the target organization that can be targeted in later attacks.

Requirements

e Kali Linux VM with Internet access.
e Recon-ng database created in previous exercises.

Introduction

During this exercise, you'll generate a list of user IDs to be targeted during later attacks. Since later lab exercises target
Office 365, and Office 365 uses email addresses for user IDs, this exercise will focus on generating email addresses.
Similar methods can also be used for generating usernames instead of email addresses when you're targeting other
services.

1. Identify the organization's email address format

1. Runthe command below in Recon-ng to display unique email addresses collected during the previous exercises.

db query select distinct email from contacts order by email asc
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[recon-ng][default][whois_pocs] > db query select distinct email from contacts
order by email asc

+- +
| email

+- +
BounkaMicrosoft.com
DeanItamicrosoft.com
GEOFFKamicrosoft.com
JOCORTEZ@microsoft.com
Lloyd.kim@microsoft.com
V-IMASONaMICROSOFT . COM
a_rayfamicrosoft.com
abdessemedamicrosoft.net
abuseamicrosoft.com
andrewbramicrosoft.com

Unique Email Addresses Displayed

2. Examine the email addresses for patterns in the user naming scheme. Patterns may be simple or complex. You
may also observe more than one pattern for the same domain or organization. Some examples of patterns you
might observe are listed below:

{First Name}@{Domain}

{First Name}{Last Name}@{Domain}

{First Name}.{Last Name}@{Domain}

{First Initial{Last Name}@{Domain}

{First 3 letters of Last Name}First 8 letters of First Name}@{Domain}

3. If the pattern isn't clear through manual observation, you can also search for the email addressing format on
websites like Hunter.io.

https://www.hunter.io

contoso.com Find email addresses

Most common pattern: {first}{l}@contoso.com 2,112 email addresses
a ounting@contoso.com @ 20+ sources
v ay@contoso.com @ 1 source ~

Contoso.com Email Format Identified by Hunter.io
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2. Collect a list of employee names

When email addressing formats are based on employees' names, additional email addresses can be guessed by
collecting employee names from sites like Linkedln and then generating an appropriate email address based on the
schema. For example, if a company uses the format {First Initial}{Last Name}@companydomain.com, the email address
of an employee named John Smith would most likely be jsmith@companydomain.com.

1. To collect employee names from the web, open Burp Suite from the Kali Linux applications menu.

.= .

Burp Suite Co... @ Google

B Favorites
ﬁ Recently Use

o All Applications

Q. 01 - Information Gatheri
ki 02 - Vulnerability Analysis

= 04 - Database Assessment

@ 03 - Web Application Analysis

- Terminal Emulator

i Firefox ESR

G Google Chrome

a'l'ext Editor

LibreOffice Calc
burpsuite

Burp Suite Location in the Applications Menu

2. Click the "Next" button after starting Burp Suite to create a temporary project in which to complete this

exercise.

w1 Burp suite Professional

© Temporary project

Mew project on disk MName:

Open existing project Name

Pause Automated Tasks

@ Welcome to Burp Suite Community Edition. Use the options below to create or open a project.

BurpSuit

Community Edition

File

I: Cancel :|

Clicking the Next Button in Burp Suite
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3. Inthe next window that appears, click "Start Burp" to use the pre-configured settings.

© Use Burpdefaults

Use options saved with project

Load from configurationfile File

File: || Choose file... |

Default to the above in future

Disable extensions

e ) maa )

Location of the "Start Burp" Button

4. The Python Scripter extension has already been installed in Burp Suite, and a custom Python script has been
loaded to scrape names from websites used in this lab. To see the names collected by Burp while they are
scraped from the web, click on the "Extender" tab. Then make sure "Python Scripter" is loaded and selected
under Burp Extensions, and click on the "Output" tab below.

Burp Suite Community Edition v2020.12.1 - Temporary Project

Burp Project Intruder Repeater Window Help
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Compo Extender
Extensions BApp Store APls Options

Burp Extensions

Extensions let you customize Burp's behavior using your own or third-party code.

| Add | Loaded T‘,.fpe Mame
| Remove | Python Python Scripter I e

_up |

| Down |

Details Output ers

Output to system conscle

Save tofile: | Select file ... |

Q) showin Ul

Displaying Python Scripter Output in Burp Suite
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5. Inthe Firefox web browser, click on the FoxyProxy icon in the toolbar, and then click on "Burp (8080)" in the
FoxyProxy menu to begin proxying traffic through Burp Suite.

Maozilla Firefox

I address mw 0o & =

";.i;f) FoxyProxy

Use Enabled Proxies By Patterns and (
-’M_D_ﬁ_u.ﬁ F'igifox Settings)

Enable Burp Suite in FoxyProxy

6. Next, brows to www.google.com and enter the following web search. You can replace "Black Hills Information
Security" with the name of your target organization.

site:linkedin.com inurl:linkedin.com/in/ "at Black Hills Information Security"

Google

Q. site:linkedin.com inurl:linkedin.com/in/ "at Black Hills |

Google Search I'm Feeling Lucky

Targeted Search Query Submitted to Google
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7. The search results shown by Google should include names and titles of employees at your target organization,
similar to what is shown below.

site:linkedin.com inurl:linkedin.com/in/ "at Black Hills Information Security” X Q

o | [ News &) Images Q Maps ¢ Shopping ! More Settings Tools

About 2,280 results (0.46 seconds)

www.linkedin.com » jasonsblanchard -

Jason Blanchard - Content & Community Director - Black Hills ...

Kayla M. Penetration Tester at Black Hills Information Security. Greater Boston.

www.linkedin.com » beaubullock -

Beau Bullock - Security Analyst - Black Hills Information ...

Beau Bullock. Security Analyst at Black Hills Information Security. Black Hills Information
SecurityUniversity of South Florida. Lakeland, Florida500+ connections.
Lakeland, Florida - Security Analyst - Black Hills Information Security

www.linkedin.com : darin-roberts-mroroneequalsl

Darin Roberts - Security Analyst - Black Hills Information ...

Kayla M. Penetration Tester at Black Hills Information Security. Greater Boston.
Boise, Idaho Area - Security Analyst - Black Hills Information Security

LinkedIn User Profiles Shown in Google Search Results
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8. If you look back in the Burp Extender window now, you should also see the Output tab populated with the
names and titles from the page.

Burp Extensions

Extensions let you customize Burp's behavior using your own or third-party code.

| Add || Loaded Type Name
| Remove | Python Python Scripter
. up |
| Down |
Details Output Errors

Output to system console

Save to file: | selectfile... |
© showin Ul

1 "Jason Blanchard","Content  Community Director","Black Hills ..."
2 "Beau Bullock","Security fnalyst","Black Hills Information ..."
2 "Darin Roberts","Security Analyst","Black Hills Information ..."
4 "Dakota Melson","Security Consultant","lLeviathan Security ..."
S "Cralg Vincent","Security Analyst","Black Hills Information ..."
& "John Strand","Aurora, Colorado | Professional Profile | LinkedIn",""
7 "Christopher (CJ) Cox","Chief Operating Officer","Black Hills ..."
2 "Brian King","Security Analyst","Black Hills Information Security ..."
2 "Bryan Strand","Sales Director/Consultant","Black Hills ..."

10 "Samuel Carroll","Security Analyst","Black Hills Information ..."

T

Contact Data Scraped from Search Results by Burp Suite

9. As you continue clicking through each page of Google search results, additional entries will be added to the list.
You can speed up this process by clicking in your browser's address bar, pressing the "End" key on your
keyboard (to move to the end of the URL), and adding "&num=100" to the end of the URL. Then press Enter to
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load the modified URL. This will cause Google to display 100 results per page - greatly reducing the number of
pages you need to click through.

Q. UKEwiblJ7TkqHUARWig-AKHdKhAsYQ4dUDCAQ&num=10d > Y InN 0D @ & &
site:linkedin.com inurl:linkedin.com/in/ "at Black Hills Information Security” X Q,
Q Al B News [ images Q Maps ¢ Shopping | More Settings  Tools

About 2,280 results (0.46 seconds)

www.linkedin.com : jasonsblanchard -

Jason Blanchard - Content & Community Director - Black Hills ...

Kayla M. Penetration Tester at Black Hills Information Security. Greater Boston.

URL Modification to Display 100 Results Per Page

© showin Ul

"Oylan Barker","Senior Analyst","CrowdStrike | LinkedIn®

"Evren S.","Greater Chicago Area | Professional Profile | LinkedIn",""
"Jayson E. Street","WwP of InfoSec","SphereNy | LinkedIn®

"Cory M.","Redmond, Washington | Professional Profile | LinkedIn®,"®

o =~

|_D

W m oo

0 "Robert Messner","Senior Information Security Analyst L

21 "Swetha R M","Senior Information Security Analyst","Cotiviti ..."

o2 "Marcus J. Carey","Austin, Texas Area | Professional Profile ...v, "o

22 "Chris Brenton","COO","Active Countermeasures | LinkedIn®

24 "Cale Black","Roseville, California | Professional Profile | LinkedIn®,""
S5 "Warren Barkalow","Information Security Manager","ETS ..."

|_D [
T

& "Shane A Macaulay","Senior Security Architect","Bloomberg LP ..."
"Tyler Moffitt","Security Analyst","OpenText | LinkedIn®
"Christopher Truncer","Co-Founder and Offensive Security ...",""
"Jared Shear","Sr Generation Engineer","Black Hills ..."

100 "Benjamin Cavallaro","Content Community Intern","Black Hills ..."
101 "Bretton Tan","Intern","Black Hills Information Security | LinkedIn®
102 "Zhen He","Vice President//Red Team Operator","Confidential ..."
102 "Adam Parsons","Hacker","X-Force Red"

104 "El1 Hunnicutt","Red Team Security Engineer","Millennium ..."

105 "Spencer Davis","Senior Penetration Tester","lLincoln Financial ..."
106 "Chris Gates","Director of Offensive Security","100x Group ..."

107 "Kristin Mansur","Headhunter","RedBlue Security | LinkedIn"

108 "Jeff Mclunkin","Certified Instructor","SANS Institute | LinkedIn®
109 "Dallas Haselhorst","IT Security Engineer/Consultant","TreeTop ..."

Additional Contacts Collected in Burp

|

'-5'
o o
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10. The output collected by Burp during is also saved in your Kali user's home directory, in a file named "scraper-

linkedin.csv". The CSV file can be opened in LibreOffice Calc as shown in the screenshot below.

-2
i

LD (0O |~ SN LA [ (LRI (=

File
.
Liberation Sans

E35

Edit

Jason Blanchard
Beau Bullock
Darin Roberts
Dakota Melson
Craig Vincent
John Strand

Brian King
Bryan Strand
Samuel Carroll
Jason Blanchard
Beau Bullock
Darin Roberts
Dakota Melson
Craig Vincent
John Strand

scraper-linkedin.csv - LibreOffice Cale
View Insert Format Styles Sheet Data Tools Window Help
-l mid ¥ R g48 G- ® AR &
-~ ot - BITUA-©.=== 5 i
A B C
Content Community Director Elack Hills ...
Security Analyst Elack Hills Information ...
Security Analyst Elack Hills Information ...
Security Consultant Leviathan Security ...
Security Analyst Black Hills Information ...
Aurora, Colorado | Professional Profile | Linkedin
Christopher (CJ) Cox Chief Operating Officer Black Hills ...
Security Analyst Elack Hills Information Security ...
Sales Director/Consultant Elack Hills ...
Security Analyst Elack Hills Information ...
Content  Community Director Elack Hills ...
Security Analyst Black Hills Information ...
Security Analyst Black Hills Information ...
Security Consultant Leviathan Security ...
Security Analyst Elack Hills Information ...
Aurora, Colorado | Professional Profile | Linkedin
Christopher (CJ) Cox Chief Operating Officer BElack Hills ...
Sales Director/Consultant Black Hills ...

Bryan Strand
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11. The Python script loaded in Burp also supports scraping employee names from ZoomInfo.com. To scrape
Zoomlnfo, first perform the following search on Google, again replacing "Black Hills Information Security" with
your target company. Then click on the company overview in the search results.

site:zoominfo.com "Black Hills Information Security”

GC} g|e o site:zoominfo.com "Black Hills Information Security”

2 Al B News [ Videos § Maps [ Images i More Settings

About 75 results (0.88 seconds)

www.zoominfo.com » black-hills-information-security -

e Black Hills Information Security - Overview, News ... - ZoomInfo

View Black Hills Information Security (www.blackhillsinfosec.com) location in South Dakota,
United States, revenue, industry and description. Find related and ...

Using Google to Search for a Company on the Zoominfo Website

12. On the ZoomInfo website, scroll down to the "View Employees" section, and click on "Find more contacts"

= -
A zoominfo

View Employees

8 Jordan Drysdale
Security Analyst
@& Phone = =2 Email
8 Logan Lembke
Software Developer
@& Phone = =2 Email
8 Beau Bullock

Security Analyst

@ Phone = [ Email

Find more contacts

Clicking "Find more contacts" on Zoominfo
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13. The page that loads will display names and locations of the company employees.

Index of contact profiles from Black Hills Information Security

Contact Mame Contact Info Job Title Location Last Update
Jason & Email % Director. Content United States’
8 C ' it 12/25/2020
Blanchard Direct ommunity South Dakota® Spearfish
Lisa & Emal & United States’
Software Engineer 12/25/2020
Woody Direct South Dakota* Spearfish
Laura & Email % United States’
Director, Logistics 12/25/2020
Seurmnanutafa Direct South Dakota’ Spearfish

Names and Locations of Company Employees

14. Look back in your Burp Extender window again to see that this information has automatically been logged by

Burp.

Detail

5 Output Errors

Output to system conscle
Save to file: | Select file ... |
© showinul:

"Jason Blanchard","Director, Content & Community","United States, South Dakota, Spearfish","12/25/2020",""
"Lisa Woody","Software Engineer","United States, South Dakota, Spearfish","12/25/2020",""
"Laura Seumanutafa","Director, Logistics","United States, South Dakota, Spearfish","1z/25/2020",""

& "Kevin Klingbile","Security Analyst","United States, South Dakota, Spearfish","lz/25/2020",""

"Ethan Robish","Security Consultant","United States, South Dakota, Spearfish","12/25/2020",""

i "Ralph May","Security Analyst","United States, South Dakota, Spearfish","l12/25/2020",""

"John Strand","Owner and Security Analyst","United States, South Dakota, Spearfish","12/25/2020",""
"Derrick Rauch","Contractor","United States, South Dakota, Spearfish","12/25/2020",""
"James Lee","Hacker","United States, South Dakota, Spearfish","12/25/2020",""

> "C] Cox","Chief Operating Officer","United States, South Dakota, Spearfish","lz/25/2020",""

"Melisa Wachs","Director","United States, South Dakota, Spearfish","1z/25/z020",""
"Melissa Bruno","Security Analyst","United States, South Dakota, Spearfish',"1z/25/2020",""
"Jennipher Creed","Position In Accounting","United States, South Dakota, Spearfish","12/25/2020",""

i "Bryan Strand","Manager, Business Capture & A Consultant","United States, South Dakota, Spearfish","lz/25/z20z20",""
7 "Beau Bullock","Security Analyst","United States, South Dakota, Spearfish","12/25/2020",""

i "Heather Doerges","Project Scheduler & Manager","United States, South Dakota, Spearfish","1z/25/20z20",""

o "Marcello Salvati","Security Analyst","United States, South Dakota, Spearfish","12/25/2020",""

"Deb Wigley","Manager, Content & Community","United States, South Dakota, Spearfish®,"12/25/2020",""
"Brian King","Security Analyst","United States, South Dakota, Spearfish","1z2/25/2020",""

22 "Luke Baggett","Security Analyst","United States, South Dakota, Spearfish","12/25/2020",""
i "Cralg Vincent","Security Analyst","United States, South Dakota, Spearfish","1z/25/2020",""

"Kent Ickler","Security Analyst & Systems Administrator","United States, South Dakota, Spearfish","12/25/2020",""
"kelsey Bellew","Security Analyst","United States, South Dakota, Spearfish","1z/25/2020",""

i "Michael Allen","Penetration Tester and Security Analyst","United States, South Dakota, Spearfish","12/25/2020",""

"Justin Angel","Security Analyst","Unlted States, South Dakota, Spearfish","l2/25/20z0",""

Zoomlinfo Contact Data Logged by Burp
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15. This information has also been saved to the "scraper-zoominfo.csv" file in the user's home directory
LinkedIn results, this file can also be opened as a spreadsheet.

. Like the

i scraper-zoominfo.csv - LibreOffice Cale
File Edit View Insert Format Styles Sheet Data Tools Window Help
B - Imd & & 8- 54 G W =
Liberation Sans ~ 10pt v B I Q £ « . === =
G37 ~ fxI~=
A B C
1 |Jason Blanchard Director, Content & Community United States, South Dakota, Spearfish
2 |Lisa Woody Software Engineer United States. South Dakota, Spearfish
4 |Laura Seumanutafa Director, Logistics United States, South Dakota, Spearfish
4 |Kevin Klinghile Security Analyst United States, South Dakota, Spearfish
5 |Ethan Robish Security Consultant United States, South Dakota, Spearfish
& |Ralph May Security Analyst United States, South Dakota, Spearfish
7 |[John Strand Cwner and Security Analyst United States, South Dakota, Spearfish
2  |Derrick Rauch Contractor United States, South Dakota, Spearfish
9 |James Lee Hacker United States, South Dakota, Spearfish
10 |Cj Cox Chief Operating Officer United States, South Dakota, Spearfish
11 Melisa Wachs Director United States. South Dakota, Spearfish
12 Melissa Bruno Security Analyst United States, South Dakota, Spearfish
13 |Jennipher Creed Position In Accounting United States, South Dakota, Spearfish
14 |Bryan Strand Manager, Business Capture & A Consultant United States, South Dakota, Spearfish
15 |Beau Bullock Security Analyst United States, South Dakota, Spearfish
16 |Heather Doerges Project Scheduler & Manager United States, South Dakota, Spearfish
17 Marcello Salvati Security Analyst United States, South Dakota, Spearfish
18 |Deb Wigley Manager, Content & Community United States, South Dakota, Spearfish
19 |Brian King Security Analyst United States, South Dakota, Spearfish
20 |Luke Baggett Security Analyst United States, South Dakota, Spearfish
21 |Craig Vincent Security Analyst United States, South Dakota, Spearfish
27 |Kent lckler Security Analyst & Systems Administrator  United States, South Dakota, Spearfish
23 |Kelsey Bellew Security Analyst United States, South Dakota, Spearfish
24 |Michael Allen Penetration Tester and Security Analyst United States, South Dakota, Spearfish
25 |Justin Angel Security Analyst United States, South Dakota, Spearfish

12/25/2020
12/25/2020
12/25/2020
12/25/2020
12/25/2020
12/25/2020
12/25/2020
12/25/2020
12/25/2020
12/25/2020
12/25/2020
12/25/2020
12/25/2020
12/25/2020
12/25/2020
12/25/2020
12/25/2020
12/25/2020
12/25/2020
12/25/2020
12/25/2020
12/25/2020
12/25/2020
12/25/2020
12/25/2020
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16. You can now close the Burp Suite window. In Firefox, use the FoxyProxy menu to turn off proxying.

Mozilla Firefox

- B
hddress m O & £

j;’:) FoxyProxy

Turn Off (Use Firefox Settings)

Turn Off Proxying with FoxyProxy

3. Turn the employee names you collected into email addresses

1. Next, you'll need to convert the list of names you've collected into email addresses. To help with collecting first
and last names from the CSV files generated in the previous section, a script named "scrape2names" is included
with your Kali VM. Run the command below in a terminal window to generate a list of first and last names from
the scraped data.

cat scraper-linkedin.csv scraper-zoominfo.csv | scrape2names | tee ~/first-last-
names.txt

—

scraper-linkedin.csv scraper-zoominfo.csv ~/first-last-names.txt
Abby Rabenberg

Adam Parsons
Alexander King
Beau Bullock
Benjamin Cavallaro
Benjamin Donnelly
Ben Kaufman

Black Official
Brad Geesaman
Bretton Tan

Brian Anderson
Brian Fehrman
Brian King

Names Collected from CSV Files
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2. Once you've generated the "first-last-names.txt" file, use the "usernamer.py" script to generate email addresses
from the list of names. The "usernamer.py" script accepts Python3 format strings to define how the first and last
name are modified when generating the output. Some example commands and output are included below.

Example of generating {First Initial}{Last Name}@contoso.com:

usernamer.py ~/first-last-names.txt '{first[0]}{last}@contoso.com’

—

~/first-last-names.txt
ARabenberg@contoso.com

AParsons@contoso.com
AKing@contoso.com

Generation of Email Addresses in the Format, {First Initial}{Last Name}@contoso.com

Example of generating {First Name}.{Last Name}@acme.com:

usernamer.py ~/first-last-names.txt '{first}.{last}@acme.com’

—

~/first-last-names.txt

Abby.Rabenberg@acme.com
Adam.Parsons@acme.com
Alexander.King@acme.com

Generation of Email Addresses in the Format, {First Name}.{Last Name}@acme.com

4. Generating email addresses from common first and last names

In situations where you haven't found many employee names relative to the size of the target organization, you might
want to make additional guesses. To generate additional names, lists of common first and last names collected by the
U.S Census Bureau and Social Security Administration have been included in the "/opt/name-lists" folder on your Kali
VM. The "brute-user.py" script is also included to help with generating email addresses from the lists.

The "brute-user.py" script works very similarly to "usernamer.py", and examples of usage are included below.

Example of generating {First Name}.{Last Name}@example.com

brute-user.py /opt/name-lists/first _names-male_and_female.txt /opt/name-
lists/last_names-top_100.txt '{first}.{last}@example.com’

—

/opt/name-lists/first names-male and female.txt /opt/name-lists/last nam

es-top 100.txt
james.smith@example.com

james.johnson@example.com
james.williams@example.com
james.brown@example.com
james.jones@example.com
james.garcia@example.com

Brute-Force Email Address Generation in the Format, {First Name}.{Last Name}@example.com
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Example of generating {First Initial}{Last Name}@bhis.co:

brute-user.py /opt/name-lists/first_names-male_and_female.txt /opt/name-
lists/last _names-top 100.txt '{first[0@]}.{last}@bhis.co’

-~

/opt/name-lists/first names-male and female.txt /opt/name-lists/last nam

es-top 100.txt
j.smith@bhis.co
j.johnson@bhis.co
j.williams@bhis.co

brown@bhis.co

jones@bhis.co

garcia@bhis.co

davis@bhis.co
rodriguez@bhis.co
martinez@bhis.co

j.
j.
j.
j.miller@bhis.co
15
15
1.

Brute-Force Email Address Generation in the Format, {First Initial}{{Last Name}@bhis.co
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